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1. INTRODUCTION
TO SD-WAN

Why do we need SD-WAN?

Inefficiencies of Traditional WAN

In 2020/2021, businesses are embracing digital transformation more rapidly than ever expected.
Remote working and online meetings are now standards. Many applications are moved to the
public cloud and many services are now available over the Internet. Companies want to reduce
costs and manage their infrastructure more effectively. However, the traditional wide-area
network (WAN) was designed to connect users at remote sites to applications hosted in the
company's data center. Dedicated leased lines and MPLS circuits were used to provide secure
and reliable connectivity to the DC. Although some applications are now in public clouds and
the Internet, the traffic from the remote sites must come to the DC first and then be routed to the
Public Cloud and back. This concept is visualized in figure 1.
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Figure 1. Traditional WAN architecture - Centralized Connectivity

This WAN design no longer works well in a digital world where applications are out of the data
center, and the users consuming those applications are using a diverse set of mobile devices.
As businesses are rapidly adopting Software-as-a-service (SaaS) and Infrastructure-as-a-
service (laaS) models, it is pretty common to have ERP applications hosted in AWS, office
applications such as Office 365 being used over the Internet, company-specific apps hosted in
the HQ data center, and 3rd party applications hosted in another datacenter. In this scenario, the
traditional WAN connectivity between the branches and the DC is not the most effective way to
connect to all applications and creates the following inefficiencies:
O Costs - Increased bandwidth demands are forcing companies to upgrade their private
WAN circuits, which is expensive;
O Higher Latency - Moving the traffic from remote sites to the DC and then to the Cloud
increases the overall round-trip times;
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O Auvailability - Running everything through the company's data center creates a Single-
point-of-failure;

O Velocity - Deploying private MPLS circuits is a slow and tedious process that usually
slows down the roll-out of new remote sites.

With the adoption of Public Cloud, companies started rethinking their WAN designs.
Organizations decided to equip their remote site with Direct Internet Access links and to offload
cloud-native applications directly over the Internet. Internet availability then becomes a very
important part of the branch/campus operations.

But how do you make sure all remote sites have an Internet connection in 99.99% of the time?
Well, the answer is - you purchase at least two independent Internet connections from at least
two service providers. Combining this with the emergence of 4G/5G and having in mind that
commodity internet circuits offer higher capacity at significantly lower price points, it is a natural
consequence that companies started exploring ways to rely less on Private WAN and take
advantage of the Internet circuits.

CAADSEY
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Figure 2. Software-Defined WAN architecture - Decentralized Connectivity

Software-defined WAN (SD-WAN) solutions have been designed to address these challenges.
SD-WAN is part of the broader technology trend called software-defined networking (SDN). This
is a new centralized approach to network management that abstracts the underlying network
infrastructure away from the services and applications that run over the network.

De-centralized Network Management

For many years, networks have been deployed and operated in a decentralized manner,
meaning each device is individually managed and operated by network administrators. Let's
compare this to a centralized approach. If | take you back to the old days of personal computers.
Installing new hardware or software required users to configure the individual elements of the
PC. For example, you bought a new sound card for your PC. You install the card and then you
must go to the website of the manufacturer and download the drivers for your operating system.
Then you install the drivers and resolve any incompatibility issues. And only then you start
listening to music, eventually.
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Figure 3. Personal Computer as a System

Now compare this to the process nowadays. You just plug the hardware component you bought
and the PC handles everything else for you. You just signify the intent to listen to music and the
operating system configures all underlying components necessary to play the music. You are
using a personal computer as one system and not as a group of individual components.

And the one million dollar question is - Why can't we apply this logic to IP Networks? Why the
network can't be thought of and administered as a system instead of a collection of individual
devices such as routers, switches, and firewalls?

Users configure individual
components (network devices)
in order to use the system (the
network).

System

I

Individual
Components —

T

Figure 4. Using Traditional Networks
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As of today, most networks in the world are still being operated and configured manually using
traditional "per device" methods. Although many of us will agree that this device per device
approach has many significant drawbacks such as:

Risk of human error - Many kinds of research have been made over the years that shows that
most network outages happen because of a configuration error (ultimately a human error).

Services velocity - Many network engineers would agree that the network is the slowest of

all technology verticals when it comes to enabling a new feature or service. Configuring each
network device one by one using CLlI is just not a scalable approach. Don't get me wrong, we all
love the command line, but it was not designed to make massive scale configuration changes to
multiple devices at the same time.

Analytics - In traditional networks, where devices are managed in a decentralized manner,
almost no one knows the "big picture". In many cases, different devices are operated by different
teams, and a centralized collection of analytic data and network-wide configuration sanity is a
very hard task.

Benefits of SD-WAN

Many business and technical researchers agree that the next-generation networks would be
deployed and operated As-a-System and not as a collection of individual network devices.
Software-Defined WAN (SD-WAN) is a centralized approach to managing and operating large-
scale WAN networks.

Single Management Plane

One of the main ideas of SD-WAN is to administrate the WAN through a single centralized
management plane, and the system itself to manage the underlying network devices. This would
provide many benefits, business opportunities, and a better overall user experience.

Users simply signify intent to use the
system (the network) and it
configures all underlying
components (network devices).

&
Individual
TTIT -

Components
=0 %

Figure 5. Using Networks in an Intent-Based manner

System
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Let's look at the most obvious advantages:

O Automation - Operating and administrating a network as a system in a centralized
manner removes most of the complexity of large-scale networks. The whole idea
of centralized management is to use Automation. It creates simplified consistent
deployment and operational models.

O Reduced cost - SD-WAN's automation allows leveraging any combination of transport
services such as Broadband Internet circuits, 4G/5G, MPLS, and any other public
transport - to securely connect users to applications.

O Improved uptime - Centralized management and automation could eliminate most
human errors such as misconfigurations, wrong designs, and deployments. This would
significantly improve the overall uptime of the network.

More secure - Centrally managed networks can easily apply end-to-end security policy
across the enterprise network which is very hard to do using the box-to-box approach.
Better analytics - To be honest, in traditional large-scale networks, very few people
(often nobody) know and could grasp the big picture. Because of the high number

of network devices and the large volume of analytics data, most of the time the data

is very hard to read and interpret quickly. Treating a network as one system enables

a single management console that presents data from multiple sources in a unified
display.

Forwarding based on auxiliary information

In traditional WAN networks, routers make forwarding decisions based on a limited set of
information. Traditional routing protocols usually consider only the link bandwidth and link
status. However, having multiple different WAN transport attached to a remote site and wanting
to use them in an active-active manner requires a more complex routing forwarding process.

| have read one of the best analogies of this in the Cisco book "Cisco SD-WAN Cloud scale
architecture".

Consider the analogy of traveling by car. Prior to the emergence of navigation software such
as Google Maps, for the travel from New York to Boston, a paper road map was typically used
to identify the best route. If there was road closure or delay along the route, the driver would
be forced to find an alternative route based on limited information. This is the way WAN routers
operate in a traditional WAN network. Each router makes its own autonomous decisions about
how to route the packets, based on a limited view of the topology around it.

Nowadays
- Drivers are aware of road blocks and construction works
- Traffic Jams and road accidents
- Toll Taxes and much more info

In the old days
- Drivers only know that different roads exist
- Real-time auxiliary information is not available

D
\ y

Figure 6. Analogy between routing decisions and road navigation
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Now compare this approach to today's road navigation with GPS. Navigation software such as
Google Maps can help a driver to avoid road closures, accidents, travel delays, and inefficient
routes. This is possible because the navigation software relies on satellites in the sky that have
a real-time sophisticated view of the road network. With SD-WAN, edge routers can now rely on
the centralized control/management plane for auxiliary information on how to forward the traffic.
In the same way, as the GPS helps drivers avoid travel delays, SD-WAN helps routers avoid
jitter, packet loss, and latency in the network.

Cisco's SD-WAN solutions

Cisco offers two different SD-WAN products through its acquisitions of Meraki and Viptela. Both
products are full-fledged SD-WAN solutions and have several overlapping features. However,
Cisco has made it clear that Meraki and Viptela are geared toward two different markets.

O Meraki is designed for small and mid-sized companies that want simplicity and ease of
use above everything else. Deploying the Meraki SD-WAN solution is easier than Viptela
and if the organization does not have any specific niche requirements, it would definitely
be the right choice.

O Viptela has more advanced features available and requires a sophisticated network de-
sign and architecture. The product is designed for large-scale enterprise-level networks
and has a high degree of customization.

OB R R ol

Cisco Viptela Vs Cisco Meraki
Enterprise-level SD-WAN solution SD-WAN solution with a basic level of
supporting complex WAN topologies customization designed for small and
with a high degree of customization medium sized organizations

Figure 7. Cisco's SD-WAN solutions

In this course, we are going to deep-dive into the Cisco Viptela SD-WAN and won't cover the
Meraki product.

What is SD-WAN?

Traditional WAN was designed to route traffic from remote sites to the company's data centers
using private MPLS circuits. However, the business trends have moved the applications out of
the data center and into the public clouds such as Microsoft Azure and Amazon Web Services
(AWS). Nowadays, moving the users' traffic from branches to the enterprise DC and then out
to the cloud or the Internet and back is inefficient, expensive, and not scalable. Also, the rapid
digital transformation of enterprises creates new requirements for security, cloud and Internet
connectivity, WAN management, and application performance.

Cisco SD-WAN is a Wide Area Network (WAN) overlay architecture that applies the principles of
Software-Defined Networking (SDN) into the traditional WAN. It is designed to meet the needs of
modern enterprise applications and the rapidly growing security requirements.
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Figure 1. Cisco SD-WAN Architecture

Cisco Viptela SD-WAN solution provides the following improvements over the traditional
WAN design:

O

o
o

Connecting any location in a fast, secure, and highly available manner using Zero-Touch
Provisioning (ZTP).

Establishing a transport-independent WAN using any type of underlying transport.
Abstracting the underlying WAN infrastructure away from the services and applications
that run over the network such as WAN Routing, Segmentations, Analytics, laaS, and
Multitenancy.

Providing end-to-end security from remote sites to the Internet, Cloud, and SaaS
applications.

Providing a single pane of glass (SPOG) for management, analytics, and configuration
policy across the enterprise WAN.

Providing southbound REST APIs that enable enterprises to create their own unique
services and meet any niche requirements.

Figure 1 summarizes the key architectural improvements over the Traditional WAN design. Let's
now look at the components of the Cisco SD-WAN solution.
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SD-WAN Components

Cisco Viptela SD-WAN solution is made up of four segregated planes - Orchestration plane,
Management Plane, Control Plane, and Data Plane. Each plane has its own functions and
responsibilities and is abstracted away from the other planes. For example, if you replace a
device in the data plane, that does not affect the control/management or orchestration plane.
The same applies if you replace a controller in the Control plane or the Management Plane.

Compare this to the Tradition WAN design where each device participates in the data plane
(forwarding actual packets), in the control plane (for example running OSPF, BGP, PIM and
participate in the topology formation), and in the management plane (is actively managed via
CLI).

= (e

GUI Automation

Q @ Management Plane
vAnalytics vManage I .
4 l \ Q Orchestration Plane

N vBond

y
@ Control Plane
@ vSmart

Controllers

MpLs [ Internet 4G/56

vEdge Routers

b Bdbd| BdbS B Data Plane

Cloud DC Campus Branch

Figure 2. Cisco SD-WAN Components

Cisco vManage

Cisco vMange is the Management Plane of the SD-WAN system. It runs the user interface of
the system and is the dashboard network administrators interact with daily. It is responsible for
collecting network telemetry data, run analytics, and alert on events in the SD-WAN fabric. It
is also the tool that admins use to create device templates, push configurations, and perform
overlay traffic engineering.

Cisco vManage can be deployed on-prem, in the public cloud, or in the Cisco cloud-hosted
environment. It is significantly resource-intensive and most customers go with the cloud options.
Cisco vBond

Cisco vBond is the Orchestration Plane of the SD-WAN system. Its job is to orchestrate the
process of onboarding new unconfigured devices to the SD-WAN fabric. It is responsible for
the authentication and whitelisting of vEdge routers and control/management information
distribution.
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Cisco vSmart

Cisco vSmart is the Control Plane of the SD-WAN system. vSmart controllers are the brain of
the overlay fabric. They advertise routing, policies, and security. They are positioned as hub
routers in the control plane topology and all vEdge routers peer with all vSmart controllers. For
experienced network engineers, vSmart controllers are like BGP Route-reflectors or DMVPN
NHRP routers. However, it is important to understand these appliances are not part of the Data
Plane and do not participate in packet forwarding.

Cisco vEdge

Cisco vEdge devices represent the Data Plane of the SD-WAN system. They sit at the

WAN edge and establish the network fabric and join the SD-WAN overlay. If you look at the
architecture shown in figure 1, everything southbound of the vEdge routers is typically traditional
networking - offices, data centers, and branches. Everything northbound of the vEdge routers

is the SD-WAN system itself. vEdge routers exchange routing information with the vSmart
controllers over the Overlay Management Protocol (OMP). If for example, we have a campus
network running OSPF. At the vEdge devices, the OSPF routes are redistributed into the SD-
WAN fabric to the vSmart controllers via OMP and then the vSmart controllers populate this
routing information to other vEdge devices if it is required by the WAN topology.

Cisco vSmart

%
%O’
3% %
\)Qb <«— — Control Plane — —»
K
K_. S

i O———
Routing Overlay Tunne| 1 se——g

Information

Routing
Information

Qs Overlay Tunnel 2 ming

? ; i ; <-— — —Data Plane— — —» 5

Campus Network Branch Network

Figure 3. Cisco SD-WAN OMP Protocol

The WAN Edge routers could be Viptela platforms or Cisco I0S-XE devices. They can be virtual
or physical appliances. vEdges are auto-configured by the system. Back in the Viptela days, this
process was called Zero-Touch Provisioning (ZTP) and nowadays with the Cisco devices, it is

called Cisco Plug-and-Play (PnP). Both terms actually mean the same and are interchangeable.

Overlay Management Protocol (OMP)

The Cisco vSmart controllers use the Overlay Management Protocol (OMP) to manage the
overlay network fabric. Upon joining the SD-WAN fabric, each vEdge router establishes one
permanent secure connection to the vSmart controller via each available transport as shown in
figure 4. These connections, usually DTLS, are then used by the vEdges to exchange control
plane information to the controller such as prefixes, crypto keys, and policy information.
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Figure 4. Cisco vEdges OMP peering

It is important to note that OMP peering is never made between the vEdge routers onsite. This is
due to the separation of control and data plane in the SD-WAN architecture.

Three types of routes are advertised with OMP:

1.  OMP routes (vRouter) are prefixes at the local site that are redistributed into OMP and
advertised towards the controllers. These might be OSPF or BGP routes, or any other
routing information present on the site.

2. TLOC routes (Transport locations) are the tunnel endpoints on the WAN Edge
routers that connect to the transport networks. These routes are represented by three
components- the system IP address, link color, and encapsulation type.

3. Service routes are used to exchange services such as firewall, IPS, application-specific
optimizations, and load-balancers.

Let's leave the things here and continue with our exploration of the Cisco SD-WAN architecture
in the next lesson.

Key Takeaways

Let me try to summarize into a short table what the Software-Defined WAN brings compared to
the Traditional WAN design.

Traditional WAN Software-Defined WAN

Integration Hardware Centric Software Centric

Administration Manual box-to-box Automated

Extension Closed Programmable via REST APIs
Operations Reactive Predictive
Drivers Network Intent Business Intent

Differences between the Software-Defined WAN and Traditional WAN
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How Cisco SD-WAN works?

In the last lesson, we looked at the main architectural components of the Cisco SD-WAN
solution. Now in this lesson, we are going to try to explain how everything fits together to create
an operational overlay fabric that can move user flows more securely and intelligently than
Traditional WAN.

SD-WAN Deployment

When a company decides to migrate its traditional WAN architecture to Software-Defined WAN,
the thing that always comes first is to deploy the controllers. The next step is to migrate the main
data centers and hub sites and lastly the remote sites such as campuses and branches.

Order of Deployment =
Deploy Controllers Deploy Large Sites Deploy Branches
vManage vEdge vEdge

©
a
® D

vBond vSmart Cloud

Figure 1. Cisco SD-WAN Order of Deployment

The main idea for doing it in this sequence is to have the hub sites route the traffic between the
SD-WAN and non-SD-WAN sites for the period of the migration. Of course, if it is a brand new
ground-up deployment, the sequence does not matter that much.

Controllers Deployment Options

One of the main advantages of the Software-Defined WAN is that the controllers can be
deployed in the public cloud. This can significantly reduce the CAPEX/OPEX costs and improve
the overall availability and redundancy of the management plane/control plane. Compare this
model to the scenario in which you have all controllers deployed on-premises. You need to
accommodate rack space, power, cooling, physical servers, hypervisor, and virtual machines or
containers. You have to manage redundancy and backups on your own. Using the cloud options,
you can consume the management/control plane as laaS (Infrastructure-as-a-Service) or even
SaaS (Software-as-a-Service).

Cisco offers the following options to customers to choose from:

O Cisco-hosted cloud - The information that | have found regarding the existing deploy-
ments shows that most customers (above 90%) opt for this approach. This is also the
vendor's recommended model because Cisco takes care of provisioning all controllers,
they handle the backup and disaster recovery. The customer is basically consuming the
SD-WAN control plane as a Software-as-a-Service (SaaS) by using the vManage to
create custom configuration templates for their device and administer the overlay fabric.

O Public cloud - The customer could decide to host the controllers in the public clouds
such as Azure and AWS. In this scenario, the controllers could be managed by a service
provider or by the customer.

O On-prem - Of course, the controllers can be deployed in the company's data centers
or private clouds. In this scenario, the customer is responsible for backups and disaster
recoveries. This is usually the case with financial and government institutions that must
be compliant with regional regulators.
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Figure 2. Cisco SD-WAN Deployment Options

Once the controllers are up and running, they must establish secure connections between them.
As of 2020/2021, there are two options to choose from when it comes to the underlying secure
protocol - TLS which uses TCP transport, and DTLS which uses UDP transport. By default, all
controllers use the DTLS option.

If the SD-WAN is deployed in a zero-trust environment, figure 3 shows the Layer 4 information
for all permanent connections between the controllers. Note that each core on vManage and
vSmart makes a permanent DTLS connection to the vBond resulting in four connections
between vManage and vBond and two connections between vSmart and vBond.

vBond
uDP uDP uDP uDP uDP uDP
12346 || 12346 || 12346 | 12346 12346 || 12346
uDP uDP uDP uDP uDP uDP
12346 || 12446 || 12546 || 12646 12346 || 12446
( ) (
ubP < if DTLS > uDP
12346 12346
or
Tce : TCP
<< if TLS >
Random 23456
vManage vSmart
L (4 cores) J L (2 cores)

Figure 3. Cisco SD-WAN Control Connections

WAN Edge Routers Onboarding
Secure onboarding of the WAN edge devices is a very important part of the SD-WAN solution.

Identity and Whitelisting

The Cisco SD-WAN solution uses a whitelisting model for authenticating and trusting the vEdge
devices. This means that before a WAN edge router is allowed to join the control plane, it has

to be known by all SD-WAN controllers beforehand. Each device is uniquely identified by its
Chassis ID and certificate serial number.
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Controllers reachability

Once the SD-WAN controllers are deployed and have valid certificates, WAN edge routers can
start the onboarding process. At this point, the most important thing is to make sure that the
vEdge appliances have reachability to all controllers via all available transports. It sounds like
an easy and straightforward step at first, but when you look more deeply into it, you can see that
there are some decisions to be made.

SD-WAN Controllers Method SD-WAN Controllers

O T O

Data Center Public Cloud Public Cloud
Public IPs Public IPs
Internet MP - Internet
Method vEdge vEdge
1
Remote Site Remote Site

Figure 4. Control Plane Communications

The Edge device tries to establish a control connection over each provisioned transport, first
initiating one to the vBond orchestrator before attempting to connect to the other controllers.

All available transports are tried one at a time, starting with the WAN connection to the lowest
interface number. Let's look at the typical scenario where a remote site has one private MPLS
circuit and one broadband Internet connection. The WAN edge device would try to connect to
controllers over the Internet and the MPLS line. But if the controllers are deployed in a public
cloud or any other 3rd part cloud, would the public IP addresses of the controllers be reachable
over the MPLS circuit by default? | guess not, there is no MPLS service having all public prefixes
redistributed into it.

There are three common implementations that solve this issue:

1. The MPLS has reachability to the public cloud by being routed through a data center or
regional hub that has both transport. This method is shown on the left side of figure 4.

2. The public routable IP addresses of the controllers are redistributed into the MPLS cloud
and the provider edge router advertises them to the vEdge. This method is shown on
the right side of figure 4.

3. ltis possible to establish a control plane connection through the Internet connection
only. The Edge would be able to join the SD-WAN fabric but would not have a control
plane redundancy, so this approach is not recommended at all.
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Onboarding process

vEdge Onboarding Options

Automated Deployment Manual Deployment
Plug-and-Pla Zero-Touch

9 y Provisioning Bootstrap Manual

(PnP) (ZTP)

K K D RXK

Cisco XE Devices Viptela Devices Cisco XE Devices Viptela Devices
Cisco XE Devices

Figure 5. WAN Edge Routers Onboarding Options

Joining the overlay fabric

Let's now put everything together and follow each step of the process of joining a WAN edge
device to the overlay fabric. Let's say that for this example we are going to use a Viptela vEdge
1000.

QO Step 0. IP Reachability - Upon bootup, the vEdge device obtains an IP address, default
gateway, and DNS information via DHCP. If no DHCP service is available onsite, this
information could be configured manually using CLI or using a configuration template.

QO Step 1. Zero-Touch Provisioning - The WAN Edge router tries to reach the ZTP server by
resolving the URL ztp.viptela.com and uses HTTPS to get information about the SD-
WAN vBond orchestrator along with the organization name.

QO Step 2. Authentication - The WAN edge device authenticates to the orchestrator with its
root-certificate and serial number. If the authentication is successful, the vBond sends
back the vManage and vSmart
controller information.

Step 3. Connection to the Management Plane - The Edge then establishes a secure
connection to the vManage and downloads the configuration using NETCONF.

Step 4. Connection to the Control Plane - If all previous steps are successful, the router
establishes a secure connection to the vSmart controllers and joins the SD-WAN over-

(O ©;

lay fabric
PnP/ZTP service vBond vManage vSmart
Zero-Touch Autentication Netconf OMP Peering
Provisioning 1 transient 1 permanent 1 permanent
1 transient connection connection connection per
connection transport

vEdge
Figure 6. Cisco SD-WAN vEdge Connections
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The process of jointing the SD-WAN overlay is visualized in Figure 6. Note that some secure
connections are transient and some are permanent.

SD-WAN Operation, Administration, and Management

The beauty of the Software-Defined WAN is that it is operated as-a-System rather than the
traditional box-to-box approach. This opens up a whole new world of possibilities when it comes
to the Operation, Administration, and Management (OAM) of the solution. Some of the main
benefits are:

O Centralized management - and operational simplicity, resulting in reduced change and
deployment times.

O Transport-independent overlay - Because the underlay transport is abstracted away
from the overlay fabric, any combination of transports can be used in an active/active
fashion. This significantly reduces the bandwidth costs of the company.

O Sophisticated security - If you compare the traditional control plane security of OSPF
and BGP to the control plane encryption of the SD-WAN, the latter is obviously more
comprehensive using certificate identity with a zero-trust security model.

O Application visibility - Real-time analysis and application visibility are a core part
of the solution. This enables the enforcement of service-level agreements (SLA) and
tracking of specific performance metrics

Any controllers deployment
- Public Cloud

- Private Cloud vManage vBond vSmart
- On-premises

vEdge  vEdge Control Plane

Y% {
P A" P A" vEdge
Any overlay topology Ll
- Hub and Spoke
- Full mesh VIEgE vIEEgE
- i w ¥ w ¥
Partial Mesh P a
TLOCs O\
Any underlay transport . ==
- Broadband INET ==
- MPLS SOHO
- 4G/5G a ~
:I.. MPLS TLOCS:; ;;
DC Campus

Figure 7. SD-WAN Established Overlay

We obviously won't be able to go deeply into any step of the process of establishing the overlay
fabric. However, this is a short summary of how Cisco SD-WAN works. We are going to deep-
dive into each step of the process in the next sections of this course.
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2. KEY FEATURES OF
CISCO SD-WAN

Application Quality of Experience (AppQoE)

From a network perspective, delivering an optimal application experience has never been an
easy task. Traditional networks have been designed to move packets without caring too much
about the applications.

As a network engineer myself, | have managed many Traditional WAN environments and know
how little visibility and control over the app flows there is. The task has got a lot harder with the
introduction of the Internet-native and Cloud-native apps. In traditional WAN deployments that
are operated in a box-to-box fashion, typically there is 3, 5, or 8 queues QoS policy applied on
the egress transport interfaces and that's about it. Is it enough though? The answer is obviously
not.

The Business Need

Let's imagine that you are a network engineer in a big enterprise that has a traditional WAN
architecture. One day the company starts streaming a real-time event from a remote branch to
the data center and out to the Internet. From the company's perspective, this video stream is a
business-critical application and must work as optimally as possible. Just think for a few seconds
on each of these real-world problems.
O How do you make sure that if the quality of a circuit drops and packet-loss appears, the
stream is immediately sent over another circuit?
O What if there is congestion on one of the WAN links. How do you make sure that low-pri-
ority traffic is automatically moved to lower bandwidth links?
O What if the stream viewers are mostly on the Internet. Maybe it is a better solution to just
steer the traffic directly to the Internet from the remote branch. How do you do that with
traditional WAN?

These are just a few examples of hard problems that cannot be easily solved at scale using the
legacy box-to-box operational model. In today's enterprises where everything is getting digital,
there are at least several business-critical applications. Ensuring optimal experience for these
applications is a multidimensional problem that cannot be solved with a single network tool such
as QoS.

Quality of
Service

(QoS)

Data
Center

Remote
Site

Application
Visibility

Application
Experience

L] L

Clients

Servers

Figure 1. Cisco SD-WAN Tools for improving application experience
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Cisco SD-WAN solution has a set of capabilities that can improve the overall Application Quality
of Experience (AppQoE) of business-critical applications. The package of tools includes some
well-known network protocols working in conjunction with some innovative technologies to
create the following collection of AppQoE features:

Bidirectional Forwarding Detection (BFD)

Quality of Service (QoS)

Forward Error Correction (FEC)

Packet Duplication

Fragmentation Avoidance

Software-Defined Application Visibility and Control (SD-AVC)

Application-aware routing (AAR)

TCP Flow Optimization

Cloud onRamp for SaaS (We will have another lesson dedicated to this feature, so it is
just briefly mentioned here)

You may have dealt with some of these features before. In this lesson, we are going to try to
briefly go through most of them.

CO000000O0

Quality of Service

Cisco SD-WAN solution creates a transport-independent overlay fabric, leveraging tunneling
techniques such as GRE and IPsec to encapsulate and encrypt traffic before it is sent over all
available circuits on the WAN edge routers. By default, this traffic encapsulation "hides" the
original packet inside a new one, and therefore the end-to-end QoS marking is lost. Cisco WAN
edge routers have the ability to copy the DSCP value of the original IP packet into the outer IP
header. There is also the ability to rewire the DSCP value to match a specific class of service of
the service provider's circuit. This gives the ability to map specific applications into the correct
QoS classes on the SP side.

WAN Edge Router

N/
7N\

Service Provider

QoS classes

( ) SP4

Copy original DSCP marking
into the outer DSCP =172
Copy Ssp2

o
SP1
IP Packet 2 ’ ‘IP Packet 2 ’ % ’
Ingress Original K Egress MPLS
Interface riginal Packet Encapsulated Packet y Interface

Figure 2. Mapping app DSCPs to service provider classes
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Avoiding packet fragmentation

As we all know, the IP protocol was designed for use on a variety of links. In the wide-area
networks especially we can see that this is true. We have edge routers connected to the WAN
via many different access technologies such as SDH, DSL, Ethernet, LTE, satellite links, etc.
Each one of these links may enforce a different maximum transmission unit (MTU) value.
Overlay features such as tunneling and IPsec can further lower the MTU. The IP protocol
accommodates these differences by allowing devices to break larger packets into a number of
pieces that can be reassembled later on. This process is called IP packet fragmentation and
leads to inefficiencies in the packet flow by adding unnecessary latency and jitter. MTU issues in
traditional WAN are well-known to network engineers.

Remote Site Regional Hub
SD-WAN

tunnel
N\ LY'4
ElS S EIE
(1] >

SD-WAN fabric detects the max path MTU

0o—

Apps send large packets

—O

MTU exceeded, fragmentation required

—>
Apps reduce packet size

[ [ _
@ Applications traffic send with correct MTU
P—=a¥

No fragmentation required

Clients Servers

Figure 3. Cisco SD-WAN Path MTU Discovery Process

Applications have the option to explicitly prohibit fragmentation by setting a DF (do-not-fragment)
flag in the IP header. But this relies on the success of another process called path MTU
discovery (PMTU) that is used to discover the smallest end-to-end MTU value along the traffic
path. If this process fails and the DF-bit is set, the application flow would not be able to traverse
the network and reach its destination. Cisco SD-WAN proactively discovers the path MTU
across the overlay fabric and participate in the hosts' PMTU process by notifying them of the
available MTU as shown in Figure 3.

Circuits Quality

One of the main advantages of SD-WAN is that it can use any available transport at any location
in an active-active fashion. This typically means that all Internet links are utilized for application
traffic. However, we all know that Internet circuits do not have guaranteed quality, and packet-
loss may occur at any given time. Cisco SD-WAN provides the following features that protect
business-critical apps from packet loss and allows them to work reliably over the Internet.\

Forward Error Correction (FEC)

The Forwarding Error Correction (FEC) feature allows critical apps to work well over unreliable
WAN links usually Internet circuits. The mechanism behind it is borrowed from RAID arrays
logic. For example, in a RAID4 array, if one disk fails it can be replaced with a new one and
the information can be reconstructed based on the metadata stored in the parity disk. The
FEC follows the same logic, for each group of four packets, one "parity packet" is inserted. At
the receiver end, if one of the four packets is lost, it can be reconstructed based on the parity
metadata. It is basically a trade-off between CPU cycles and circuit reliability. The process is
visualized in figure 4.
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For every block of 4 packets, One lost packet out of the
one parity packet is inserted four can be reconstructed
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Figure 4. Cisco SD-WAN Forward Error Correction (FEC)

In summary, the FEC capability protects applications from incurring packet loss on the
transient network path. The feature has the following characteristics:
QO Per tunnel - It is enabled on a per tunnel basis. This gives the flexibility to be enabled
only on unreliable WAN links.
O Dynamically invoked - FEC can be turned on permanently or it can be dynamically
invoked if the SD-WAN fabric detects a certain amount of packet loss.
O Application traffic only - The feature can only be used for application traffic and not for
control plane flows such as BFD.
O Only one packet out of four can be reconstructed - It cannot remedy high packet
loss.

Packet Duplication

Packet duplication is another SD-WAN capability that is used to increase application reliability.
When turned on, the sending WAN edge router can transmit the same traffic flow across multiple
WAN links ultimately sending at least two copies of each packet. At the receiving side, the
vEdge device can compensate for lost packets by using these multiple copies of the same flow
and discard the unnecessary duplicates.

Packets are sent over both overlay Duplicated packets are dropped
tunnels at the sending vEdge at the receiving vEdge

2
\’ IPsec tunnel 1 \’
D 1\ IPSEC tunnel 2  s— (\ - o
Sender ~ VEdge vEdge Receiver -
Site Site

Figure 5. Cisco SD-WAN Packet Duplication
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In summary, the Packet Duplication capability protects against packet loss for critical
applications such as Voice at the expense of increased bandwidth consumption. The feature has
the following characteristics:

O Protocol agnostic - It works for any transport protocols TCP or UDP.

O Works only over multiple tunnels.

O Duplicates are discarded on the receiver.

Software-Defined Application Visibility and Control (SD-AVC)

Software-Defined Application Visibility and Control (SD-AVC) is a service that uses the
capabilities of Cisco WAN Edge devices to identify, aggregate, and communicate application
data in order to make decisions like prioritizing app traffic using QoS, group applications based
on business relevance, or choose different network paths based on real-time SLA statistics.

Cisco SD-WAN devices have a Deep Packet Inspection engine integrated that can go up to
Layer 7 of the OSI model and recognize thousands of applications. This is absolutely necessary
in order to be able to apply policies against a particular app or service.

Deep Packet
Inspection

Controllers

vEdge

_App 1_ o Broadband

/ App 5

MPLS

\ App 1500

— —— —

Dy

4G/5G

Figure 6. vEdge Deep Packet Inspection

Some engineers may argue that we have always had DPI engines and app recognition features
like Cisco NBAR. However, the key point here is that updating large volumes of new application
signatures across the device fleet is not feasible at all using the legacy box-to-box configuration
model. You have to operate the network As-a-System to be able to do that at scale, and that is
what SD-WAN allows us to do.
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Application-aware routing (AAR)

Application-aware routing is a feature that dynamically chooses the optimal path for a
business-critical application based on a pre-defined SLA policy. These policies can be
defined in two major ways:

1. A specific path is configured to be taken while the path meets the SLA. For example, an
MPLS circuit is configured as primary for VoIP traffic.

2. Any path that is compliant with the SLA can be used. For example, if the Internet circuit
meets the latency, jitter, and packet loss requirements, it can be used for Voice traffic as
well.

Let's look at the example shown in figure 7. Application X has a pre-defined SLA policy - latency
<= 200ms, packet loss below 3%, and jitter below 15ms. At the moment only path 2 and 3 are
meeting this SLA though. Therefore, only these paths can be used for this app.

App X must have:
Latency <= 200ms
Packet Loss <= 3%
Jitter <= 15ms

vBond vSmart vManage

Control Plane Real-time

path measurements
< % Path 1: Jitter 25ms
/ \ Path 2: Jitter 18ms
/ \\ Path 3: Jitter 12ms

/ Broadband

Path 2
\/l I\/il E
A 2\

Branch Regional Hub

A
)
1‘/73

Figure 7. Cisco SD-WAN Application-aware routing

TCP Optimization

The Cisco SD-WAN TCP Optimization feature terminates TCP connections locally at the WAN
edge routers and uses TCP Selective Acknowledgment (SACK) in order to better control the
TCP-Window-Size and maximize the throughput through the WAN links. Every network engineer
has seen a bandwidth consumption graph of a TCP flow. It typically has the following pattern -
steep increase, sharp fall down with 50%, steep increase again and 50% fall down again and

so on. The goal of this optimization tool is to normalize this graph by dynamically controlling the
Window Size. However, this must be used with caution because it breaks some fundamentals
network principles such as the end-to-end transport layer connectivity.
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Figure 8. Cisco SD-WAN TCP Optimization

Summary

The Application Quality of Experience (AppQoE) is a multidimensional problem that cannot

be solved by a single tool. The Cisco SD-WAN solution has introduced a set of features and
capabilities that can improve the overall application experience and optimize the network
reliability for business-critical apps. Let me try to make a short summary of all AppQoE tools in
the following table.

Bidirectional Forwarding BFD is a well-known network protocol used to detect faults between two

WAN edge Detection devices connected by an IPsec tunnel and to measure the tunnel
(BFD) characteristics.

Quality of Service QoS is a well-known network tool that is used for classification and
(QoS) marking of application traffic.

Forward Error The FEC capability protects applications from incurring packet loss
Correction (FEC) when traversing unreliable WAN links. It works by inserting one

parity packet in every group of 4 and then using the metadata in this
parity packet to reconstruct any lost one.

Packet Duplication The Packet Duplication capability protects against packet loss for
critical applications such as Voice at the expense of increased
bandwidth consumption by sending two copies of each packet via
two different WAN links.

Fragmentation Avoidance The SD-WAN overlay fabric detects the MTU value on all tunnels
and helps end hosts successfully identify what MTU value to use.

Software-Defined SD-AVC is a service that uses the DPI engine of Cisco WAN Edge

Application Visibility devices to identify aggregate, and communicate application data in

and Control (SD-AVC) order to make decisions like prioritizing app traffic using QoS, group
applications based on business relevance, or choose different
network paths based on real-time SLA statistics.

Application-aware AAR dynamically chooses the optimal path for a business-critical
routing (AAR) application based on a pre-defined SLA policy

TCP Flow Optimization  This a feature that terminates TCP sessions at the local WAN edge
devices and aggregates them into one optimized TCP session. The
goal is to better utilize the available WAN bandwidth by controlling
the TCP windows size.

Table 1. Cisco SD-WAN features that improve the Application Quality of Experience (AppQoE)
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Interconnecting Multiple Clouds

| think every network engineer has already seen that applications are moved to the cloud on
a massive scale in recent years. Some apps are even developed and deployed directly in the
cloud. These are known as Cloud-native applications or "born in the cloud". This industry shift
has created a lot of new challenges to network architectures such as the following:

O How do you ensure that apps are taking the most optimal path to the Cloud? Since
most networks have multiple Internet circuits and eventually a direct connection to the
particular cloud environment, the best-path selection on a per-application basis is a
complex task.

O How do you provide a flexible and secure connection to the Cloud from every remote
site? Since most traditional WAN architectures do not allow direct connections from
branches to the Cloud over the Internet, the traffic is routed from remote sites to a
regional hub/datacenter and then out to the Internet. This adds additional latency and
creates bandwidth bottlenecks.

Yes, migrating apps to the public cloud presents new challenges to network engineers. However,
there is another, more rare unicorn - interconnecting multiple clouds, that creates an even harder
challenge.

The Business Need

Inevitably, when multiple business-critical applications are migrated to the same public cloud,
some fundamental questions start to arise:

O What if the cloud fails? - Yes, even public clouds experience large-scale outages.
Many enterprises have decided to create instances of their most critical apps in an alter-
native public cloud for redundancy and disaster recovery.

O Vendor lock-in - Overtime, using only one provider makes the company heavily depen-
dent on that vendor. Also as a consumer, an enterprise may want to have the freedom
to demand custom pricing and have legroom for negotiations. This inevitably leads to a
multi-cloud model.

O Different geographies - Not every public cloud provider is available in any geographical
area in the world. For example, at the time of writing this article, AWS does not have an
infrastructure region in Switzerland. This forces some enterprises into the multi-cloud
model.
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Figure 1. Enterprise Cloud Services
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Some companies end up with a multi-cloud operation just naturally. This typically happens when
some departments move workloads into one cloud provider and other departments migrate
other apps to a different provider.

Cisco SD-WAN as Multi-Cloud Interconnect

Cisco SD-WAN provides the ability to extend the company's WAN to the public cloud, ultimately
connecting any WAN location to any cloud platform in a secure and automated fashion.

It ensures the connectivity requirements by using enhanced routing techniques such as
application-aware routing to the cloud laaS applications and adjusting the IPsec routes in real-
time based on the pre-defined quality metrics (packet loss, latency, and jitter).
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Figure 2. Cisco SD-WAN as Multi-Cloud Interconnect

O Automated connectivity provisioning - Cisco SD-WAN extends the overlay fabric to
public clouds. This provides the ability to choose the most optimal entry point for all data
centers and hub locations in real-time.

O Application and network telemetry in and out of all clouds for reporting - Cisco
SD-WAN provides the ability to unify the network management by creating a single
pane infrastructure that has visibility across the entire enterprise network for more so-
phisticated management of network resources and services. This single-pane view can
provide a unified centralized management of all resources including physical, virtual,
and cloud.

O Dynamic routing, multipathing, and deterministic failover behavior using OMP -
Because the enterprise overlay fabric basically includes the virtual WAN edge routers
hosted in the clouds, all network settings could be managed in a centralized fashion
using the SD-WAN control plane. This gives the ability to create custom network topolo-
gies based on the company's needs.
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Direct Internet Access (DIA)

The Business Need

In traditional wide-area designs, Internet traffic from remote sites is sent first to a centralized
data center or hub site. Then the traffic is pushed through the company's security stack and only
then it is routed out to the Internet. The returning traffic also traverses the security stack before it
is sent back to the remote site. This is typically done because the cost of installing and operating
a security stack in every remote location is very high.
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Figure 1. Backhauling Internet traffic through a Datacenter

However, the fast adoption of Internet-based applications and teleworking created the
following issues with this WAN design:

O Scale - With the ever-increasing Internet demands at each remote branch and the use
of SaaS apps such as Office 365 and Salesforce, backhauling the Internet traffic from
every branch to the data center creates a bottleneck at the DC's Internet circuits. In
addition, the centralized security stack and the network devices at the DC must scale
vertically with the number of branches.

O Apps Performance - By re-routing traffic from the branch to DC to the Internet and
back, applications incur increased latency. Depending on the underlying geography, this
can result in significant performance degradation for some business-critical apps.

O Cost - Having said the above, it is obvious that the centralized hub site must scale
vertically when the number of remote sites increases. This implies higher hardware and
WAN costs at the data center location.

Cisco SD-WAN allows for a better more scalable approach to Internet usage at remote sites. The
feature is called Direct Internet Access and as the name implies, it allows particular users and
applications to access SaaS/laaS services directly through the local Internet circuits.
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Cisco SD-WAN Direct Internet Access (DIA)

Cisco SD-WAN Direct Internet Access is a solution that improves the user experience for SaaS
applications at remote sites by eliminating the performance degradations related to backhauling
Internet traffic to central data centers. DIA allows control of Internet access on a per VPN basis.
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Figure 2. Cisco SD-WAN Direct Internet Access

Security

Cisco SD-WAN allows pushing the security stack directly on the WAN edge devices onsite. This
reduces the need for security appliances at every branch, by providing inbuilt security features
which include DNS security, Application-aware firewall, URL filtering, IPS/IDS, and Advanced
Malware Protection (AMP).

In addition, instead of enabling the security stack at the WAN edge routers, the DIA feature
allows for routing the traffic through a cloud security provider. In this case, the traffic from a
particular remote site is routed to the cloud security provider through point-to-point IPsec
tunnels. The cloud security provider then pushes the traffic through the predefined security
policies and route it out to the Internet.
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Figure 3. DIA traffic through a cloud service provider
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Guest Access

Cisco SD-WAN provides an easy and secure way to create an isolated Guests segment that is
isolated from the enterprise network and has its own security policies. Typical DIA traffic policies
include:

Restricting bandwidth usage of guests users

Restricting access to certain Internet resources

Restricting access to internal enterprise resources

Protecting the network from malicious content

000

RESTful APIs

Before we start with this lesson, I'd like to quickly explain some terms and concepts upfront.

O What is an API? (Application Programming Interface) - APl is just an interface that
allows software to interact with another software;

O What is SDK? (Software Development Kit) - SDK is a set of tools used to develop
software for a specific platform;

O What is the difference between APl and SDK? - APl is purposely built to allow
specific communication between applications. SDKs allow for the creation of
applications including APlIs.

And the non-technical explanation - the SDK represents an entire office: all engineers,
salespersons, furniture, and all office gear. An API represents just the Internet lines that allow
communication in and out of the office.

Ok, now back to Cisco SD-WAN...
The Business Need

Legacy network devices were designed to be managed and operated by humans. They were
not made to communicate natively to other software. That's why traditional networks are not
extensible and automated in a native way. Nowadays, all other IT verticals are software-driven,
S0 businesses are pushing the networks in that direction as well.

Cisco SD-WAN has been designed with automation and extensibility in mind. Cisco vManage
provides northbound RESTful APls that allow customers to build their own unique business
logic on top of the SD-WAN solution. For example, enterprises can integrate their existing OSS
(Operational Support System) and BSS (Billing Support System) tools and consume telemetry
data, automate incident tickets creation and lifecycle, and automate the deployment of new
services.
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automation controllers NMS tools 0SS, BSS
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@ @ EmZnage
@ @ @

4G/LTE MPLS INET

Data Plane

7N 2N LA 7N ) 2

Figure 1. Cisco SD-WAN REST APIs
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The northbound APls open a new world of possibilities to network engineers as well. Many
trivial operational tasks that consume lots of time and effort in a large-scale environment can be
easily automated. For example, configuration audits, network/security audits, inventory reports,
automated backup/restore, 3rd-party tools integration, and so on.

Let's take a look at the most typical use-cases.
User-defined Automation

vManage REST APIs provide endless possibilities for the automation of user-defined tasks. You
can basically write software that can interact with the Cisco SD-WAN solution without human
supervision. For the most simple cases, this software would be a python script. However, for
more advanced scenarios, sophisticated Ansible playbooks can be leveraged.

3rd-Party Controllers

One of the beauties of the vManage RESTful APlIs is that they can be leveraged by other
domain controllers, such as Cisco DNA Center or Cisco ACI, in order to deliver a unified

single management plane across multiple technology verticals. This allows for the emergence

of a single-pane-of-glass tool for service orchestration, configuration, administration, and
troubleshooting. Such integration might finally allow for a full-scale intent-based network that can
enforce business intend across the entire infrastructure from user to applications to cloud.

Technically, the REST APIs allow for the integration of non-Cisco SD-WAN controllers as well but
at the current stage, interoperability between SD-WAN vendors is not present.

3rd-Party OSS, BSS, and SP tools
The vManage REST APIs allow Service Providers and MSPs to integrate their existing
operational and billing systems (OSS/BSS). Most typical examples of such integrations are:

O Service and data usage statistics are collected using the RESTful APIs and then feed
into the service provider's billing system;

O Using the RESTful API, service providers can design custom self-servicing portals that
allow users to subscribe to new services or change the operational status of existing
ones. For example, purchasing and deploying new SD-WAN security features, network
segmentation and slicing, and so on;

O Automated deployment of new customers;
QO CI/CD pipeline integrations, automated change scheduling, and rollbacks.
O SIEM (Security Information and Event Management) integrations, that can perform au-
tomated remediative actions against security alarms and incidents.
vManage's Embedded API Library

Cisco includes very sophisticated APl documentation as part of the vManage software
using the following URL:

https://[vManage-IP-address]:8443/apidocs
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Ul https:/[vManage-ip-address][port]/apidocs KN XX

] [api_xey [N spiore |
CIsSCco

Capacity Show/Hide List Operations Expand Operations Raw
[l /capacity Get capacity

Utlllty’ - Logglng Show/Hide List Operations Expand Operations Raw

m futil/logging/level Set log level for logger
1l /util/logging/debuglog Test whether logging works
(<58l /utillogging/loggers List loggers

Alarms - Notifications Show/Hide List Operations Expand Operations Raw
[<agll /notifications/rules Specific Notification Rule OR All rules

Ik notifications/rules Delete notification rule

(5 /notifications/rule Add new configuration
m /notifications/rule Add new configuration
Diagnostics Show/Hide = List Operations =~ Expand Operations = Raw
/diagnostics/dbschema Get the current database schema
/diagnostics/threadpools Get information on the threadpools
/diagnostics/notaccessible Not Accessible

CloudDock-Service Chain
Resource Pool

Configuration Database Cluster management

Figure 2. Cisco SD-WAN API Docs

The documentation is divided into a few major categories of API calls:
QO Certificate Management
O Configuration
O Device Inventory
O Real-Time Monitoring
O Troubleshooting Tools

When you select a particular API class. The documentation shows its response class, required
parameters, and the returned status codes.

Table 1 below shows some typical examples of vManage API calls:

Requested Info API Call

Environment health status of device's dataservice/device/hardware/environment?deviceld=
system-ip-address hardware components

A list of all cisco sd-wan devices dataservice/device
Status of the transport interfaces dataservice/device/interface?deviceld=system-ip-
of a device address&port-type=transport

Status of DTLS control connection dataservice/device/control/connections?deviceld=
system-ip-address

Interface statistics and packet drops  dataservice/device/interface?deviceld=system-ip-address
A list of OMP peers dataservice/device/omp/peers?deviceld=system-ip-address
A list of BGP peers dataservice/device/bgp/neighbors?deviceld=system-ip-address

Examples of vManage API calls
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Cisco SD-WAN Python SDK

Cisco has provided a full-fledged Python-based SDK for Cisco vManage that has tools, libraries,
and documentation to simplify the interactions with the REST API. It is intended for engineers
interested in automating the administration and operation of the SD-WAN solution using Python
without any GUI interaction.

Phyton Phyton RESTful
SDK Script APIs

O o_,
/N

controller controller

=

Engineer
SD-WAN Fabric
Figure 3. vManage Python SDK

There are many great things that you can do when using Cisco vManage
programmatically. A few typical use-cases are:

Software integrations with other platforms;

Programatically keeping track of device status and acting upon change;
Management of policies and device templates in an automated fashion;
Automated backup and restore;

CI/CD integrations;

Automatic querying and aggregating of device and traffic statistics.

00000
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3. CISCO SD-WAN
CONTROL PLANE

Underlay vs Overlay Routing

Why do we need the overlay?

Traditional network devices are hardware-centric and forward packets based on the destination
IP address. Furthermore, each network node makes a separate independent decision on
how, when, and to whom to forward each packet. This creates the following inefficiencies and
drawbacks:
O Network segmentation and network slicing is not possible - duplicate IP address ranges
cannot traverse a single IP network natively;

Scaling is hard. Equal-cost multipathing (ECMP) over multiple types of WAN transports
at scale is practically impossible.

Design changes require hardware interactions

Virtualization and Abstraction is not possible

Multicast does not natively traverse public transport such as the Internet.
And many more;

o000 O

As far as there is IP reachability
btw T1 and T2 we represent this
as a logical link - tunnel

[Ta[72[1P] [Ta[T2[1P] [T1[T2[IP] [P ][1P][1P]

[
| |
:0 0: >
| |

Packets transverse the network
btw T1 and T2 with source IP T1
and destination IP T2.

Figure 1. Overlay Tunnels

One of the main business propositions of Cisco SD-WAN is that it can use any given IP
transport in an efficient, secure, and flexible manner. In order to do that, the solution abstracts
the packet forwarding away from the network and application logic. This is done by building
IPsec tunnels between the routers' WAN attachment points. The traffic that is going through
the tunnels is encapsulated with a new IP header where the source/destination addresses are
replaced with the T1/T2 addresses. This way, the intermediate network between T1 and T2 does
not need to know anything about the original traffic. Most network engineers are very familiar
with the tunneling techniques that exist. However, here are some examples of overlay tunnels
- IPsec tunnels, Virtual Extensible LAN (VXLAN), Generic Encapsulation (NVGRE), Stateless
Transport Tunning (SST), Network Virtualization Overlays 3 (NVOS3), etc. Cisco's SD-WAN
solution uses DTLS/TLS tunnels in the overlay.
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Cisco SD-WAN Underlay vs Overlay

Cisco SD-WAN architecture is divided into two very distinct parts: the underlay network and the
overlay fabric.

The underlay network represents the hardware infrastructure - all network devices that connect
to the available WAN transports and local site networks. The router interfaces that connect the
WAN transport networks are always configured in VPNO (the Transport VPN). The attachment
points that connect to the transports are called TLOCs (colored with red in figure 2). TLOCs play
a very important role in abstracting the underlay network away from the overlay fabric and the
applications. The main and only function of the underlay network is to provide IP reachability
between TLOCs.

Underlay

Figure 2. Underlay vs Overlay

Cisco's SD-WAN Overlay network is made of IPsec tunnels that traverse from site to site using
the underlay network forming the so-called SD-WAN Fabric. Each overlay tunnel is formed
between two TLOCs. The routing within the overlay is governed by the Overlay Management
Protocol (OMP), a control-plane protocol very similar to BGP. The OMP protocol runs over
secure DTLS or TLS connections between the WAN edge routers and the vSmart controllers.
The process is very similar to the BGP operation, the vSmart controller acts as a BGP route
reflector (RR), it receives, modifies, and re-advertises routes from the vEdge routers, but never
participate in the data-plane (in the packet forwarding).
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Orchestration/Management

IPsec tunnels

Overlay Network
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(Transport)

Underlay Network

(Transport)

VPN1 || VPN2

VPN1 || VPN2

Local Networks Local Networks

Figure 3. Cisco SD-WAN Underlay vs Overlay Routing

Network Segmentation

Abstracting the packet forwarding away from the network and application logic opens a world
of possibilities. This allows for the use of VPNs that divide the overlay network into different
network segments. Essentially, segmentation is done at the WAN edge routers, and the
segmentation information is carried as a VPN label in the pakcets. However, the underlay
network (Transport VPNO), that connects the WAN edge routers to the WAN transport, is
completely unaware of the network segments (VPNs). Only the overlay knows about the VPNs;
the underlay network follows the standard IP routing.

N
G- CD VPN 10 Hub-and-Spoke
- & CO—CD
8 VPN 20 Custom

% vEdge
(% MPLS
VPN O - Transport

Figure 4. Different Overlay Topologies per VPN
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Key Takeaways

Let's try to summarize the difference between Cisco SD-WAN's Underlay vs Overlay in one

table:

Description

Function

Packet Forwarding Packets traverse over the WAN following

Packet Control

Packet Delivery

Control-Plane
Protocol

Multipathing
(ECMP)

Deployment time

Multitenancy

Scalability

The underlay network represents the

hardware infrastructure - all network devices
that connect to the available WAN transports

and local site networks.

To provide IP reachability between TLOCs.

the standard IP routing principles.
Next-hop is an IP address.

Hardware oriented.

Responsible for delivery of packets.

Standard control-plane protocols such

as OSPF, IS-IS, BGP, and static routing.

Achieving Equal-cost Multi-pathing
(ECMP) over multiple different types of
WAN transports is associated with
overhead and complexity. Very hard to
achieve at scale.

Deployment times are long. Design
changes typically require hardware
changes and manual activities.

Multitenancy could be achieved via
VLANSs/VRFs/NAT. Requires a custom
and complex control plane to propagate
the VRFs across the network. Large
scale implementations are associated
with configuration overhead and
complexity.

Less scalable due to legacy technology
limitation.

The overlay network

the IPsec/GRE tunnels that
are built between the underlay
TLOCs.

To provide network
segmentation, security, and
flexibility.

Packets are forwarded
between overlay nodes over
IPsec tunnels. Next-hop is a
TLOC of a remote peer.

Software oriented.

Abstracted away from the
delivery of packets.

Cisco's Overlay
Management Protocol (OMP)

Support for scalable multi-path
forwarding over multiple
virtual IPsec/GRE tunnels.

Ability to rapidly deploy new
functions at scale. Design
changes in the overlay are
done in a centralized fashion.

Natively supports Multitanency
and has the ability to manage
overlapping IP addresses
between multiple tenants.

Designed to provide great
scalability, security, and
flexibility.
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OMP Overview
What is OMP?

Cisco SD-WAN Overlay Management Protocol (OMP) is the control plane protocol that runs
between the WAN Edge devices and the Cisco vSmart controllers and also as a full mesh
peering between the controllers themselves. Cisco SD-WAN applies the principles of Software-
Defined Networking, which separates the control and data plane of the network. That means
that control plane information is never exchanged between WAN edge routers. vEdges only send
and receive information through the vSmart controllers as shown in figure 1.

IPsec tunnel vSmart Routing table
1.1.1.0/24 via T1
DTLS tunnel 1.1.1.0/24 via T2
_ 2.2.2.0/24 via T3
<¢—» OMP peering 2.2.2.0/24 via T4
------ BFD session :
OMP Upda_te OMP Update
1.1.1.0/24 via T1 2.2.2.0/24 via T3
1.1.1.0/24 via T2 2.2.2.0/24 via T4

IPsec tunnel
with BFD

IPsec tunnel
1.1.1.0/24 with BFD 2.2.2.0/24

Figure 1. Cisco SD-WAN OMP Operation

The Cisco vSmart’s role in the network is very similar to that of a BGP route reflector. The
controller takes all routing and topology information received from every WAN edge device,
calculates the best paths based on the configured policies, and then re-advertises the results to
all other WAN Edge routers.

OMP Peering

OMP is enabled by default on all Cisco SD-WAN edge devices. When vEdges go through

the Zero-Touch Provisioning process, they learn about the addresses of all available vSmart
controllers and automatically initiate secure connections to them. By default, these connections
are authenticated and encrypted via the Datagram Transport Layer Security (DTLS) protocol.
Depending on the number of available transports, each vEdge router will try to establish a
secure control connection via every TLOC. However, as shown in figure 2, the OMP peering
uses the System-IPs, and only one peering session is established between one WAN Edge
device and one vSmart controller even if there are multiple DTLS connections to the same
controller.
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Cisco vSmart
Controller

Each vEdge keeps one
permanent connection
to the vSmart controller
via each available
transport

Campus Network

Figure 2. Cisco SD-WAN OMP Peering

You can see in the following output that the WAN edge device has two DTLS control
connections initiated to the vSmart controller with IP address 1.1.0.3. One connection through
the MPLS transport and another one through the Internet.

vEdge-1# show control connections
PEER
PEER PEER PEER SITE PEER PUB
TYPE PROT SYSTEMIP ID PUBLICIP PORT  LOCALCOLOR  STATE

vsmart dtls 1.1.0.3 1 1.1.1.70 12346 mpls up
vsmart dtls 1.1.0.3 1 1.1.1.70 12346 public-internet  up
vbond dtls - 0 1.1.1.60 12346 mpls up
vbond dtls - 0 1.1.1.60 12346 public-internet  up
vmanage dtls 1.1.0.1 1 1.1.1.50 12346 mpls up

However, if we check how many omp peering sessions to the controller there are, you can see
that there is only one.

vEdge-1# show omp peers
R -> routes received

| -> routes installed

S -> routes sent

DOMAIN OVERLAY SITE
PEER TYPE ID ID ID STATE UPTIME R/I/S

1.1.0.3 vsmart 1 1 1 up 0:14:25:18 4/1/8
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Another important thing to know is that these DTLS control plane tunnels are used by other
protocols as well. For example, besides OMP, NETCONF and SNMP will also be transported via
these secure connections. By utilizing these encrypted DTLS tunnels, we no longer need to be
concerned about the native security of protocols like SNMP, NTP, etc.

vSmart vEdge
controller router
( OMP )
 nercone  PTLS/TLS
-~ gession P A
. SNMP )

Figure 3. Cisco SD-WAN DTLS Connection

In a typical production deployment, there are at least two or three controllers for redundancy
purposes. When we have multiple vSmarts, they also establish OMP peering between them in a
full-mesh manner as shown in figure 4.

vSmart
controller

OMP peering between vSmarts
y=i » OMP peering between vEdges
vSmart vSmart
controller / ) controller

] L
<
L4 ¥
7 A"
vEdge vEdge
router router

Figure 4. OMP Peering with multiple controllers

OMP Routes

As it is visualized in figure 5, vEdge routers advertise three types of routes via the Overlay
Management Protocol (OMP) to the vSmart controllers:

O VvRoutes (also called OMP routes or just routes) are prefixes learned from local networks
of a WAN edge router. These can be locally connected prefixes or ones learned from a
dynamic routing protocol such as OSPF and BGP. Once the vEdge device learns these
prefixes, it redistributes them into OMP as vRoutes so they can be carried across the
overlay fabric.

O TLOC routes advertise Transport Locators of the connected WAN transports, along with
additional attributes such as public and private IP addresses, color, TLOC preference,
site ID, weight, tags, and encryption keys.

QO Service routes advertise embedded network services such as firewalls and IPS that are
connected to the vEdge local-site network.
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The vSmart controllers modify, store
and re-advertise the route information
received via OMP toward all other
vEdges

vSmart
controller

OMP peering
over DTLS

OMP Update
INET MPLS

vEdge
router

FW Service

Connected [ Local-Networks (Connected,
Static, OSPF, BGP, etc)

[ Transport Locators (TLOCs)

[ Services (FW, IDS, IPS)

Dynamic Routing
(OSPF or BGP)

Figure 5. Cisco SD-WAN Overlay Management Protocol

vRoutes
The following output shows an example of a Cisco SD-WAN vRoute.

omp route entries for vpn 1 route 172.16.50.0/24

RECEIVED FROM:

peer .1.0.3
path-id 2

label 1
status C,,R
loss-reason not set
lost-to-peer not set

lost-to-path-id not set

Attributes:

originator 50.50.50.50
type installed
tloc 50.50.50.50, mpls, ipsec
ultimate-tloc not set
domain-id not set
overlay-id 1

site-id 50
preference not set

tag not set
origin-proto connected
origin-metric 0

as-path not set

unknown-attr-len  not set
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Let's look at every attribute in the OMP route in more detail. Each one can be used as a
match criteria when creating policies and also can be modified in order to influence the routing
decisions across the overlay fabric.

O Originator: The Originator attribute is pretty much self-explanatory. It identifies where
the route was originally learned from.

O TLOC: The Transport Location (TLOC) is the next hop tunnel endpoint of the route. It is
similar to the BGP_NEXT_HOP attribute. In order for a vRoute to be considered valid, it
must have a next-hop TLOC that is known and reachable, where reachable means that
there must be at least one IPsec tunnel to that TLOC with a BFD session in UP state.

O Site ID: The Site ID value represents the site of origin of the vRoute and is primari-
ly used for loop-prevention. It is very similar to the BGP autonomous system number
(ASN). The value can also be used for influencing routing decisions and policy orches-
tration. All sites must have unique Site-IDs and in sites where there are multiple WAN
edge devices, they must have the same site ID for loop prevention.

O Preference: The Preference value is designed to be used for influencing the best-path
selection process for a given prefix. It is pretty much the same as LOCAL_PREF in BGP
- a higher preference is preferred over a lower one.

Tag: This is an optional, transitive attribute that operates similarly to the route tags in
traditional routing protocols. It can be matched and acted upon via policy.

Origin: This value represents the originating protocol of the prefix. It can be BGP, OSPF,
EIGRP, Connected, or Static. Origin is used in the OMP best-path selection for vRoutes
and also can be influenced by a policy.

Origin-Metric: This value represents the originating protocol-metric of the prefix.

VPN: This value shows what VPN this route was advertised from. VPN tags allow for
logical separation of networks and the use of overlapping subnets, assuming that they
live in different VPNs.

TLOCs

Transport Locators (TLOCSs) represent the attachment points where a vEdge router connects to
the available WAN transports. A TLOC is uniquely identified by a tuple of three values - System-
IP, color, and encapsulation type. However, TLOC routes have a number of other attributes that
are advertised to the vSmart controllers, such as private and public IP addresses, port numbers,
and encryption keys. Each WAN edge device advertises its Transport Locators via OMP TLOC
routes to all Cisco vSmart controllers. The controllers then redistribute the TLOC routes to all
other vEdge routers. When a vEdge receives a new TLOC route, it attempts to form an IPsec
tunnel and establish a BFD session over each available WAN transport. However, WAN edge
devices do not form overlay tunnels to devices with the same site-id.

vEdge-1 Transport
. Locators
\ / (TLOCs)
D

(ON@)

vEdge-3
®
vEdge-2 @ ,@ / \
’ \ @ Tunnel Tunnel
source destination
Site-id 100 Site-id 200

IPsec

IPsec

IPsec

—

Figure 6. Cisco SD-WAN Tranport Locators (TLOCs)
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A TLOC route contains the following pieces of information:

O TLOC private address: This is the private IP address of the WAN edge's interface at-
tached to the WAN transport.

O TLOC public address: This value contains the publicly routable IP address of the WAN
transport interface if it is connected behind NAT. WAN edge devices use STUN (RFC
5389) protocol that allows both ends to find out their public address, the type of NAT
they are behind, and associated port numbers. This is a very important part of support-
ing data plane connectivity across a NAT boundary. If both the public and private ad-
dresses are equal, the vEdge is considered to not be behind a NAT.

QO Color: Colors are logical abstractions used to identify WAN transports that are attached
to WAN Edge devices. They are statically defined keywords and are globally significant
and identify an individual transport as either public or private. Possible options are 3g,
biz-internet, blue, bronze, custom1, custom2, custom3, default, gold, green, lte, met-
ro-ethernet, mpls, private1, private2, private3, private4, private5, private6, public-inter-
net, red, and silver.

O Encapsulation type: The encapsulation type could be IPsec or GRE. To successfully
form a data plane tunnel to another TLOC, both sides must use the same encryption
type.

Preference: The TLOC preference value makes one TLOC more preferred over another
when comparing the same OMP route. A higher value is better.

Site ID: This value identifies the originator of the TLOC route. It is used for loop preven-
tion and it controls how data plane tunnels are built. WAN edge devices do not establish
tunnels to other WAN edge routers in the same site (having the same site-id)

Tag: TLOC tags are used in the same way as OMP and route tags.

Weight: This value is pretty much the same as Weight in BGP. It is locally significant
and is used for path selection manipulation. Higher is better.

(ON@)

tloc entries for 50.50.50.50
mpls
ipsec

RECEIVED FROM:
peer 1.1.0.3
status C,ILR
loss-reason  not set
lost-to-peer  not set
lost-to-path-id not set

Attributes:

Attributes:

attribute-type installed
encap-key not set
encap-proto 0

encap-spi 256
encap-auth shal-hmac,ah-shai-hmac
encap-encrypt aes256
public-ip 135.13.56.182
public-port 12346
private-ip 10.50.1.1
private-port 12346
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public-ip

public-port 0
private-ip :
private-port 0
bfd-status up
domain-id not set
site-id 50
overlay-id not set
preference 0

tag not set
stale not set
weight 1
version 2
gen-id 0x80000011
carrier default
restrict 0
groups [0]
border not set

unknown-attr-len  not set

Service routes

As the name implies, Service routes represent services like firewalls and IPS that are connected
to a WAN edge device or to the local-network attached to the WAN edge device. It is important
to note that these devices that provide network services for the overlay fabric must be Layer 2
adjacent to the WAN edge device (meaning that there cannot be any intermediate hops between
the WAN Edge router and the device performing the service).

OMP Best-Path Selection

OMP Route Advertisements

In the Cisco SD-WAN solution, WAN Edge routers advertise their local networks to the Cisco
vSmart controllers using the Overlay Management Protocol (OMP). In a typical production
deployment, most local networks are attached to two or more vEdge devices for redundancy
and most networks get advertised from multiple devices. Additionally, each subnet is advertised
as reachable via each Transport Locator (TLOC) that the WAN edge router has.

The vSmart controller
performs the OMP Best-Path

Algorithm
1.2.3.0/24 via T1
1.2.3.0/24 via T2
1.2.3.0/24 via T3
1.2.3.0/24 via T4
1.2.3.0/24 via TS
1.2.3.0/24 via T6
vSmart

Each vEdge advertises to vSmart that
the subnet 1.2.3.0/24 is reachable via routes (according to the OMP

all its TLOCs. Best-Path Algorithm) are

@ @ @ @ advertised out.

LY B XX

vEdges

By default, only the best 4

1.2.3.0/24
Figure 1. OMP Routing Advertisements
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If we look at the example shown in figure 1, three vEdge routers are connected to subnet
1.2.3.0/24. The first one advertises to the vSmart controller that 1.2.3.0/24 is reachable via TLOC
T1 and also that subnet 1.2.3.0/24 is reachable via TLOC T2. In the same manner, the other

two WAN edge routers advertise that subnet 1.2.3.0/24 is reachable via TLOCs 3,4,5, and 6. In
the end, the vSmart controller has six OMP routes for prefix 1.2.3.0/24. By default, vSmart is
configured to advertise only four paths for a given prefix. Therefore, it must compare all available
routes for this prefix and select the best four that will be sent out to all WAN edge routers. This is
done using the Overlay Management Protocol Best-Path Algorithm.

Note that the number of routes per prefix that vSmart advertises can be changed using the
following configuration:

send-path-limit (1-16)
It is also possible to configure the controller to send backup paths using the following
configuration:

send-backup-paths

OMP Best-Path Algorithm

vSmart controllers and vEdge routers perform the Best-Path Selection when they have multiple
routes for the same prefix. Figure 2 shows the Best-Path algorithm that Cisco SD-WAN devices

go through.
Route State
‘ Prefer ACTIVE routes over STALE routes ’ 0 M P
Best-Path
Route Resolvability =
‘ Next-hop TLOC must be reachable ’ SeIeCtlon
vSmart/vEdge v18.4
N Source Preference and above
Prefer locally-sourced routes over vSmart-sourced
N Admin Distance (AD)
Prefer OMP routes with lowest AD
. Route Preference
Prefer OMP routes with highest route preference

. [ TLOC Preference ]

By default 4 paths are Prefer OMP routes with highest TLOC preference
advertised by vSmart

send-path-Limit [1-16]

Origin
" Backup routes can also be y Prefer OMP routes with best origin
advertised to vEdges for faster \ y,
convergence
send-backup-paths Tiebreaker

Prefer OMP routes with lowest origin System-IP
[10rigin (Connected, Static, g ¥

eBGP, OSPF Intra, OSPF Inter,
OSPF External, iBGP, Unknown) Tiebreaker
-> by Admin Distance
-> then by Cost/Metric

Prefer routes with lowest TLOC private address

Figure 2. OMP Best-Path Selection Algorithm
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Let's look at each step of the OMP Best-Path Selection in more detail:

1. Prefer ACTIVE routes over STALE routes. A route is ACTIVE when there is an OMP
session in UP state with the peer that sent out the route. A route is STALE when the
OMP session with the peer that sent out the route is in GRACEFUL RESTART mode;

2. Select routes that are Valid. Ignore invalid routes. A route must have a next-hop TLOC
that is known and reachable.

3. Prefer vEdge-sourced routes over vSmart-sourced routes. This basically means that
the WAN edge routers would always prefer routes that they originate over ones that
come from the vSmart controller. From the perspective of the vSmart controller, it would
always prefer routes that come from vEdges over ones that come from other controllers.

4. Prefer routes with lower administrative distance (AD);

5. Prefer routes with a higher route preference value. By default, all omp routes have
0 preference. This is typically the most often used value when we need to do traffic
engineering.

6. Prefer routes with a higher TLOC preference value.

7.  Compare the origin type, and select the first match in the following order:

Connected

Static

EBGP

OSFP intra-area

OSPF inter-area

OSPF external

EIGRP internal

EIGRP external

. IBGP
10. Unknown

8. Compare the origin metric - If the origin type of the routes is the same, select the routes
that have the lower origin metric.

9. Tiebreaker - If the origin types are equal, select the routes that have the lowest router-id

(System-IP).

10. Tiebreaker - If the router IDs are the same, prefer the routes with the lowest private

TLOC IP address.

ECMP - To be considered equal, omp routes must be valid and equal-cost up to step 8 (green
and blue steps in figure 2). When there are more equal-cost routes than the send-path-limit
value, the controller sorts the best ones based on the tiebreakers in descending order and
advertises as many as the send-path-limit. This is visualized in figure 1.

Note that Cisco vEdge routers install a route in their forwarding table (FIB) only if the TLOC to
which it points is active. Active TLOCs are ones that have a BFD session in UP state associated
with them. When for whatever reason a BFD session becomes down(inactive), the Cisco
vSmart/vEdge devices remove all routes that point to that TLOC from their forwarding table.

Best-Path Selection Examples

Let's look at some basic but important examples:

O A vSmart controller receives a route to 1.2.3.0/24 from a Cisco WAN Edge router with an
origin code of eBGP. The controller also receives the same route from another vSmart
Controller, also with an origin code of eBGP. Assuming all other properties are equal,
the best-path algorithm would choose the route that came from the Cisco vEdge device.

O A Cisco vSmart Controller learns the same route, 10.10.10.0/24, from two Cisco vEdge
devices on the same site. If all other parameters are the same, both routes are chosen
and advertised to other peers. By default, up to four equal-cost routes are selected and
advertised.

O A Cisco vSmart controller receives eight OMP routes for prefix 172.16.1.0/24. The send-
path-limit value is the default one - 4. Six of them are chosen as best based on the OMP
best path algorithm. They have the flag C set as you can see on the output below. The
reason the other two have not been chosen as best can be seen in the loss-reason,
lost-to-peer, and lost-to-path-id columns.

CONOO A LN~
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So there are six equal-cost routes (flagged with C) to 172.16.1.0/24, but the send-path-limit value
is set to 4. Therefore, the controller sorts them based on the lowest originator System-IP and if
there is a tie, based on the lowest TLOC private IP address, and advertises out the best four.

OMP Graceful Restart

While studying how Cisco SD-WAN works, have you ever wondered what happens with the
overlay fabric when the SD-WAN Control Plane becomes unavailable? Well, there is a feature
called OMP Graceful Restart that allows the data plane to continue functioning and forwarding
traffic even if the control plane suddenly goes down or becomes unavailable. WAN edge
devices do this by using the last known routing information that they received from the vSmart
controllers. At the same time, vEdges actively try to re-establish a control-plane connection

to the vSmart controllers. When the controllers are back up and reachable, DTLS control
connections are re-established, and the vEdge routers then receive updated and refreshed
network information from the vSmart controllers.

vsmart Control

Plane

¥l I\ 2|
y N e ° ® ¢ S ® > L’j»

vEdge L) vEdge
i ® e
® ° :
“\7).<® e L%
I ® © 0o @ o @ 0 0 0 o P
VEdge Data Plane vEdge

Figure 3. OMP Graceful Restart

Cisco vEdge and vSmart devices cache the OMP information that they learn from peers.

The cached information includes OMP, TLOC, and SERVICE routes, IPsec SA parameters,

and the centralized data policies in place. When a WAN edge device loses its OMP peering

to the vSmart controller, the device continues forwarding data traffic using the cached OMP
information. The Edge device also periodically checks whether the vSmart controller has come
up. When it does come back up and the control plane peering is re-established, the device
flashes its local cache and refresh the control plane information from the vSmart controller. This
same technique is valid in the opposite scenario when a vSmart controller no longer detects
the presence of Cisco vEdge devices. It then uses its local cache until the WAN edge device
becomes reachable again.

Manipulating the Best-Path Selection Process

Similar to the well-known process of manipulating the BGP best-path selection process with
route-maps, in Cisco SD-WAN we have the ability to manipulate the route selection locally on
WAN edge devices. This is typically down using a Local device template. We have done that
many times in traditional networking. The more interesting ability that SD-WAN allows us to do
is to manipulate the routing information that goes in and out of the controller's routing table. This
allows for a per-prefix network-wide routing manipulation, similarly to modifying route properties
on a BGP Route-Reflector.
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Figure 4. Manipulating the Cisco SD-WAN best-path selection process

There are two configuration options that allow for that:

Using Inbound Centralized Policy - With an inbound centralized policy, we can change the origin
code or the TLOC preference of a particular prefix before it goes into the routing table of the
vSmart controller. This will then influence the best-path selection and lead to a different output
from the best-path algorithm. Remember that the best routes are then advertised downstream
to all WAN edge routers. Therefore, any manipulation of the controller's routing table will change
the control-plane information across the whole overlay fabric.

Using Outbound Centralized Policy - With an outbound centralized policy, we typically modify the
routing information that is sent to a particular set of WAN edge devices in order to influence their
own best-path selection algorithm.
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4. CISCO SD-WAN
DATA PLANE

What is aTLOC?

A TLOC is a Transport Locator that represents an attachment point where a Cisco WAN Edge
device connects to a WAN transport. A TLOC is uniquely identified by a tuple of three values -
(System-IP address, Color, Encapsulation).
O System-IP: The System-IP is the unique identifier of the WAN edge device across the
SD-WAN fabric. It is similar to the Router-ID in traditional routing protocols such as BGP.
It does not need to be routable or reachable across the fabric.
QO Transport Color: The color is an abstraction used to identify different WAN transports
such as MPLS, Internet, LTE, 5G, etc. In scenarios where transport types are duplicated
(for example two different Internet providers) and should be treated differently from each
other, the colors could be arbitrary, such as Green, Blue, Silver, Gold, etc.
O Encapsulation Type: This value specifies the type of encapsulation this TLOC uses - IP-
sec or GRE. To successfully form a data plane tunnel to another TLOC, both sides must
use the same encryption type.

TLOC {1.1.1.1, green, ipsec} vSmart
Private IP: 10.1.2.3 9.9.9.9
Private Port: 12346 Site-id 30

Public IP: 31.1.2.3
Public Port: 12346
Preference: 0

Site-id: 10
W oot TLOC Route oMp
) Update
NAT
10123 31.1.2.3 150222 [N\ P
(Ge0/0 }——— (Ge/1)

A Internet — (| LN
vEdge-1 1.1.1.1 vEdge-2
1.1.1.1 green vEdge
Site-id 10 ipsec 2222

Figure 1. Cisco SD-WAN Forming an IPsec tunnel - Step 1

Let's stop here and look at the example shown in figure 1. WAN edge router 1 has an interface
Ge0/0 with IP address 10.1.2.3 that connects to the Internet. As we all know, this IP is private
and not routable over the Internet, so on the provider side, this private address is translated to
the public address 31.1.2.3 through one-to-one NAT. On the other side, vEdge-2 has interface
Ge0/1 with a publicly routable IP address 150.2.2.2.

Now let's say that we are tasked to manually configure an overlay tunnel between WAN edge

1 and WAN edge 2. If the devices are regular Cisco IOS routers and we are configuring a GRE
tunnel with IPsec on top, we are going to specify a tunnel interface with tunnel-source IP and
tunnel-destination IP on both ends taking the NAT into account. Also, we are going to specify the
IPsec authentication and encryption parameters, the IPsec session keys, tunnel keys, and many
additional settings depending on the situation. Now imagine that vEdge-1 and vEdge-2 must
establish the same tunnel but in an automatic fashion and on-demand. Well, they will need to
exchange all these parameters with each other. That is what the concept of Transport Locators
(TLOCSs) is created for.
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TLOC {2.2.2.2, green, ipsec}

Private IP: 150.2.2.2 vSmart
Private Port: 12346 9.9.9.9
Public IP: 150.2.2.2 s

Public Port: 12346 Site-id 30
Preference: 0
Site-id: 20
T;:: Inot set TLOC Route
\Weight: 1
OMP
Update
NAT
\} 10.1.2.3 31.1.2.3 150.2.2.2 \,
(Geoo)}—— (Geord)
7N Internet EBITg
vEdge-1 A 2.2.2.2 vEdge-2
1.1.1.1 g_reen 2.2.2.2
Site-id 10 Ipsec Site-id 20

Figure 2. Cisco SD-WAN Forming an IPsec tunnel - Step 2

Having all we have said about TLOCs in mind, let's now follow the process of forming an overlay
tunnel between WAN edge-1 and WAN edge-2. When vEdge-1 is first connected to the Internet
via interface Ge0/0, it gets an IP address/Mask/Default Gateway via DHCP and it gets the
transport color and encapsulation type from the controller or from a manual configuration. It then
tries to establish all control plane connections to vBond/vManage/vSmart and in the process, it
detects its publicly routable NATed address. Once it is able to communicate to the control plane
via this interface, it creates a unique TLOC identified by the system-IP 1.1.1.1 (not the interface
IP), the WAN transport color - green, and the encapsulation type - IPSec. This TLOC is then
advertised to vSmart along with many other attributes.

NAT
\N/ 10123 31.1.2.3 150.2.2.2
"\ Jee0re] ® Internet '/\
vEdge-1 vEdge -2
1111 e 2252
Site-id 10 IPsec tunnel and a BFD Session Site-id 20

Figure 4. Cisco SD-WAN Forming an IPsec tunnel - Step 4

Multiple TLOCs

At this point, it is very likely that you might have thought - "Ah | see, a TLOC is just a tunnel
endpoint and one TLOC is equal to one tunnel”. If we have a WAN edge router that has two
connections to two different WAN providers, for example, two Internet circuits, it would have two
TLOCs. One that represents Internet-1 and one that represents Internet-2 as it is visualized on
the example shown in figure 5. Well, this is the point where it gets a little bit more complicated.

By default, WAN Edge routers try to form an overlay tunnel to every TLOC over each available
WAN transport, including TLOCs that belong to other colors if there is IP reachability between
the two transport networks. In the example shown in figure 5, there is any-to-any reachability
between the two clouds because they are basically two Internet providers. In this scenario, four
IPsec tunnels will form T1-T3, T1-T4, T2-T3, T2-T4. There is one important exception, WAN edge
devices do not form overlay tunnels to other devices in the same site ie having the same site-id.
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Figure 5. Forming the overlay with over TLOCs

This is where the Cisco SD-WAN overlay magic happens. If you advertise all TLOCs to all

WAN edge routers, a full-mesh overlay fabric will be formed (assuming there is IP reachability
between the underlay transports). However, if you want to have a custom overlay topology, you
just control which particular TLOCs are advertised to which particular WAN edge routers. The
logic is as follows - if vEdge-X receives TLOCs Y and Z, it will attempt to form IPsec tunnels from
each own TLOC. If vEdge-X does not receive TLOCs Y and Z, it won't ever attempt to establish
overlay tunnels to these TLOCs.

Overlay routing and TLOCs

Ok, but what does that mean for the overlay routing? Transport Locators are also a key

part of the overlay OMP routing. Each omp route points to a TLOC next-hop and not to the
particular overlay tunnel used to get there. By doing that, Cisco SD-WAN abstracts the overlay
routing away from underlay routing, and WAN edge devices do not have to keep any underlay
information in the overlay routing tables. For an OMP route to be considered as valid, the vEdge
device must have at least one IPsec tunnel with a BFD session in UP state to the next-hop
TLOC.

TLOC Color and Carrier

What is TLOC Color?

TLOC Color is a logical abstraction used to identify specific WAN transport that connects to a
WAN Edge device. The color is a statically defined keyword that distinguishes a particular WAN
transport as either public or private and is globally significant across the Cisco SD-WAN fabric.
If you think about it, there is no automatic way for a vEdge router to understand which interface
is connected to which transport cloud. If we look at the example in figure 1, vEdge-1 has three
interfaces connected to three different providers. From the perspective of vEdge-1, the only way
to distinguish which interface is connected to which cloud is through the concept of colors that
would be externally defined by the controller or locally via CLI.
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Figure 1. What is TLOC Color?

As of now, there are 22 pre-defined color keywords that are summarized in Table 1 below. They
are divided into two main categories - public and private colors. The public colors are designed
to distinguish connections to public networks such as the Internet where typically the attachment
interface has an RFC1918 address that is later translated to a publicly routable address via NAT.
On the other hand, private colors are intended for use on connections to clouds where NAT is
not utilized. On WAN Edge routers, each Transport Locator is associated with a private-public

IP address pair. The TLOC color dictates whether the private or public IP address will be used
when attempting to form a data plane tunnel to a remote TLOC.

Public Colors Private Colors

public-internet mpls
biz-internet metro-ethernet
39 private1
Ite private2
blue private3
green private4
red private5
bronze private6
silver

gold

custom1

custom2

custom3

Table 1. Cisco SD-WAN TLOC Colors

Communication Between Colors

During the authentication process with the vBond orchestrator, WAN edge devices learn whether
they sit behind a NAT device and what is their NATed address and port. This is done using the
STUN protocol and the process is explained in further detail in our lesson about TLOCs and
NAT. In the end, each TLOC contains a pair of private/public addresses and ports. If there is

no NAT, both the private and public addresses are the same, if there is a NAT device along the
path, the private address represents the native interface IP and the public address represents
the post-NAT address. When two Cisco SD-WAN devices attempt to form an overlay tunnel
between each other, they look at the colors at both ends in order to decide which IP address to
use.
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Public Color < -- > Public Color

Public
IP

Public
IP

Private

Private

Internet

vpn @ vpn @

interface ge@/@ ‘ ¢ IPSEC ’ ‘ interface ge0/0

tunnel-interface tunnel-interface
color biz-internet color biz-internet
carrier default carrier default

Figure 2. Overlay tunnel between public colors

Even if only one of the colors is public, the WAN edge devices will also attempt to form the data
plane tunnel using the public IP addresses.

Public Color < -- > Private Color

Public
IP

Public
IP

Private Private

Internet

vpn @ vpn @

interface ge0/0 ‘. IPsec ’ ‘ interface ge@/0

tunnel-interface tunnel-interface
color biz-internet color mpls
carrier default carrier default

Figure 3. Overlay tunnel between public and private colors

However, If the TLOC color at both ends is a Private one, the WAN edge devices attempt to form
the data plane tunnel using their private IP addresses.

Private Color < -- > Private Color

Public
1P

Private Public Private

IP
Internet

le IPsec 0
vpn @ vpn @
interface ge@/0 interface geo@/0
tunnel-interface tunnel-interface
color mpls color mpls
carrier default carrier default

Figure 4. Overlay tunnel between private colors

This is particularly important in cases where WAN edge devices communicate directly with their
native address over a private cloud such as MPLS but at the same time, they access the control
plane through the same cloud via Network Address Translation. That is why data plane tunnels
between TLOCs marked with private colors are formed using the private IP addresses as is
demonstrated in figure 5.
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Figure 5. Why private clouds use private IPs?

TLOC Carrier

However, specific scenarios might occur where using the public IP addresses between
private colors is the desired behavior. An example would be having two MPLS clouds that are
interconnected using NAT. For such cases, there is a particular TLOC attribute called carrier
that changes this behavior - if the carrier setting is the same in the local and remote TLOCs,
the WAN edge device attempts to form a tunnel using the private IP address, and if the carrier
setting is different, then the WAN edge device attempts to form a tunnel using the public IP
address. The diagram below visualizes this:

NAT NAT
IP IP
O O

q (]

Overlay tunnels are built
between the NATed IP

@ Private IP addresses Private IP @

\/ vpn @ vpn @ \/
interface ge0@/0 interface ge0@/0
’ \ tunnel-interface tunnel-interface ’ \

color mpls color mpls
carrier carrierl carrier carrier2

vEdge-1 vEdge-2

Figure 6. Overlay tunnels when using the Carrier settings
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TLOC Color Restrict

By default, WAN edge routers try to form overlay tunnels to every received TLOC from a different
site using every available color. This is usually the desired outcome in scenarios where we have
two Internet connections from two different providers. Although we typically mark them with
different colors in order to treat them separately as shown in figure 7, we would like to have a full
mesh of tunnels because there is IP reachability between the clouds.

vSmart
’ 9.9.9.9 |
. TLOC routes Site-id 30 TLOC routes .

advertised via OMP advertised via OMP

Ha———gX
@., e W @

_4.

vEdge-1 0 T ——— ’
1.1.1.1 \legdzg;-z
et 2.2
Site-id 10 Site-id 20

@ IPsec @ @ IPsec @
@ IPsec @ @ IPsec @

Figure 7. Default overlay fabric without Restrict keyword

However, this behavior might not be desirable in scenarios where we have one private
transport alongside an Internet cloud, as it could lead to inefficient routing—such as WAN edge
routers trying to build tunnels through the MPLS cloud to Internet TLOCs. Even though the IP
reachability between the clouds may exist, the tunnels might be established over paths that are
inefficient or unintended. This behavior can be changed with the restrict keyword or by using
tunnel groups.

When a TLOC is marked as restricted, a WAN edge route router will attempt to establish a data
plane tunnel to a remote TLOC only via WAN connections marked with the same color. This
behavior is demonstrated in figure 8. vEdge-1 will never try to establish an IPsec tunnel from T1
to T4 because TLOC1 and TLOC4 are not marked with the same color.

xR O
@ 74)

vEdge-1
191.1.1 VEdge-2
Site-id 10 2.2.2.2

Site-id 20
@~® @~

Figure 8. Overlay fabric using Restrict keyword

Another option to achieve the same goal of restricting the data plane connectivity between the
same colors is by using tunnel groups. Only tunnels with matching tunnel groups will form a data
plane connection (regardless of the color).
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Tunnel Groups

TLOC Color vs Tunnel Group

By default in Cisco SD-WAN, vEdges will try to build a full-mesh overlay by establishing tunnels
to all other TLOCs, regardless of their color. This behavior was explained in detail in our lesson
for TLOC colors. For scenarios, where a full-mesh is not the desired overlay topology, there is an
option called restrict, that allows only tunnels to TLOCs marked with the same color. Typically,
this feature is configured on transports marked with private colors because a private cloud
usually does not have reachability to public ones such as the Internet. However, the TLOC color-
restrict option is not flexible enough because of the following limitation - only one interface can
be marked with a particular color per WAN edge router.

IMPORTANT TOPIC A WAN edge router can't have multiple interfaces marked with the
same color, because it breaks the uniqueness of the TLOC route! A TLOC is uniquely
represented by a three-tuple (System-IP, Color, Encap). The system IP makes the route
unique to a particular WAN edge device that has this system-IP address and the color
makes the route unique to a particular interface on this exact WAN edge router.

If we look at the example shown in figure 1, vEdge-2 has one connection to the MPLS cloud that
is marked with the mpls color. Therefore, different private color has to be assigned to the second
interface (metro-ethernet).

Use Case 1: Grouping different interfaces to the same transport

If we want to have two overlay tunnels to vEdge-2 over the same MPLS transport, we can not
use the restrict option on the mpls color. But then, if the private colors do not have the restrict
option configured, they will try to establish tunnels to all other public colors that exist.

vEdge-1 vEdge-2
Tunnel Group 1

LY 4 LTunelGrowe 1] (g

7N

Figure 1. Scaling traffic to the same transport (no restrict option used)

The tunnel-group feature is designed to give more flexibility and granular control over the overlay
tunnel establishments irrespective of the TLOC color. It works by assigning a tunnel group ID
under a tunnel. Once the group-ID is configured under the TLOC, it obeys the following rules:
O TLOCs can only establish tunnels with remote TLOCs with the same tunnel-group IDs
irrespective of the TLOC color.
QO TLOCs with any tunnel-group ID will also form tunnels with TLOCs that have no tun-
nel-group IDs assigned.
O If the restrict-option is configured in conjunction with the tunnel-group option, then
TLOCs will only form an overlay tunnel to remote TLOCs having the same tunnel-group
ID and TLOC color

So if we go back to the example shown in figure 1, all interfaces attached to the MPLS cloud can
be configured with the same tunnel-group 1 without the restrict feature. In this way, vEdge-1 will
form an overlay tunnel to both interfaces of vEdge-2 but at the same time, tunnels to other public
colors/tunnel-groups will not be attempted.
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Use Case 2: Grouping different colors

Another typical use case that is illustrated in figure 2 is when a remote site (vEdge-3) uses
different colors compared to the rest of the sites. In a typical real-world deployment, you would
like to configure the private colors to only form tunnels over the private MPLS cloud and the
same for the public colors of the Internet. This exact setup is only possible using tunnel-groups.
By assigning all private colors to one tunnel-group (for example 2) and assigning all public colors
with different tunnel group (for example 1), we will prevent the forming of overlay tunnel between
the public and private transports while still allowing different private colors to form tunnels (which
would not be possible if we use the restrict-option).

vEdge-1 . P vEdge-2
~7 ~7
7 7\
(Tun Group 17 Trun Group 1

> -

LTunneI Group 1J kTunneI Group ZJ

>< vEdge-3

Figure 2. Multiple colors combined in two tunnel groups (no restrict option used)

Use Case 3: Grouping different meshes

Another typical use-case would be if we like to achieve groupings of meshed tunnels as it is
illustrated in figure 3. All interfaces in the left tunnel-mesh are configured with group-id 10 and all
interfaces in the right tunnel-mesh are assigned a group-id of 20. However, the key point of this
example is that the hub routers don't have tunnel-group IDs configured on their interfaces, so
they will form overlay tunnels with all other tunnel-group IDs.

Hub Site
No Tunnel Group

Tunnel Group 20

Figure 3. Grouping different meshes (no restrict option used)
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Configuring Tunnel-Groups

Configuring this feature is very straight-forward. You just enter in the tunnel configuration mode
of a particular interface and enter a group value.

The tunnel group is advertised as an attribute in the TLOC route, as demonstrated in Example
3-10. The possible values for tunnel groups are between 0 and 4294967295.

TLOCs and NAT
NAT Detection

Cisco SD-WAN solution is designed to run over any kind of WAN transport that is available to
the WAN edge devices including all different public networks such as Broadband, 4G/5G, LTE,
Business Internet, and so on. This implies that the overlay fabric should be able to form through
all flavors of Network Address Translations that these public networks utilize. In practice, any
Cisco SD-WAN device may be unknowingly sitting behind one or more NAT devices. In order

to discover the public IP addresses/ports allocated by NAT, Cisco SD-WAN devices use the
Session Traversal Utilities for NAT (STUN) protocol defined in RFC5389.

STUN Binding
Request
vEdge vBond
>¥lo—{natoInternet o@
Embedded Acting as a
STUN client STUN server
STUN Binding Response
Q© Private IP “Your Public IP/Port is ... ”
O Public 1P

Figure 1. Session Traversal Utilities for NAT (STUN) Operations

STUN is a client-server protocol that uses a request/response transaction in which a client
sends a request to a server, and the server returns a response. As the request (called STUN
Binding Request) passes through a NAT, the NAT will modify the source IP address/port of

the packet. Therefore, the STUN server will receive the request with the public IP address/port
created by the closest NAT device. The STUN server then copies the public address into an
XOR-MAPPED- ADDRESS attribute in the STUN Binding response and sends it back to the
client. Going back through the NAT, the public address/port in the IP header will be un-NATted
back to the private ones, but the public address copy in the body of the STUN response will
remain untouched. In this way, the client can learn its IP address allocated by the outermost NAT
with respect to the STUN server.

As it is shown in Figure 1, all Cisco SD-WAN devices have an embedded STUN client and the
vBond orchestrator acts as a STUN Server. When the initial control communication to vBond
takes place, the SD-WAN device performs the STUN operations and discovers its public IP
address and port. Once determined, this information is then advertised as part of the TLOC
routes to the vSmart controllers and then re-advertised to all other SD-WAN devices.
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NAT Types

In a typical production SD-WAN deployment, we would probably have many remote sites
connected via many different Internet connections to a centralized data center or a regional
hub. In most regions in the world, Internet providers will always use some type of private-
public address translation due to a shortage of public IPv4 addresses. Let's look at the NAT
classifications according to the STUN protocol and how they can affect whether sites can form
connections and communicate directly with each other or not.

Full-Cone NAT

A full-cone is one where all packets from the same internal IP address are mapped to the same
NAT IP address. This type of address translation is also known as One-to-One.

Additionally, external hosts can send packets to the internal host, by sending packets to the
mapped NAT IP address.

- Src X/8001
Full-Cone Dst B/80
Src A/8001 Port 80
Dst B/80 IP-B
Port 81
1p-A
IP-C
Port 81

Full-Cone NAT

Restricted-Cone NAT

A Restricted-Cone network address translation is also known as Address-Restricted-Cone.

It is a network translation technique where all packets from the same internal IP address are
mapped to the same NAT IP address. The difference to a Full-Cone is that an external host can
send packets to the internal host only if the internal host had previously sent a packet to the IP
address of the external destination. It is important to note that once the NAT mapping state is
created, the external destination can communicate back to the internal host on any port.

Src X/8001

Restricted-Cone Dst B/80

Src A/8001
Dst B/80 IP-B
Port 81
-
@ Port 80
@ IP-C

Port 81

Restricted-Cone NAT
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Port-Restricted-Cone NAT

A Port-Restricted-Cone is similar to the Restricted-Cone address translation, but the restriction
includes also port numbers. The difference is that an external destination can send back packets
to the internal host only if the internal host had previously sent a packet to this destination on
this exact port number. In a typical Cisco I0S/IOS-XE or Cisco ASA configuration, this feature is
known as Port Address Translation (PAT).

Port-Restricted-Cone Dst B/80

Src X/8001 ’

Src A/8001
Dst B/80

IP-B

Port 80
@ Port 81 tP-C

Port-Restricted-Cone NAT

Symmetric

Symmetric NAT is also known as Port Address Translation (PAT) and is the most restrictive of
all other types. It is a network translation technique where all requests from the same internal
IP address and port to a specific destination IP address and port, are mapped to a unique

NAT IP address and NAT port. Furthermore, only the external destination that received a
packet can send packets back to the internal host. In a typical Cisco I0S/IOS-XE or Cisco ASA
configuration, this feature is known as Port Address Translation (PAT) with port-randomization.

Src X/31644* ]

Symmetric Dst B/80

Src A/8001
Dst B/80

IP-B

oA

Port 81

Symmetric-NAT

Best-Practices

Although Cisco SD-WAN supports several types of Network Address Translations, to create a
full mesh overlay fabric, at least one side of the WAN Edge tunnels is recommended to be able
to initiate a connection inbound to the second WAN Edge. This means that at least one side of
the tunnel is recommended to have a public IP address or to be behind a Full-Cone (1-to-1). It is
also strongly recommended to configure full-cone, or one-to-one address translation at the data
centers or regional hub sites so that, regardless of what NAT type is running at the remote sites
(restricted-cone, port-restricted cone, or symmetric ), they can send traffic to the hubs without
issues.
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vEdge-1 vEdge-2 IPsec tunnel  GRE tunnel

can form can form
No-NAT (Public IP) No-NAT (Public IP) YES YES
No-NAT (Public IP) Symmetric YES NO
Full Cone (One-to-one) Full Cone (One-to-one) YES YES
Full Cone (One-to-one) Restricted-Cone YES NO
Full Cone (One-to-one) Symmetric YES NO
Restricted-Cone Restricted-Cone YES NO
Symmetric Restricted-Cone NO NO
Symmetric Symmetric NO NO

NAT combinations between WAN Edge routers

Symmetric address translation configured at the transport attached to one vEdge requires a
full-cone or a public IP on the other vEdge to establish a direct IPsec tunnel between them. Sites
that cannot connect directly should be set up in a hub-and-spoke topology so they can reach
each other through a regional hub site or data center.

IMPORTANT NOTE that for overlay tunnels configured to use GRE encapsulation
instead of IPsec, only public IP addressing or one-to-one address translation is
supported. Any type of Network Address Translation with port overloading is not
supported since GRE packets lack an L4 header.

TLOC Routes

Once every WAN edge router discovers its private-public translated address and port, it
advertises them to the vSmart controller via OMP using the OMP TLOC routes. The vSmart
controller then re-advertises this information across the overlay fabric.

- Src X/8001
Port-Restricted-Cone Dst B/80

Src A/8001

Dst B/80 =

oA

Port 80 IP-C

Port 81

An example of two WAN edge router connected through Port-Restricted-Cone

Lastly, let's see an example of two WAN edge devices connected through a Port-Restricted-
Cone. As you can verify in the combination table, they are able to form an IPsec encapsulation
tunnel between themselves but if we change the encapsulation type to GRE - the data plane
tunnel does not come up. Let's quickly verify that.
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Data Plane Encryption

Most overlay solutions these days encrypt and authenticate data plane traffic using IPsec and
Cisco SD-WAN is no different. Although there is one major difference that Cisco SD-WAN
utilizes in order to scale better and more efficiently. Most traditional IPsec environments use
Internet Key Exchange (IKE) to handle the key exchange between IPsec peers. However, IKE
creates scalability issues in full-meshed environments with thousands of spokes because each
spoke is required to manage n"2 key exchanges and n-1 different keys.

Cisco SD-WAN was designed to overcome these scaling limitations by not utilizing IKE at all
but instead implement the key exchange within the control plane as shown in Figure 1. This is
possible because vEdges identity is established during the provisioning process with the vBond

orchestrator.
vSmart
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Figure 1. Data Plane Encryption

The main idea is that WAN edge routers can leverage the existing encrypted control connections
to the vSmart controller and advertise their keys to the controller via OMP. The controller then
redistributes them as OMP updates to all other peers so the exchange is completely done
through the SD-WAN control plane.

Let's look at the example shown in Figure 2. vEdge-1 generates an AES-256-bit key for each
connected WAN transport. In the example, there is only one transport so there is only one
generated key - encr-key-1. However, if we have three WAN providers, three symmetric keys will
be generated. Once the encr-key-1 is generated, vEdge-1 advertises it in an OMP update to
vSmart, along with the corresponding TLOC T1. This route advertisement is then re-advertised
to the rest of the overlay fabric. vEdge-2 and vEdge-3 will then use this information to build their
IPsec tunnels to vEdge-1 and encrypt the data plane traffic with the received AES-256 key.
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Cisco SD-WAN Key Exchange

Essentially, this keys exchange model removes the burden of individual negotiations between
WAN edge devices that using IKE would have brought. In addition to that, each key lifetime is
24 hours and each WAN edge router will regenerate its keys every 12 hours in order to provide
enhanced encryption and authentication. This means that two keys (old and new) are present at
any one time. The renegotiation of keys does not affect existing traffic, as it happens in parallel
with the existing ones and the old key is still held for another 12 hours so any traffic is accepted
using either one.

If we summarize everything we have said up to this point - the Cisco SD-WAN solution
exchanges keys between WAN Edges and vSmart controllers and uses symmetric keys in an
asymmetric fashion. This means the following:

The same key is used for encryption and decryption of data plane traffic.

WAN edge routers use their remote peer’s key to encrypt the data rather than their own when
sending traffic over the tunnel.

VEdge-1 Traffic encrypted and decrypted with key-2 VEdge-2

® >
\ / IPsec tunnel \ /
3@ &3¢

Traffic encrypted and decrypted with key-1

Generated Locally Generated Locally
E@ Encr-key-1 Encr-key-ZE@)
Received from vSmart Received from vSmart

E@ Encr-key-2 Encr-key-1 T@

Figure 3. Traffic encryption with Symmetric Keys
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Let's look at the example shown in figure 3 where two WAN edge devices are going to
communicate over a secure overlay tunnel. Encryption and decryption will occur using the
following process:

O vEdge-1 generates an AES-256 key called encr-key-1 and vEdge-2 generates one
called encr-key-2.
Both routers advertise these via OMP to the controller and it distributes them across the
overlay.
When vEdge-1 sends data to vEdge-2, it will encrypt the data using vEdge-2’s key.
When vEdge-2 receives the data, it will use its key for the decryption of that data.
When vEdge-2 sends data to vEdge-1, it will encrypt the data using vEdge-1’s key.
When vEdge-1 receives the data, it will use its key for the decryption of that data.

Additional security with Pairwise

The IPsec Pairwise keys feature provides additional security by ensuring that multiple vEdge
devices across the fabric do not use the same session key for encryption and decryption. The
feature functions by generating a pair of IPsec session keys (one encryption and one decryption
key) for each pair of local - remote TLOCs. This is visualized in the example shown in figure 4
where there is a fabric with three WAN edge devices. The security improvement comes from the
fact that encryption and decryption between vEdge-1 and vEdge-2 will use a session key that is
unique to that pair of TLOCs. The green tunnel between WAN Edge 1 and WAN Edge 3 will also
use a different session key pair.
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Figure 4. Encryption with Pairwise Keys
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Therefore, the process of encryption and decryption of data when using the IPsec Pairwise keys
feature will be as follow:

O Each WAN Edge will generate a key for each pair of local-remote TLOC. The session
key will then be advertised to the vSmart via OMP.
The vSmart controller will redistribute the key to the respective peers.
When WAN edge A sends data to WAN edge B, the IPsec session key AB will be used.
In the reverse scenario, WAN Edge B will use the IPsec session key BA.
When vEdge-A sends data to vEdge-C, the key AC will be used. In the reverse direction,
vEdge-C will send traffic using CA.

Another very important thing to note is that the IPsec Pairwise feature is backward compatible
with devices that don't support pairwise keys. The feature is disabled by default on the Cisco SD-
WAN device and can be enabled via templates.

© 00
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VPN Segmentation

Traffic isolation is a key part of the security strategy of any company these days. Network
segmentation has many use cases within the business such as:
O A company wants to keep traffic from different business verticals separate.
O An organization wants to keep guest users separate from authenticated users.
O An enterprise wants to grant access to partners and suppliers only to some portions of
the network.
O A company needs to enforce regulatory compliance such as 1ISO27001 or the Payment
Card Industry (PCI) security standards.

In traditional networking, the most rudimentary forms of network segmentation are VLANs
(virtual LANSs) at layer 2, and VRFs (virtual routing and forwarding) at layer 3. However, these
technologies are limited in scope because they are implemented in a locally significant fashion
(on a single device per interface) or require complex control plane interactions to work (for
example MPLS-based BGP L3VPNSs).

Cisco SD-WAN uses a simpler but more scalable approach to network segmentation using two
very efficient techniques:
QO Enforcing segmentation at the edges on WAN edge routers.
O Carrying the segmentation information in the data plane packets by inserting VPN labels
that identify the network segment.

Cisco SD-WAN Pre-defined VPNs

By default, the Cisco SD-WAN solution has two pre-defined VPNs that cannot be deleted or
modified: Transport VPN 0 and Management VPN 512.

WAN Edge device
Segmentation Paradigm

Controllers
Connected _
Service
Ge0/0 INET
VPN 5
Dynamic Transport
routing VPN 0
Service Ge0/1 MPLS
VPN 10
Management Management
VPN 512 Network
00B

Figure 1. Cisco WAN Edge Segmentation

Transport VPN 0

VPN 0 is the pre-defined Transport VPN of the Cisco SD-WAN solution. It cannot be deleted
nor modified. The purpose of this VPN is to enforce a separation between the WAN transport
networks (the underlay) and network services (the overlay). Therefore, all WAN links such as
Internet and MPLS circuits are kept in VPN 0 as is visualized in figure 2.
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Figure 2. Cisco SD-WAN Transport VPN 0

Additionally, WAN edge routers must have at least one interface configured in VPNO in order to
establish the control plane tunnels to the vSmart controllers. Each interface that is connected to
the WAN must have an IP address, color, and encapsulation type configured. These parameters
are then advertised to the controllers via OMP as part of the TLOC route advertisements.
Typically, a default route is defined via each WAN interface. Note that in Transport VPNO,
multiple default routes can exist. In the underlay routing, the actual default route that is chosen
depends on the overlay tunnel that is going to be used. When the overlay routing decides to

use a particular IPsec tunnel, the underlay routing uses the default route that has a next-hop IP
address in the same subnet as the tunnel source IP address.

Let's elaborate on that with the example shown in figure 2. When vEdge-1 forwards packets
through IPsec tunnels sourced from interface ge0/0, in the underlay it will use the default route
with next-hop 10.1.1.1, because the next-hop address is in the same subnet as the IP address of
ge0/0 (10.1.1.2/30).

Management VPN 512

By default in Cisco SD-WAN, VPN 512 is configured for out-of-band management. It is enabled
and ready-to-go out of the box.

Service VPNs

When we want to create an isolated network domain and isolate the data traffic in this domain
from the other user networks onsite, we create a new service VPN on the vEdge routers. This
VPN is specified by a number different from 0 (Transport) and 512 (Management). Once the
network segment is created, you associate interfaces, enable routing protocols, and other
network services such as VRRP and QoS within this VPN. One important thing to point out is
that interfaces associated with user segments must not be connected to WAN transports.
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Figure 3. Cisco SD-WAN VPNs

Secure Segmentation

Each interface on a Cisco WAN edge device must be configured in a particular VPN. All prefixes
learned via interfaces or routing instances in a VPN are kept in a separate routing table. When
this network information is advertised to the vSmart controller, each prefix is associated with a
VPN-ID. In addition, the vSmart controller maintains the VPN context of each prefix.
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Figure 4. Cisco SD-WAN VPN Lables

This mechanism is very similar to traditional layer 3 isolation with VRFs (Virtual Routing and
Forwarding). Therefore, separate route tables provide network segmentation on a single device.
However, the question is how to populate this isolated routing information across the overlay
domain. At the packet forwarding level, WAN edge routers will insert a new VPN label field in
each IP packet. This label will identify the network segments that the packets belong to. The
process is visualized in figure 4. When we configure a new VPN on a WAN edge router, it will
associates a label to it. The WAN Edge device will then advertise this label along with the
VPN-ID to the vSmart controller via OMP. The controller itself will then redistribute this VPN-ID
mapping to the other WAN Edges device in the network. The remote WAN Edges in the network
will then use these labels to send traffic for the appropriate VPNs, similarly to the label switching
in MPLS.
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Arbitrary VPN Topologies

Because the control plane is completely separated from the data forwarding plane, Cisco SD-
WAN allows us to define different topologies per VPN. Typical topology types are full-mesh,
partial-mesh, hub-and-spoke, and point-to-point. By default, if a specific topology is not defined,
all VPNs will build a full mesh. Custom segment topologies can be created by using centralized
control policies that filter TLOCs or modify next-hop TLOC attributes for specific OMP routes.

Figure 5. Cisco SD-WAN Arbitrary Topologies

At this point, you might be wondering why custom topologies are important. Well, they are
important because some applications may benefit from going via the shortest possible path,
e.g VoIP works best in full-mesh topologies. On the other hand, some segments of the network
might benefit from controlled connectivity topology such as hub-and-spoke.
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5. CISCO SD-WAN
DEPLOYMENT

Controllers Identity and Whitelisting

Cisco SD-WAN is designed with the highest level of security in mind. Part of the security
stack of the solution is the authentication and authorization of components. Basically, before
establishing a control-plane connection, each component must authenticate to each other
using their signed certificate, which is validated against the specified chain of trust. The idea is
visualized in figure 1 below.

Controller
Certificate
Root Root
Certificate : : Certlflcate
vManage vSmart

Figuer 1. Cisco SD-WAN Establishing Trust

Controllers Identity

Cisco SD-WAN Controllers can not be brought into operation unless their identity is validated
by an established chain of trust. This identity validation process is intended to ensure that only
trusted devices can join the SD-WAN solution while still retaining flexibility. Each controller must
have a root certificate installed and a controller certificate installed and signed by a trusted
CA (Certification Authority). Depending on the deployment method, the chain of trust may be
defined in the following manner:
QO In cloud and managed deployments, the root certificate chains might be pre-loaded or
automatically installed.
O In on-prem deployments, the root certificate is retrieved from an Enterprise CA that can
be OpenSSL, Cisco ISE, AWS Certificate Manager, or another private CA option.

For the controller certificates, a CSR (Certificate Signing Request) is generated for every
controller through the vManage GUI. Then each certificate request is submitted either
automatically or manually to the certification authority. After the certification is signed, it is
downloaded and installed on the respective controller. There are several different methods to
obtain and install a controller certificate:

1. Automated certificate deployment using Cisco PKI: This is the recommended method
according to Cisco's documentation. A network administrator generates a CSR for each SD-
WAN controller. The CSR is then automatically sent to Cisco's Public Key Infrastructure. When
the CSRs are signed, vManage automatically downloads each signed certificate and installs it
on the respective SD-WAN controller. Note that the root certificate that defines the chain of trust
is pre-loaded by default on each SD-WAN controller. This method requires vManage version
19.1 or higher.
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Figure 2. Automated Certificate signing using Cisco PKI

2. Automated certificate deployment using 3rd-party CA: A network administrator generates
a CSR for each SD-WAN controller. The CSR is then automatically sent to the Symantec/
Digicert PKI. The difference here is that a Cisco TAC case needs to be submitted in order to
complete the certificate signing process. Once the certs are signed, vManage automatically
downloads each one and deploys it on the respective SD-WAN controller. Note that again the
root certificate that defines the chain of trust is pre-loaded by default on each device.
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Figure 3. Automated Certificate signing using 3rd-party CA
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3. Manual Cisco PKI certificate signing: This option is similar to the automated certificate
deployment using Cisco PKI with the only difference that the CSRs are downloaded locally
and manually submitted for signing. After the certs are signed, they are downloaded locally
and upload manually to vManage. Once that is completed, vManage deploys each cert on the
respective controller. Note that again the root certificate that defines the chain of trust is pre-
loaded by default on each device.

Cisco

Server
] CSR
CIsCo Signed

Download Bond
Manually Certlflcates vbon
Submit
CSRs

Generate

CSRs /
—< : )—> Certs
installed
O Download \
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Figure 4. Manual Certificate signing using Cisco PKI

4. Manual third-party certificate signing through Symantec/Digicert: This option is similar to the
automated certificate deployment using 3rd-party CA with the only difference that the CSRs

are downloaded locally and manually submitted for signing. A Cisco TAC case needs to be
opened in order to complete the certificate signing process. After the certs are signed, they are
downloaded locally and upload manually to vManage. Once that is completed, vManage deploys
each cert on the respective controller. Note that again the root certificate that defines the chain
of trust is pre-loaded by default on each device.
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Figure 5. Manual Certificate signing using 3rd-party CA
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5. Enterprise Root Certificate Authority (CA): Of course, Cisco SD-WAN provides the flexibility
to enterprises to use their private PKI infrastructure and sign controller certs with their own CA.
This method requires the most manual steps comparing to the other available options. The first
one is to install the Enterprise CA root certificate on vManage, vManage then automatically
distributes this root cert to the other configured controllers. This process is visualized with the
black lines in figure 6. A network administrator then generates the CSRs and makes a request
for each controller to the Enterprise Root CA. This process is visualized with the blue lines in
the figure below. Once the certificates are signed, they are manually uploaded to vManage.
vManage will then deploy each certificate on the respective controller. This is visualized with the
green lines.
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Figure 6. Manual Certificate signing using Enterprise CA

Controller Whitelisting

Cisco SD-WAN employs a whitelisting approach when it comes to adding new controllers into
the solution domain. When a network administrator configures a new control device through

the vManage GUI, it is automatically added to an authorized list that includes certificate serial
numbers of all controllers. This list is then distributed by vManage to all other control-plane
devices within the domain. Before establishing control-plane tunnels with each other, the
controllers always check whether the remote node's parameters against the authorized whitelist.
This technique prevents rouge unauthorized controllers from joining the solution and pushing
unapproved configs. However, note that vBond is not checked against the authorized list, but

all devices are explicitly configured with the vBond IP address so it basically achieves the same

goal.
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Figure 7. Controllers Whitelisting
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WAN Edge Deployment

In this lesson, we are going to go through the different WAN edge onboarding options that Cisco
SD-WAN provides.

vEdge devices could be physical appliances or virtual instances. Both types can be onboarded
using an automated deployment process, such as Zero Touch Provisioning (ZTP) for Viptela
devices and Cisco Plug-and-Play for IOS XE devices. However, there are two available options
in case that automated deployment is not possible - manual deployment using the CLI or
bootstrap configuration that can be loaded via USB stick.

WAN Edge Deployment Options

Automated Provisioning Manual Bootstrap
[ [ [ [
s U L via CLI via USB
(Plug-and-Play) (Zero-touch-provisioning)
[ [ [ [
Cisco I0S-XE || Viptela vEdge devices | | All device | | 10S-XE

Figure 1. vEdge Deployment Options

It is important to make sure that the following statements are true before a WAN edge device
can be onboarded:

All Cisco SD-WAN Controllers (vManage, vBond, and vSmart) should be deployed and
operational with valid certificates installed.

The Edge device should have IP reachability to all controllers.
Automated Deployments

The automated WAN edge deployment is the recommended method for adding new nodes to
the Cisco SD-WAN fabric. It is enabled by default on all vEdge devices and provides a true zero-
touch experience. In essence, this automated onboarding just discovers the vBond IP address
dynamically using one of the following processes:

On all Cisco I0S-XE devices, the process is called Cisco Plug-and-Play (PnP). It basically
resolves the hostname devicehelper.cisco.com and asks what is the vBond IP for my
organization-name.

On all Viptela vEdge appliances, the process is called Zero-Touch provisioning (ZTP). It resolves
the hostname vtp.viptela.com and gets the vBond IP for the given organization-name.
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Figure 2. ZTP / PnP Process Sequence
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A high-level overview of the steps involved during the Zero-touch Provisioning (ZTP) / Cisco
Plug-and-Play (PnP) deployment process is listed below:

0. The WAN edge device is powered up.

1. The vEdge attempts to assign an IP address to its transport interface in VPNO. If it
receives IP settings (address/mask/gateway/DNS) via DHCP or Auto-IP, it continues to
step 2, otherwise, the automatic deployment does not continue

2. The router tries to resolve the URL ztp.viptela.com (for Viptela vEdge devices) or device-
helper.cisco.com ( for Cisco I0S-XE device).

3. The device contacts the PnP/ZTP server. The server verifies the vEdge router and
sends back the IP address of the respective vBond Orchestrator for this Organiza-
tion-name.

4. The vEdge establishes a transient connection to the vBond orchestrator. Note that at
this point in the automated deployment process, the WAN edge router does not have a
system-IP configured, so the connection is established with a NULL system IP address.
The Edge authenticates to vBond with a chassis number and serial number. The vBond
then sends back the IP address/port of the other SD-WAN controllers as visualized in
figure 3.

5. The WAN edge node then establishes a connection to vManage and gets its System-IP
address. Then it repeats the process but this time with the correct System-IP (not
NULL):

1. It re-establishes a connection to the vBond using its system IP.
2. It re-establishes a connection to vManage using its system IP.
3. vManage then pushes the full configuration to the WAN edge routers.

6. The router establishes a connection to vSmart and joins the overlay fabric.

vBond vSmartl vSmart2 vManage

Private IP

—_—

Public IP
—

Permanent sessions
. with vBond
Controllers List:

vSmartl: Private/Public IP, System IP
vSmart2: Private/Public IP, System IP
vManage: Private/Public IP, System IP

vEdge

Figure 3. vBond sends back the SD-WAN controllers list
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Figure 4. Bootstrap Onboarding Process Sequence

The bootstrap onboarding process sequence is listed below:

QO At bootup, a WAN Edge router searches its boot flash memory for a configuration file
with a specific filename based on the platform. If the file is not present, the PnP process
continues to search for the file on all connected USB sticks. If it manages to find the file,
it loads the config, otherwise, the process does not continue further

Q If the config file is successfully loaded, the WAN Edge router learns the vBond IP ad-
dress and organization name and establishes a secure connection to the vBond orches-
trator. The Bond sends back the controllers-list.

QO The WAN Edge router then establishes secure connections to vManage and vSmart,
downloads its configuration using NETCONF over SSH (TCP 830) from vManage, and
joins the SD-WAN overlay fabric.

Manual Deployment

The manual onboarding option is something that Network Engineers are pretty familiar with. The
WAN edge device is basically configured via the console port or using the KVM/ESXi virtual
console connection if the device is a virtual one.

vEdge vManage vBond CONSOLE
O @
OFF -> ON Net admin configures:
- System IP
- Site-ID
- Org-name

|

|

|

|

| - vBond Address
| - Transport VPN 0

t »
|
|

Authenticate to vBond
Get Controllers list |

Authenticate

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
Join Fabric |
|
|

>

|

|

[

|

[

Overlay I
[

Fabric

Figure 5. Manual Onboarding Process Sequence
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The minimum configuration that is required to successfully onboard a WAN edge router
is as follow:

O System-IP, Site-id, Organization-name, vBond IP address.

O VPN 0 interface with IP address/mask, default route, and tunnel interface.
WAN Edge Authorized List
If you have been going through the lesson very closely, you should have noted that the
automatic authentication of vEdges can only occur if the vBond/vSmart knows the serial and
chassis numbers of the WAN edge routers. The SD-WAN controllers learn this information
through a document called vEdge authorized list. This provisioning file can be downloaded from
the Cisco Software Central > Plug and Play Connect portal and then uploaded to vManage,
which then, sends the list to all vSmart and vBond controllers.

Network
Admin

vEdge
Authorized
List

vBond vSmartl vSmart2

vManage

@)

Private IP
—_—

Public IP
—_—

Permanent sessions with vBond

[10rganization Name
VEdae \ f [ Serial Number
9 ’ \ [1Root Certificate

[ Device Certificate

Figure 6. vEdge authorized serial numbers list

This process will be covered in more detail in the lab lessons about vEdge onboarding.
WAN edge deployment behind a Firewall

At the beginning of this lesson, | have written that it is mandatory to have IP reachability from
the vEdge to all controllers in order to onboard a device. In reality, the connectivity can be
restricted only to the following protocols/ports in case that the solution uses the default DTLS
encapsulation.

vEdge / vBond vSmart / vManage DNS NTP ICMP

e te ¢ te te
UDP 12346 - 12445 UDP 12346 - 13065 UDP 53 UDP 123 Echo / Reply
| | | | |
s
B Firewall
BN Layer
[ ]
>< vEdge

Figure 7. WAN Edge Required FW Ports

Note that, for the certificate authentication to succeed, the time between the WAN Edge routers
and the SD-WAN controllers should be synced. That is why NTP should be allowed through the
firewall.
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Last Resort Circuit
The Business Need

Cisco SD-WAN's device portfolio includes WAN edge routers that support WAN connections
over 3G/4G LTE. This is a great option in remote areas where Internet circuits are expensive or
not available

However, 3G/4G LTE is not a service provider leased line and is not designed for
communicating a large amount of data at a constant rate 24/7. In many parts of the world, an
LTE SIM card comes with a data limit that only allows for a certain volume of data to be sent
over the LTE line per month. After the data limit is exhausted, either the radio link speed is
greatly decreased or there are additional charges for provisioning additional data.

Therefore, in many real-world deployments, where we have a remote site connected to two WAN
transports, one of which is LTE, we would generally like to use the LTE radio link only in case
the other transport goes down.

)

s 4G/LTE
®

IPsec + BFD « )>

Y ¥

vEdge-1 fPeecH B0 vEdge-3

Figure 1. Why do we need a Last Resort Circuit

One way of offloading the traffic from the LTE link is by configuring a higher TLOC preference
and higher WEIGHT to the primary WAN transport. This will make sure that in normal
circumstances, most of the traffic will pass through the 'primary' tunnel. However, this is not an
optimal solution, because even the IPsec tunnel to the LTE TLOC is generating constant traffic.
There is a BFD session that exchanges keepalives every second (as shown in figure 1) and
there are DTLS control connections via which the vEgde constantly pings the controllers (as
shown in figure 2)

These control/overlay connections will still consume a lot of data, even though application traffic
does not go over this TLOC.

€)

DTLS
vEdge-1 vEdge-3

@o») 4G/LTE

Figure 2. Control Connections over 4G/LTE
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Let's verify that on vEdge-3 using the CLI. You can see that there is a BFD session that is UP
and the TX interval time is 1 second. Therefore, each second there will be at least two BFD
probes to this TLOC (one originated by vEdge-1 and one by vEdge-3). But what if there are
multiple WAN edge routers and there are many BFD sessions? Depending on the 4G LTE plan,
this may not be very efficient and consume a lot of data unnecessarily.

We can also verify that there are control connections over this orange TLOC. Therefore the
WAN edge router is constantly pinging the controllers to make sure they are reachable. This may
consume additional data as well.

A better solution - Last Resort Circuit

A better solution to this problem would be to form an IPsec tunnel over this 4G TLOC only in
case that the primary WAN transport goes down. Well, Cisco SD-WAN provides such an option
in the solution. It is called Last Resort Circuit and is very straightforward and easy to set up.

Last Resort A tunnel between T1-T3 forms only
Circuit in case that T1-T2 goes down

(R

e 4G/LTE
T3

Last-resort )
circuit

LY ¢ cr LY ¢
500 Luc 03X

vEdge-1 vEdge-3
Figure 3. Cisco SD-WAN Last Resort Circuit

The idea is visualized in figures 3 and 4. We would like to advertise the LTE TLOC to the vEdges
but only form a tunnel when the primary IPsec tunnel goes down.

(R

@ 4G/LTE
A/ (13)
P €)
L4 ¥
(@\

vEdge-1 vEdge-3

Figure 4. Cisco SD-WAN Last Resort Circuit Control Connections

The same logic applies to the control connections as well. We would like to form a control
connection and OMP peering over the LTE TLOC only in case of primary link failure.
Last Resort Circuit Configuration

Let's first check the initial configuration of both TLOCs of vEdge-3. There is nothing out of the
ordinary.
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That is how simple it is to set up the Last Resort Circuit feature in Cisco SD-WAN. Now let's
verify that the feature will work when the primary transport is down.

Verification

To verify that the feature is working, we are going to shut down the primary tunnel and see
whether an IPsec overlay will form over the 4G.

@o»> 4G/LTE

Last-resort ))
circuit

% %

vEdge-1 [Poec T B0 vEdge-3

Figure 5. How does the Last Resort Circuit work

You can see that Clsco SD-WAN Last Resort Circuit is a very useful and flexible feature that can
be easily deployed at remote sites that use data-constrained WAN transports.

TLOC Extension

In real-world deployments, there will always be cases where the WAN edge routers cannot be
directly connected to each available WAN transport as is shown in figure 1. In the example on
the left, only one WAN edge device is connected to a single transport. This significantly reduces
the overall availability and creates inefficiencies in the overlay fabric. TLOC-extension feature is
designed to overcome this problem by extending the WAN transports to both SD-WAN routers
without requiring direct attachment to both service provider clouds.

XY

DSL Leased Line

VY %
AN |/\|

Local Networks Local Networks

Switch : . Switch

Figure 1. WAN Edges with a Single WAN Trasnport

Of course, the SD-WAN routers can connect to each WAN through front-facing switches as
shown on the right but this is not a recommended approach because it adds additional costs
and results in having another device to operate.
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What is TLOC Extension?

TLOC extension is a feature that allows a WAN Edge router to communicate over the WAN
transport connected to the adjacent WAN Edge router through a TLOC-extension interface. In
the example shown in figure 2, vEdge-1 is directly connected to the Internet and also uses the
TLOC extension feature to connect to the MPLS transport via vEdge-2. In the end, vEdge-1 has
an overlay tunnel built over both WAN clouds even though it is directly attached only to one of
the WAN transports. On the opposite side, vEdge-2 is attached to the MPLS cloud and uses the
TLOC extension feature to connect to the Internet via WAN Edge 1.

INET MPLS

Directly Connected

vEdge-1 >< >< vEdge-2

Local Networks
Figure 2. TLOC Extension with Directly Connected vEdges

The feature is set up in a per-interface manner and provides transparent connectivity from one
interface (called a TLOC extension interface) to a particular WAN transport. If we take vEdge-1
for example, it is unaware that the blue tunnel to the MPLS cloud passes through another WAN
edge device because vEdge-2 extends their directly connected interface transparently to the
MPLS transport.

TLOC Extension Types

Cisco SD-WAN allows for multiple ways of implementing TLOC extensions on WAN edge
routers. The most typical and straightforward way of extending the transports is by using directly
connected interfaces between the vEdges. However, depending on the local site design, the SD-
WAN routers can be connected through Layer 2 switches as is illustrated in figure 3. L2 TLOC-
extensions describe extensions between vEdges that are Layer2-adjacent are situated in the
same broadcast domain/the same subnet.

INET MPLS

vEdge-1 >< )( vEdge-2

L2 Switching
Figure 3. TLOC Extension via L2
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The SD-WAN routers can also be connected at Layer 3 via any sort of IP routing. L3 TLOC-
extensions describe extensions between two vEdges that are separated by an L3 device and
are situated in different IP subnets. L3 TLOC extensions are implemented using GRE tunnels.

INET MPLS
vEdge-1 )( >< vEdge-2
4 g '

L3 Routing

Figure 4. TLOC Extension via L3

I'd also like to point out that TLOC-extensions can be configured using physical interfaces such
as Ge0/0, Eth0, etc., and also using L3 subinterfaces.

Notable Limitations

At this point, it is a good time to point out some notable limitation of this feature:

O As you might already know, TLOCs are only supported on routing interfaces. Well, the
same applies to TLOC-extension interfaces as well. They are only supported on L3 rout-
ed interfaces. Switchports and SVIs cannot be configured as WAN/Overlay ports and
can only be used within the service VPNs.

QO LTE can not be used as a TLOC extension interface between WAN Edge routers.

O L3 TLOC-extension isn't supported on Viptela vEdge routers but only on SD-WAN devic-
es running I0S-XE.

O The feature would not work on transport ports that are bound to the loopback tunnels.

Configuring TLOC Extensions
Routing Considerations

A TLOC extension interface is always configured in VPN 0 and has an IP address assigned.
Then the WAN interface to which it is bound is specified. For example, the vEdge-1's extension
interface is ge0/4 and is bound to the Internet through ge0/0 and vEdge-2's extension interface
is ge0/5 and is bound to the MPLS cloud through ge0/1. Then static default routes are configured
in VPNO on each WAN Edge router, pointing to the adjacent vEdge's IP as a next-hop.

However, some IP reachability considerations must be done in order for the overlay tunnels and
BFD sessions to come up with remote peers over the TLOC extension interfaces. For example,
to reach the MPLS cloud, vEdge-1 must be configured with a default route pointing to Ge0/5 of
vEdge-2. Another very important part is the reverse IP reachability. To make sure that packets
can be routed back to the TLOC extension interface, WAN Edge 2 must advertise subnet B

to the MPLS provider. This can be done using any dynamic routing protocol that the service
provider is willing to run. In a typical production deployment, some sort of inbound route policy
is applied to deny all incoming dynamic routes from the provider since there is a static route
pointing to the MPLS cloud.
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Figure 5.TLOC Extension via L3

In the case of WAN edge router 2, to reach the Internet cloud, it must be configured with a
default route pointing to vEdge-1’s ge0/4 IP address. In a typical production deployment,
subnet-A would be from the RFC1918 address space and NAT must be utilized on WAN edge-
1 towards the INET cloud in order to ensure that traffic can be routed back from the Internet to
vEdge-2 over the extension interface.

Let's go through a configuration example and see how this feature is implemented.

Extending vEdge-1 to the MPLS

Let's first extend router-1 to the MPLS cloud. For this example, we are going to use the private
subnet 10.51.1.0/30 between Ge0/5 interfaces of both routers. This prefix 10.51.1.0/30 must also
be advertised to the MPLS provider in order to have IP reachability in the other direction. For this
purpose, we are going to utilize BGP.

MPLS

Advertise T
10.51.1.0/30

via BGP Eo/l

A

10.50.2.1

vEdge-2
10.51.1.0/30
vpn @ vpn @
interface geo/5 interface geo/5
ip address 10.51.1.1/30 ip address 10.51.1.2/30
tunnel-interface tloc-extension geod/1
encapsulation ipsec no shutdown

color mpls restrict !
1
ip route 0.0.0.0/0 10.51.1.2

Configuring vEdge-1
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It is important to understand that in order to extend vEdge-1 to the MPLS cloud, the actual TLOC
extension happens on the adjacent router. From the perspective of router-1, Ge0/5 is connected
to the MPLS provider in the same way as it would have been with a direct attachment link.
Therefore, there is nothing special in the configuration on the vEdge-1 as you can see below.
The interface is configured with IP address, color, and encapsulation type and a default route is
specified. That's about it.

The "magic" happens on the neighboring router-2. In there, we should configure two things. The
first one is to tell interface Ge0/5 that it extends the MPLS cloud attached to Ge0/1. The other
important thing is to advertise the subnet 10.51.1.0/30 toward the service provider using BGP.

Once both steps are configured, we can see that vEdge-1 has a valid TLOC marked with the
mpls color that has a BFD session in UP state even though the router is not directly connected
to the MPLS cloud.

Extending vEdge-2 to the Internet

Let's now extend WAN edge 2 to the Internet provider. The configuration is simpler than the
MPLS one because we do not need to advertise the interconnecting subnet 192.168.51.0/30 to
the Internet provider, but only to NAT it when leaving the transport interface toward the provider.

NAT
192.168.51.2
toward INET

192.168.51.0/30

vpn © vpn 0
nat interface ge@/4
|

! ip address 192.168.51.2/30
interface geo/4 tunnel-interface

ip address 192.168.51.1/30 encapsulation ipsec
tloc-extension ge@/0 color public-internet

no shutdown !
! ip route 0.0.0.0/0 192.168.51.1

Configuring vEdge-2

All required configuration is shown in the diagram above. Once the config is applied, we can
see that vEdge-2 has a valid TLOC marked with the public-internet color. Note that in the TLOC
route, we can see the private-public IP address pair.

If we now check whether there is a BFD session over that color, you can see that there is one is
UP state sourced from the TLOC extension interface 192.168.51.2 to a public IP address 80.1.1.1.
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6. CISCO SD-WAN
MANAGEMENT PLANE

Cisco SD-WAN Policies

In traditional networking, configurations are typically applied on a device-per-device basis
using CLI. This leads to a lot of boilerplate code and management inefficiencies. Cisco SD-
WAN has been designed to overcome this by implementing a centralized management-plane
that administers all devices. The solution uses policies to manipulate the overlay fabric in a
centralized fashion and templates to eliminate the boilerplate configurations and reuse code.

What are Cisco SD-WAN Policies?

Policies are an essential part of the Cisco SD-WAN solution and are used to influence the
packet flow across the overlay fabric. They are created on vManage through the Policy Wizard
GUI and when applied, are pushed via NETCONF transactions either to vSmart controllers
(centralized policies) or directly to vEdges (localized policies).

A Cisco SD-WAN policy is the sum of at least one list, that identifies interesting values, one
policy definition, that defines actions, and at least one application, that defines where this policy
will be applied. This concept is visualized in figure 1.

C WoXxW CENTRALIZED-CONTROL-POLICY |3

HUB POLICY-1 site-list SPOKES
site-id 50 sequence 1 control-policy POLICY-1 out
match tloc
SPOKES site-list HUB
site-id 60 !
site-id 70 action accept
site-id 80
site-id 90 default-action reject
GUI
vSmart

Policy Wizard

Policy Activation
NETCONF transaction to vSmart

vManage

Figure 1. Cisco SD-WAN Policy Construction

Controllers

It is important to understand that policies are configured on vSmart or vEdge. vManage is only a
graphical user interface used to create and store policies, but once a policy is activated through
the vManage GUI, it is configured with a NETCONF transaction either on vSmart or vEdge.
Therefore, activating a policy via vManage is equal to manipulating the configuration of vSmart.
If we define the policy shown in figure 1 using vManage and apply it, we are going to see that it
will appear in the running-configuration of vSmart as shown in the cli output below.

We can clearly see the lists marked in green, the policy definition highlighted in yellow, and the
policy application colored with orange. Another important nuance is that vSmart does not store
policies, it only loads the currently active policy in its running-configuration. All policy versions

and revisions are stored on vManage. Therefore vManage is responsible for roll-backs, version
control, and making sure that policy changes are persistent across multiple vSmart controllers.
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While all policies are defined using the vManage Policy Wizard, different types are enforced

on different devices at different locations in the network. This is visualized in figure 2 below.
Localized Control and Data policies such as Access-lists, Classification, Marking, Policing, or
local-site routing are enforced directly on the WAN edge routers with NETCONF transactions.
On the other hand, centralized policies, that affect the whole overlay fabric, are applied to
vSmart and only the result of the policy is advertised to the WAN edge routers using the Overlay
Management Protocol (OMP).

S /
NETCONF @ NETCONF

‘ Local Data Policy |

[ VPN Memebership (ACLs, QoS, etc.)

[\ J [\ J
Y Y

Centralized Localized

Policies Policies
* OMP N\Y
e — A
vSmart vEdge

[ Application SLAs

Figure 2. Policy Application Location

At this point, you may be wondering what is NETCONF. It is a popular network management
protocol designed to manage remote configurations. Its operations on top of a Remote
Procedure Call (RPC) layer and uses XML or JSON for data encoding. Typically the protocol
messages are exchanged over Transport Layer Security (TLS) with mutual X.509 Authentication.
You do not need to know more about it in order to work with the Cisco SD-WAN Viptela solution.

Cisco SD-WAN Policy Types

As you are already well aware, the Cisco SD-WAN solution follows the SDN principles and
separates the control plane from the data plane. It is also designed to be centrally managed
but at the same time allows you to make changes on a single device. To encompass these
principles, the solution allows us to configure a few different types of policies. Centralized
policies allow us to manipulate the whole overlay fabric in a centralized fashion and localized
ones give us the ability to manipulate only a particular device or location. Because the control
and data plane are separated, centralized policies are also separated into centralized-control-
policies that affect the control-plane operations and centralized-data-policies that directly affect
the forwarding of packets. The following figure visualizes the Cisco SD-WAN policy's structure.
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Cisco SD-WAN Policy

|

Centralized Policy Localized Policy
(Affects the whole overlay fabric ) (Affects a single device )
Control Plane Policy Data Plane Policy
(Affects the omp routes and (Directly affects the forwarding of
tlocs advertisements ) packets in the data plane)
Topology Application-aware Routing
— VPN Membership Traffic Data
Cflowd

Figure 3. Cisco SD-WAN Policy Structure

Policy Key Points
Cisco SD-WAN policies are not easy to work with at first and the best way to get comfortable

with them is to practice. However, before we begin playing around, | would like to highlight some
key points that are good to be known beforehand.

A policy is processed in the following order of steps:
O All match—action clauses are processed in sequential order, starting from the lowest
sequence number upwards.
O When a match occurs, the configured action is performed and the sequential processing
does NOT continue further (all other match-action pairings are skipped).
O If a match does not occur, the configured entity is subject to the default action config-
ured (by default it is reject).

Centralized policies (the ones configured on vSmart) are always applied to a site-list.

QO Only one of each type of policies can be applied to a site-list. For example, you can con-
figure one control-policy in and one control-policy out but not two control policies in the
outbound direction.

Cisco does not recommend including a site in more than one site-list. Doing this may
result in unpredictable behavior of the policies applied to these site-lists.
Centralized-Control-policy is unidirectional applied either inbound or outbound. For ex-
ample, If we need to manipulate omp routes that the controller sends and receives, we
must configure two control policies.

O Centralized-Data-policy is directional and can be applied either to the traffic received
from the service side of the vEdge router, traffic received from the tunnel side, or both.

O VPN membership policy is always applied to traffic outbound from the vSmart controller.

vEdge Order of Operations

As you have seen by now, there are several different types of policies in the Cisco SD-WAN
solution. That basically means that multiple different types can be applied to a given WAN Edge
device. To design and implement policies in large-scale deployments, you must have a good
understanding of the order of operations of the WAN edge nodes.
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Figure 4. vEdge Order of Operations

Figure 3 visualizes the steps that a WAN edge router takes when forwarding a packet
through:

O |IP Destination Lookup: WAN edge devices are in essence just routers, so the forwarding
decision always starts with IP address lookup.

O Ingress Interface ACL: Localized policies are typically used to create ACLs and tie them
to vEdge interfaces. As in traditional networking, these ACLs can be used for filtering,
marking, and traffic policing.

O Application-Aware Routing: If there is an Application-Aware Routing policy applied, it
makes a routing decision based on the defined SLA characteristics such as packet loss,
latency, jitter, load, cost, and bandwidth of a link.

O Centralized Data Policy: The centralized data policy is evaluated after the Applica-
tion-Aware Routing policy and is able to override the Application-Aware Routing forward-
ing decision.

Forwarding: At this point, the destination |P address is compared against the routing
table, and the output interface is determined.

Security Policy: If there are security services attached to the WAN edge node, they are
processed in the following sequence - Firewall, IPS (Intrusion Prevention), URL-Filtering,
and lastly AMP (Advanced Malware Protection). The necessary tunnel encapsulations
are performed and VPN labels are inserted.

QO Egress Interface ACL: As with ingress ACLs, local policy is able to create ACLs that are
applied on egress as well. If traffic is denied or manipulated by the egress ACL, those
changes will take effect before the packet is forwarded.

O Queueing and Scheduling: Egress traffic queueing services such as Low-Latency (LLQ)
and Weighted Round Robin (WRR) queueing are performed before the packet leaves.

Cisco SD-WAN Templates

In Cisco SD-WAN, you can apply configurations to network devices with either one of the
following two methods:

QO Viathe CLI - This is the well-known way of configuring network nodes in traditional
networking. You connect to the device via TELNET/SSH or CONSOLE and modify the
running configuration. As much as we network engineers love the CLlI, it has not been
designed to make massive scale configuration changes to multiple devices at the same
time.

QO Viathe vManage GUI - This is the recommended centralized approach of configuring
the devices in the Cisco SD-WAN solution. It is significantly less error-prone, can easily
scale, and has support for automation, backups, and recovery.
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Configuration Templates

The actual process of configuring Cisco SD-WAN nodes via vManage is done by applying
device templates to one or multiple devices. A device template holds the whole operational
config of a device. When vManage provisions the configuration of a node, it acts as a single
source of truth and "locks" the device in a configuration mode called "vManage mode". That
means that configuration changes can only be applied via vManage and changes via CLI are
not allowed.

A device template can be either Feature-based or CLI-based as is shown in figure 1. Something
very important about templates is that when we create a CLI-based template for a specific
device, the whole configuration of the device must be in the CLI template and not only a specific
snippet of the configuration. The opposite is true about feature templates.

Feature-based CLI-based

# the whole device
configuration
1
vpn 512
interface ethe
ip address 1.1.1.5/24
description MGMT

no shutdown
!

VPN
OR

Figure 1. Feature-based vs CLI-based Template

Creating a feature-based template is comparable to assembling a template of lego blocks
where each block is a different technology feature. For example, OSPF is one lego block, BGP
is another lego block, AAA is another, and so on. Let's highlight the main benefit of configuring
devices using feature-based templates:
O Feature templates can be reused across multiple devices. This brings greater flexibility
and scale.
O Itis more granular than CLI-based templates. You can modify only a specific device fea-
ture such as AAA or BGP.
QO You don't need to know the device-specific syntax of different platforms. You just apply
the template and vManage handles the actual configuration behind the scenes.

Configuration Variables

Network engineers know very well that network devices have many device-specific parameters
that are unique per device. For example, each one has a unique name, IP addresses, interface
names, router-id, and so on. To account for that, Cisco SD-WAN gives us the ability to specify
three different types of values when creating feature templates:

O Global - When we specify a value to be Global that means that it will be applied to all
devices to which the feature template is attached. For example, this will most probably
be the case for the SNMP communities, Syslog servers, or the company's banner mes-
sage. At a later stage, when we want to change the Banner of all nodes, we would just
update the feature template value and it will update every device template that is using
this feature template.

O Device-specific - When we know that a particular parameter will be unique for every
different device, we specify a device-specific value. When we do that, the wizard will ask
for a variable name. In the example in figure 2, this is [inet_if_name]. Upon applying a
device template to a given device, the vManage Wizzard will ask us to provide the actual
unique value for this variable.

O Default - The default value simply represents the factory default settings. It cannot be
changed, that is why the text-box is always greyed-out and inactive. When we want to
overwrite the default value, we change the value type to either Global or Device-specific.
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Feature Template = VPN Interface Ethernet

Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X

BASIC CONFIGURATION

Shutdown /N S~ ® Yes No
Default /x
Variable Name
Interface Name . .
Device-specific ——————> o~ [inet_if_name]
Description Global ~  INTERFACE ATTACHED TO INET

Figure 2. Feature Template Parameters

In the example shown in figure 2, you can see a Feature Template of VPN Interface Ethernet
type. You can see that there is a drop-down box before each parameter that specifies the
parameter type.

Device Templates

It is important to understand that a device template defines a given device's complete
operational configuration. The structure of a device template is shown in figure 3. It is made of a
number of feature templates depending on the specific device, role, and so on.

Device Template (Model Type)

Basic Information
(System, AAA, OMP,
Logging, Archive, NTP)

Transport & Mgmt
VPNO and VPN512
(WAN-facing features)

Feature

Feature

Service VPNs
VPN1, VPN2, etc
(LAN-facing features)

Feature

Additional Templates
(Banner, SNMP,
Local & Security policies)

Figure 3. Device Template Structure
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As you know, on the traditional Cisco networking devices, some essential features are
mandatory and turned on by default (for example spanning-tree, vip, etc). In the same way in
Cisco SD-WAN, when creating a device template, some features are mandatory, indicated with
an asterisk (*). That is why there are factory-default templates named Factory_Default_{Feature-
Name}_Template that is applied by default in case you do not overwrite them with a more
specific configuration. This can be seen in the screenshot below.

Transport & Management VPN Service VPN Additional Templates

Basic Information
System * Factory_Default_vEdge_System_Template -

Logging* Factory_Default_Logging_Template -

Figure 3. Factory Default Templates

Upon attaching a configuration template to a cisco SD-WAN node, vManage requires all device-
specific values to be filled in. This can be done through the vManage GUI directly, or by or by
using a CSV file. In the case of large-scale deployment, the CSV method allows you to configure
a large number of WAN Edge nodes very quickly.

In cases where we attach a device template to a WAN edge router and it for whatever reason
loses control plane connectivity to the vManage controller, the vEdge will immediately start a
5-min rollback timer. If the control-plane connectivity does not come up within that 5 minutes,
the vEdge will revert back its configuration to the last-known working setup and will eventually
reconnect to vManage.

Cisco SD-WAN Templates seem difficult and convoluted at first. However, when you go
through our lab lessons and start playing around with them, you will see that they are very
straightforward and very flexible at the same time.

vManage Mode

A Cisco SD-WAN device can be either in one of these configuration modes at any given time:
O CLI mode — a template is not attached to the device by vManage and the device's con-
figuration can be modified locally using the cli, for example via console or SSH. This is
the default mode for all Cisco SD-WAN devices.
O vManage mode — a template is attached to the device by vManage and the device's
configuration can not be modified locally using the cli.

When | started playing with policies for the first time - it took me quite some time to understand
what | am doing wrong and how to get around that. Going through Cisco's Viptela documentation
wasn't much of a help because this particular topic was somehow convoluted. That is why |
decided to create this lesson so that engineers that study Cisco SD-WAN know about this in
advance. An actual screenshot of this can be seen in the following figure:
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Activate Policy

Failed to activate policy
vSmarts 1.1.0.3 are not in vManage mode

Cancel

Figure 1. Failed to Active Policy

What is vManage Mode?

By default, all Cisco SD-WAN controllers are in "CLI mode". That means that they allow
configuration changes done using the CLI only. However, as we have explained in our lesson for
Cisco SD-WAN Policies when we activate a centralized policy through the vManage GUI, what
happens behind the scenes is that the vManage is actually making configuration changes on the
vSmart controller using NETCONF. But by default, like all other devices, the vSmart controller

is in CLI mode (allowing config changes via cli only) and thus it does not accept NETCONF
transactions from vManage. That is why the policy activation fails.

To successfully activate a policy, we should change the configuration mode of the device, that
the policy will be applied to, to be in “vManaged" mode. This is done by applying a template from
vManage to that device. This tells the affected node that from now on it will not be configured
manually via CLI but in a centralized fashion using templates and policies from vManage.

Or alternatively on vManage under Configuration > Devices > Controllers, the configuration
mode is listed in a tab as you can see in the following screenshot:

Cisco vManage - =] Al [~] admin

% Dashboard €3 CONFIGURATION | DEVICES

WAN Edge List | Controllers
Monitor
©00o
Search Options v Total Rows: 3
Devices
—m--
vManage vManage 1.1.01
vSmart vSmart 1.1.0.3 1 CLI -

vBond vBond 1.1.02 1 CLI -

Figure 2. vSmart Configuration Mode

Applying a template to vSmart

Applying a configuration template to vSmart allows vManage to have authoritative control of
vSmart’s configuration. Any type of template does the job - it does not matter whether it is a CLI
or Feature template. In typical production deployments, it is very common to use CLI templates
for this use case, as they are very simple and quickly made, and do not require administration
beyond the initial deployment.
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Practically speaking, the easiest way to change a controller to be in vManaged mode is to create
a CLI template and attach it to vSmart. Let's create a CLI template by going to Configuration >
Templates > Create Template > CLI.

Cisco vManage - =] A ] admin +
Dashboard %X CONFIGURATION | TEMPLATES

Device  Feature

0o

From Feature Template Search Options + Total Rows: 0

Monitor

Configuration

CLI Template J

| 1 |
Certificates

Network Design
Templates

Policies

Figure 3. Creating a CLI Tempalte for vSmart

Then we select the device model (in our case vSmart) from the dropdown menu and specify the
name and description for the template. At this point, we SSH to the controller, get the output of
the show run command, and paste it in the CLI configuration section as shown below.

Cisco vManage - (=] a [>] admin v

Dashboard £X CONFIGURATION | TEMPLATES
Device  Feature
Monitor >
O Tt > Device Model vSmart ~
Devices Template Name vSmart_CLI_v1
Certificates Description vSmart CLI Template v1
Network Design CLI Configuration Q Search W Create Variable [ Selecta file
S 1 system
e 2 host-name vSmart
3 system-ip 1.1.e.3
Policies 4 site-id 1
° admin-tech-on-failure
Security ° sp-organization-name networkacademy-ic
7 organization-name networkacademy-io

® wvbond 1.1.1.68

onRamp for SaaS

°  aaa
e auth-order local radius tacacs

= u usergroup basic
12 task system read write
Network Hub 12 task interface read write
14 1
Tools = usergroup netadmin
!

Maintenance u:er‘gr‘oup operator S h OW ru n
as

k system read

. = task interface read
Administration 20 task policy read
2z task routing read
vAnalytics = task security read
23 |
= user admin
= L

m Cancel

Figure 4. CLI Template Construction

Then we go to the additional options and select Attach Devices. In the next window, you are
going to see all vSmart controllers that are known to vManage. You select the one, which you got
the show run output from.
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Dashboard
Monitor
Configuration
Devices
Certificates
Network Design
Templates
Policies

Security

Cloud onRamp for SaaS

vManaged Mode

Or alternatively, you can go to Configuration > Devices > Controllers, and check under the Mode

column.
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Cisco vManage & (=]

LX CONFIGURATION | TEMPLATES

Device  Feature

© Create Template ~

Q Search Options

vSmart_CLI_v1 vSmart CLI Template v1 CLI vSmart

Figure 5. Attaching CLI Template to vSmart

admin ~

(0]=)

Total Rows: 1

=]

Edit
View
Delete

Copy

Attach Devices

Export CSV



7. CISCO SD-WAN
HOME LAB

Cisco SD-WAN on EVE-NG

Cisco SD-WAN is a major topic in the CCE Enterprise blueprint now. Network engineers that
want to pass the lab exam should have extensive hands-on experience with the solutions.
However, for people who do not have the chance to touch it at work, it is actually not easy to get
access to a practice lab. In this lesson, | will show you one way to set up a fully functional Cisco
SD-WAN home lab on EVE-NG that can be used to practice every topic in the exam's blueprint.

Setup EVE-NG

One thing I'd like to mention is that Cisco SD-WAN requires a lot of processing power. For a
small practicing topology consisting of 1 controller of each type and 3-4 vEdges, you should
give the EVE-NG VM at least 8 vCPUs and 16GB of RAM. However, if you want to make a large
topology with redundant controllers and many vEdge devices, you must have a lot of computing
resources at your disposal.

Cisco SD-WAN Images

You will need to have the following Cisco SD-WAN images to set up this practice lab
environment on EVE-NG:

EVE-NG Image Filename Version
vmanage-16.3.2 viptela-vmanage-genericx86-64.ova 16.3.2
vsmart-16.3.2 viptela-smart-genericx86-64.ova 16.3.2
vbond-16.3.2 viptela-edge-genericx86-64.ova 16.3.2
vedge-17.1 viptela-edge-genericx86-64.ova 17.1

Software Images Required

Once you have the images, you need to create a folder for each one and then transfer the image
to EVE-NG using a Frezzila or WinSCP tool. After you upload the images to their respective
folders in EVE-NG, you need to convert the ova files to gcow2. Note that we need to create an
additional virtual disk for vManage. This is done with the command highlighted in green:

Physical Topology

The physical topology that we are going to use is as follows. You should re-create it on EVE-NG.
If you want to copy/paste some of the configs, make sure that you use the same interfaces when
creating the topology on EVE-NG.

EVE-NG
192.168.115.0/24

vBond vManage vSmart vEdge-1 vEdge-N
1.1.1.10 1.1.1.20 1.1.1.30 1.1.1.40 1.1.1.nn
(ethi) NYlooo|\¥
@ @ @ 7\
Ge0/0 eth0 eth0 Ge0/0 Ge0/0
.10 20 30 .40 nn

Transport VPNO: 10.1.1.0/24
Figure 1. Physical Topology
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You have to decide how many vEdge devices you are going to need and add them in the same
manner as vEdge-1. The process of building the lab starts with Cisco SD-WAN version 16.3.2.
Once you upgrade to the higher versions you won't be able to add more vEdges.

Default credentials for all devices are admin/admin. When vManage boots for the first time, it will
ask on which storage device to install the software. Please make sure to use the virtual disk you
have created in the previous step.

Bootstrap Configuration

Once all devices boot up it is time to enable basic connectivity between the controllers and all
WAN edge devices. The following bootstrap snippets are the minimum required configuration in
order to achieve basic connectivity.

At this point, each device should successfully ping any other in VPNO. If for whatever reason
there is no reachability to one of the devices, you should not continue ahead but troubleshoot
and resolve the issue.

Certificates

Cisco SD-WAN Controllers can not be brought into operation unless their identity is validated
by an established chain of trust. This identity validation process is intended to ensure that only
trusted devices can join the SD-WAN solution while still retaining flexibility. Each controller must
have a root certificate installed and a controller certificate installed and signed by a trusted CA
(Certification Authority).

For creating this lab environment we are going to use the vBond controller as a Root CA.

vBond as Root CA

Configure vBond to act as a root of trust. The first step is to generate an RSA private key. Then
we generate a ROOTCA.pem certificate and sign it with the ROOTCA .key private key that we
have just created.

Once that is completed, the root certificate should be installed on all other devices. It will act as
a root-of-trust for all controller certificates.

If that step is successful, that means that all devices will have their chain-of-trust pointing to the
vBond controllers ROOTCA.pem.

4 1\

Device Certificate

Device Distinguished Name ]

Device Public K
evice Public Key ] 7~ Root Certificate

Root CA Distinguished Name ]— (ROOTCA.pem)
- | Referencing
Root CA Signature ] Root CA Distinguished Name ]

T A Verify Signature

[
[
[
[

Root CA Public Key ]

—

Root CA Signature ]

Sign

Self-sign

Root CA Private Key
(ROOTCA.key)

Certificates' Relations

Now you need to log in to the vManage GUI interface. This is done using a web browser and
entering the URL htitps://[vManage-VPN512-IP-address]:8443. Default credentials are admin/
admin.
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Once logged in, you need to go to Administration > Settings and set the Organization Name
to be networkacademy-io, then edit the vBond address, and set it to 10.1.1.10. Make sure that
Certificate Authorization is set to Manual as shown on the screenshot below.

\" viptela vManage =

[ ard Settings
Organization Name networkacademy-io View \
vBond Not Configured View \
Certificate Autherization Manual View | Edit
Web Server Certificate 04 Nov 2019 7:07:40 PM CSR | Certificate
Enforce Software Version (ZTP) Disabled View | Edit

Administration

Banner Disabled View | Edit
Statistics Setting View | Edit
CloudExpress Disabled View | Edit
vAnalytics Disabled View | Edit

vManage GUI Initial Config

Once that is done, go to Configuration > Devices > Controllers > Add Controller and add both
vBond (10.1.1.10) and vSmart (10.1.1.30) using the GUI.

Devices vEdge List Controllers

© add Controller ~ 13 Change Mode ~
Monitor

6 viptela vManage
0

~ | Contains v | Search TotalRows:3  C'

Configuration & Export
Hostname System IP Site ID.. Template Status... Certificate Status... -
vmanage 11120 1 In Sync Not installed
vBond 1.1.1.10 1 Not-Installed
vSmart 1.1.1.30 1 Not-Installed

Adding the controllers via vManage GUI

Now you need to go to Configuration > Certificates > Controllers and Generate CSR for all
controllers. When you are done, all should be in Status "CSR Generated".

Certificates vEdge List Controllers

4 Send to vBond L. Install Certificate

\') viptela vManage
O

Monitor

- ins = | _Search
Configuration = Eontains Total Rows: 3 of 3
C @ Export
Operation Status ... Controller Type ... Hostname System IP Site ID m-
Certificates N/A vmanage vManage 1.1.1.20 1 =
View CSR
Templates CSR Generated vbond vBond 1.1.1.10
View Certificate
CSR Generated vsmart vSmart 1.1.1.30
Reset RSA
Invalidate

Generating CSRs

It is time to install all controller certificates via the vManage GUI. Go to Configuration >
Certificates > Controllers > Install Certificate.
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Certificates vEdge List Controllers

\" viptela vManage
@
0

Monitor

Configuration ~  Contains » | Search TotalRows:3 €' @expore
Operation Status ... Controller Type ... Hostname System IP Site ID -
vBond Updated vmanage vManage 1.1.1.20 1 =
CSR Generared vbond vBond 11110 1
CSR Generared vsmart vSmart 11130 1

Installing the certificates using vManage GUI

Now that you have all certificates (.crt) in vBond's directory, you just cat each of them and paste
the output in the Install Certificate window as shown below:

Install Certificate

Certificate Text B selectafile

1AY)KoZIhveNAQKBFNNZAXBwD3/0QHZPpCHRIDGEUY29tMIIBIJANBEKQNKIGIWOE
AQEFAAQCAQBAMIIBCgKCAQEAUVPPWYEEVUEMCEIgRQS5sq/gcUapmknBTCEU/3sGE
30dXINNXFNDEV1|jf7qZhELZGJZGshP2M5bndd8bfhPZBmk910aQXbzdrsRjbfyy
hfd6aPRvASX90bAYyy3LKCQV]0g2HXsrUXeFOUedB7530+uk+SbgulkXygagin8F
JRzcAENSSYGETATHhVT7OVeCSW583x4jq2uaRx3h0Mbyw7ZTx2jozDnajfIPxUP
8d8ZcIRIZADERTZQMKpdHMWALIQWetGRICBWD152ucnhAGARVO520mVjimMeEMaD
VichtmEMAIO2PmHet4AopwS7Lrakith) EFOOIS|NbgISvwIDAQABMAOGCSqGSIb3
DQEBCWUAASIBAQCIQPidBN2QORVAqT/nypUaCjZ73qLITAZSIFZNNLGYIIZpAC
IpscEITFmMj2cQD17QL)YFa)KBgRIRXQcoDkhVijExwivej6zjfob TnQwyNNE58A!
uNhjyFDRJOT60ZZyhe1sve64Z9]Up9SKRzK13)QwSPm3/dLEPbVHab887tbZjudu
TeyNVjIngLAskaEUxGKKS5tPtChbcyX0dcCOTvZUBAfRLDTZghjI67unénAp/CCa
AAVGBoegnwOPwepGICZNdpMpMMgsTeRgat)yPsjKjqUBcHPBwmMLIBS4NTDFGBUWN
AV3Uc511L6d99D4zyLd/BFSA/DAPEDG19bZFs

-

Paste the certificate into vManage

If everything is good up to this point, the certificate should install successfully.

\'l viptela vManage o
Status
Total - 1 | Success - 1
- | Contains - | Search Total Rows: 1 of 1
Status Message Device Type Device [P vManage IP M~
@ Success Done - Install Cert... vsmart 10.1.1.30 1.1.1.20

Certificate installed successfully

You repeat this for all controllers. In the end, when you go to Configuration > Certificates >
Controllers, you should see that all controllers have Certificate Serial numbers. If that is the
case, you click the Send-to-vBond function to propagate this information to vBond.
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{‘ viptela vManage 0

Certificates vEdge List Controllers
4 Send to vBond .?. Install Ceruficate

~ | Contains = | _Search c

Total Rows: 3 ZExport
Controller Type ...  System IP Certificate Serial Expiration Date vEdge [T~
vmanage 1.1.1.20 E3C382FF265B63EE 05 Aug 2022 3:16:42PM . Sync =
vbond 1.1.1.10 E3C382FF265B63ED 05 Aug 2022 3:16:33PM ... Sync
vsmart 1.1.130 E3C382FF265B63EF 05 Aug 2022 3:18:05PM ... Sync

Updating vBond
At this point, all controllers should be operational with valid certificates. Now it is time to validate
the vEdges.
vEdges Validation

Now you need to copy the output of the show certificate serial of all vEdges in a Notepad file in
the format shown below, and then save the file as vedges.csv.

") Untitled - Notepad

File Edit Format View Help
37ad59dc-9447 -4f44-bbcb-87e3c3190c8a, E3C382FF265B63F1
bfbad45b7-038b-476c-83b7-219742fF6091, E3C382FF265B63F2

Windows (CRLF) Ln2, Col 55 100%

Collect all vEdges serial numbers

Then you go to Configuration > Devices > vEdge List > Upload vEdge List and select the

vedges.csv file. Make sure to check the "Validate the uploaded vEdge list and send to
controllers” option.

Upload vEdge

vEdge List Choose File | No file chosen

Cancel

Upload vEdge-list
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If the upload is successful you should see all vEdge devices having a Chassis number and

Certificate Serial as shown below.

\" viptela vManage
Devices

Configuration

vEdge List

& Upload vEdge List

Controllers

13 Change Mode ~

~ | Contains v | _Search

Total Rows: 2 cC ' Export
¢ Tools vEdge Model... Chassis Number Certificate Serial Hostname m-
”7 vedge-cloud bfba45b7-038b-476¢-83b7-a197 . E3C382FF265B63F2 =
Main vedge-cloud 372459dc-9447-4f44-bbcb-07e3c.. E3C382FF265B63F1

Administration

All vEdges

At this point, the validation of all devices is done. We need to bring up the control plane and
upgrade to the CCIE Enterprise Infrastructure lab exam's version 18.4.4.

Software Upgrade

The images required for upgrading to 17.2.8 are as follow:

Device Image Name
vSmart/vBond

viptela-18.4.4-x86_64.tar

vManage vmanage-18.4.4-x86_64.tar

Images for upgrading to 17.2.8

The software upgrade is pretty simple and straightforward. You upload the necessary files in the
Software Repository by going to Maintenance > Software Upgrade > Controller > Repository.

& viotela vianage

Software Upgrade / Devices List vEdge vManage

0l Delete Available Software

© Upgrade O Acovate

@ Set Default Version

Device Groups Al 2

~ | Contains ~

Search Rows Selected: 0

Total Rows: 2 C O Expor

Hostname... System IP Site ID... Device Type... Device Model... Reachabili... Current T~
Maintenance vBond  1.1.1.10 1 vbond vedge-cloud reachable  16.3.2
Software Upgrade & vSmart  1.1.1.30 1 vsmart vsmart reachable 16.3.2

vManage Repository

In there, you select Add new software and upload the files for version 17.2.8 to vManage
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Upload Software to vManage

vEdge Choose File | No file chosen

vSmart/vEdge Cloud Ghoose File | viptela-17.2.8-x86_64 tar gz

vManage Choose File | vmanage-17.2.8-x86_64 tar.gz

Upload Cancel

Uploading Software images to the vManage repository

Then you go to Maintenance > Software Upgrade > vManage > Upgrade, select version 17.2.8
and select Upgrade. The upgrading process is quick, the new software will be installed on
vManage, but will not be activated.

Software Upgrade

Backup of data volume is highly recommended before upgrading
vManage.

Version ‘@‘ vManage

Upgrading vManage to 17.2.8

The last thing that you need to do is to Activate the new version software. This is done at
Maintenance > Software Upgrade > vManage > Activate. At this point, the controller will reload.
The process usually takes some time. In some cases, you may need to delete the browser's
cookies to log in to the new version of the GUI once it boots with the new image.

Activate Software

Activating new version of software on vManage requires a reboot, which
will log out all active clients and bring down all contreol connections.

Cancel

Activating the new software image on vManage
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Once you log in again, you will note that the GUI's layout is more modern. At this point, vManage
is upgraded. However, the other controllers are not upgraded yet. You must go to Maintenance >

Software Upgrade > Controller and select all controllers. Then select the new version 17.2.8 and

check the Activate and Reboot option. Then click Upgrade. The controllers will reload.

Version 1728 %

@) vManage ()

Activate and Reboot

Upgrading vBond and vManage

Once all controllers are upgrade and fully loaded, you must reload all vEdges in order to make
them join the control plane.

Upgrade to 18.4.4
The images required for upgrading to 18.4.4 are the following:

Device Image name

vSmart/vBond viptela-18.4.4-x86_64.tar
vManage vmanage-18.4.4-x86_64.tar

Images for version 18.4.4

The process of upgrading to 18.4.4 is absolutely the same as the one to version 17.2.8:

O Upload the images to the Software Repository
O Upgrade vManage

O Activate vManage

QO Upgrade and activate the controllers

So you just go ahead and perform it and that is it - you have a Cisco SD-WAN home lab on
EVE-NG that is running on the same version as in the CCIE Enterprise Infrastructure lab exam.

At this point, you can modify the topology in any way you wish to practice. You can add other
network devices like IOL switches, routers or firewalls. The only drawback is that you cannot add
additional vEdge devices.

Happy practicing ;)
Credits

| found out about this method of setting up a Cisco SD-WAN practicing home lab in a blog post
at codingpackets.com. Kudos to the blog post writer! The full link to the article is below:

https://codingpackets.com/blog/viptela-control-plane-setup/
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Packet loss, Latency and Jitter on EVE-NG

Emulating WAN properties on EVE-NG

One of the most important improvements of Cisco SD-WAN over the Traditional WAN
architecture is the ability to reroute application traffic around WAN performance degradations
and brownout conditions such as packet loss, latency, and jitter. The solution has multiple
features related to WAN link brownouts like Application-aware routing (AAR), Centralized Data
Policies, Forwarding Error Correction (FEC), Packet Duplication, and many more. However,
many network engineers do not know how to practice these SD-WAN capabilities at home using
any of the homelab emulators such as GNS3 or EVE-NG. In this lesson, we are going to show
how we can emulate wide-area network (WAN) properties on EVE-NG using an open-source
Linux tool called NETem.

What is NETem?

NETem is a Network emulation tool that provides functionality for testing network protocols

by emulating the properties of wide-area networks. The latest version of the tool supports the
emulation of latency, packet loss, packet duplication, bursts, congestion, and packet re-ordering.
Installing NETem

If the virtual machine has an Internet connection and enough available disk space, the
installation should be successful in no time.

Adding NETem node on EVE-NG

Once the addon is installed using the commands shown above, it will be automatically placed as
a Linux node in EVE-NG. Therefore, to use it on a link between two network devices, we need to
add a new node on EVE-NG. We select linux and then select the linux-netem image as shown in

the screenshot below:
ADD A NEW NODE

Template

| Linux - |

Number of nodes to add Image

1 linux-netem - |

Name/prefix

Linux

Icon

@ Serverpng -

uuiD

CPU Limit

CPU RAM (MB) Ethernets

1 2043 2

First Eth MAC Address

Adding NETem node on EVE-NG

Notice that by default, the node is added with only one ethernet interface. However, to put it
inline between two network devices, we are going to need at least two Ethernet interfaces, one
to connect to device A and one to device B.
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Once the node is added, we just connect it inline between two network devices as shown in the
screenshot below. It acts as a layer 2 device, so it is layer 3 transparent and does not need an IP
address information to any of the interfaces.

BRI

NETem node on EVE-NG

Configuring NETem

Once the linux-netem node boots up, we connect to it with VNC and log on with user "eve" and
password "eve".

QEMU (Linus) - [m] b4

SEB@ RO
Booting Core 6.4
Running Linux Kernel 3.16.6-tinycore.
Done.
Done.
setcsfstab
[Setting Language to C Downe.
Ndding user eve
Password for ‘eve’ changed
[Possible swap partition(s) enabled.
Done .
Setting keymap to us Done.
Restoring backup files from smntssdal//mydata.tgz ~
Done .
Skipping DHCP broadcast/network detection as requested on boot commandline.
[Setting hostname to box Done.
Domne.

Core Linux
username *eve’, password “eve’

[Run filetool.sh -b if yow want to save your changes
lbox login:

Once logged in, there is a very basic graphical interface that allows us to configure the desired
values for bandwidth, delay, jitter, packet loss, and packet bursts.

QEMU (Linux) - o x

SEBTHLO0F

NETem Conf iguration
NETem Conf iguration

Bandwidth <No Limit>
Delay <None>
Loss <None>
ethi->etho Configure link ethl -> eth®
Symmetric Same config as eth® -> ethl
Load Load configuration from file

Save Save configuration to file
Shell Open a console
Shutdown Shutdown the UM

NETem initial screen
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Entering each configuration hierarchy, we specify the required values. The screenshot below
shows how we configure packet loss and loss burst.

QEMU (Linux) _ o x

s B ELO0

ethe -> ethl
Link cowfiguration eth® -> ethl

Packet Loss [x1 4
Loss Burst [Pktsl 5

< 0K > <Cancel>

Configuring Packet Loss on Netem

And the next screenshot shows how we configure delay and jitter.

QEMU (Linus) - [m] X

sEBSELOOF

eth® -> ethl
Link configuration eth® -> ethl

Delay [msl 200
Jitter [ms1] 60

< 0K > <Cancel>

Configuring delay and jitter on NETem

Notice that we configure each traffic direction separately. Also, notice that the configured values
shown in the screenshot below are for each traffic direction. Therefore, if you run traffic through
a netem node configured as shown in the screenshot below, you will get approximately 8% of
packet loss and 400ms of round trip times.

QEMU (Linux) - m} X
e MBRLOOF __Im

NETem Configuration
NETem Configuration

Bandwidth 500 kBit/s
Delay 200 ms
Loss 4 7
ethl->ethe Configure link ethl -> eth®
fsymmetric Use specific configuration
Bandwidth 500 kBitrss
Delay Z00 ms
Lloss 4 7
Load Load configuration from file
Save Save configuration to file
Shell Open a console
Shutdoun Shutdown the UM

Configuration summary
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You can see that there is approx 8% packet loss and the average round trip times are as
configured in the netem node.

Key takeaways

In this lesson, we have shown an open source add-on that can be used to emulate packet
loss, latency, and jitter in EVE-NG. The add-on is a very useful tool when it comes to practicing
SD-WAN capabilities such as Application-aware Routing, SLA-based routing, Forwarding Error
Correction, Packet Duplication, and so on.
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8. CENTRALIZED
CONTROL POLICIES

What is a Centralized Control Policy?

A centralized control policy is a policy that manipulates the route and tloc information that is
exchanged between the vSmart controllers and the vEdge devices in the Cisco SD-WAN overlay
fabric. It can influence the overlay topology of IPsec tunnels and the routing paths through the
fabric.

Cisco SD-WAN Policy

Centralized Policy Localized Policy
(Affects the whole overlay fabric ) (Affects a single device )

|

Control Plane Policy Data Plane Policy
(Affects the omp routes and (Directly affects the forwarding of
tlocs advertisements ) packets in the data plane)

Topology

—i Application-aware Routing
(Controls OMP and TLOC route

advertisements)

Traffic Data |

VPN Membership
(Controls distribution of routes of
particular VPNs to specific sites)

{ Cflowd |

Figure 1. Types of Centralized Policies

In Cisco SD-WAN, there are two types of Centralized Control Policies that fulfill different
objectives:

Topology - Topology policies control the route information such as omp, tloc, and service routes
that are being redistributed to a list of sites. As the name implies, they are typically used for
limiting the number of overlay tunnels between sites and controlling the overlay topology.

VPN Membership - VPN Membership policies are used to control the distribution of routing
information for specific VPNs to a list of sites. A typical use-case is for creating guest networks
that have Internet access but site-to-site communication is restricted.

To fully understand why do we use centralized control policies, you need to have a good
understanding of the control plane in the Cisco SD-WAN solution. Let's recall how it works.
Control Plane Overview

The Cisco SD-WAN Viptela solution is a Wide Area Network (WAN) overlay architecture that
applies the principles of Software-Defined Networking (SDN) where the control plane of the
network is completely separated and isolated from the data plane. In the Cisco SD-WAN,
the vSmart controller represents the control plane of the overlay fabric and is effectively the
centralized route engine that manages a network-wide routing table. It receives three types
of route information from all WAN edge routers and builds a centralized route table. Then it
redistributes this route information towards all vEdge devices.

IMPORTANT It is very important to understand that WAN edge devices do not exchange

any kind of control plane information, such as routes and tlocs, to one another.
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Figure 1 visualizes this concept. If vEdge-1 sends an OMP Update to the controllers, vSmart
processes this message and if needed sends out an update to all other WAN edge devices.
However, vEdge-1 would never send an OMP update directly to another vEdge router directly.

vSmart
controllers .
WAN edge devices send
routing information to
-~ the vSmart controllers via
OMP.
Omp ompP

omMp

vEdge-1

>< vEdge-2

WAN edge devices do not
~~ exchange any kind of

" x control plane information
Data Plane 7\ between themselves
vEdge-3
Figure 2. Cisco SD-WAN Exchange of Control Plane information

N/
LAY

Route Types

There are three types of OMP routes that the vSmart controllers learn from the WAN edge
devices:

OMP routes - These routes represent prefix information that WAN edge devices learn from their
local network. For example, these could be connected networks, static routes, or OSPF process
running onsite redistributed into OMP. The OMP routes could be displayed using the show omp
command.

TLOC routes - These routes simply carry TLOC information from vEdges to the vSmart
controllers. They could be displayed using the show omp tlocs command.

Service routes - These routes represent network services, such as firewalls and IPS, that

are running on the local-site network to which the vEdge router is connected. They could be
displayed using the show omp services command.

Centralized Control Policy

Network engineers that do not have any prior experience with SD-WAN solutions at first struggle
to realize where the centralized policy is applied. That is why we tried to visualize where exactly
the "magic happens". If you look at the diagram shown in figure 3, the red arrows represent a
policy applied in the direction of the arrow. You can clearly see that an inbound control policy
affects the OMP route information coming from vEdge routers before it is stored in the vSmart
controllers' database. And an outbound one affects the OMP route advertisements from the
controllers toward the WAN edge devices.

vSmart Controllers

Routing Table
TLOC Table

Centralized Polic
( i ) Inbound Outbound
The policy itself is never Policy Policy
pushed
to vEdge routers, only the
results of the control policy «S‘? %
are advertised to the vEdge & "c
routers via OMP. § 2
o,
N/
N
X
4
N/
"4

Overlay N
Fabric N

Figure 3. Cisco SD-WAN Centralized Control Policy Directions
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Default vSmart Behavior

As we have already learned, there is no centralized control policy configured on the vSmart
controller by default. Therefore, by default, the controller acts in the following way:

Each vEdge device sends all site-local prefixes, tlocs, and service routes toward the
controller using all established DTLS control connections.

The vSmart controller accepts all incoming OMP routes (omp, tloc, or service) and
stores them in the respective route tables per VPN.

The vSmart then redistributes all learned routes to all WAN edge devices. This results in
a full-mesh overlay fabric and full IP reachability between all nodes.

Each vEdge device continually sends route updates.

The vSmart updates its routing table based on each update and advertises any routing
changes to all edge devices.

o0 O O

No Policy Conflgured

OMP routes
TLOC routes

vSmart

controllers Accepts . Redistributes
all routes % all routes
o
& %
o
bS] c
Q k)
N 3
© W
P4a S

b Y"4

:
N
Overlay
Fabric N
Figure 4. Cisco SD-WAN Overlay behavior without Centralized Policy

vSmart Behaviour with Centralized Policy

As we said, the default behavior of the controller is to advertise all routes (omp, tloc, and
service) which results in a full mesh overlay fabric and any-to-any IP reachability. However, in
most cases, this is not the desired network outcome that companies require. Therefore, in most
scenarios, the network topology should be customized and the IP reachability must follow the
company's policy.

When we want to control the route information that is stored in the controllers' route tables or the
route information that is advertised to vEdges, we provision a Centralized Control Policy. When
such a policy is applied, the behavior of the controllers change as follow:

O When a Centralized Control Policy is applied in an inbound direction, it filters or modifies
the route information that is coming from vEdges before it is placed in the controller's
routing table.

O When a Centralized Control Policy is applied in an outbound direction, it filters or modi-
fies the route information that is advertised to vEdges.
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[ Policy Configured |

OMP routes
TLOC routes

vSmart
controllers Only accepted routes Only accepted routes
are inserted into the . are redistributed via
routing table OMP
Rejects all by default Rejects all by default
23 O,
N 3

%
)

Overlay \NA
Fabric N\

Figure 5. Cisco SD-WAN Overlay behavior with Centralized Policy

Policy Components

Defining a new policy through the vManage Policy Wizard is a three steps process:

O Step 1 - Create Groups of Interest. In Cisco 10S, there are a few types of lists that
can identify specific groups of interest. Network engineers are pretty familiar with ac-
cess-lists, prefix-lists, as-path lists, and so on. In Cisco SD-WAN there are even more
and different types of lists such as site-lists, VPN lists, TLOC lists, and so on. However,
the idea is pretty much the same, you just identify specific values of interest.

O Step 2 - Configure Topology and VPN Membership. At this step, we define our Control
and VPN membership policies that are used to manipulate the propagation of routing
information in the control plane such as OMP and Transport Locator (TLOC) routes. A
control policy is defined as a sequence of match-action statements. Typically a list creat-
ed at step 1 is matched and then a specific set of actions is taken upon it.

QO Step 3 - Apply Policies to Sites and VPNs. Cisco SD-WAN centralized policies are
always applied to a site-list that identifies one or more site-ids. If the policy is applied in
the inbound direction, it affects the route updates coming from the vEdge routers that
have these site-ids. If the policy is applied in the outbound direction, the policy affects
the OMP route advertisements from the vSmart controller to the vEdge devices with the
specified site-ids.

——— === | Centralized Policy % 77777777777

tName

Description

Policy
Definition

Apply Policy
to Site-list

Name

Site List
Prefix List
VPN List

etc

Description

Default
Action

Reject

Outbound

\
[

[

[

[

[

[

[

[

[

[

Inbound }
[

[

[

[

[

[

[

[

Accept }
[

[

Match Action

Figure 6. Cisco SD-WAN Centralized Policy Components
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Activating a Centralized Control Policy

In Cisco SD-WAN, vManage is the single pane of glass for administration and operation
of the overlay fabric. This is the centralized tool where all configuration, management, and
troubleshooting takes place. Of course, this includes the configuration of Centralized policies.

When a Centralized Policy is defined and activated in vManage, vManage pushes that policy
as a NETCONF transaction to the vSmart controllers. The policy itself is never pushed to the
WAN edge devices, only the results of the policy are advertised by the vSmart controllers via
OMP to the overlay. It is also important to mention that the vSmart controller only keeps the last
configured policy in its configuration database.

. Cisco SD-WAN e Policy
vManage GUI Configuration
= via CLI
( Policy Wizard f

controllers
The centralized policy is

pushed to the vSmart

o)
as a NETCONF & Z
transaction & <
S %
> 3,
N/
N\
N/

N\ Ny
N\

Overlay \NA
Fabric N

Figure 7. Ways to configure a Centralized Policy

In a typical production deployment, there are at least two or three vSmart controllers that provide
a control plane redundancy. In this scenario, it is the responsibility of vManage to ensure that
the centralized policy configuration is synchronized across all controllers. When a new policy is
being applied, if for whatever reason it cannot be pushed successfully to one of the controllers,
vManage automatically rolls back to all changes to the last synchronized configuration.

Inbound vs Outbound Control Policy

Cisco WAN Edge routers periodically send and receive OMP updates with the vSmart
controllers. These OMP updates contain vRoutes, TLOC, or Service routes. When a vSmart
controller receives an OMP route from a vEdge, it performs the OMP best-path algorithm and
updates its own routing table. The best routes are then re-advertised to all other WAN edge
routers.

IMPORTANT vSmart advertises only the best routes according to the OMP best-path
algorithm.

A Control policy examines the OMP updates and can modify the attributes in an update that
matches the policy. Control policies are always applied directionally to a site list.
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We have seen in the previous lab lessons that Control Policies can be applied in an inbound or
outbound direction. In many cases, network requirements can be fulfilled by applying a control
policy in either direction. However, there is a huge difference in the outcome of an inbound

control policy versus an outbound one.
The same
Control Policy gigir
INBOUND
st | A @ o site

omP o s

vE’dge-l \ \ /
s WAN 7\

’ \ vEdge-3

Site-id 1 vedges Site-id 2

N

O/‘%

Figure 1. The same control policy in different directions

In this lesson, we are going to apply a policy in the inbound direction and see the results. Then
we are going to apply the same policy in the outbound direction and compare the differences.

Outbound Policy

Figure 2 shows a control policy named PREFERENCE that is applied to Site-list SITE-2 in an
outbound direction. Let's break down the policy construct into bullet points and analyze every
aspect of it.

O The direction of the policy is always from the perspective of the vSmart controller.
Outbound means that the policy matches and modifies attributes in the OMP advertise-
ments from vSmart to vEdges.

O The policy is applied to site-list SITE-2 means that only OMP advertisements send to
WAN edge devices with Site-IDs listed in the SITE-2 list are processed against the poli-
cy.

In the policy itself, sequence 1 match route means that this sequence matches and
modifies only vRoutes (and not TLOCs or Service routes).

The action accept means that the vRoutes that are matched in the statement will be
sent out to site-2.

Set preference 90 means that the OMP Preference attribute of the vRoutes that are
matched will be changed to 90 (default is 0).

Note that the default action is accept (it is reject by default). We do not intend to filter out
any route or tlocs but to only modify route attributes.

©c O O O

Outbound Policy

- Does not affect vSmart’s best
path selection

- Affects only vEdge-3's best
path selection.

- Does not affect other sites!

control-policy PREFERENCE
1

originator 1.1.1.2
prefix-list SUBNET-1

site-list SITE-2
site-id 2

vEdge-1
1.1.1.1
Site 1

apply-policy
site-list SITE-2
control-policy PREFERENCE out

vEdge-3
1.1.1.3
Site 2

OMP_Update Pl
172.16.1.0/24 via T1 (@) \
172.16.1.0/24 via T2 (@) I’'4

172.16.1.0/24 via T3 (90)
172.16.1.8/24 via T4 (90)

(SUBNET-1)

Best Routes

172.16.1.0/24

172.16.1.0/24 via T1

éite 1 172.16.1.0/24 via T2 / /
172.16.1.0/24 via T3

172.16.1.0/24 via T4

Does not affect other Sites/vEdg

Figure 2. Outbound Centralized Control Policy
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In simple words, the policy affects the OMP advertisement to vEdge-3 (site-list SITE-2). By
default, vSmart advertises the first four equal-cost best routes for a prefix. In this case, for prefix
172.16.1.0/24, from the perspective of vSmart, there are four equal-cost best routes (via T1, T2,
T3, and T4). However, before vSmart sends the advertisement to vEdge-3, the policy matches
the routes that originated from vEdge-2 (1.1.1.2) and sets the OMP Preference to 90 for these
routes (default is 0, higher is better).

When vEdge-3 receives this OMP advertisement, it performs the OMP Best-path selection
algorithm and selects the omp routes with Preference 90 as best. The first stop and most
important place to check the overlay routing in Cisco SD-WAN is always on the vSmart controller
because it is the only authorized device that can redistribute routing information between WAN
edge routers.

You can see that vSmart has four equal-cost routes for 172.16.1.0/24 via TLOCs 1,2,3 and 4.
As expected, the OMP preference of all routes is 0 because the policy affect the outbound OMP
advertisements from the perspective of the controller and do not affects the controller's RIB.

We can see that when the control policy shown in figure 2 is applied in the outbound direction to
a site list (in our case to vEdge-3), it only affects the WAN edge routers listed in the applied site
list. It does not affect the OMP best-path selection algorithm on vSmart nor the one on any other
vEdge routers in different sites.

Let's now see what will be the results if we apply the same policy in the inbound direction.

Inbound Control Policy

Figure 3 shows a control policy named PREFERENCE that is applied in an inbound direction to
Site-list SITE-1. Let's break down the policy construct into bullet points and analyze every aspect
of it.

O The direction of the policy is always from the perspective of the vSmart controller.
Inbound means that the policy matches and modifies attributes in OMP updates before
the information enters the OMP RIB (routing information base) of the controller.

The policy is applied to site-list SITE-1 means that only OMP updates with Site-IDs list-
ed in the SITE-1 list are processed against the control-policy.

In the policy itself, sequence 1 match route means that this sequence matches and
modifies only vRoutes (and not TLOCs or Service routes)

The action accept means that the vRoutes that are matched in the statement will be
inserted in the RIB of the controller

Set preference 90 means that the OMP Preference attribute of the vRoutes that are
matched will be changed to 90 (default is 0) before the vRoutes are inserted in the RIB
of the controller.

©c ©0 O O

Inbound Policy control-policy PREFERENCE
- Affects vSmart’s best-path selection. Seq:eﬂce 1t
- New best routes are selected. ’"zrigi:‘a’:oi 1112
- Only best routes are advertised! prefix-1ist SUBNET-1
1

- Affects the whole overlay fabric!

site-list SITE-1
site-id 1

apply-policy
site-list SITE-1
control-policy PREFERENCE in

action accept
set
preference 90
!
!
default-action accept

vEdge-1
1.1.1.1
Site 1

vEdge-3
1.1.1.3
Site 2

OMP Update \’
172.16.1.0/24 via T3
172.16.1.0/24 via T4 P4a S

OMP Updates

Best Routes

(SUBNET-1)

172.16.1.0/24

172.16.1.0/24 via T3

Site 1 172.16.1.0/24 via T4 N2 N2 N/
P4a N N

Affects all other Sites/vEdges

Figure 3. Inbound Centralized Control Policy
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In simple words, the policy matches the omp advertisements for 172.16.1.0/24 (SUBNET-1)
coming from vEdge-2 (1.1.1.2) to vSmart and sets the OMP Preference to 90 to these vRoutes.
This happens before the OMP routing information is inserted in the controller's RIB. Therefore,
when vSmart runs the OMP best path algorithm against the vRoutes for 172.16.1.0/24, it will
select the vroutes via vEdge-2's TLOCs as best because they have a higher OMP Preference

(90) than the vroutes via vEdge-1's TLOCs (0).

Recall, that vSmart controllers only advertise the best equal-cost routes! Therefore, in our
example, vSmart will re-advertise only the vroutes via vEdge-2 to the overlay fabric.

Key Takeaways

Let's summarize what we have learned in this lesson using two diagrams.

Outbound policies are used to influence the OMP routing information on specific WAN edge
devices listed in the applied site list as shown in figure 4.

OUTBOUND Control
POLICY Policy

v
OUTBOUND
to Site-Y

v
OMP Updates

the OMP RIB on

Does not influence
vSmart

Affects only devices on
sites listed in the
applied site-list

5
L)

OMP Updates

Figure 4. Outbound Policy Summary

Inbound policies are used to influence the OMP routing information on vSmart controllers which
subsequently affects the OMP routing information of all WAN edge devices as shown in figure 5.

INBOUND

POLICY Affects the OMP

Control routing information
Poli base on vSmart Y
olicy ‘ ;x AN
A

v Affects the 7
INBOUND whole overla . ¥
to Site-X i Y al talke

v 4
w ¥
OMP Updates

Figure 5. Inuound Policy Summary
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LAB 1: Hub-and-Spoke - Restricting spoke-to-spoke tunnels

The Default Overlay Fabric

As we have already discussed throughout this course - the default behavior of the Cisco SD-
WAN overlay fabric is to build a full mesh of IPsec tunnels between all WAN edge routers with
different site-ids. Let's visualize this with the example shown in figure 1. If we have six WAN edge
routers connected to a single WAN transport as shown on the left, the default overlay outcome
with no policies applied results in 15 IPsec tunnels as shown on the right side. You can easily
calculate how many tunnels will be established with the full mesh formula n*(n-1)/2. In case the
company has 100 branches, there will be 4950 overlay tunnels.
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Underlay Transport Overlay Fabric

6 vEdges * 1 TLOC IPsec tunnels = (6*5)/2 = 15
vEdgel vEdge2 vEdgel vEdge2
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Figure 1. Cisco SD-WAN Default Overlay Fabric with one transport

In a real-world example, it is more likely that each vEdge device is connected with at least two
underlay transports typically one public internet circuit and one private MPLS one. In this case,
there will be twice as many overlay connections as shown in figure 2. In this scenario, both WAN
transports are completely independent, meaning that blue TLOCs cannot reach green TLOCs.

Underlay Transports Overlay Fabric
6 vEdges * 2 TLOCs IPsec tunnels = 2*(6*5)/2 = 30

vEdgel vEdge2 vEdgel vEdge2

AL N'4 L' A4 AN

7N 7 PAY FAY
vEdgeS vEdgeS vEdge6 vEdge5
h 2w (N Ny
\ T62 | ’\ ’\’T < ’\

’(z \»’G % %

7\ 7 7\ 7N

vEdge3 vEdge4 vEdge3 vEdge4

Figure 2. Cisco SD-WAN Default Overlay Fabric with two transports

At this point, it is important to understand the behavior of the WAN edge routers and what is

a TLOC. ATLOC (Transport Locator) is a data plane attachment point identified by a 3 values
tuple - (System IP, Color, Encap). TLOCs do not have a straight one to one analog in traditional
networking, but the closest simplest explanation is that they are just tunnel endpoints. Therefore,
if a vEdge device receives a TLOC (tunnel attachment point) from the vSmart controllers, it
attempts to establish a tunnel from each of its own TLOCs to this new TLOC. If the tunnel is
successfully built, it establishes a BFD session over the tunnel and starts keeping track of the
state and the characteristics of it.

IMPORTANT The number of established IPsec tunnels and the arbitrary network topology
is controlled by the advertisements of Transport Locators (TLOCs) by the vSmart controllers.
By default, all TLOCs are advertised to all vEdge routers, resulting in a full mesh overlay
fabric. To create a custom network topology, you must filter which TLOCs are advertised to
which specific WAN Edge devices.
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The next example is not very common but illustrates well the overlay fabric creation. If we have
four WAN edge routers attached to two underlay transports as shown on the left in figure 3

and there is full reachability between both clouds, in this case, IPsec tunnels are established
between different color TLOCs resulting in the overlay shown on the right. Even with only four
sites, there are 24 tunnels, because blue TLOCs can reach green TLOCs, and tunnels between
blue and green endpoint are also built. Therefore, if the company has 100 sites, this results in
2007199/2-100 = 39700 IPsec tunnels! If there are two vEdge devices per site, the number is
doubled, and so on.

Underlay Overlay Fabric
4 Sites 8 TLOCs IPsec tunnels = (8*7)/2-4 = 24

vEdgel vEdge2 vEdgel o

Site-id 1 Site-id 2 S\te—g\‘d 1 >\
LY = ) a2
raY LY

(1Y 72 (721 22

TiL

AN Y Y
L INIFF_ S |"'|P.\£ ) -

12 12
vEdge2 vEdge4
Site-id 2 Site-id 4

\_/ \ { TaL T2

AN PN :
vEdge3 vEdge4 vEdge3 % o
Site-id 3 Site-id 4 Site-id 3 A"

Figure 3. Cisco SD-WAN Full MEsh Overlay Fabric

You can clearly see that in some rare cases, this could be the desired topology, but in most
mid-sized and enterprise networks, there is little need to have direct branch-to-branch
communication. There is also a scaling limitation because WAN edge devices at the remote sites
are typically not sized to handle hundred of thousands of IPsec tunnels and BFD sessions. A
better more practical design approach is the use of a Hub-and-Spoke topology.

Configuring a Centralized Policy

In Cisco SD-WAN, to implement hub and spoke topology means to restrict the spoke-to-spoke
overlay connections. To do this, a centralized policy must be created and applied so that the
remote sites will only receive the Transport Locators of the data center WAN Edges from the
vSmart controllers. Each vEdge router attempts to establish a tunnel to all known TLOCs, so the
goal is to make the vSmart advertise only the data center TLOCs toward the branches.

For this set of lab examples, we are going to use the topology shown in figure 4.
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Figure 4. Cisco SD-WAN Deep-Dive - Main Lab Topology

198.18.60.0/24. 172.16.80.0/24. 192.168.80.0
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The end goal after applying the centralized policy is to have the data center Site-50 act as a hub
and all other sites (60,70,80,90) act as spokes and establishing tunnels to the DC only and not
in between them.

To understand the overlay fabric at the moment, let's check how many BFD sessions one of the
spoke routers has. This is the easiest way to quickly check how many operational IPsec tunnel a
WAN edge device has.

You can see based on the site-id, that vEdge-4 has overlay connections to all other spoke sites
(highlighted in yellow). If we successfully configure the hub-and-spoke topology, we should only
see connections to Site-50, which would be the hub site.

The first step to constructing the Centralized Control Policy is to use the Policy Wizard in
Configuration > Policies as shown below.

Cisco vManage

% Dashboard £X CONFIGURATION | POLICIES

Centralized Policy Localized Policy
Monitor > —

Configuration v
Devices

Certificates

Network Design

No Centralized Policies added, add your first Policy

Templates

Policies

Security

Figure 5. Lab1 - Restricting Spoke-to-Spoke tunnels Step 1

From inside the Centralized Policy Wizard, we need to create two Lists that will be used to
match the hub and spokes site-ids. Lists are very simple constructs that are used to match
specific values. In Cisco SD-WAN, lists work the same way as they do in traditional networking
where we use access-lists and prefix-lists to match specific routes and then specify the action in
another construct called a route-map.

For this example, we create one list called Hub that matches site-id 50 and one called Spokes
that matches the site-ids of all remote sites - 60,70,80,90.

Cisco vManage

n £ CONFIGURATION | POLICIES Add Policy
Create Groups of

] Interest

* Select a list type on the left and start creating your groups of interest

] Application © New Site List

a Color

= Data Prefix Hub 2 admin
Policer Spokes 0 admin

o

Prefix

SLA Class

TLOC

VPN

Figure 6. Lab1 - Restricting Spoke-to-Spoke tunnels Step 2
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After clicking Next, the wizard moves to the next page called "Configure Topology and VPN
Membership". There we select the Custom Control (Route and TLOC) from the Add Topology
drop-down menu. You can see in the available options that there is a pre-defined Hub-and-
Spoke topology, but to better understand the principles of the Centralized policies, it is better to
go down this route.

Cisco vManage

L2 CONFIGURATION | POLICIES  centralizad Pol cy > Add Policy

Create Groups of © | configure Topology and VPN
Interest Membership

Specify your network topology

=
£+
K Topology VPN Membership
-

© Add Topology ~

Hub-and-Spoke
.e
- Mesh

Import Existing Topology

Search Options

Lab1 - Restricting Spoke-to-Spoke tunnels Step 3

On the next page, the first thing that we have to specify is the Name and Description of the
Control Policy. Composing good and scalable policy names is a skill in itself. A general rule of
thumb is to use all capital letters and always include a version number.

Next, we click Sequence Type and select TLOC to create a policy that applies to TLOCs.

* Route
Create a policy to apply on a OMP
TLOC
R, Create a policy to apply to TLOCs

Lab1 - Restricting Spoke-to-Spoke tunnels Step 4

At this point, we should add a new Sequence Rule that matches the Hub sites and then specify
Action: Accept. The idea is that the control policy has a default action Reject at the end similarly
to Cisco I0OS access-lists having explicit deny all at the end. Therefore, the idea is to explicitly
math the TLOCs of the Hub site and accept them, and all other TLOCs (of the spoke sites) will
be rejected by the default action. In the end, the spokes will only know the TLOCs of the hub and
won't establish IPsec tunnels to other spokes.

For details contact: www.networkershome.com | info@networkershome.com | Mob: +91 9611027980 | +91 9354284954
114 SD-WAN



TLOC TLOC

(- LR LY T Bl | Drag and drop to re-arrange rules

Match Conditions Actions
P X -
Site List Reject Enabled
Hub x -
Site ID

Lab1 - Restricting Spoke-to-Spoke tunnels Step 5

As we explained above, after we match the hub sites, we specify the Accept action.

B o TLoc
[-JE-CU L NP Drag and drop to re-amrange rules

Match

Match Conditions Actions
T x
Site List Accept Enabled
Hub x -
Site ID

Save Match And Actions Cancel

Lab1 - Restricting Spoke-to-Spoke tunnels Step 6

In the end, on the Configure Topology and VPN Membership page, you should see the control
policy we have just created. If that is the case, we click Next and go to the Configure Traffic
Rules page. For this lab, there is nothing that needs to be configured to this page, so we click
Next and go to Apply Policies to Sites and VPNs page.

Cisco vManage

n €2 CONFIGURATION | POLICIES  centralized Policy = Add Policy
Create Groups of Configure Topology and VPN
] Interest Membership

E o Specify your network topology

\ Topology VPN Membership
) © Add Topology ~
o Q Search Options
o
FILTER-OUT-SPOKES-TLOCS-V1 Custom Control Filters TLOCs of sp... |0

BACK Next CANCEL

Lab1 - Restricting Spoke-to-Spoke tunnels Step 7
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The first piece of configuration required on this page is the policy name and description. Then
under the Topology tab, we must specify where and in what direction the FILTER-OUT-SPOKES-
TLOCS-V1 control policy will be applied. In our case, we apply it in the outbound direction to the
spoke sites.

Cisco vManage s admin ¥

[Tl £ CONFIGURATION | PoLiCIES Add Policy
Create Groups of Configure Topology and VPN Configure Traffic Apply Policies to Sites
m} Interest Membership Rules and VPNs
o Add policies to sites and VPNs
/¥ Policy Name CETRALIZED-CONTROL-POLICY-V1
a Policy Description Centralized Control Polociy
- Topology  Application-Aware Routing ~ Traffic Data  Cflowd
o CUSTOM CONTROL

@ New Site List

Inbound Site List

Select one or more site lists

Outbound Site List

Spokes x

oo

Lab1 - Restricting Spoke-to-Spoke tunnels Step 8

In the end, we should see the Centralized Policy created but not activated. The last thing we
must do is to activate it as shown in the screenshot below.

Cisco vManage ® o admin ~
[Pl £ CONFIGURATION | FoLciES
Centralized Policy Localized Policy
o —
© Add Policy
. (o1=)
Q Search Options ~ Total Rows: 1
X
o CETRALIZED- Centralized Co... Ul Policy Builder false admin 12272020T1055... 27 Dec 2020 1
- View
Preview
o Copy
Edit
Delete

Lab1 - Restricting Spoke-to-Spoke tunnels Step 9

Note that the vSmart won't accept the policy if it is not in a "vManaged mode". This means
that the vSmart must have a template applied from vManage. The type of the template does
not matter, it could be a Device template or a Feature template, but a template has to be
applied. This enables vManage to have authoritative control over the vSmarts. It is common
for production deployments to initially deeply the vSmart controllers with a CLI template from
vManage, so the controllers are in "vManaged mode" from the get-go.

In our lab example, the vSmart has been initially deployed with a CLI template so vManage can
successfully push the Centralized Policy to the controllers.
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Cisco vManage
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Lab1 - Restricting Spoke-to-Spoke tunnels Step 10

At this point, the overlay fabric must be analogous to a traditional Hub and Spoke topology. We
can now check again the active BDF sessions on one of the spokes WAN edge devices. If our
control policy is correct and has taken effect, we must see IPsec tunnels to the hub site only
(site-id 50) and not to other spokes (sites 60,70,80,90).

Key Takeaways

Let's recap what we have done in this lab and highlight the key takeaways from this lesson. Use
figure 15 for a reference.

We created a Centralized Policy using the vManage GUI. In this policy, we have created another
Control Policy that matches the hub TLOCs and accepts them, all other TLOCs are rejected by
the default action at the end - Reject. After that, we applied this policy in an outbound direction to
the spoke sites. Note that the OUT direction is from the perspective of the OMP updates of the
vSmart controller to the WAN edge devices. So what happened after we activated the policy. As
it is shown in figure 15, vManage pushed this Centralized policy as a NETCONF transaction to
the vSmart controllers.

X
-

e | CLI

—

—

-

Policy sent as Policy
NETCONF
a transaction
to vSmart Policy Applied in OUT
» vSmart  direction is affecting the
outgoing OMP
/ Advertisements
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o & 0%,
AV G %,
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A A A A 7N 7\

vEdge-1 vEdge-6
Cisco SD-WAN Overlay Fabric
Figure 5. Cisco SD-WAN Policy Direction

If we check the policy in the running configuration of the vSmart, it looks like the output shown
below. Note that it has a very similar construct as the route-maps in Cisco 10S. We have lists
that match something (in green). In route-maps, we typically use access-lists, prefix-lists, or as-
path lists to specify values of interest.
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Then we have a sequence with a match-action construct (in yellow). In Cisco IOS we have
route-maps with similar match-set logic, for example, match ACL1 set local-preference 110.

And then we apply this match-action construct somewhere (in orange). In the case of Cisco SD-
WAN, we have applied it to the OMP updates in the outbound direction. In the case of a typical
route-map, we apply it on a BGP neighbor for example.

You can see that there is nothing quite new in the way the overlay fabric is configured with
Centralized Policies, only the underlying mechanisms are different. The logical construct is pretty
much the same as it has always been in traditional networking.

LAB 2: Hub-and-Spoke - Allowing hub-to-spoke routing

In our previous lab lesson for Cetralizaed Policies, we have restricted spokes of establishing
data plane tunnels to other spokes by filtering out TLOC advertisements at the vSmart
controllers. This allowed us to create a hub-and-spoke overlay topology of IPsec tunnels.
However, after we finished with the topology manipulation, we didn't check whether there is
actual IP reachability between the hub and the spokes and between the spokes themselves.

Let's look at our main topology for this lab series and check if any of the spokes (site-ids
60,70,80,90) has connectivity to the hub (site-id 50) or to other spokes.

VPN 1 VPN 2

Site 1 - Controllers Site 50
Data Center

vManage  vBond vSmart (Hub)

172.16.50.0/24
T

T T
ethl ge0/0 ethl UL
W ¥ | vedge-1 W, | vedge-2
N\ | 50-50.50.50 AN\ | 50505051

‘ VPNO-1.1.1.0/24 [ Ge0/0 H Ge0/1 J [ Ge0/0 H Ge/1 ]
0.1.1.1 | {10.50.1.1 50.1.2.1 | |10.50.2.1

1111
/ TLOC colors
aws 1.1.1.0/24 £.0.0.0/0 (Ccolor ) public-internet
- INET )~——( MPLS (Ceolor Jmpls
_color _ Ite

192.168.50.0

G\Se

Site 60 777777 Slte 70 Site 80

| Geo/o ! Ge0/0 Ge0/1 Geo,
| 60.1.1.1 | 7 10 7011 1.1 108011 109011

RS 80.1.
WY
Ge0/3 Gel °/
G o/z b ’ \ ceor3
VEdge-4 B S |: OSPF ISIS ISIS

50 60 60 60 \ 70.70. 70 70 \ | 80 80 80 80 \ qu 90 90 90
VpN 1 VPN 1 VPN 2 va 1 va 2
2_]53_@_0 172.16.70.0/24 192.168.70.0 172.16. go,um 192.168.80.0

Figure 1. Cisco SD-WAN Deep-Dive - Main Lab Topology

Site 90

We can verify if vEdge-4 (site 70) has all route entries in VPN1 by checking its routing table for
that VPN. Obviously, it only knows about its own connected network and do not receive any
routing information about the other sites.

There had been full IP connectivity between all VPN1 subnets in all sites before we had applied
the Centralized Control Policy that changed the overlay topology. But obviously, there is no

reachability neither between the spokes nor between the hub and the spokes at the moment.
Let's see why this happens?

Default Overlay behavior without Centralized Control Policy

By default, the Cisco SD-WAN Overlay Fabric builds a full-mesh of data plane tunnels and there
is no Centralized Control Policy applied on the vSmart controllers.

All WAN Edge devices redistribute all prefixes they learn from their site-local network to the
Cisco vSmart Controller. This route information is sent via OMP route advertisements to the
vSmart controllers.
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O Al WAN Edge devices redistribute all prefixes they learn from their site-local network
to the Cisco vSmart Controller. This route information is sent via OMP route advertise-
ments to the vSmart controllers.

O Al WAN Edge devices send their respective TLOCs to the vSmart controllers using
OMP.

O The Cisco vSmart Controller accepts all the OMP route and TLOC updates it receives
from all the devices and redistributes them to all the devices in the same VPN.

That is why we had had full IP connectivity before the Hub-and-Spoke Control Policy was
applied. Let's now look at how the overlay fabric's behavior changes when a policy is applied.

Behavior with Centralized Control Policy

By default, the vEdge controller redistributes all route information to all WAN edge devices.
When this is not the desired behavior or when we want to modify the route information stored in
the Cisco vSmart's route table or that is advertised by the Cisco vSmart Controller, a centralized
control policy must be provisioned and applied. The policy is then activated in either inbound or
outbound direction with respect to the vSmart controller. This is visualized in figure 2.
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Figure 2. Cisco vSmart Control Policy Directions

Let's now recall what we did in the previous lesson. We created a Centralized Policy using the
vManage GUI. In that policy, we created another Control Policy that matches and accepts the
hub TLOCs, all other TLOCs are rejected by the default reject action at the end. After that, we
applied this policy in an outbound direction to the spoke sites. Note that the OUT direction is
from the perspective of the OMP updates of the vSmart controller to the WAN edge devices.
Now that there is a Centralized Policy applied to the spoke sites in the outbound direction,

all OMP updates go through the match-action sequence defined in the Control Policy. In that
sequence, we matched the data center TLOCs and accepted them, but we didn't define any
match-action clause for the routing updates. Therefore, the route advertisements are matched at
the default Reject action. That is why we do not see any routes coming via omp at the spokes.

Let's create another centralized policy that filters out TLOCs to spoke but also permits the route
advertisements at the same time.

Configuring a Centralized Control Policy

If we log into vManage and enter the Policy Wizard in Configuration > Policies we can see the
Centralized Policy we have created in the last lesson - "CENTRALIZED-CONTROL-POLICY-V1".

IMPORTANT Centralized Policies cannot be edited while they are active. If we want to
modify something, we create a new centralized policy and activate it.
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Therefore, we should create another policy - "CENTRALIZED-CONTROL-POLICY-V2" reusing
the same parts of the previous one, and push it to the vSmart controller. You can now see why it
is a good practice to have a version number in the name.

To reuse existing parts of a centralized policy, we make a copy of them and modify the copy.
Let's see this in action, go to the Custom Options drop-down menu and select Topology as
shown in step 1.

Cisco vManage Y (=] as (] admin ~

2 CONFIGURATION | PoLicies
o Centralized Policy  Localized Policy Centralized Policy Localized Policy
Monitor —_—

: © Add Policy CLI Policy CLI Policy ‘
T | Lists Lists
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[Name | Descripion JEpRTRCN Acoess ContolLists

CENTRALIZED-CONTROL-POLICY-V1 Centralized G R )
| oute Policy

work Design

Policies

Configuring a Centralized Control Polocy - step 1

There you will see the Topology policy we have created in the last lesson. To reuse it, we make a
copy of it with another name and description.

Cisco vManage

Tl ©3 CONFIGURATION | POLICIES  Conralized Folicy » Topalogy

u
L
=) Specify your network topology
Topology VPN Membership

o

© Add Topology ~
. 1)

Q Search Options ~ Total Rows: 1
-]

[home e owcrpton | rfrmoecouns | Upomdy | Lo | |
- FILTER-OUT-SPOKES-TLOCS-V1 Custom ... Filters TLOCs of spoke... 1 admin 27 Dec 2020 1... EI
o View
Edit

Configuring a Centralized Control Polocy - step 2

The first thing that must be specified in order to make a copy is the name and description. For
this example, we are going to use "FILTER-TLOCS-AND-ADV-ROUTES".

Policy Name

FILTER-TLOCS-AND-ADY-ROUTES

Description

‘ FILTER TLOCS AND ADVERTISE ROUTES

Configuring a Centralized Control Polocy - step 3
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Now you can see that we have two topology definitions. The newly created one has a Reference
Count of 0, which means that it is not used anywhere, so we can safely edit it without affecting
anything in production.

Cisco vManage

[Ell & CONFIGURATION | POLIGIES ~ Coniraized Policy > Topology
[ specify your network topoloy
Topology VPN Membership
o —
. oo
Q T o Total Rows: 2
a
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- | FILTER-TLOGS-AND-ADV-ROUTES Gustom Control FITERTLOCS ANDA... 0 | admin EI
View
Copy
Delete

Configuring a Centralized Control Polocy - step 4

This leads us to the Centralized Policy > Topology > Edit Custom Control Policy page. There you
will find the TLOC sequence we have created in the previous lesson because we use a copy of
the last lesson's policy. Now we want to add another match-action sequence, but this time of

type Route because we want to manipulate the route advertisements. Click on Sequence Type >
Route.

Add Control Policy

! Route
Create a policy 1o apply on & OMP
TLoG
R} Create a policy to apply to TLOGs

Configuring a Centralized Control Polocy - step 5

Then we add a new Sequence Rule that matches a prefix-list ALL-ROUTES. This is a pre-
defined prefix-list that matches all routes - 0.0.0.0/0 le 32.

Cisco vManage

n £ CONFIGURATION | POLICIES  centralized Policy > Topology > Edit Custom Control Policy
jm] Name FILTER TLOCS-AND-ADV-ROUTES
£l Description FILTER TLOCS AND ADVERTISE ROUTES
ryo——— [ Fo.ic o
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1 © Sequence Rule [ ISEEVETSINERVEIT
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Configuring a Centralized Control Polocy - step 6
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Then we go to the Actions tab and specify Accept action. In the end, we should have the
following match-action condition. Then we click save.

Cisco vManage i (-] admin
[Tl % CONFIGURATION | POLICIES  Centralized Policy  Topology > Edit Custom Control Policy
IS Name FILTER-TLOCS-AND-ADV-ROUTES
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Configuring a Centralized Control Polocy - step 7

At this point, we have created a new topology match-action definition. However, based on the
Reference Count = 0, you can see that it is still not used anywhere. We are going to create

Cisco vManage o Q admin v

[Tl % CONFIGURATION | POLICIES  centralized Policy > Topology

Specify your network topolo:
o pecity y¢ pology

Topology VPN Membership
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Configuring a Centralized Control Polocy - step 8

Then we go back to the Policy Wizard in Configuration > Policies and click Add Policy.

Cisco vManage - =] a8 ) admin v

Dashboard £X CONFIGURATION | POLICIES

Centralized Policy | Localized Policy
Monitor > —_—

© Add Policy

EemEr D (o] =)
Q Searen Optons v Total Rows: 1
CENTRALIZED-CONTROL-POLICY-V1 Centralized C... UlPo.. true admin 127 ...

Network Design

Templates

Policies

Configuring a Centralized Control Polocy - step 9

We skip the first Create Groups of Interest page because we do not need any new lists. On the
Configure Topology and VPN Membership page, we go to Add Topology, but this time we select
Import Existing Topology.

Cisco vManage i admin v
PRl % CONFIGURATION | POLICIES  Centralized Policy > Add Policy
Create Groups of Configure Topology and VPN
m} Interest Membership
3 Specify your network topology
Q Topology VPN Membership
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Configuring a Centralized Control Polocy - step 10
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There under the Custom Control (Route and TLOC) radio button, we should see the new custom
topology policy and we have just created - "FILTER-TLOCS-AND-ADV-ROUTES".

Belect a policy toimport

Search

FILTER-OUT-SPOKES-TLOCS-V1

FILTER-TLOCS-AND-ADV-ROUTES

Configuring a Centralized Control Polocy - step 11

Then we skip the Configure Traffic and Rules page and end up on the Apply Policies to Sites and
VPNSs. There we apply the policy in an outbound direction to the spokes using the Spokeslists
we have created in the last lesson.
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Create Groups of Configure Topology and VPN Configure Traffic © | Apply Policies to Sites
Interest Membership Rules and VPNs

Add policies to sites and VPNs

Policy Name Maximum of 32 characters

e F,i8 D

Policy Description | Description of the policy

Topology ~ Application-Aware Routing ~ Traffic Data ~ Cflowd

FILTER-TLOCS-AND-ADV-ROUTES CUSTOM CONTROL

© New Site List

Inbound Site List

Select one or more site lists

‘Outbound Site List

Spokes x

Search
O Hub

Bpokes [ |

BACK [ Preview [ save policy RV

Configuring a Centralized Control Polocy - step 12

In the end, we specify the name and description, verify that the Direction and Site list are
correct, and click Save.

Cisco vManage

£ CONFIGURATION | POLICIES  Centralized Policy > Add Policy

Create Groups of Configure Topology and VPN Configure Traffic © | Apply Policies to Sites
Interest Membership Rules and VPNs

=]
£~ 3  Add policies to sites and VPNs
LN Policy Name CENTRALIZED-CONTROL-POLICY-V2
a Policy Description Centralized Cohtrol Policy v2.20201229
= Topology  Application-Aware Routing  Traffic Data  Cflowd
o
FILTER-TLOCS-AND-ADV-ROUTES CUSTOM CONTROL
orer
out Spokes /7

BACK [ Preview [ save policy IV

Configuring a Centralized Control Polocy - step 13
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Now you can see that we have two Centralized Policies. You can see that the one we have
created in the last lesson has the Activated tab value as true, which means that it is currently
active on the vSmart controllers. Now we need to activate the new one that we have made in
this lab as shown in the following screenshot.

Cisco vManage

Pl X CONFIGURATION | PoLicies
Centralized Policy  Localized Policy
=y
© Add Policy
o (o1=)
Q Searen Options Total Rows: 2
Ll CENTRALIZED-CONTROL-POLICY-VI ntralized C... Ul Po... _true admin 12282020T1002... 28Dec’ v
.. CENTRALIZED-CONTROL-POLICY-V2  Centralized C... UlPo... false admin 12292020T0920... 29 Dec.’lzl
View
L Preview
Copy
Edit
Delete

Configuring a Centralized Control Polocy - step 14

If the vSmart controller is online and is in vManaged mode, the policy should get pushed
successfully.

Cisco vManage admin +

B TASKVIEW

Push vSmart Policy | @ Validation Success ~ Initiated By: admin ~From: 169.254.0.253

Total Task: 1| Success : 1

(1)

Q Search Optione Total Rows: 1

v Done - Push vSma... vSmart 1.1.03 1 1.1.01

[29-Dec-2021 9:21:26 UTC] Updating policy
[29-Dec-2021 9:21:26 UTC] Applying policy to vSmart.
[29-Dec-2021 9:21:28 UTC] vSmart is online
[29-Dec-2021 9:21:34 UTC]

e 8D

Policy changes applied to vSmart

Configuring a Centralized Control Polocy - step 15

Now the new one which has V2 in the name must have the Activated value true. You can now
see why having some kind of version control in the name is really important. You can keep track
of the configuration changes and can easily roll back to a previous version in case of a problem.

Cisco vManage ® g admin ¥

[Tl © CONFIGURATION | PoLiciEs

Centralized Policy  Localized Policy
=y " "

© Add Policy
o (o]=]

Q Search Options Total Rows: 2
a CENTRALIZED-CONTROL-POLICY-V1  Centralized C... UlPo... false admin 12282020T1002... 28Dec’ ...
Bl [CENTRALIZED-CONTROLPOLICY-VZ | Centralized C... UlPo admin 12292020T0920... 29 Dec: ...
]

Configuring a Centralized Control Polocy - step 16

Figure 3 visualizes what we have done in this lab using the Policy Wizard. We have created a
policy named CENTRALIZED-CONTROL-POLICY-V2 that holds everything together. There

we use the two lists HUB and SPOKES that we had specified in the previous lesson. We have
created Custom Topology definition called FILTER-TLOCS-AND-ADV-ROUTES. Inside it,
sequence 1 of type tloc matches and accepts tlocs from the hub site. Sequence 11 of type route,
matches and accepts all routes. Then, in the end, we have the default reject-action. At first, for
most network engineers that are used to starting at CLI outputs, this is more clear and easy to
understand than the vManage GUI. In the end, we apply this topology definition in an outbound
direction to the spokes.
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—[ CENTRALIZED-CONTROL-POLICY-V2 ]—

HUB
site-id 50

FILTER-TLOCS-AND-ADV-ROUTES
sequence 1
match tloc

site-list SPOKES
control-policy FILTER-TLOCS-AND-ADV-ROUTES out

SPOKES

site-id 60
site-id 70
site-id 80
site-id 90

site-list HUB

!

action accept
sequence 11

match route

prefix-list ALL-ROUTES

1

action accept
!

defa;u It-action reject

GUI
Policy Wizard
Policy Activation
NETCONF transaction to vSmart
vManage vSmart
Controllers

Figure 3. The Centralized Policy Lab 2

You can see that the vSmart controller in a way acts as a BGP route reflector. It reflects the omp
routes but does not change the next-hop TLOC addresses. In a full mesh overlay topology, this
is the desired behavior, but in the case of a custom topology as the hub-and-spoke overlay we
have created, this breaks the data plane.

There are two ways to resolve this problem and enable spoke-to-spoke communication through
the hub:

Q Using summarization - The simplest way to enable branch-to-branch communication is
to inject a default route into the overlay from the hub's vEdges. This is the technique we
are going to use in this lesson.

O Using TLOC lists - The 'software-defined' approach to fix the data plane would be to edit
our Centralized Policy in such a way that the vSmart controller advertises all spokes'
routes with "next-hop" TLOC addresses the TLOCs of the hub's vEdges. This is what we
are going to do in the next lab lesson in this series.

Injecting a default route is a pretty simple and straightforward process. We need to create a
static route to 0.0.0.0/0 to null0 and just tell the omp protocol that we want to redistribute static
routes.

LAB 3: Hub-and-Spoke - Enabling

spoke-to-spoke communication

Recap of the previous lab

In lab 2, we have created a Centralized Policy named CENTRALIZED-CONTROL-POLICY-V2
using the vManage GUI. In that policy, we have created a Topology definition that matches the
Transport Locators of the hub site ( based on the site-id of the hub) and accepts them, all other
TLOCs are rejected by the default action at the end which is Reject. In another sequence, we
matched all omp routes and accepted them. After that, we applied this policy in an outbound
direction to the spoke sites. Note that the out direction is from the perspective of the OMP
updates of the vSmart controller to the WAN edge devices.
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CENTRALIZED-CONTROL-POLICY-V2 ]—

HUB FILTER-TLOCS-AND-ADV-ROUTES site-list SPOKES

site-id 50 sequence 1 control-policy FILTER-TLOCS-AND-ADV-
match tloc ROUTES out

SPOKES site-list HUB

site-id 60 !

site-id 70 action accept

site-id 80 !

site-id 90 sequence 11

match route
prefix-list ALL-ROUTES
!

action accept
1

default-action reject

Figure 1. Centralized Policy used in Lab 2

So what are the results of this Centralized policy:

O Due to sequence 1 of the topology definition - the vEdges at the spoke sites receive
only the transport locators (TLOCs) of the hub site. Therefore, they can only make over-
lay tunnels to the hub's vEdges which basically creates a hub-and-spoke overlay fabric.

O Due to sequence 11 - the vEdges at the spoke sites receive all omp routes from all
sites. This means that each WAN edge router at the spoke sites receives omp routes
from all other spoke vEdges. These omp routes have next-hop TLOC attributes pointing
to the originating spoke vEdges. However, spoke vEdges do not know the transport
locators of other spokes because spokes' TLOCs have been filtered out in sequence 1.
That's is why the omp routes from other spokes have a status Invalid and Unresolved
and are not installed in the routing table.

To enable spoke-to-spoke reachability, we have injected a default route from the hub's vEdges
as a workaround to the issue created by sequence 11 of the centralized policy.

Centralized Control Policy applied
in out direction to the spokes
Co\éfrrc?lla; that affects the OMP
advertisements
~

7| [(x¥ x| (x#] [n¥] [R¥
33 (¢ B9

vEdge-1 vEdge-2 vEdge-3  vEdge-4 vEdge-5 VvEdge-6
site-id 50 site-id 50 site-id 60 site-id 70 site-id 80 site-id 90
HUB SPOKES

Centralized Policy from lab 2 in out direction to spokes

Typically, each attribute could be used as a match criteria and each one could also be modified
with a set action. In this lab, we are going to manipulate the TLOC attribute of the routes that are
advertised to the spoke vEdges. Because the spokes only know about the TLOCs of the hub

site, we are going to change the tloc attributes of the omp routes to point to the available hub's
TLOCs.

Modifying OMP routes with TLOC lists

Before we begin with this lab, let's first have a look at our topology diagram that we use for this
Cisco SD-WAN Deep Dive series.
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Figure 3. Cisco SD-WAN Deep-Dive - Main Lab Topology

If we log into vManage and enter the Policy Wizard in Configuration > Policies we can see the
Centralized Policy we have created in the last lesson - "CENTRALIZED-CONTROL-POLICY-V2"
is currently active. As we learned in the previous lab lesson, centralized policies could not be
edited while active. Therefore, we are going to create create a new version of the policy reusing
some parts of the current one and when we are done, we are going to push the new version to
vSmart.

For this lab, we are going to need a new list that matches the transport locators of the hub's
vEdge routers. Let's create a new list called HUB-TLOCS by going to Custom Options > Lists.

Cisco vManage

%X CONFIGURATION | POLICIES

Centralized Policy  Localized Policy Centralized Policy (©) Localized Policy

CLI Policy CLI Policy
© Add Policy i !
Q Search Optiens

Topalogy Forwarding Class/QoS
| Traffic Policy Access Control Lists
|
CENTRALIZED-CONTROL-POLICY-AVl  Centralized Cont.. UlFoli..  false at Route Policy

CENTRALIZED-CONTROL-POLICY-V2  Centralized Cont... UlPoli.. true ELL) 12292020T0920596.. 29 Dec 2020 T2 4as

Enabling spoke-to-spoke communication - Step 1

In there, we select TLOC and enter the name of the list. After that, we specify the four transport
locators that we have in the hub site. Note that a TLOC consists of three tuples of information

- (TLOC IP, Color, Encap). The TLOC IP is typically the system IP address of the vEdge router.
Based on personal experience, | can say that it is a common mistake to use the IP address of
the interface connected to the transport network. | had personally done this many times before.
For example, if you look at figure 3, it is a common mistake to use the TLOC (10.50.1.1, mpls,
ipsec) for the transport locator of vEdge-1 that identifies the connection to the MPLS cloud.
However, the correct TLOC tuple is (50.50.50.50., mpls, ipsec).
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ListName

HUB-TLOCS

TLOC 1P ol al Preference

50.50.50.50 N sec v 04204967295

50.50.50.50 sec v 0-4294967295

50.50.50.51 s v ipsec v 0-4294967295

© AddTLOC

Enabling spoke-to-spoke communication - Step 2

Once the HUB-TLOCS list is created, note that the Reference Count is 0, because it is not used
anywhere at the moment.

Cisco vManage 3 () admin +

PPl 3 CONFIGURATION | PoLICIES [[Contaized rooy - Define Lits
= Select a list type on the left and start creating your groups of interest
Application © NewTLOC List
&
Color
3 e
Data Prefix
~ HUB-TLOCS 0
-}
Policer 50.50.50.50 mpls ipsec -
2 Prefix 50.50.50.50 public-internet  ipsec
50.50.50.51 mpls ipsec
[1.] Site )
50.50.50.51 public-internet  ipsec
SLA Class
VPN

Enabling spoke-to-spoke communication - Step 3

Now we need to create the Topology definition that will change the next-hop TLOC attributes of
the OMP routes advertisements to the spokes. Let's reuse the topology policy that is currently
in use. To do this, we copy the existing one using a different name and we modify it as per the
requirements.

Go to Custom Options > Topology.

AbK
2rv cles2
20202021 bnpjicureluer  1besc
[ir] 2ue
20'20'20°21 wbjz tbeec
= b 20°20'20°20 brpjicuselusy  Ibesc -
a bolce 20°20°20°20 wbj Konzs pojich
Dois sy ~ Hne-lroce Ltaic bojich egeez Cousol 1252
o .mmm i| 1obojoar Lowmsiqua ¢j9es\goz
copor
o riase rege
ybbjicsgion © MSM1roc res Cr1 bojich Cribojich
O
2615c1 9 J12¢ Abe 0u (6 6L Iuq 2fsiLy cisspwd hom Aronbe oy ugstser ceunsjiseq pojich roesjiseq pojich
Ell ¢ covtionivLIoN | Loriciee  coussisea boch > Deuve riesz

C1eco AWIuIBe

Enabling spoke-to-spoke communication - Step 4
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In there we must see that policy FILTER-TLOCS-AND-ADV-ROUTES that we have created in
the previous lab lesson. Note that the Reference Count is 1 because it is currently in use. To
reuse it, we make a copy of it with a different name.

Cisco vManage

[Tl $* CONFIGURATION | POLICIES  Centralized Polcy > Topology
=) Specify your network topology
Topology VPN Membership
o —_—
© Add Topology ~
. 0o
Q Search Options v Total Rows: 2
o
ive | owcrpion | termcecout | paedy | Lo | |
= FILTER-OUT-SPOKES-TLOCS-V1 Custom Control Filters TLOCs ... 1 admin 27 Dec 2020 1... ...
o | FILTER-TLOCS-AND-ADV-ROUTES  Custom Control FILTERTLOC... 1 admin 29 Dec 2020 1... El |
View
Copy
Edit

Enabling spoke-to-spoke communication - Step 5

For this lab lesson, we are going to use the name TOPOLOGY-V3.

Policy Name

TOPOLOGY-V3

Description

Filters TLOCs
Chnages OMP routes’ next-hopTLOCs

Enabling spoke-to-spoke communication - Step 6

Now you can see that the new topology policy has a Reference Count of 0 meaning that it is not
used anywhere. Therefore, we can safely edit it without touching anything in production. From
the additional options, we select Edit.

Cisco vManage

[Tl %X CONFIGURATION | POLICIES  Gentralizec Policy = Topology
o Specify your network topology
Topology VPN Membership
£ e
a © Add Topology - [O]=]
Q Search Options v Total Rows: 3
-
R LT T e
a5 FILTER-OUT-SPOKES-TLOCS-V1 Custom Control Filters TLOCs ... 1 admin 27 Dec 20201... e
o TOPOLOGY-V3 Custom Control Filters TLOCs m admin 09 Jan 2021 1... s
FILTER-TLOCS-AND-ADV-ROUTES ~ Custom Control FILTERTLOC... 1 admin View
Copy
Delete

Enabling spoke-to-spoke communication - Step 7
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In there on the left side, we can see the two sequence definitions that we have created in

the previous lab. If we select the Route sequence type, we can see that it matches the ALL-
ROUTES prefix-list and Accepts it. However, as we said earlier, we'd like to not only accept the
routes but also to modify the next-hop TLOC attributes. That is why we are going to edit this
match-action sequence.

Cisco vManage 8 admin v
[l %% CONFIGURATION | POLICIES  centralized Policy > Topology » Edit Custom Control Policy
D Name TOPOLOGY-V3
o Description Filters TLOCsChnages OMP routes’ nexthopTLOCs

= © Sequence Type E Route Route
o RO B 12 and drop to re-arrange rules

&8 Drag & drop to reorder
o I o I Match Conditions Actions

_ Prefix List: ALL-ROUTES Accept ]

Default Action

Enabling spoke-to-spoke communication - Step 8

There we go to the Actions tab > TLOC and select the HUB-TLOCS list that we defined earlier.
Then we save the policy.

Cisco vManage 0 [~} admin ¥
[FR %t CONFIGURATION | POLICIES  centalized Policy > Topology > EditCustom Control Policy
D Name TOPOLOGY-V3
k3 Description Filters TLOCsChnages OMP routes' nexthopTLOCs
© Sequence Type E Route Route
-]

1, ST  Drag and drop to re-arrange rule:
PP Drag & drop to reorder

@ oc B @® Accept O Rejed 4

Default Action

Match Conditions Actions
. x
Prefix List Accept Enabled
ALL-ROUTES x \d
TLOG List *
HUB-TLOCS
TLOCIP
Color

Encapsulation

PREVIEW Save Control Policy Cancel

Enabling spoke-to-spoke communication - Step 9

In the end, we should have a match condition that matches the pre-defined prefix-list ALL-
ROUTES and the applied action should be the TLOC list HUB-TLOCS.

Cisco vManage A admin v
EEJl| © CONFIGURATION | POLICIES  Centralized Policy » Topology > Edit Gustom Gonirol Policy
=l Neme TOPOLOGY-V3
& Description Filters TLOCsChnages OMP routes' next-hopTLOCs

ryme— P Foute
-}
i - RZUTTLEE T Bl Drag and drop to re-arrange rules

a Drag & drop to reorder
o IR : O | = Match condiions Actions ’
_ |F’reﬂ»< List: ALLROUTES Accept e
]
N TLOG List HUBTLOCS
Default Action

Enabling spoke-to-spoke communication - Step 10
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At this point, the new Topology definition is done but obviously, it is still not used anywhere.

Cisco vManage

[Tl ¢ CONFIGURATION | POLICIES  centralized Policy ~ Topology
B specify your network topology
Topology VPN Membership
o e
. oY)
Q Searcnoptons Total Rows: 3
-]
R TR T T
F  FILTER-OUT-SPOKES-TLOCS-V1 Custom Control Filters TLOCs... 1 admin 27 Dec 20. ...
2 | TOPOLOGY-V3 Custom Control Filters TL0Cs... [0] admin 09.Jan 20; ... |
FILTER TLOCS-AND-ADV-ROUTES  Custom Centrol FILTERTLOC... 1 admin 29Dec 20 .n

Enabling spoke-to-spoke communication - Step 11

At this point, all required parts for our new Centralized Control Policy are made so we can go
ahead and define the policy through the wizard. We go to Policies > Add Policy. In there, we skip
the first page "Create Groups of Interest" because we have already defined all required lists.

On the next page "Configure Topology and VPN Membership" we go to Add Topology > Import
Existing Topology because we have already defined a Topology policy (named TOPOLOGY-V3).

Cisco vManage

L2 CONFIGURATION | POLICIES  centralized Policy - Add Policy

Create Groups of © configure Topology and VPN
Interest Membership

Specify your network topology
Topology VPN Membership

0o

Hub-and-Spoke

g Fl8 D

Search Options ~ Total Rows: 0

[

Mesh
Import Existing Topelogy

Enabling spoke-to-spoke communication - Step 12

In the pop-up window, we go to Custom Control (Route and TLOC) and select the policy have
defined earlier - TOPOLOGY-V3 from the drop-down menu.

Import Existing Topology

Policy

Hub Mesh Custom
Type

And

Control (
O s O © Route and

TLoC)

Policy TOPOLOGY-V3

Enabling spoke-to-spoke communication - Step 13

Then we skip the next page "Configure Traffic Rules" and end up on the "Apply Policies to Sites
and VPNs" page. In there, we specify a name and description of the policy. As we said in the
previous lessons, it is a general rule of thumb to use all capital letters for the name and always
include some kind of a version number.
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After that apply the policy in an outbound direction to the spokes by selecting the site-list
SPOKES.

Cisco vManage

admin v

H ‘Q CONFIGURATION | POLICIES  Centralized Policy > Add Policy

Create Groups of Configure Topology and VPN Configure Traffic Apply Policies to Sites
=} Interest Membership Rules and VPNs
o Add policies 1o sites and VPNs
| Policy Name CENTRALIZED-CONTROL-POLICY-V3
a Policy Description | Centralized Control Policy v3.20200109
= Topology  Application-Aware Routing ~ Traffic Data  Cflowd
o

CUSTOM CONTROL
© New Site List
| out Spokes s

Enabling spoke-to-spoke communication - Step 14

Now you can see that we have a new Centralized Control policy created that has a V3 at the
end of the name. Note that it is not activated though. Still, the policy that we have created in the
previous lesson is active. To activate the new one we go to the options and click Activate.

admin v

Cisco vManage a (-]

& CONFIGURATION | PoLICIES

Centralized Policy  Localized Policy

(=]
© Add Policy
o (o 1=]
Q Search Options v Total Rows: 3
Q
a CENTRALIZED-CONTROL-POLICY-V1 Centralized Control Policy UlPo... false admin
” CENTRALIZED-CONTROL-POLICY-V2 Centralized Control Policy v2.20201229 Ul Po... admin
CENTRALIZED-CONTROL-POLICY-V3 Centralized Control Policy v3.20200109 Ul Po... false admin EI
1]
View
Preview
Copy
Edit
Delete

Enabling spoke-to-spoke communication - Step 15

If the policy is pushed successfully to all vSmart controllers (in our case it is only one), we must
see a status - Success.

Cisco vManage admin v

[Tl B Taskview
| P © Validation Success ~ Initiated By: admin From: 169.254.0.253

Total Task: 1| Success : 1
o

Q Search Opions v Total Rows: 1
a
- v |05ucce55 Done - Push vSmart Policy vSmart 1.1.0.3 1 1.1.01
o [9-Jan-2021 8:44:52 UTC] Updating policy

[9-Jan-2021 8:44:52 UTC] Applying policy to vSmart.
[9-Jan-2021 8:44:54 UTC] vSmart is online
[9-Jan-2021 8:45:80 UTC] Policy changes applied to vSmart

Enabling spoke-to-spoke communication - Step 16
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LAB 4: Traffic Engineering - TLOC Preference

In this lab, we are going to make some traffic engineering by modifying the TLOC preference of
one of the WAN edge routers at the hub site.

The Lab Topology

By default, the overlay fabric load-share the traffic across all equal paths. In our lab topology, this
means that the traffic towards the datacenter is load-shared across all IPsec tunnels between
vEdge-4 and vEdges 1 and 2. If we look at the example shown in figure 1, vEdge-4 receives four
OMP routes for prefix 172.16.50.0/24.

VPN1
172.16.50.0/24

vEdge-1 | \y /' vEdge-2
50.50.50.50 | £ X, | 50.50.50.51

172.16.50.0/24 via T1 172.16.50.0/24 via T3
172.16.50.0/24 via T2 172.16.50.0/24 via T4

vEdge-4
70.70.70.70

VPN1
172.16.70.0/24

Figure 1. Traffic Engineering using TLOC Preference

The goal of this lesson is to create a Centralized Control Policy that will influence the TLOC
preference values of vEdge-2's TLOCs. This will then influence the routing decision made by all
spoke routers that have vRoutes pointing to vEdge-2's TLOCs.

OMP Best-Path Selection

As we have already learned, WAN edge routers advertise their local network routes to the
vSmart controllers using OMP. Depending on the centralized control policy in place and the
network topology, the vSmart controllers re-advertise these omp routes back to all other
vEdge devices. Having in mind that most sites have multiple vEdge devices, a network can be
advertised by multiple vEdge devices. Therefore, the other vEdge devices must perform the
following Best-Path Selection algorithm in order to decide which omp route to use for the actual
data forwarding:

0. The Best-Path selection algorithm is performed only against valid OMP routes. Invalid
routes are ignored. A route must have a next-hop TLOC that is known and reachable to
be valid.

1. Prefer ACTIVE routes over STALE routes. A route is ACTIVE when there is an OMP
session in UP state with the destination TLOC.

2. Select the route with the lower administrative distance (AD) value.

3. If AD values are equal, select the route with the higher OMP route preference value.

4. If OMP preference values are equal, select the route with the higher TLOC preference
value. (on vEdges only)
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5. If the TLOC preference values are equal, compare the route type and select the route
based on the origin in the following order:

Connected

Static

EBGP

OSPF Intra-area

OSPF inter-area

OSPF external

iBGP

. Unknown

6. If everything up to this point is equal, select the route with the lower IGP metric.

7. If the origin and IGP metric are equal, select the route coming from the node with the
highest router ID. (on vEdges only)

8. If the router IDs are the same, a vEdge router selects the OMP route that has the higher
private |P address.

To enforce the desired traffic engineering (making traffic destined to 172.16.50.0/24 to prefer the
routes via vEdge-2), we are going to manipulate step 4 of the OMP best path algorithm - we are
going to increment the TLOC preference of both TLOCs of vEdge-2 and because all other values
up to step 4 are equal, the OMP route from vEdge-2 will be preferred over the OMP routes
advertised by vEdge-1.

Inbound Centralized Policy

With an inbound centralized policy, we can modify any given property of a particular vRoute
before it goes into the routing table of the vSmart controller. This will then influence the best-path
selection and lead to a different output from the best-path algorithm. Remember that the best
routes are then advertised downstream to all WAN edge routers. Therefore, any manipulation of
the controller's routing table will change the control-plane information across the whole overlay
fabric.

PNOO P BN

vSmart Controllers

Routing Table
TLOC Table
d

( Centralized Policy ]Inboun

Outbound
The policy itself is never Policy Policy
pushed
to vEdge routers, only the
results of the control policy E‘j
are advertised to the vEdge g
routers via OMP. DQ
Q
s

< N

Overlay \NA
Fabric "4

Figure 2. Cisco SD-WAN Inbound Centralized Policy

The goal of this lab is to make sure that traffic from all spoke vEdges enters the hub site through
vEdge-2 instead of load-balancing between both vEdge-1 and vEdge-2. We are going to do

this by creating an Inbound Centralized Policy that matches the TLOCs originated by the hub
vEdges and modifying the TLOC preference values in the following manner. The TLOCs coming
from vEdge-1 will be modified to have a TLOC preference of 100 and the ones from vEdge-2 will
be modified to have a TLOC preference of 200. Note that the modification of this control plane
information will take place before the TLOC routes are inserted into the vSmart's TLOC table.

Let's create a new Centralized Control Policy using the vManage GUI. We go to Configuration >
Policies and from the dropdown menu at the right top corner we select Topology.
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Cisco vManage a? [~} admin *

[H Lt CONFIGURATION | PoLiCIES W Custom Options ~
Centralized Policy  Localized Policy Centralized Policy @ Localized Policy
mly ———
CLI Policy CLI Policy
© Add Policy ! !
& Lists Lists
R Q Search Options ~ Topology Forwarding Class/QoS
8 Traffic Polic Access Control Lists
i Y
-] CENTRALIZED-CONTROL-POLICY-V1 Centralized Control Policy Uk Route Policy
e CENTRALIZED-CONTROL-POLICY-V2 Centralized Control Policy v2.20201229 Ul Palicy Builder talse admin
a8
CENTRALIZED-CONTROL-POLICY-V3 Centralized Control Policy v3.20200109 Ul Policy Builder true admin

Creating an inbound Centralized Control Policy - step 1

There we are going to see the Topology policies we have created in the previous labs. To create
another one we go to Topology > Custom Control (Route & TLOC).

Cisco vManage & 9 admin «

5 € CONFIGURATION | POLICIES Centralized Policy > Topology W Custom Options ~
Specify your network topology
=,
Topology VPN Membership
@ Add Topology ~ @ e
Hubrand-Spoke Search Options ~ Total Rows: 3
= Mesh
[y
| Custom Control (Route & TLOC) | I
s FILTER-OUT-SPOKES-TLOCSVT Custom Control Filters TLOCs of s... 1 admin 27 Dec 2020 12:47... was
TOPOLOGY-V3 Custom Control Filters TLOCs Chn... 1 admin 09 Jan 2021 10:39...  sae
FILTER-TLOCS-AND-ADV-ROUTES Custom Control FILTERTLOCS AN... 1 admin 29 Dec 2020 11:17.

Creating an inbound Centralized Control Policy - step 2

For this policy, we are going to use the name TLOC_PREFERENCE_V4 and the same name for
a description. Then we click the Sequence Type button to add a new sequence and select TLOC.
Then we are going to match the TLOC routes coming from vEdge-1 by specifying the System-IP
address of vEdge-1 as Originator.

Cisco vManage s (-] admin *
[H ¢ CONFIGURATION | POLICIES Centralized Policy > Topology > Add Custom Contrel Policy
(=] Name TLOC_PREFERENCE_V4
a Description TLOC_PREFERENCE_V4
o © Sequence Type E TLoC TLoC

T, Drag & drop to reorder [-RTUNEL NN NP Drag and drop to re-arrange rules

)
- _ feen

Match Conditions Actions

Originator ‘ 50.50.50.50] ‘X Reject Enabled

Save Match And Actions: Cancel

Creating an inbound Centralized Control Policy - step 3

Then we go to the Actions tab and specify the action to be Accept. After that, we set the
Preference value to be equal to 100.
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Cisco vManage & admin ¥

[TB X CONFIGURATION | POLICIES Centralized Policy > Topology > Add Custom Control Policy

Qa Name TLOC_PREFERENCE_V4

0 Description TLOC_PREFERENCE_V4

o © Sequenceype [ 2 R TLoc
T, Drag & drop to reorder [-JCELITL AR Pl Drag and drop to re-arrange rules

P
- Match Actions

Accept]| Reject
o Default Ation . 1 OMP Tag I:l
Match Conditions Actions
igi 50.50 X
Originator 50.50.50 50 Accept Enabled

x

‘Save Match And Actions Cancel

Preference

Creating an inbound Centralized Control Policy - step 4

At this point, we have created a TLOC sequence that matches the TLOCs of vEdge-1 by using
the Originator value of 50.50.50.50. Then we accept these TLOCs and set a preference value of
100.

Now we have to do the same for the TLOCs of vEdge-2 but this time we are going to specify

a higher TLOC Preference value in order to make all WAN edge routers prefer vEdge-2 as an
entry point for the hub site. We add another Sequence of type TLOC and specify the System-IP
address of vEdge-2 50.50.50.51. Then on the Actions tab we accept these TLOCs and set the
Preference to be 200 (higher than the one specified for vEdge-1's TLOCs)

Cisco vManage . admin v
5 L CONFIGURATION | POLICIES ~ Centralized Policy > Topology > Add Custom Control Policy
(= Name TLOC_PREFERENCE_V4
o Description TLOC_PREFERENCE_V4
" © Sequence Type E TLOC TLOC

1, Drag &drop to reorder [ JLENIE YN Drag and drop to re-arrange rules
P

Accept Reject
o Defautt Actin ® sceept O re OMP Tag
Match Conditions Actions
- o en X
Originator 50.50.50.51 Accept Enabled
Preference *
Save Match And Actions Cance!
o = Match Conditions Actions
Originator: 50.50.50.50 Accept
Preference: 100
v

Creating an inbound Centralized Control Policy - step 5

At this point, we must have the following TLOC sequences as shown in the screenshot below:
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Cisco vManage ? admin v

n Q CONFIGURATION | POLICIES  Centralized Policy > Topology > Add Custom Control Policy

(=] Name TLOG_PREFERENCE_V4

o Description TLOC_PREFERENCE_V4

" © sequencatye [ - RIS TL0c

y Drag &drop to rearder [-E-CUNTL RN 1Bl Drag and drop to re-arange rules

o _ 0 = Match Conditions Actions 7
Detfault Acti

cloaitActon Originator 50.50.50.50 Accept [n]
Preference 100 L}

v
© | = Match Conditions Actions I
Originator: 50.50.50.51 Accept [n}
Preference 200 L}

~

Creating an inbound Centralized Control Policy - step 6

Now we must add another sequence to the policy, but this time it would be of type Route. There
we must match the pre-defined ALL-ROUTES prefix-list and then specify the action to be Accept.
This basically tells the controller to accept all vRoutes because otherwise they will be rejected by
the default action at the end which is Reject.

Cisco vManage 8 [~ admin ¥
] LX CONFIGURATION | POLICIES Centralized Policy > Topology > Add Custom Control Policy
m} Name TLOC_PREFERENCE V4
* Description TLOC_PREFERENCE_V4
a

1, Drag & drop to reorder [JCUTTLEEY T P Drag and drop to re-arrange rules

Tloc H

fetens
o= R T - -] -

Default Action

Match Conditions Actions
P x .
Prefix List Reject Enabled
ALLROUTES x -

Save Match And Actions Cancel

Creating an inbound Centralized Control Policy - step 7

On the Actions tab we click on the Accept radio button.

Cisco vManage i (] admin v
[T & CONFIGURATION | POLICIES ~Centralized Policy > Topology » Add Custom Control Policy
o Name TLOC_PREFERENCE V4
= Description TLOC_PREFERENCE_V4
© Sequence Type E Route Route
-}

1, Drag & drop to reorder [-R-TEUTLEEY NPl Drag and drop to re-arrange rules

= : o

@ _ p— -
Route =

Default Action
Match Conditions: Actions
Prefix List | Accept Enabled
ALLROUTES x -

Save Match And Actions Cance!

Creating an inbound Centralized Control Policy - step 8
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In the end, we must have the following Route Sequence as shown in the screenshot below:

Cisco vManage at [>] admin v
' LX CONFIGURATION | POLICIES Centralized Policy > Topology » Add Custom Control Policy
Qo Name TLOC_PREFERENCE_V4
Q Description TLOC_PREFERENCE_V4
© Sequence Type E Route Route

o

1) Drag & drop to rearder [-ECRIELEEY TN Drag and drop to re-arrange rules
.
ah

TLOC H
o o = Match Conditions Actions 4

Defautt Action []

Creating an inbound Centralized Control Policy - step 9

Now our new topology policy is created. However, you can see that the Reference Count is still
zero, which means that it is not used in any Centralized Policy at the moment.

Cisco vManage 8 ("] admin v
[Pl ¥ CONFIGURATION | POLIGIES  ceniralized Policy > Topology m Custom Options ~
Specify your network topology
o
Topology VPN Membership
o%iToni - ee
Q Search Options Total Rows: 4
-]
an FILTER-OUT-SPOKES TLOCS-V1 Custom Contral  Filters TLOCs of spakes in OMP updates to other spo... 1 admin
TOPOLOBYVE Custom Control ~ Filters TLOCs Chnages OMP routes’ nexthopTLOCs 1 admin
FILTER-TLOCS-AND-ADV-ROUTES Custom Control ~ FILTER TLOCS AND ADVERTISE ROUTES 1 admin
| TLOC_PREFERENCE_V4 Custom Control  TLOG_PREFERENCE_V4 EI admin o |

Creating an inbound Centralized Control Policy - step 10

If we go back to Configuration > Policies, we can see that the current active Policy is
CENTRALIZED-CONTROL-POLICY-V3 (the one created in the previous lesson). As we have
already said many times, we cannot edit a Centralized Policy while it is activated on the vSmart
controllers and in effect. That is why we are going to just copy the policy into one with another
name and will just change the Topology Definition, leaving all other settings as they are.

Cisco vManage i (-] admin =

n X CONFIGURATION | POLICIES I Custom Options ~
Centralized Policy Localized Policy
mly —————
© Add Policy ® e
o
Q, Search Options ~ Total Rows: 3
o CENTRALIZED-CONTROL-POLICY-V1  Centralized Control Policy Ul Policy Builder false admin
. CENTRALIZED-CONTROL-POLICY-V2  Centralized Control Policy v2.20201229 Ul Policy Builder false admin
-
CENTRALIZED-CONTROL-POLICY-V3  Centralized Control Policy v3.20200109 Ul Policy Builder admin EI
o

Creating an inbound Centralized Control Policy - step 11

We go to the more options button, select copy, and specify the name CENTRALIZED-
CONTROL-POLICY-V4 for the new policy.
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Policy Name

CENTRALIZED-CONTROL-POLICY-V4

Description

Centralized Control Policy v4.20210125

Creating an inbound Centralized Control Policy - step 12

Once it is created, you can see that it is still not Activated. We will need to edit it and point to
the Topology definition that we have created.

Cisco vManage

Ml X CONFIGURATION | FoLicis

L
Centralized Policy Localized Policy
[} —_—
. (o]=)
.\ q Search Options ~ Total Rows: 4
= N T T T
ﬁ CENTRALIZED-CONTROL-POLICY-V1 Centralized Control Policy Ul Policy Builder false admin
-n CENTRALIZED-CONTROL-POLICY-V2 Centralized Control Policy v2.20201229 Ul Policy Builder false admin
-
CENTRALIZED-CONTROL-POLICY-V3 Centralized Control Policy v3.20200109 Ul Policy Builder true admin
o | CENTRALIZED-CONTROL-POLICY-V4 Centralized Control Policy v4.20210125 Ul Policy Builder admin

Creating an inbound Centralized Control Policy - step 13

We go to Edit > Topology and then on the Add Topology dropdown we select Import Existing
Topology.

Cisco vManage

¢ CONFIGURATION | POLICIES  Ceniralized Policy = Edit Policy

Policy Application Traffic Rules

Specify your network topology

o
o
\ VPN Membership
-]

1=

Hub-and-Spoke

< Mesh

B | custom Convl (owte TL00) I e T T N
Import Existing Topology Control Filters TLOCs Chnage... 2 admin 09 Jan 2021 10:39:45... s

Search Options v Total Rows: 1

Creating an inbound Centralized Control Policy - step 14
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In there, we select the one we created - TLOC_PREFERENCE_V4. After that, we go back
to the Policy Application and apply the TLOC_PREFERENCE_V4 to site-list Hub in inbound
direction as shown in the screenshot below:

Cisco vManage 0 admin v

Pl X CONFIGURATION | POLICIES Centralized Policy > Edit Pol icy

=] [Tl | Topology | Traffic Rules

o Add policies to sites and VPNs

LN Policy Name CENTRALIZED-CONTROL-POLICY-V4
o Policy Description Centralized Control Policy v4.20210125

Topology  Application-Aware Routing  Traffic Data  Cflowd

© New Site List

in Hub s n

CUSTOM CONTROL

© New Site List

out Spokes /7

Creating an inbound Centralized Control Policy - step 15

Then we go back to Configuration > Policies and Activate the newest one named v4.

Cisco vManage i () admin v

H Q CONFIGURATION | POLICIES M Customn Options ~
Centralized Policy  Localized Policy
-y —
o o 0o
Q Search Options v Total Rows: 4
a CENTRALIZED-CONTROL-POLICY-V1 Centralized Control Policy Ul Policy Builder  false admin
. CENTRALIZED-CONTROL-POLICY-V2 Centralized Control Policy v2.20201229 Ul Policy Builder  false admin
CENTRALIZED-CONTROL-POLICY-V3 Centralized Control Policy v3.20200100 Ul Policy Builder  true admin
o CENTRALIZED-CONTROL-POLICY-V4 Centralized Control Policy v4.20210125 Ul Policy Builder  false admin
View
Preview
Copy
Edit
Delete

Creating an inbound Centralized Control Policy - step 17

If everything has gone to plan, the activation should be successful.

Cisco vManage A (] admin v

[Tl B TaskVIEW

L
o Push vSmart Policy | @ Validation Success ~ Initiated By: admin From: 169.254.0.253
Total Task: 1| Success : 1
=
Q Search Opions Total Rows:
-]
- ~ @ Success Done - Push vSmartP... vsmart 1.1.03 1 1.1.01
o [25-Jan-2021 16:14:02 UTC] Updating policy

[25-7Jan-2021 16:14:62 UTC] Applying policy to vSmart.
[25-Jan-2021 16:14:64 UTC] vSmart is online
[25-7Jan-2021 16:14:10 UTC] Policy changes applied to vSmart

Creating an inbound Centralized Control Policy - step 17
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Verifications

Now if we check the routing information of vEdge-4 about the prefix 172.16.50.0/24, we can
see that it prefers the omp routes that have a next-hop TLOC address of vEdge-2 because the
vEdge-2's TLOCs have a higher preference that the ones of vEdge-1.

vEdge-4|70.70.70.70  SiteID:70  Device Model: vEdge Cloud @

Device Options: IP Routes

= Filter~  VPNID: 1 Prefix: 172.16.50.0/24

O\ Search Options

ipvd 172.16.50.0/24 omp 50.50.50.51 mpls ipsec FS

ipvd 172.16.50.0/24 omp 50.50.50.57 public-internet ipsec FS

vEdge4 OMP route table after the inbound policy has been applied

LAB 5: Traffic Engineering - End-to-End Path Tracking

What is End-to-End Path Tracking?

As we have seen in the previous lessons, Centralized Control Policies allow us to design and
configure traffic engineering. To understand what end-to-end path tracking is, let's first look at a
simple TE use-case shown in figure 1 below. Suppose that we have a security stack hosted at
site-3, and we want to redirect the traffic from Site-1 destined to Site-2 to go through the security
stack. To engineer this traffic flow, we need to change the default routing behavior of the SD-
WAN fabric, which would be to directly forward the traffic through the tunnel between site-1 and
site-2 (T1-T2).

Security
Stack

vEdge-3

vEdge-1 vEdge-2

Site-1 Site-2

Figure 1. Traffic sourced at Site-1 destined to Site-2 goes through the intermediate router
at Site-3

To redirect the traffic from Site-1 destined to Site-2 through Site-3, we need to provision two
control policies, one for Site-1, where vEdge-1 is located, and a second one for Site-2, where
vEdge-2 is located. The control policy for Site-1 would change the next-hop TLOC for the traffic
destined to the vEdge-2 to tloc T3, and the control policy for Site-2 would change the next-hop
TLOC for the traffic destined for Site-1 to tloc T3.
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This traffic engineering policy would redirect the traffic from Site-1 destined to Site-2 to go
through Site-3, regardless of whether the path between Site-3 and Site-2 is actually available.
So when tunnel T3-T2 becomes unavailable, vEdge-1 won't know and will still send the traffic
to vEdge-3, which will then drop the traffic because there is no path available toward vEdge-2.
Figure 2 below illustrates this problem:

T T Security

Stack

vEdge-3
Site-3

Tunnel T2-T3
goes down
vEdge-2

N\

"o

vEdge-1
i i e 5) [
Site-1 Site-2

Figure 2. Tunnel T2-T3 goes down

Enabling the End-to-End Path Tracking feature would allow vSmart to monitor the path to

the ultimate destination (vEdge-2), and to inform the source router (vEdge-1) when that path

between vEdge-3 and vEdge-2 (tunnel T3-T2) is not available. The source vEdge-1 can then

remove the path from its route table and route the traffic through the second-best path (tunnel

T1-T2).
:—:—E Security
g Stack
Router 2N | site-3
@ Ultimate
TLOC
vEdge-1 @ VEdgf{pl= a o
A 6% AN % A =
Site-1 Site-2
Figure 3. End-to-End Path Tracking
TLOC Action

End-to-end Path Tracking can be achieved by using four different TLOC action options as you
can see in the CLI output below:

vSmart(config-sequence-1)# action accept set tloc-action ?
Description: Action to be taken with ultimate specified TLOC or service
Possible completions:

backup ecmp primary strict

Strict Option (Default option)

In normal circumstances, the communication between vEdge-1 and vEdge-2 goes through
vEdge-3 which is an Intermediate Router. If the overlay tunnel between T3 and T2 goes down,
vEdge-1 drops the traffic.
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Normal Operations In case of failure (STRICT OPTION)

Figure 4. TLOC Action - Strict

This option is useful in use cases where security (or another network service) is more important
than availability. If the traffic could not go through the intermediate router and subsequently
through the security stack, it'd better get dropped.

Primary Option

In normal circumstances, the communication between vEdge-1 and vEdge-2 goes through
vEdge-3 which is an Intermediate Router. If the overlay tunnel between T3 and T2 goes down,
vEdge-1 would forward the traffic directly to Site-2 via tunnel T1-T2.

Normal Operations In case of failure (PRIMARY OPTION)

LAY
et
= r—

Figure 5. TLOC Action - Primary

This option is useful in use cases where availability is more important than security (or another
network service). If the traffic could not go through the intermediate router and subsequently
through the security stack, it will be forwarded directly through the T1-T2 tunnel without going
through the network service.

Backup Option

In normal circumstances, the communication between vEdge-1 and vEdge-2 would not go
through the Intermediate Router. If the overlay tunnel between T1 and T2 goes down, vEdge-1
will forward the traffic through the intermediate router.

Normal Operations In case of failure (BACKUP OPTION)

S
A 4

€

— P

Figure 6. TLOC Action - Backup

ECMP Option

In normal circumstances, the communication between vEdge-1 and vEdge-2 would be load-
balanced through the Intermediate Router and through the direct tunnel T1-T2 as well. If the
overlay tunnel between T1 and T2 goes down, vEdge-1 will continue forwardingtraffic through
the intermediate router.
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Normal Operations In case of failure (ECMP OPTION)

Figure 7. TLOC Action - ECMP

Configuring End-to-End Path Tracking

To demonstrate the End-to-End path tracking feature, we are going to set up a simple topology
as shown in figure 8 below:

‘ Control Policy ‘

172.18.2.0/24 via T3 172.18.1.0/24 via T3
TLOC Action: [Strict, TLOC Action: [Strict,
Primary, Backup, ECMP] Primary, Backup, ECMP]

Site-3 (w /| vEdge-3
AN]3333

Site-1 vEdge-1 -~ vEdge2 Site-2
L Y'4 LY'4
F o -0 (34 Ff]
172.18.1.0/24 172.18.2.0/24

Figure 8. End-to-End Path Tracking Configuration Diagram

For a starting point, let's say that all vEdges are configured as shown on the diagram and there
is no policy applied on vSmart at all. Router vEdge-1 will advertise the prefix 172.18.1.0/24 with
next-hop T1 and vEdge-2 will advertise the subnet 172.18.2.0/24 with next-hop T2. Therefore,
the traffic between 172.18.1.0/24 and 172.18.2.0/24 will go through the direct overlay tunnel T1-
T2.

To change that, we are going to configure two control policies on vSmart that will change
the next-hop TLOC for both subnets to be the tloc T3 of vEdge-3. This will make vEdge-3 an
intermediate router for the traffic between 172.18.1.0/24 and 172.18.2.0/24.

First we will need to configure two site lists for site-1 and site-2 and two prefix lists for subnet
172.16.2.0/24 and 172.16.2.0/24 respectively. This config is highlighted with green in the output
below. Once the lists are defined, we will use them in two control policies called OUTBOUND-
TO-SITE-1 and OUTBOUND-TO-SITE-2. The first policy will match prefix list PREFIX-1 and
will set the next-hop TLOC to tloc T3 (3.3.3.3, mpls, ipsec). We are going to do the same for the
other prefix PREFIX-2. In the end, control policy OUTBOUND-TO-SITE-1, as the name implies,
will be applied to site-list SITE-1 in an outbound direction. We do the same for control policy
OUTBOUND-TO-SITE-2. Control policies config is highlighted with yellow and then the policies
are applied with the config highlighted with orange.
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Lab 6: VPN Membership Policy - Isolating guest users

The Business Need

It is pretty common that an organization has branches where guest users are permitted to
connect to the network and provided Direct Internet Access (DIA). As a rudimentary security
measure, the guests can be confined within their own VPN. However, by default in Cisco SD-
WAN, any-to-any connectivity within a single VPN is automatically established between all
sites through the exchange of OMP routes and TLOCs. In most enterprise VPNs, this automatic
any-to-any behavior is desired. However, most organizations would not want to allow guests to
communicate with other guests across the overlay fabric as shown in figure 1 below.

3883

Guest VPN2
A\ ¥'4l vEdge-4

Overlay
Fabric vEdge-5

388

Guest VPN2

Figure 1. By default, any-to-any connectivity is established within each VPN.

VPN Membership policies are the tool that allows network administrators to prohibit the
exchange of control plane information for particular VPNs and subsequently to isolate the users
within a VPN from the SD-WAN fabric.

What is a VPN Membership policy?

A VPN membership policy is a special type of centralized control policy that is used to control
what VPN routing tables are distributed to which particular vEdge routers. In a default SD-WAN
fabric with no VPN membership policy applied, the vSmart controller advertises all OMP routes
for all VPNSs to all vEdge routers. However, if an organization wants to restrict the participation of
specific vEdge routers in particular VPNs, a VPN Membership policy that enforces this restriction
is applied to vSmart.

!

sequence 1 7
match vpn 1,3-65000 VPN Melipbershlp
action accept Policy
’ |
default action reject OUTBOUND VEdges do not receive
VPN to site-list X any routing information

associated with VPN2

site-list X

MEMBERSHIP
POLICY
vRoutes for VPN1
vSmart |-vRoutes-for-VPN2-
vRoutes for VPN3

Figure 2. VPN Membership Policy

An important point to notice is that we do not set a direction when applying a VPN membership
policy. This type of policy is automatically applied in an outbound direction from the perspective
of the vSmart controller and affects the OMP updates sent from vSmart to the vEdge routers.
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Configuring VPN Membership policies

For this lab example, we are going to use the same lab topology that we have been using
through all lessons for centralized control policies. For a guest segment, we are going to use

vpn_id 2.
Site 1 - Controllers Site 50
VManage  vBond  vSmart Data Center
(Hub) 192.168.50.0/24
VPN2 | <-----VRRP------ >
ethl ge0/0 ethl \/ vEdge-1 \/ VEdge-Z
| I | 2 | 50.50.50.50 2 | 50.50.50.51

Ge0/1 Ge0/0 Ge0/1
10.50.1.1 50.1.2.1 | [10.50.2.1)

50.1.1.1

’ VPNO-1.1.1.0/24 [ = ]

TLOC colors
NS 1.1.1.0/24 (“eolor ] public-internet
- mpls
Ite
AGGE :
Site 60~ _

@ Site 90
60.1.1.1 70.1.1.1

AN I'4 vEdge-3 \ I'4 vEdge-4 \ I'4 vEdge-5 \ I'4 vEdge-6
A\ |60.60.60.60 2\ | 70.70.70.70 4 | 80.80.80.80 2 | 90.90.90.90
()

192.168.60.0/24 192.168.70.0/24 192.168.80.0/24 192.168.90.0/24

VPN Membership Policy Lab Diagram

As you can see in the lab topology, there is one directly connected prefix in VPN 2 on each site.
If we check the routing table on any of the branch vEdge routers, we are going to see that the
vSmart controller has advertised all prefixes to all routers and every vEdge knows about all
networks in the guest segment.

However, in order to isolate the guest users from communicating over the SD-WAN overlay
fabric, we are going to configure a VPN Membership policy that will prohibit the vSmart controller
from advertising any OMP routing information associated with vpn_id 2 to the branch sites.

The first thing that we have to do is to create a vpn-list that matches the vpn-ids of all VPNs
that we want to be permitted to communicate across the overlay fabric. As we have only got
one guest segment with id 2, the vpn-list will match vpn_ids 1,3-65000 (practically every single
segment except for the guest one). Let's create the list by going to Configuration > Policies >
Custom Options > Lists as shown in the screenshot below:

Cisco vManage - (=% AT [>] admin v

Dashboard £X CONFIGURATION | POLICIES

Centralized Policy | Localized Policy Centralized Policy @ Localized Policy
Main Dashboard —

CLI Policy CLI Policy
© Add Palicy ! ! |
Q Search Ogtior 1 0lagy Forwarding Class/QoS
Security y
g Traffic Policy Access Control Lists
Monitor CENTRALIZED-CONTROL-POLICY-V1 Centralized Control Policy Route Policy
CENTRALIZED-CONTROL-POLICY-V2 Centralized Control Policy v2:20201229 UrPoli Talse admin

Configuration

CENTRALIZED-CONTROL-POLICY-V3 Centralized Control Polic 20200109 Ul Poli false admin

Tools CENTRALIZED-CONTROL-POLICY-V4 Centralized Control Policy v4. 20210125 UlPoli..  true admin
Maintenance

2% Administration

vAnalytics

Create a new policy list
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Then we go to VPN lists and create a new one named VPNS-EXCEPT-FOR-GUESTS that
includes ids 1,3-65000.

Cisco vManage - (=% e ("] admin v

X CONFIGURATION | POLICIES Centralized Policy > Define Lists

Select a list type on the left and start creating your groups of interest

Application © New VPN List

Color =
VPN List Name
Data Prefix VPNS-EXCEPT-FOR-GUESTS
Monitor ol
ol (Add VPN
Configuration e 1365000
Site
Add Cancel
SLA Class
TLoe
E === == o= = ==
VENT 1 1 admin 18Sep20219:01... 4 OF

Define a new VPN list

Once the list is configured, we need to copy the latest active control policy that is applied. We

go to Configuration > Policies > Centralised Policy and click the more options. In there we select
Copy.

Cisco vManage 'Y =] AT (] admin v

% Dashboard %X CONFIGURATION | PoLICIES

Centralized Policy | Localized Policy
Monitor > ——

e oo

Q Search Options Total Rows: 4
NN
CENTRALIZED-CONTROLPOLICY-V1  Centralized Control Policy UlPoli.. false admin
CENTRALIZED-CONTROLPOLICY-V2  Centralized Control Policy v220201229  UIPoli... false admin
CENTRALIZED-CONTROL-POLICY-V3 __Centralized Control Policy v3.20200109 Ul Poli... _false admin
CENTRALIZED-CONTROLPOLICY-V4  Centralized Control Policy v4.20210125 Ul Poli admin [ |
Policies View
Preview
Ramp for Saas Edit
Delete
Cloud onRamp Deactivate

Copy the existing Control Policy

As a general rule of thumb, we included a version number in the name of the new policy
- CENTRALIZED-CONTROL-POLICY-V5, and in the description, we write a timestamp in
cleartext.

Policy Name

CENTRALIZED-CONTROL-POLICY-VS

Description

Centralized Control Policy v5.20210918

cancel

Set up a new name for the control policy
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You can see the new policy is created but is not activated yet (The activated value is false).
Before we push it to vSmart, we need to edit it and create a new VPN Membership policy that
achieves the objectives of this lab example. We go to the more options button and select Edit, as

shown in the screenshot below:

Cisco vManage - =] ar ("] d
L& CONFIGURATION | POLICIES
Ml Centrlized Poliey  Localized Policy
; oe
& Configuration v
Q Search Options Total Rows: 5
I
Fore st
CENTRALIZED-CONTROL-POLICY-V1  Centralized Control Policy UlPolL.. fals admi
CENTRALIZED-CONTROL-POLICY-V2  Centralized Control Policy v2.20201229  UIPol.. false adm
CENTRALIZED-CONTROL-POLICY-VS  Centralized Control Policy v3.20200109  UIPoli.. false  admin
CENTRALIZED-CONTROL-POLICY-V4 Centralized Control Policy v4.20210125 Ul Poli. true admin eoe
CENTRALIZED-CONTROL-POLICYVS  Centralized Control Poicy v5.20210918  UlPoli.. [false | admin = |
View
Preview
Cop
Delete
Activate

Edit the new policy

Once we enter the Edit Policy menu, we go to the Topology tab and then to the VPN
Membership subtab. In there, we specify a name and description of the VPN membership
policy. Then we select a site-list that identifies which WAN edge routers will be affected by the
membership policy and a vpn-list that identifies which VPN routing tables will be sent to these
vEdges. In our example, we are going to apply the policy to site-list SPOKES and will use the
vpn-list that we have created earlier in the lesson.

VPN Membership Name

VPN-MEMBERSHIP-TO-SPOKES

escription VPN-MEMBERSHIP-TO-SPOKES

site List VPN Lists

Spokes VPNS-EXCEPT-FOR-GUESTS x

Add a new VPN Membership Policy.

Once the VPN Membership policy is configured, we can go ahead and activate the latest
version of the Centralized Control Policy. This is done by going to the more options and selecting
Activate as shown below.

Cisco vManage PY 7] @ o

admin +
L2 CONFIGURATION | POLICIES
Centralized Policy  Localized Policy
o eo
Q e Total Rows: §
CENTRALIZED-CONTROL-POLICY-V1

CENTRALIZED-CONTROL-POLICY-V2 220201229

CENTRALIZED-CONTROL-POLICY-V3
CENTRALIZED-CONTROL-POLICY-V4

CENTRALIZED-CONTROL-POLICY-VS

3.20200109

Y v4.20210125

Centralized Control Policy v5.20210918

Activate the new control policy
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Once the policy is activated, vManage pushes it to the vSmart controller using a NETCONF
transaction. If the policy is successfully applied, it becomes part of vSmart's running
configuration, and vManage lets us know that the activation is successful.

Cisco vManage - (=] ® o admin v

%5 Dashboard Bl TASKVIEW

Push vSmart Policy | @ Validation Success ~ Initiated By: admin ~From: 169.254.0.253
Monitor

Total Task: 1| Success : 1

0o

Q earch Opti v Total Rows: 1

Done - Push vSma... vSmart 03 01
[1 ep-2021 6:34:50 UTC
[18-Sep-2021 6:34:51 UTC
[18-Sep-2021 6:34:52 UTC
[18-Sep-2021 6:34:59 UTC

Updating policy
Applying policy to vSmart.
vSmart is online

Policy changes applied to vSmart

The new policy is successfully activated.

Checking the results

Before we applied the VPN Membership policy, we had checked the VPN-2 routing table of
vEdge-4 and saw that the router knew about every network within the guest segment. However,
if we check the routing table now, we are going to see that the router has not received any OMP
routes for VPN 2 at all. It only knows about its own directly connected subnet at the moment.
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9. CENTRILIZED DATA
POLICIES

What is a Centralized Data Policy?

A Centralized Data Policy allows network administrators to override the normal forwarding
decisions that would occur at specific WAN edge routers and define a different set of actions
that would be performed instead. It is provisioned through the vMange GUI and pushed to the
vSmart controllers (hence, it is centralized). Data policies are applied to traffic flows throughout
VPNs in the overlay network. They can permit and deny traffic based either on a 6-tuple match
(src IP, dst IP, src port, dst port, DSCP value, and protocol type) or on VPN membership. An
important point to understand is that a centralized data policy acts on an entire VPN and is

not interface-specific (localized data policies control the flow of packets in and out of specific
interfaces).

By default, no centralized data policy is provisioned in a Cisco SD-WAN solution. Therefore

all prefixes within every VPN are reachable from anywhere within the VPN. When we want to
restrict access between specific sources and destinations within the VPN, we use a centralized
data policy that filters traffic based on a 6-tuple.

A centralized data policy can be applied in three different modes from the perspective of
a WAN edge router:

O From-Service (Upstream )

O From-Tunnel ( Downstream)

QO All (Upstream and Downstream)

w ¥
AN

From-Service R ¥
Overlay ok

Fabric
> dbam
< From-Tunnel

| VPN 3 ]

Figure 1. Data Policy Direction

This allows for a different policy to be applied to the same site list but in a different direction.

apply-policy site-list <name>
data-policy <name> all | from-service | from-tunnel
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Applying a policy

A data policy itself is never pushed to the WAN edge routers in the overlay fabric. vSmart
controllers actually push the results of the data policy via OMP and the effects of the policy are
reflected on the WAN edge devices.This concept is visualized in figure 2 below:

vManage
GUI
NETCONF @ NETCONF
vManage
Local Data Policy
[ VPN Memebership ] (ACLs, QoS etc.)
v Centralized Localized v
Policies Policies
-
&) T ——{X

Application SLAs
vSmart [ ]

Figure 2. Provisioning a data policy

Data Policy Configuration Components
Centralized data policies are configured through the Cisco vManage policy wizard. It guides you
through four sequential screens that define different parts of the policy construct:
O Create Groups of Interest — At this step, we create lists of interesting items that will later
be called in the match or action statements in the policy.
O Configure Traffic Rules — At this point, we specify the match and action conditions.
O Apply Policies to Sites and VPNs — At this step, we associate the policy with a site list
and VPNs.

The following figure 3 illustrates the components of a centralized data policy:

Policy | | Apply Pollcy
Definition ’ ‘ Slte I|st
)|
[ | |
[ List of sites ] [ List of Prefixes ] [ Policy Instance ]
)|
[ ]
[ Sequence ] [ Default Action ]

Figure 3. Data Policy Configuration Components
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Use cases

These types of policies are typically used to manipulate traffic flows across the overlay fabric.
Here are some typical use-cases that we are going to configure and analyze in the next couple
of lessons:

O Permit/Deny a set of sources to send traffic to any destination outside the local site. For
example, allowing some host to communicate only with other hosts that are within the
local site;

O Modify the next-hop of a set of sources when sending traffic to a specific set of destina-
tions outside the local site. For example, traffic steering voice traffic over one path and
data traffic over another of specific hosts within the local site;

O Permit/Deny a set of source IP addresses and ports to send traffic to any destination
outside the local site;

O Permit/Deny a set of source IP addresses and ports to send traffic to a specific port at a
specific destination outside the local site.
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10. APPLICATION-AWARE
ROUTING POLICIES

Configuring Application-Aware Routing (AAR) Policies

In Traditional WAN networks, routers make forwarding decisions based primarily on link-
state and routing metrics. Cisco SD-WAN allows us to configure SLA-based routing
that considers performance characteristics such as packet loss, latency, and jitter when
making forwarding decisions. This is done using Application-aware Routing policies
(App-route). However, AAR policies are one of the hardest topics of Cisco SD-WAN to
learn because they represent a technique to route data traffic across the WAN that net-
work engineers have typically not used before. That is why in this lesson we are going to
deep-dive into the different App-route policy actions that Cisco SD-WAN offers as of the
latest release (20.6.1).

The structure of an App-route Policy
There are four key parts to the Application-aware Routing policy process:

oo TTTT T T T T T-TTTTTT T

® ¢ Define an AAR policy
vManage vSmart that matches

NETCONF applications to SLA
EE— requirements
lT. __________
Push policy to vEdges
SD-WAN

fabric

easure packet loss,
latency and jitter of
overlay tunnels

Site-list
VPN-list
App-route Policy Mapp applications to
— 7 7 T tunnels based on SLA
v 4 7 | A | )
SLA-class
/ l \ \ Packet loss <=2%
|

Latency <=200ms
App4 *--’ Jitter <= 25ms

Figure 1. How an Application-aware Routing Policy Works

Step 1: Creating the App-route policy - As with all other centralized policy types, the first thing is
always to define the policy via vManage's GUI or for practicing purposes directly through the CLI
on vSmart. The basic building blocks of an application-aware routing policy are as follow:

1. VPN-list that specifies which vpn-ids the policy will affect;

2. App-list that matches the applications of interest;

3. App-probe-class that specifies the BFD dscp value to be used when probing the WAN

(optional);

4. SLA-class that specifies the maximum packet loss, latency, and jitter;

5. The match-action rules of the App-route policy itself;

6. A site-list that specify which sites will receive the AAR policy;
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Step 2: Pushing the policy down to vEdges - Once the App-route policy is defined and activated,
vManage pushes it to the vSmart controller. The policy becomes part of vSmart's running-config.
vSmart then sends the policy via OMP updates to all vEdges that are matched by the site-ids
listed in the applied site-list. The Edge routers that receive the policy execute it in memory;,

which means that they do not store the app-route policy in their permanent configuration files.
Upon reboot, each vEdge needs to first establish the control-plane connection to the SD-WAN
controllers and receive the latest applicable version of the current AAR policy.

Step 3: Measuring the performance of overlay tunnels - In Cisco SD-WAN, once a vEdge router
establishes an overlay tunnel, it automatically starts a BFD session with the remote peer. This
behavior cannot be disabled or changed. The WAN edge router then uses this BFD session

to monitor the link-state of the tunnel and also measure performance characteristics such as
packet loss, jitter, and latency;

Step 4: Mapping applications to overlay tunnels that meet SLA - The BFD reports the
performance metrics of each overlay tunnel to the applied AAR policy. The policy evaluates
these metrics against the configured SLA threshold and makes SLA-based forwarding decisions.

Understanding the AAR policy actions

One of the most difficult things when it comes to Application-aware Routing policies is to
understand the different actions that a WAN edge router could take in case of an out-of-
threshold condition.

sla-class VOICE-SLA
loss 2

latency 200

jitter 50

sequence 11
match dscp 46
1

action
sla-class VOICE-SLA

Data traffic
with dscp 46

Data traffic is ECMP

= N

forwarded across all colors
that meet the SLA

Figure 2. App-route action: SLA-class

The simplest action that we can configure in an AAR policy sequence is an SLA-class with
no additional parameters as highlighted in the output below. The data traffic that matches
the sequence will be ECMP-forwarded across all overlay tunnels that match the SLA class
thresholds.

If no overlay tunnel matches the SLA thresholds, the data traffic is ECMP-forwarded across all
available tunnels.

Preferred-Color

sla class VOICE-SLA
loss 2
latency 200

jitter 50

sequence 11
match dscp 46

actlon
sla-class VOICE-SLA preferred color mpls

w“ 7’
Data traffic AAR
with dscp 46
[—

Policy Tun 3

7y,
2 g
‘ Data traffic is pinned to the @

mpls color while it meets SLA

Figure 3. App-route action: Preferred Color
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In cases where multiple overlay tunnels meet the SLA thresholds, we may want to specify
preferred tunnels. This is done using the preferred-color [color] parameter. When this option is
used, the software first tries to forward the data traffic through the preferred color, if it meets the
SLA. If the preferred tunnel does not meet the SLA, the data traffic is sent through any overlay
tunnel that matches the SLA class.

If no tunnel meets the SLA, data traffic is ECMP-forwarded across any available tunnel. Notice
that the preference-color option is a loose matching. This means that the data traffic is always
forwarded, no matter whether the preferred-color tunnel meets the SLA or not.

Multiple Preferred-Color

sla-class VOICE-SLA

sequence 11 loss 2 A
m?tch dscpiie latency 200 '(““
- jitter 50

sla-class VOICE-SLA preferred-color mpls lte
Data traffic m
with dscp 46 AAR

@—| .
Policy Tun 3

Data traffic is ECMP forwarded
across all preferred colors
that meet the SLA

Figure 4. App-route action: Multiple Preferred colors

We can specify more than one preferred color as shown in the output below. When there are
multiple preferred colors configured, the software tries to load-balance the data traffic across all
preferred colors that meet the SLA.

Again, if no preferred color meets the SLA, the data traffic is ECMP-forwarded across all
available tunnels.

Strict

sla-class VOICE-SLA
loss 2

latency 200
jitter 50

sequence 11
match dscp 46
!

action
sla-class VOICE-SLA strict

Tun2
D'ata traffic

with dscp 46 AAR
[ mu——
Pollcy Tun 3

Data traffic is dropped
if no color meet the SLA

Figure 5. App-route action: Strict

Many network engineers ask themselves the question - Why would anybody need to drop

traffic when the latency of the WAN jumps above the threshold? Well, there are many real-

time systems where the timely delivery of data is critical. For example, radars and air-traffic
surveillance systems make calculations based on the current position of an airplane in

space. However, an airplane flies at a speed of 1000km/h. If the exact coordinates of a plane
are received with 0.5 sec delay, they are useless, because the plane is not there anymore.
Furthermore, when the system receives coordinates of the same plane via multiple radars, out-
of-sync data could actually harm more than help. Therefore, for such systems, it is better to not
receive the data when the latency of the WAN jumps above the threshold. That's one example of
why this option exists. However, 99.9% of the time, it won’t be used.
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Fallback-to-best-path

sla-class VOICE-S!
loss
latency 200

LA
2

jitter 50
fallback-best-tunnel
criteria latency

sequence 11
match dscp 46
|

action
sla-class VOICE-SLA fallback-to-best-path

Data traffic

with dscp 46 AAR
@ k
Policy Ite Tun 3

Data traffic is pinned to the
best color based on criteria
defined in the SLA-class

Figure 6. App-route action: Fallback to best color

Backup-sla-preferred-color

sla-class VOICE-SLA
loss 2

latency 200

jitter 50

sequence 11
match dscp 46
!

action
sla-class VOICE-SLA preferred-color mpls lte
backup-sla-preferred-color metro-ethernet

Data traffic

with dscp 46
AA.R
Policy Ite Tun 3

Data traffic is pinned to the
backup preferred color if no
color meet the SLA

Figure 7. App-route action: Backup SLA preferred color

The backup preferred color is a parameter that tells the WAN edge router where to forward
the data traffic when no tunnel meets the SLA thresholds. Similar to the preferred-color action,
the backup-SLA-preferred-color is considered to be a loose matching which means that if the
configured color is not available, the router will forward the traffic through any available color.

The main difference between preferred-color and backup-sla-preferred-color is that:

preferred-color — matched data traffic is pinned to a transport color (or colors) as long as the
overlay tunnels meet the SLA thresholds;

backup-sla-preferred-color — matched data traffic is pinned to a transport color ONLY when no
tunnel meets the SLA thresholds.

Notice that in a single match-action rule, we can't configure both the strict and backup-sla-
preferred-color actions.

Default Action

sla-class DEFAULT-SLA
loss 5

sequence 11

Tatch dscp 46 latency 300
e eeion jitter 50

sla-class VOICE-SLA preferred-color mpls
1

default-action sla-class DEFAULT-SLA

.

Non matching data traffic is
Non-matchind-CMP forwarded across all colors
traffic that meet the default SLA

Figure 8. App-route action: Default action
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Unlike centralized data policies where the default action is to drop all packets, the default action
for application-aware routing policies is to accept and transmit the data traffic based on the VPN
routing table, with no SLA-based considerations.

However, Cisco SD-WAN allows us to define a "default" sla-class at the end of an Application-
aware Routing Policy as shown in the output above. This feature is useful in cases where we
want to implement some baseline SLA requirements. For example, let's say that we do not want
to forward any data traffic through a tunnel that experiences latency higher than 300ms. We
define a sla-class named DEFAULT-SLA and apply it under the default action for the app-route
policy. Then when the data traffic that is not matched at any policy rule hits the default action, the
router will first try to forward the traffic through the tunnels that have latency lower than 300ms
(tunnels that meet the SLA). If no overlay tunnel meets the SLA class configured in the default
action, the WAN edge router will forward the data traffic through any of the available tunnels
load-balancing across any equal paths.

Notice that we cannot configure the strict option under the default-action.

Summary of all App-route Actions
The following flow chart illustrates all App-route actions that we have seen so far:

Application-Aware Routing (AAR) C Packets match AAR Sequence )
Tunnel Selection Flow l

sla-class

configured?

T
(Only one can YES
be configured)

One is configured? NO

Fallback-to-best-path YES : | Tunnels
NOS Strict configured |<—No meeting SLA?

Backup-preferred-colors [ T
YES
! YES
YES l ¥
Drop the packets Preferred-color LNO
configured?
YES
_| Backup-preferred- | Preferred-color
[YES colors down? [ NO [NO— down? 'YES1
A
ECMP on default| | ECMP on default SLA Send the ECMP on tunnels ECMP on tunnels
SLA and all and backup-preferred | | packets using meeting SLA and meeting SLA and
colors colors best color preferred colors all colors

Figure 9. Application-Aware Routing Tunnel Selection Flow Chart

Notice that each app-route action leads to the data traffic being forwarded. The only exception
is the strict keyword which explicitly drops the traffic if no overlay tunnel meets the SLA
requirements.

Applying the AAR Policy
Application-aware routing policies are applied without specifying a direction as shown in the

output below. That's because they always affect the data traffic that comes to a WAN edge router
from the service side.

Notice that application-aware routing policies accept non-matching traffic by default. That is
why they are considered to be positive policies while all other SD-WAN policies are considered
negative ones.
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11. CLOUD ONRAMP

Before we begin, let's first define what is a Software-as-a-Service (SaaS) application from a
network perspective? Well, a SaaS application is just an enterprise-grade business application
that is typically used over the Internet. The most popular SaaS applications at the moment are
Microsoft Office 365, Google Workplace, and Salesforce. From a network standpoint, there is not
much difference between a SaaS application and a regular Internet website. However, there is

a huge difference from a business perspective! That is why SaaS applications are special and
need to be treated differently because the business relies on these software-as-a-service apps,
and when they are not working, the business is impacted.

Traditional u l= @ m; az ::;Iiscations

WAN Model

INET
Data center,

Users Branch Regional Hub

|
...‘. ==
'l.'l WAN Security
Stack

Figure 1. The Traditional WAN model and SaaS

So the business needs to make sure that these SaaS applications are available 24/7. But how
do we achieve that with the traditional WAN approach of backhauling traffic over private WAN
circuits to the data center via a hub-and-spoke architecture? This model is expensive, introduces
unnecessary latency, creates a bandwidth bottleneck at the datacenter WAN links, and a
performance bottleneck at the centralized security stack. This imposes major problems related
to single-point-of-failures (the data center, the security stack), complexity, and user experience.
The visibility into the application performance characteristics between the end-user and the
Internet is also very limited.

Another aspect of the problem is the traditional network protocol stack. Even if we allow direct
Internet access at branches, there is a very limited set of traditional protocols that can track the
performance of a service on the Internet and route around a failure or performance degradation.
But at the same time, Internet links do not have guaranteed quality, they can degrade at any
given moment. Also, Internet Service providers (ISP) can suffer from outages, congestions,
ongoing DDoS attacks, prefix black holes, and other conditions that can affect the reachability
of Internet services. Security is another major factor that makes the tasks even harder. Opening
the branches directly to Internet can expose them to cybersecurity vulnerabilities, would allow
users to access unauthorized storage locations on the Internet, and would expose the company
to sensitive data infiltration.

What is Cloud onRamp for SaaS?

Cloud onRamp for SaaS (formerly known as CloudExpress) is a set of Cisco SD-WAN
capabilities designed to address the challenges that Software-as-a-Service applications

impose on the wide-area network. In a nutshell, Cloud onRamp for SaaS lets us specify SaaS
applications and DIA(Direct Internet access) interfaces and then allows only these pre-defined
apps to break out to the Internet through the specified local DIA circuits while at the same time
determines the best performing path for each SaaS app. Additionally, the solution continuously
monitors each available path for each SaaS application, and in case of a problem with one path,
it dynamically moves the SaaS traffic to an alternative one.
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Figure 2. Cloud onRamp for SaaS Topology

Branch-1
Data Center

There are a few common architectures that we are going to go through in this lesson using the
topology shown in figure 2:

QO Scenario 1: Accessing SaaS applications through DIA Links at branches

O Scenario 2: Using the DIA link of a Gateway Site for redundancy

QO Scenario 3: Direct Internet Access through Colos or CNFs

O Scenario 4: Direct Internet Access through Secure Web Gateways (SWGs)

Scenario 1: Accessing SaaS applications through DIA Links at branches

Organizations that use multiple inexpensive Internet links at remote branches can enable Cloud
onRamp on the WAN edge router to permit traffic from selected SaaS applications to break out
directly to the Internet. It is important to note that, only traffic from these SaaS applications will
be allowed to use the local Intertnet links, while all other user flows will follow the regular overlay
routing paths.
'] Offic_:e 3_65
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Figure 3. Cloud onRamp for SaaS Quality Probing

When we specify a Software-as-a-Service App for Branch-1, the vEdge on-site performs the
following steps visualized in figure 3:

1. The WAN edge router at Branch-1 performs DNS resolution for the configured SaaS
applications separately over each ISP circuit. This implies that there must be a DNS
server address in VPN 0 for each different Internet Service Provider. Note that most
popular SaaS apps have their own worldwide networks and will resolve with different IP
addresses in different regions/sub-regions of the world.

2. The WAN edge router at Branch-1 initiates periodic HTTPs pings to each configured
Software-as-a-Service app. A Quality of Experience score (1-10) is then calculated
based on packet loss and latency values reported by the HTTPs pings. This is done
separately over each ISP circuit. The vEdge router then selects the path with the highest
score as the best-performing path.
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Figure 4. Cloud onRamp for SaaS Host DNS resolution

When a user onsite connects for the first time to one of the Software-as-a-Service apps,
the user's device initiates a DNS query for the apps' URL, and the following chain of events
visualized in figure 4 happen:

3. The WAN edge router's DPI engine intercepts the user's DNS query. If the host DNS
query is for the Cloud onRamp Saa$S application, the vEdge router forwards it over the
best performing circuit to the DNS server that is defined for this ISP,

4. DNS queries for non-Cloud onRamp applications are forwarded according to the routing
table towards the SD-WAN overlay fabric
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Figure 5. Cloud onRamp for SaaS Traffic Steering
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5. When a user initiates a connection to the app, the WAN edge's DPI engine identifies
that this flow is part of a Cloud onRamp for SaaS application and overrides the routing
decision for it. The flow is rerouted through the best-performing Internet circuit that is
configured for this Software-as-a-Service service.

It is very important to note that all other users' flows that are not part of the Cloud onRamp will
be routed using the traditional Cisco SD-WAN routing over the overlay fabric.
Scenario 2: Using the DIA link of a Gateway Site

In many production deployments, remote sites only have one Internet link which can be used
for Direct Internet Access (DIA). In this scenario, the branch site can use a gateway site that has
DIA links to the Internet for redundancy in case of its own Internet link degrades.

The Cisco SD-WAN can select the best connection for each application through the gateway
site. If the remote site connects use more than one gateway site, SD-WAN ensures that SaaS
traffic uses the optimal path for each app, even through different gateway sites.
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Figure 6. DNS Resolution via a Gateway Site

The process is similar to the previous scenario with the only difference being the way the QoE
score of the path via the gateway site is calculated.
1. The WAN edge router at Branch-1 and at the gateway site (the Regional Hub) perform
DNS resolution for the configured SaaS application as is visualized in figure 6.
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Figure 7. Quality Probing via a Gateway Site

Both vEdge routers then initiate periodic HTTP probes toward the configured app.

The vEdge router at Branch-1 determines the best performing path toward the SaaS

application based on the QoE score.

® Compares between the local Internet link's QoE score vs the composite metric of
HTTP pings from the gateway vEdge (advertised via OMP, the blue line) + overlay
tunnel health to gateway vEdge (the green dashed line)

® The overlay tunnel health is determined using BFD
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Figure 8. Traffic Steering via a Gateway Site
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4. When a user onsite connects for the first time to one of the Software-as-a-Service apps,
the user's device initiates a DNS query for the apps' URL, and the following chain of
events happen:
5. The WAN edge router's DPI engine intercepts the DNS query
® If the local DIA link is the best path, the router forwards the DNS query over the
local Internet link

® |[f the Gateway vEdge router (at the Regional Hub) is the best path, Branch-1's
vEdge router forwards DNS query to the gateway vEdge router, which in turn for-
wards it to the DNS server defined locally over its local DIA circuit.

6. When a user initiates a connection to the app, the WAN edge's DPI engine identifies
that this flow is part of a Cloud onRamp for SaaS application and overrides the routing
decision for it. The flow is rerouted through the best-performing path.

Scenario 3: Direct Internet Access through Colos or CNFs

Some organizations do not want to allow direct Internet access at each and every remote branch
and instead opt to use regional hubs to serve Internet traffic. These regional hubs can be hosted
in 3rd party colocation facilities (Colos) or Carrier-Neutral Facilities (CNFs), and they can provide
security capabilities with Next-Generation Firewall (NGFW) or Unified Threat Management
(UTM).

In such deployments, Cloud onRamp can be deployed in a gateway mode, and it helps ensure
that the optimal regional gateway is dynamically chosen for the traffic for each SaaS application.
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Figure 9. Direct Internet Access through Regional Hubs

Scenario 4: Direct Internet Access through Secure Web Gateways (SWGs)

In some deployments, enterprises connect remote branches to the SD-WAN fabric using
inexpensive broadband Internet circuits, and they choose to enforce their IT security policies
through a Secure Web Gateway (SWG) or Cloud Access Security Broker (CASB) point of
presence. In such scenarios, Cloud onRamp for SaaS can be set up to dynamically choose the
optimal path from among the multiple paths to the SWG (Figure 10).
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Figure 10. Direct Internet Access through Secure Web Gateways
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Cloud onRamp for laaS

Before we begin, let's first define what is Infrastructure as a Service (laaS). laaS is a virtualized
computing infrastructure, provisioned and managed over the Internet that can be used to host
and deliver enterprise applications.

The Business Need

Infrastructure as a Service (IaaS) has many benefits over the on-premise data center
infrastructure. To list a few:

Q It can scale up and down as the business demand changes;

O It drastically reduces the time to market;

QO It decreases capital expenses and reduces ongoing costs;

O It has better security than on-prem;

O And many more.

The most popular laaS providers are Amazon Web Service (AWS), Microsoft Azure, and Google
Cloud (GCP). Extending the enterprise network to a public cloud provider can be a challenging
task though. Each cloud provider has different connectivity and provisioning models.

What is Cloud onRamp for laaS?

Cloud onRamp for laaS is a set of capabilities that extend the Cisco SD-WAN overlay fabric to a
public cloud instance. This allows remote branches, campuses, and data centers within the SD-
WAN overlay fabric to leverage features such as Application-Aware Routing (AAR) to choose the
best path to reach the applications hosted in private VPCs within a public cloud provider such as
AWS, Azure, or GCP. Cloud onRamp for laa$S is designed to automate the connectivity to laaS
workloads and most importantly to provide visibility into the cloud.

vSmart

M
vBond @ \@36

Figure 1. Cloud onRamp for laaS

The connection between the SD-WAN overlay fabric and a public-cloud application is provided
by a pair of redundant virtual WAN edge routers as is visualized in figure 2. These virtual SD-
WAN devices (vEdge Cloud or Cisco CSR1000V) act as a transit between the overlay fabric
and the applications hosted in the cloud. They provide device level and path resiliency to the
connectivity to the public cloud.
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Figure 2. How does Cloud onRamp for laaS works

A high-level overview of the steps required to deploy a Cloud onRamp for laaS are:
Identify a pair of unused vEdge Cloud routers in Cisco vManage.

Attach a basic device template to both devices.

Enter the cloud provider's credentials (AWS or Azure AP| access and secret keys).

Add the transit Virtual Private Cloud (VPC) or transit Virtual Network (VNet) configuration
depending on the cloud provider.

Discover and map host VPCs or host VNets to the transit VPC/VNET.

The infrastructure on AWS and Microsoft Azure can be seamlessly integrated into the overlay
fabric. Once integrated into the fabric, the cloud vEdges can be managed using the same
templates, security, and other Cisco SD-WAN policies which are used on-premises and on other
clouds.

Cloud Terminology

Before we see how Cloud OnRamp for laaS is implemented in AWS and Azure, let's introduce
some cloud terminology that will come in handy later on.

Customer Hierarchy Organization > Accounts >  Tenant > Subscriptions >

Users > API/Secret Keys Users > Client IDs/Secrets
Geography Regions > Availability Zones Locations > Availability Regions > Zones >
> VPCs Sets > VNETs
VMs EC2 instances Azure Virtual Machines Compute Engine
Virtual Networks AWS Virtual Private Cloud Virtual Network (VNET) Google Virtual
Private (VPC) Private Cloud (VPC)
Dedicated AWS Direct Connect Azure ExpressRoute Google Cloud
Connection Interconnect
Internet Gateway IGW Internet Gateway
IPsec VPN VGW Azure VPN Gateway Cloud VPN
Gateway
Security Security Groups / ACLs Network Security Compute Engine
Groups (NSG) Firewall Rules

Public Cloud Terminology
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Cloud onRamp for laaS with AWS

Amazon Web Services (AWS) is the biggest Infrastructure-as-a-Service provider as of present.
A virtual on-demand network on AWS is called a virtual private cloud (VPC). A VPC is logically
isolated from other virtual networks (VPC) within the AWS infrastructure. The cloud provider
allows traffic to flow between different VPCs within a region or between regions through VPC
peering connections. However, AWS does not allow traffic to transit through a host VPC. This
means that traffic must either originate or terminate within a virtual provide cloud (VPC) but
not pass through it. If we consider this at scale, as the number of VPC instances increases,
the amount of VPC peerings between the instances would increases dramatically if full-mesh
connectivity between VPCs is a requirement.

Cloud onRamp for laa$S is designed to solve these scaling issues by implementing a networking
construct called a Transit VPC. A Transit VPC can connect multiple VPCs that might be
geographically disparate or running in separate AWS accounts.
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Figure 3. Cloud onRamp for laaS with AWS

Within the VPC dedicated to function as a transit point, a pair of Cisco WAN Edge routers are
deployed to route the traffic between the host VPCs. Each vEdge is instantiated within a different
availability region within the transit VPC for resilience in case of failure and is automatically
provisioned with the following:

O Atransport VPN 0, also available via an AWS Elastic IP address

O A management VPN 512, available via an AWS Elastic IP address (public IP address)

O One or more service VPNs which have a range from 0 - 65528
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Figure 4. VPN connections to Host VPCs

The transit VPC also provides the entry point from AWS into the Cisco SD-WAN overlay fabric.
The AWS VPN gateway at each host VPC establishes redundant site-to-site VPN connections
to each vEdge cloud router within the transit VPC, through the service VPN side of the Cisco
vEdge cloud routers.
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When a host VPC is mapped to the transit VPC, Cisco Cloud onRamp automatically creates a
redundant pair of AWS site-to-site VPN connections at the host VPC using the AWS APlIs. Each
AWS IPsec VPN connection is then mapped to one of the two Cisco vEdge routers within the
transit VPC. From an AWS perspective, each Cisco WAN Edge Cloud router within the transit
VPC functions as a customer gateway. Each AWS site-to-site VPN connection consists of a
pair of IPsec tunnels established to the same customer gateway. Therefore, a total of two IPsec
tunnels is established from each host VPC to the transit VPC as is shown in figure 4.

Cloud onRamp for laaS with Azure

At a high level, the process of deploying Cloud onRamp for laaS with Azure is pretty similar to
the process with AWS.

The entire solution is completely automated — the end-user simply needs to enter his Azure
subscription ID, along with the tenant ID, application ID and secret key in the related vManage
section, discover Azure hosted virtual networks and workloads, and define two routers for
interconnection. Cisco Cloud onRamp for laaS brings up a fully deployed Azure hosted transit
VNet containing a pair of Cisco WAN Edge routers, extends the fabric of the Cisco SD-WAN
overlay network into the public cloud via the transit VNet, and allows Cisco SD-WAN branches
to connect directly to public-cloud application providers.
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Figure 5. Cloud onRamp for laaS with Azure

Using Cisco SD-WAN Cloud onRamp for laaS, you can automatically spin up virtual WAN
Edge router instances via Cisco vManage in a specific region of the public cloud. These virtual
instances become part of the SD-WAN overlay and establish data plane connectivity to the
WAN Edge routers located in the branch and/or the datacenter. As a result, secure end-to-end
connectivity is established between the workloads in the cloud, physical branches, and data

centers.
Cloud onRamp with AWS - Design Options

In this lesson, we are going to go through a high-level overview of the most common Cisco SD-
WAN Cloud onRamp designs when it comes to integration with Amazon Web Services (AWS).
The focus of each design is how to deploy secure network connectivity from remote locations
within the SD-WAN fabric to one or more Amazon Web Services (AWS) virtual private clouds
(VPCs) using the Cisco SD-WAN Cloud onRamp for Infrastructure as a Service (laaS) feature.

A VPC is an on-demand virtual network, logically isolated from other virtual networks within an
laaS public cloud.
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Design Option 1 - Using a Transit VPC

This is the most common design option that Cisco SD-WAN support. A pair of WAN edge routers
are deployed within a transit VPC that has the single purpose of transporting traffic between
other Host-VPCs. These host VPCs are connected to the transit VPC using AWS Site-to-Site
VPN connections as is visualized in figure 1 below:
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Figure 1. Cloud onRamp with AWS using a Transit VPC

As with all network designs, this one has its own advantages and disadvantages.

Pros:

O Extended fabric - The main benefit of this design is that it extends the Cisco SD-WAN
overlay fabric into the AWS cloud. This allows all remote locations that are part of the
SD-WAN fabric to use advanced features such as Application-Aware Routing (AAR) to
choose the best path to reach application hosted in the cloud provider. This is visualized
in figure 2 where a client in a branch site communicates with an application hosted in a
private VPC in AWS. The Cisco SD-WAN overlay fabric chooses ISP-1 over ISP-2 as the
best performing transport to AWS based on the AppQoE score calculated by AAR.

O Fully Automated - This design is fully automated and managed through the vManage
GUL.

vSmart

vBond ® vManage
Aoy v

Branch
vEdge ISP,’J« o
TP FAWS A
‘ ISP )
4N ISP-2
E] Cisco SD-WAN Transit VPC
Pra——x Overlay Fabric

Client
Figure 2. Application-aware Routing chooses the best path to AWS

Cons:

O Scale - The major drawback of this design option is that each host VPC has to establish
an AWS Site-to-Site VPN tunnel to each vEdge in the transit VPC. Therefore, each host
VPC that the organization has in AWS would add four additional IPsec tunnels since
each AWS site-to-site VPN consists of two IPsec tunnels and there are two vEdges in
the transit VPC. Hence, as the number of Host VPCs increases, the number of IPsec
tunnels increases x4 and at some point, the limit of supported IPsec tunnels would be
reached at the WAN edge devices.

Design Option 2 - Using a Transit VPC as a Cloud Gateway (CGW)

This design option again extends the overlay fabric into the cloud through a transit VPC.
However, host VPCs are now connected to an AWS Transit Gateway (TGW) instead of directly to
the Transit VPC.
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Figure 3. Cloud onRamp with AWS using a Cloud Gateway

The AWS TGW connects to the transit VPC through VPN attachments. This design is referred in
the Cisco documentations as the SD-WAN Cloud Gateway (CGW).

Pros:

O Extended fabric - This design option also extends the Cisco SD-WAN overlay fabric
into the AWS cloud. This allows all remote locations that are part of the SD-WAN fabric
to use advanced features such as Application-Aware Routing (AAR) to choose the best
path to reach application hosted in the cloud provider.

O Scale - This design option is more scalable than the above one because each host
VPC is connected to the Transit Gateway (TGW) via a VPC attachment instead of a VPN
attachment (AWS site-to-site VPN per VPC).

Cons:

O Not fully automated yet - Implementing Cloud onRmp Cloud Gateway design is not
fully automated in the present vManage version 20.3.1. Onboarding existing AWS Transit
Gateway with connected host VPCs requires manual setup and extensive AWS knowl-
edge.

Design Option 3 - Using a Transit VPC as a Cloud Gateway with TGW Connect

Cisco has recently announced that the new version of vManage will support automation of the
entire orchestration of the Transit Gateway deployment and VPC networking, hence reducing the
manual operations that | have classified as a downside of the above design option.

The new design will support the AWS TGW Connect attachments. These connect attachments
are in essence GRE tunnels running BGP on top. They support 4 times higher bandwidth than
the regular IPsec tunnels and eliminate the costs of maintaining many IPsec tunnels.
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Figure 4. Cloud onRamp with AWS using a Cloud Gateway with TGW Connect
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Pros:

O Higher bandwidth with GRE tunnels - the GRE tunnels offer 4 times more bandwidth
than the IPsec tunnels

O Private IP addresses - Removing the IPsec tunnels removes the need for public IP ad-
dresses. Organizations can now deploy this design using private IP space which greatly
reduces the cyberattack surface.
Increased route limit - Currently the BGP route limit is 100. The new architecture promis-
es to increase to significantly increase this limit.
Increased visibility into the cloud - Integration with Transit Gateway Network Manager
will allow for telemetry data exchange between vManage and TGW, which will subse-
quently increase the level of visibility within the cloud.

Cons:
QO Sitill not available as of present-day - vManage version 20.3.1

Design Option 4 - Using a Transit Gateway (TGW)

Another design option is to use a Transit Gateway (TGW) that aggregates all host VPCs, and
then also connect the vEdges at remote locations directly to the AWS Transit Gateway as is
visualized in figure 5.
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Figure 5. Cloud onRamp with AWS using a Transit Gateway

Pros:
QO Cost - This design does not need to use a transit VPC. Therefore, all expenses incurred
running AWS EC2 instances to support the vEdge routers would not apply.
O Bandwidth - Since host VPCs are connected with a VPC connection through the AWS
TWG, there is typically more bandwidth available than using Virtual Private Gateways
(VGWs) and Site-to-Site VPN connections

Cons:

O No fabric in the cloud - This design option does not extend the Cisco SD-WAN overlay
fabric into the AWS cloud. Therefore, all benefits of using Application-Aware Routing
(AAR) are not available.

O No automation - Static configuration of public IP addresses is required for each AWS
Site-to-Site VPN connection at the AWS TGW.

QO Cost - Charges for each AWS Site-to-Site VPN Connection from vEdge routers at
remote locations to the TGW still apply. Depending on the number of remote locations
that need to have a tunnel to AWS, the overall cost may get higher than the other design
options.
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