ARP - Address Resolution Protocol

e Resolves IP address to MAC Addresses

* Finds the hardware address of a host from a know IP address
— And vice versa (RARP)

e ARP Command

Co~Users~Alton>arp —a

Intexrface: 192 _168_4 69 ——— Bxc
Internet Address Physical Add»ess

54 Aaf—24—cB 9813 6cA
55 F¥F—FfFfF—FfFFfF—FfFF—FF—FF
Bl @A 5S5e—EAE3—EAE—16
A1l A0 5e—E@A—EBA—TI b
01 —EA0—5e—EA0—EAEA—Ff
A1l @A 5Se—Frf—fr—rfa
F¥F—FfFfF—FFfF—FfFF—FfFF—FF

[
s
)
[y
=
ra}

1?2
224
224
224
237
255

| I D D B B |
0 Do) B0 I B ek ek

IR
b= baba




ARP Diagram

| need the MAC address I'm 192.168.1.115. Here
of 192.168.1.115... is my MAC Address...
N ARP Request -
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IP: 192.168.1.110 Switch IP: 192.168.1.115
MAC: 00:09:58:EC-EE-F2 - IR G MAC: 10:4C:1B:00:EE:F2:1A

If a computer knows an IP address but not the MAC address, it will
send a broadcast message to all of the devices on the LAN asking what
device is assigned that IP address.




