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Pre-requisite : C and pointers, and be good at it ! COncept



Data Serialization and De-Serialization

' Introduction ‘

» Data Serialization 1s a mechanism to transform the program’s internal data structures into a form that could be sent to remote
machine over the network

» Data Serialization 1s performed by sending machine
» Data DeSeralization 1s a mechanism to transform the serialized data and convert or reconstruct the internal data structure
» Data DeSerialization 1s performed by receiving process

» Data (De)Serialization helps in making data exchange between processes running on heterogeneous machines independent of
underlying OS, Compiler, programming language, Hardware etc

Serialized Data

Data
Sending  [lsoraier -‘ O 1O 0O vl O O DeSerializer o Receiving

Process

process




Data Serialization and De-Serialization

Analogy

understand understand
French only Chinese only
understand  translator, understand
French only mediator Chinese only
Understands
Here, Mediator 1s a (De)Serializer who performs Serialization (French- French and Chinese

>chinese) and deserialization (Chinese->French) Both



Data Serialization and De-Serialization

Why we need Data (De)Serialization ?

» Two machines wanting to exchange data over the network may not be i1dentical and vary from each other wrt
various parameters such as

» Hardware Architecture
» 32bit address space, 64 bit bit address space

» Software version Or different compiler
» sizeof int 1s 32 bit on one machine, could be 64 bit on another machine

» Endianness
» The way machine stores the data in memory

» Thus, there 1s a need that two machines need to communicate with each other in a agreed format
» Sending machine needs to encode the data in the standard pre-defined format
» Receiving machine should decide the data as per the same standard format
» For ex : If the standard says, integers should be encoded as 32 bit values, then even 64 bit machines on which
sizeof(int) 1s 8 bytes, must encode the mnteger data in 32 bits



Data Serialization and De-Serialization

Why we need Data (De)Serialization ?

» Let us Try to understand what are the problems and difficulties we shall face when processes exchanges data over
the network and communicating processes are running on machines of different flavors altogether

For example : size of nteger on sending machine 1s 32 bit, whereas size of integer on receiving machine 1s 64 bits

Sending machine (32 bit)

struct person_t {

name|30];

char

It age;

Receiving machine (64 bit)

struct person_t {

name|30];

mt weight;

Size = 38 bytes

Mem Layout 1 :

Size = 46

mt weight;

<name 30 B>

<age 4 B>

<weight 4 B>

Actual msg sent out on wire by sending machine

32 bit

Mem Layout 2 :

64 bit

<name 30 B>

<age 8 B>

<weight 8 B>




Data Serialization and De-Serialization

‘ Why we need Data (De)Serialization ?

Mem Layout 1 :

(Sending machine)

Sending machine (32 bit)

struct person_t {

char

name|[30];

mt age;
mt weight;

Size - 38 bytes

<name 30 B>

<age 4 B>

<weight 4 B>

ptr->age

30

34

Sending machine : reads 4 bytes starting from 30th offset
Recewing machine : reads 8 bytes starting from 30th offset

Receiving machine (64 bit)

struct person_t {
char
name|30];
mt age;
mt weight;

Size = 46
Byout 2 :

(Recelving machine)

<name 30 B>

<age 8 B>

<weight 8 B>

ptr->weight
Sending machine : reads 4 bytes starting from 34th offset
Receiving machine : reads 8 bytes starting from 38th offset

30

38




Data Serialization and De-Serialization

Why we need Data (De)Serialization ?

Sending machine (32 bit) Receiving machine (64 bit)

struct person_t { struct person_t {

char char
name|[30]; name|30];

mt age; mt age;

mt weight; mt weight;

Size - 38 bytes Size = 46

msgl . . . .
Mem Layout 1 : : Receiving machine would try to read this message as per its
(Sending machine) S SHLES ) Sage d B Sweight 4 B> | me—m | i i(ion of Structure (memory layout 2), it end up in reading

garbage

Mem Layout 2 : : .. :
(Receiving maching) <name 30 B> <age 8 B> <weight 8 B> Problem on Recelving machine :

msg2

struct person_t “per = (struct person_t *)buffer;

per->name;

per->age; /*Corruption : Reading age as 8Bs, instead of 4Bs*/
per->weight; /*Corruption : Reading 38™ byte instead of 34 byte */



Why we need Data (De)Serialization ?

» Thus we discussed how different sizes of a primitive data type could cause problems in data
exchange between two machines

» There are other barriers in data exchange between communication machines, but their detailed
discussion 1s not worth for the sake of briefness of this course

» Pls Google - Endianness of machines and padding bytes to understand how these factors also affect
the data exchange between heterogeneous machines

» As long as two machines mterprets the same C structure definition different (different memory layout) , they simply
cannot exchange data without (De)Serialization



Data Serialization and De-Serialization

Why we need Data (De)Serialization ?

2. Compiler Optimization Settings
For example : sending machine’s compiler 1s 4 byte aligned, whereas alignment optimization 1s disabled

on recleving machine

Sending machine (32 bit)

struct person_t {
char
name|30];
< 2 padding byte s>
mt age;
mt weight;

Size = 40 bytes

Receiving machine (32 bit)

struct person_t {
char
name|30];
mt age;
mt weight;

Size = 38

“*If you do not understand structure padding, pls google and comeback

Mem Layout 1 :
(Sending machine)

<name 30 B>

283 | <age 4 B> <weight 4 B>

Mem Layout 2 :
(Recerving machine)

<name 30 B>

<age 4 B>

<weight 4 B>




Why we need Data (De)Serialization ?

2. Compiler Optimization Settings
For example : Recerving machine’s compiler 1s 4 byte aligned, whereas alignment optimization 1s disabled
on receiving machine

Msgl :
(Sending machine)
2B Problem on Receiving machine :
struct person_t *per = (struct person_t *)buffer;
per->name;
Msg2: per->age; /*Corruption : Reading age from 30" byte instead of
(Recerving machine) 32th byte */

“*If you do not understand structure padding, pls google and comeback



@
( ‘\ Serialization
VN b

Appln mternal state
(plattorm dependent)

Application of Data (De)Serialization

000101010000
101010100001

010101010100
010010101010
010101010100

Byte Stream
(platform independent)

» Serialization is the process of saving an object's state to a sequence of bytes
» deserialization is the process of rebuilding those bytes into a live object

» In this course, we shall learn show to serialize-deserialize C objects and
» Use-case 1 and 2

Use-case 1

000101010000

Send over the network 101010100001

010101010100
010010101010
010101010100

Use-case 2

Byte Stream
(plattorm independent)

Database

DeSernalization

@
%

Reconstruct the same
Appln mternal state
(platform dependent)



What are big-Endian and Little-Endian machines

3.  Endianness
For example : sending machine 1s little endian machine and receiving machine 1s big endian machine
Back ground :

Machines are categorized mnto two categories depending on their Hardware architecture :

1. Big Endian Machines
2. Liattle Endian Machines

Let US take a short tour to understand what Big endian and Little endian machines are !



Endian-ness of Machines

- What are big-Endian and Little-Endian machines

» Endianness refers to the sequential order in which bytes of data are stored in computer memory

» Best understood with the help of example
» Let’s us you have a number : 3066773545

Biary representation of this numberis: (10110110 11001011 01000000 00101001 )

Address -> 2000 2001 2002 2003 R , .
10110110 11001011 01000000 00101001 This 15 big endian representation
(Least significant byte at higher address)
Byte no -> 3 2 1 0 Network Byte Order
Address -> 2000 2001 2002 2003 . . ,
00101001 01000000 11001011 10110110 Thus 15 little endian representation

(Least significant byte at lower address)
Byte no -> 3 2 1 0 Host Byte Order




Endian-ness of Machines

What are big-Endian and Little-Endian machines

» Machines of different endianness may need to communicate over the network

» IETF (Internet Engineering Task Force ) has standardized the Data flowing over the network MUST be n

Network Byte order
“
Big Endian Little Endian

2 3

3 2

WA printf - 1.2.3.4 HA LA printf : 4.3.2.1 HA



What are big-Endian and Little-Endian machines

» Interview Question :

Write a C program which determines whether your machine 1s big endian or little endian ?

/* return O - Big endian, 1 for Little endian™/

Int
Big-Endian Little-Endian machine_endianness_type() {

unsigned short int a = 1;
char 1st_byte = *((char *)&a);
if (1st_byte == 0)

return 0;
else 1f (1st_byte == 1)

return 1;




Data Serialization and Data Deserialization

Summary

» Thus, we discussed the challenges one can come across when machines over the network wants to communicate

» Data serialization and DeSerialization 1s a technique to facilitate data exchange between heterogeneous machines
using standard pre-defined format

» Data serialization and DeSerialization (DDe) removes the “language” barrier between communicating machines

» In this course, we shall learn how to serialize the C structures on sending machine and De-Serialize the same on
recerving machine

» In this course, we shall assume, that two communicating machines are almost identical - that makes our
Serialization/Deserialization routines simple to write and understand.

» Lets begin understanding the Serialization and Deserialization of C structures



Data Serialization

Data DeSenalization

Building block of Various System programming Concepts such as :
« RPC

* State Synchronization
* Check pomnting the application state



Data Senialization

Let us Learn the concepts of Serialization . . .
1. Simple C structures
2. C structures with nested C sub-structures

3. C structures with poimnter members



Data Senialization

Let us Learn the concepts of Serialization . . .
1. Simple C structures
2. C structures with nested C sub-structures

3. C structures with poimnter members



Data Senialization

Simple Structures :

Lg:
struct person_t { \
char name|[30]; » 2 B of extra padding
mt age; = Size =40 B
mt weight;
I

Serialize (struct person_t *per)

) <name 30 B> <age 4 B>  <weight 4 B>

Memory foot print Serialized Version

(get rid of padding bytes)

2B




Data Senialization

Nested Structures :

Eg:
struct person_t { struct occupation{
char name[30]; char dept_name[30];
nt age; it emp_code;
struct occupation occ; IE
mt weight;
J;

Serialized Version

Memory foot print




Data Senialization

Structures with pointer members

Eg:
struct person_t { struct occupation{
char name|[30]; char dept_name|[30];
nt age; int emp_code;
struct occupation *occ; I8
mt weight;
J;

Memory foot print

Serialized Version

Flattened structure



Data Senalization - Encode NulLLL as Sentinel

Structures with pointer members = NULL

Fg:
° struct person_t { struct occupation{
char name[30]; char dept_name[30];
int age; mt emp_code;
struct occupation *occ; /"= NULL"/ I
mt weight;
J;
2D *  We have chosen OxFFFFFFFF as a sentinel to
Actual object Memory foot print represent NULL

Serialized Version

Serialized object

e During Deserialization of Serialized object,
we need to give special treatment to this
sentinel

During Deserialization, when we encounter the sentinel value 1n the serialized object, we would know that occ field was set to NULL 1n
the original object



Data DeSenalization

Let us Learn the concepts of Deseralization . . .
1. Sumple C structures
2. C structures with nested C sub-structures

3. C structures with poimnter members



Data DeSenalization

Simple Structures :

Fg:
struct person_t {
char name[30]; » 2 B of extra padding
mt age;
mt weight;
b

struct person_t {
DeSerialize(ser_data *) char name[30]; // “Abhishek”

<name 30 B> <age 4 B> <weight 4 B> —— int age; // 31
it weight; /] 72

Serialized Version ’

Memory foot print depending on Receiving machine Hw and
compiler

De-Sernalization 1s a process of reconstructing the application mternal data structure from
flat Serialized data



Data DeSenalization

Nested Structures : Serialized Version

Eg : DeSerialize(ser_data *)

struct person_t {
char name[30];

mt age; struct person_t {
struct occupation occ; char name[30]; // “Abhishek”
mt weight; It age; // 31
e occ.dept_name; /] “CS
. < 1 >
struct occupation{ pridleling byics
occ.employee_code; /] 52437
char dept_name[30]; ) )
) int weight; /] 72
int employee_code; y
Jocc; ’
2B 2B

Memory foot print depending on Receiving machine Hw and compiler

Note : You don’t explicitly insert the padding bytes, compiler nserts the padding bytes when you malloc the object or declare local
variable on stack



Data DeSenalization

Structures with pointer members

Eg:

struct person_t {
char name[30];
mt age;
struct occupation *occ;
mt weight;

struct occupation{
char dept_name[30];
mt emp_code;

Hierarchy 1s
restored !!

Serialized Version

DeSerialize(ser_data *)

struct person_t {

char name[30]; // “Abhishek”

mt age; // 31

struct occupation *occ; // 0x4300dft
it weight; /] 71

|5

located at memory : 0x4300dff
struct occupation{
char dept_name[30]; /] “CSE”
mt emp_code; /] 52437




Data DeSenalization -

Handling Sentinel Value

T P Ml Rl I

Serialized Version

Eg:
struct person_t {
char name[30];
mt age;
struct occupation *occ;
mt weight;

Reconstructed object

DeSerialize(ser_data *)

struct occupation{
char dept_name[30];
mt emp_code;

During Deserialization , Sentinel value in the serialized object is transformed to NULL in the new
Constructed object



struct person{ struct person *ptr = calloc(1, sizeof(struct person));

char name[30]; strepy(ptr->name, “Abhishek”);
nt age; ptr->age = 31;
struct occupation occ; strepy (ptr->occ.designation, “SE”);
struct person *mentor; ptr->occ.salary = 100000;
struct person *boss; ptr->mentor = NULL;

15 ptr->boss = calloc(1, sizeof(struct person));

strepy(ptr->boss->name, “Ram”);

struct occupation { ptr->boss->age = 45;
char designation[30]; strepy(ptr->boss->occ.designation, “MGR”);
it salary; ptr->boss->salary = 500000 Actual object Serialized object

IR ptr->boss->mentor = NULL; NULL ~ OXFFFEFFFF

ptr->boss->boss = NULL;;
Malloc’d Object in Memory

serialization

Serialized Object

Abhishek 30B | 314B | SE30B | 1000004B | OXFFFFFFFF4B | Ram30B | 454B | MGR30B | 5000004B | OxFFFFFFFF 4B | OXFFFFFFFF 4B



In a Nut Shell

Serialized Data
Process Data

Internal Data
Structures

Data
DeSerializer

Receiving

Process .

In;ernal Data ( ‘\ Reconstruct the appln
truct

rUCHTES ‘\\ L Data structures

——eee ]

Carbon Copy




Data Serialization and Data Deserialization

Ob;j

Gityen
0\3&\6
N o Serialization
N
S routine for S
void serialize S Output S* de_serialize S

(S *oby, ser_buft _t *b) (ser_buff _t *b)

DeSenalization
routine for S

Input output Input

DeSerialization
routine for S O bj

Serialization
routine for S



Data Serialization and Data Deserialization

APIs -

Example

Structure Name Serialization routine Deserialization routine

person_t void serialize_person_t person_t *
(person_t "oby, ser_buff_t *b); de_serialize_person_t

(ser_buff _t *b);

company_t void serialize_company_t company_t *
(company_t *oby, ser_buff_t *b); de_serialize_company_t

(ser_buff_t *b);




Data Serialization and Data Deserialization

Inte rnal Data E:> m ::)

Data Senalization

Data DeSenalization

RPC

Serialized Data




Data Serialization and Data Deserialization

Summary ‘
E—

» We understood why we need to do Data serialization and Data deserialization
» For every structure, we need to do perform its Serialization on sending process and deserialization on receiving process
» Serialized data 1s a flat structure , contains no pointers, padding bytes or any hierarchical meta data

» Next, we shall learn how to write routines to serialize and de-serialze C structures. These concepts are not limited to C,
applicable to any programming language

» So, you are learning concepts which are programming language agonistic

» To make the Seralization and Deserialization easy, we use simple data structure called STREAM ,
also called Seralized buffer

» Before jumping into actual process of (De)Serializing the C structures, lets discuss about STREAMs



Data
(De)Senalization
Concept

OO



Data
(De)Senalization

Exercises



Q1. Senialize the linked list, send the serialized Linked list to remote machine using UDP sockets.
Receiving machine on receiving machine, de-serialize the linked list and send back sum of integers Of a Linked-List.

typedef struct list_node_{

mt data;

struct list node_ *next;
} list_ node_t;

typedef struct list_{
list node_t *head;
} list_t;

Q2. Construct the Binary search tree and print the Inorder, Pre-order and post-order traversal of a tree on local node. Now, Serialize the tree and send the
Serialized data to remote machine. Remote machine should deserialize the tree and print the Inorder, Pre-order and post-order traversal of a reconstructed tree.
Hint : You will see that traversal output of remote machine may not be same as those which was printed on sending machine



Q3. Consider the structure settings as below :

typedef struct computer_ { typedef struct dealer_ {
int n_cores; char dealer_name|[32];
int ram_size; char dealer_address|[32];
int price; char glue;
char *glue_ptr; } dealer_t;

} computer_t;
/*Object creation™/
computer_t “comp = calloc(1, sizeof(computer_t));

comp->n_cores = 3;
comp->ram_size = 2;

comp->price = 50000; = Print the object comp along with the dealer details
dealer_t *dealer = calloc(1, sizeof(dealer_t));

strepy(dealer->dealer_name, “DELL”); > Serialize the object comp. See where is the problem.
upyteeleedalor puiens, R Could you do something about this problem
/*Binding*/ What 1s your conclusion

Comp->glue_ptr = &dealer->glue;



STREAMS
Seralized buffer



Streams

Serialized Buffer/Streams

Data structure : Stream

e It helps in copying the bytes into a buffer, as well as reading the bytes from the buffer very easy
and handy

* Itresembles to type writer - start with the next line when there 1s no space left in the current line
* Itis a flexible buffer which grows automatically when run out of space

e This Data Structure 1s useful in situation when we need to collect/append data one after the other incrementally. For example, appending OSI layer
headers 1n the packet one after the other (LL1,1.2,1.3,1.4) headers

Q7 A\ e
N
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Serialized Buffer/Streams

e Data structure : Stream

e It helps in copying the bytes into a buffer, as well as reading the bytes from the buffer very easy
and handy

e Itresembles to type writer - start with the next line when there 1s no space left in the current line
e Itis a flexible buffer which grows automatically when run out of space

e This Data Structure 1s useful in situation when we need to collect/append data one after the other incrementally. For example, appending OSI layer
headers 1n the packet one after the other (IL1,1.2,1.3,1.4) headers

Network packet > App2 MACA MAC B

«————Application-data——» <¢TFransport Hdr—» @¢—Network Hdr——» ¢——MacHdr—— >



Structure definition

typedef struct serialized_bufter{
char "b; /*Always pont to the start of the memory buffer which actually stores the data™/
mt size;  /*size of Serialized buffer®/

mt next; /*byte position in serialized buffer where next data item will be written into Or read from™/

} ser_bulf ¢

size

ID A T A I-

char *b next




Initnalization

typedef struct sertalized_buffer{

void

mit_serialized_buffer (ser_buff _t **b){ char b

nt size;
It next;

} ser_bufl ¢

(*b) = (ser_buff_t *)calloc(1, sizeof(ser_buff t));
(*b)->b = calloc(1, SERIALIZE_BUFFER_DEFAULT SIZE); /*const , say 100/
(*b)->s1ize = SERIALIZE._BUFFER_DEFAULT _ SIZE;

(*b)->next = 0;
Size = 100

}

—
Usage : _
I

ser_bufl _t *stream; g

mit_serialized_buffer(&stream); I

Next=0



Copying data into Serialized buffer

void serialize_data (ser_buff_t *buff, char *data, int nbytes){

mt available_size = buff->size - buff->next;
char 1sResize = 0;

while (available_size < nbytes){
buff->size = buff->size * 2;

New data

B

nbytes

—‘}

available_size = buff->size - buff->next;
1sResize = 1;

| I
if(isResize == O){ char *b
memcpy((char *)buft->b + buff->next, data, nbytes);
buff->next += nbytes;
return;

}

// resize of the buffer

buff->b = realloc(buff->b, buff->size);
memcpy((char *)buff->b + buff->next, data, nbytes);
buff->next += nbytes;

return;

| I

next size



Copying data into Serialized buffer

void serialize_data (ser_buff_t *buff, char *data, int nbytes){

mt available_size = buff->size - buff->next;
char 1sResize = 0;

while (available_size < nbytes){
buff->size = buff->size * 2;

available_size = buff->size - buff->next;

R _ ik D A T A New data -
| l | |
if(isResize == 0){ char *b next size

memcpy((char *)buft->b + buff->next, data, nbytes);
buff->next += nbytes;
return;

}

) etz ol e e If there 1s no space to accommodate new data,

buft->b = realloc(buft->b, buff->size); EE——— Double the size of entire buffer whil o th
memcpy((char *)buff->b + buff->next, data, nbytes); ouble the suze Of ciire bulier wiitle preserving tie

buff->next += nbytes;
return;

Exiting content



Streams

Reading the data from Sernialized bufter ‘

void
de_serialize _data (char *dest, ser_buff t *b, int size){

memcpy(dest, b->b + b->next, size); D A T A
b->next += size; h L
}
Next =0
unsigned mnt dest;
de_serialize_data ((char *)&dest, b, 4); D A T A
char *b

de_serialize_data ((char *)&dest, b, 4);

Next =4

Note that : The ‘next’ 1s always updated while writing the data into serialized buffer Or reading the data
From it



Skipping the Sernalized buffer

void
serialize_buffer_skip (ser_buff _t *b, it skip_size){

if(b->next + skip_size > 0 && D A T A
b->next + skip_size < b->size) I I
b->next += skip_size; char *b Next = 8
}
sertalize_buffer_skip (b, 4); D A T A
ch!r *b

serialize_buffer_skip (b, -4); /*Rewind back wards™/ Next =8



Free the Serialized buffer

Free the serialized buffer once you are done using it.

void

free_senalize buffer (ser_buff t *b)



Streams - Serialized buffer m Action

ser_buff t *b;
mit_serialized_buffer(&b);

serialize_data (b, char *data, 10);

serialize_data (b, char *data, 20);

serialize_buffer_skip (b, -4);

serialize_buffer_skip (b, 4);

reset_serialize _buffer(b);

Next=0

Size = 100

Next'= 30

Data
char *b
Next= 30
Data
char *b Next = 26
Data
char *b
Data
char *b M =0

Data

char *b





http://github.com/casepracticals/RPC

STREAMS
Sertalized bulter
Thank you



Data
(De)Senalization



Data Serialization and De-Serialization Implementation

» In this Module, we shall now learn how to implement Serialization and Deserialization of a
a given C structure

» Pre-requisite
» You have understood STREAM data structure
» Have written at least serialize_data(), de_serialize_data, init_serialized buffer() APIs
» Good at pointers

» For simplicity, we shall assume that sending and receiving machines are identical in terms of Hardware architecture,
compliler being used and other factors, otherwise serialize/deserialize will become over complicated

» Our Goal will be , for a given C structure S, we shall write serialize_S() and de_serialize_S() APIs as below :

S g S
serlialize_S() (Serialized version de_serlialize_S()
of S) (Reconstruct S

From S’)






Warning !

» We Discussed the process of Serialization and De-Serialization in detail

» If you copy the data into serialized buffer or read from it wrongly, at any step, be ready for segmentation fault

» It shall be difficult to diagnose where you copied/read wrongly !

» So, be ready to nsert your favorite printfs (unless you know GDB) to give you suitable information what is happening ,
else, debugging will be a nightmare ! Believe me !



C Revision

pl

struct occupation_t {

char dept_name[30]; p2
mt employee_code;
}; struct person_t *pl /“pointing to object in memory /;
struct person_t { struct person_t “p2 = calloc(1, sizeof(struct person_t);

char name[30];
int age; 02 = "pl; /*Called shallow copy ™/

struct occupation_t *occ;
int weight; free(pl); /“shallow free”/



C Revision
struct person_t { struct person_t pl;
char name[30]; memset(&pl, 0, sizeol(pl));
int age; pl = "p2:  /*shallow copy, p2 is ptr to another person object’/
struct occupation_t occ;
int weight; pl.occ = p2->occ; /*shallow copy mternal structure ™/
5 pl = *foo(); /*foo returns pointer to person_t*/

* 1s actually equivalent to memcpy

struct occupation_t {

char dept_namel30]; free(&pl.occ); /“Invalid */

it employee_code; fiee(p-soce): /*Tnvalid */

So, I hope you are comfortable with these caveats and pits in C



struct occupation_t occ; /*This 1s called embedded structure ™/

struct qualification *q; /*'This 1s called pointer member */

mt weight;



Internal Data @ Serializer @ Serialized Data‘

Send over the
Network

Data Senalization

- Data DeSeralization

- DeSerializer

4

Internal Data |




Data Senialization

S b
(Serialized version

of S)

Ex1 : Simple Structures : serlialize_S()

<name 30 B> <age 4 B> <weight 4 B>

2B

Memory foot print (S) Serialized Version
(get rid of padding bytes)

ser_buff_t *b=NULL;
kg : mit_serialized_buffer (&b);

struct person_t {

char name[30]; void serlialize_person_t (person_t *oby, /*Input™/
int age; ser_buff_t *b) /*Imtialized Serialized buffe
mt weight; { if(lobi){
b unsigned it sentinel = OxFFFFFFFF;
serialize_data(b, (char *)&sentinel, sizeof(unsigned int));
return;
}

serlialize_data(b , (char *)obj->name, sizeof(char) * 30);
serlialize_data(b , (char *)&obj->age, sizeof(int));

Thesefmghlightedlincs must always serlialize_data(b , (char *)&obj->weight, sizeof(int));

present in the beginning of all serialize_S() routines. )
Lets call it as Sentinel msertion code.



Data Serialization and Data Deserialization

Data Senalization

Conventions :
1. For a given structure S, signature of serialize routing will be :
void serhalize_S (S *obj, ser_buff t *b);
2. The seralize_data(), to be used for primitive data types, should be written as :

serhalize_data( b , (char *)&obj-><field name>, sizeof(field_data_type)); /*If field 1s not an array ™,
serhalize_data( b, (char *)obj-><field name>, sizeof(field_data_type) ™ array_size); /*If hield 1s an array™/

ser_buff_t *b=NULL;
mit_serialized_buffer (&b);

Ee .
5 struct person_t { void serhalize_person_t (person_t *obj, /*Input”/
- ser_buff _t *b) /*Initialized Serialized buffer, O/P*/

char name|[30]; {

it age; if(lobj){

nt Weight; unsigned int sentinel = OxFFFFFFFF;

serialize_data(b, (char *)&sentinel, sizeof(unsigned int));
}; return
}

serlialize_data(b , (char *)obj->name, sizeof(char) * 30);
serlialize_data(b , (char *)&obj->age, sizeof(int));
serlialize_data(b , (char *)&obj->weight, sizeof(int));



Data Seralization ser_buff_t *b = NULL;
mit_serialized_buffer (&b);

Fx2 : Nested Structures : void serlialize_person_t (person_t *obj, /*Input*/
ser_buff_t *b) /*Imtialized S
Ig: {
struct person_t { if(lobp{

char name|[30]; unsigned int sentinel = OxFFFFFFFF;

iItllfuagte; P serialize_data(b, (char *)&sentinel, sizeof(unsigned nt));

S CL OCCupauon OCC; .

mt weight; ' - ) refurn;

b serlialize_data( b, (char *)obj->name, sizeof(char) * 30);

struct occupation_t { serlialize_data( b , (char *)&obj->age, sizeof(int));
char dept_name[30];

) serhialize_occupation_t (&obj->occ, b);
mt employee_code;

serlialize_data( b, (char *)&obj->weight, sizeof(int));

I Seralized Version

Memory foot print




Data Senialization

Structures with pointer members

Ex:3
struct person_t {
char name[30];
mt age;
struct occupation_t *occ; 1
mt weight;

struct occupation_t{
char dept_name|[30];
mt emp_code;

Memory foot print

Seralized Version

Flat structure



Data Serialization ser_buff_t *b = NULL;
mit_serialized_buffer (&b);

Structures with pointer members void serlialize_person_t (person_t *obj, /*Input®/
ser_buff t *b) /*Inmnalized
Ex:3 {
struct person_t { if(loby){
char name[8()]; unsigned int sentinel = OxFFFF FFFF;
int age; serialize_data(b, (char *)&sentinel, sizeof(unsigned nt));
struct occupation_t *occ; return;
mt weight; }
}; serlialize_data( b, (char *)obj->name, sizeof(char) * 30);

serlialize_data( b , (char ")&obj->age, sizeof(int));
serhalize_occupation_t (obj->occ , b); /*Serialize mnternal structure */
serhalize_data( b, (char *)&obj->employee_code, sizeot(int));

\ mt emp_code; serlialize_data( b, (char ")&obj->weight, sizeof(int));
’ }

struct occupation_t{
char dept_name[30];

Serialized Version

Serialized Version, when mternal structure pointer 1s NULL



Internal Data @ Serializer @ Serialized Data‘

Send over the
Network

Data Senalization

- Data DeSeralization

- DeSerializer

4

Internal Data |




Data Serialization and Data Deserialization

Data DeSenalization 5

S
(Serialized version e Seralize S0
Ex1 : Simple Structures : of §) (Reconstruct S
From S’)
<name 30 B> <age 4 B> <weight 4 B> <name 30 B> | 2B | <age 4 B> <weight 4 B>
Serialized Version (S°) Memory foot print (S)
person_t * de_serhalize_person_t (ser_buff_t *b) /*Input”/

g : {
struct person_t {
char name[30];

unsigned it sentinel = 0;
de_serhalize_data((char *)&sentinel, b, sizeof(unsigned nt));
if(sentinel == OxFFFFFFFF)

mnt age;
int weight; return NULL;
}: serialize_buffer_skip(b, -1 * sizeof(unsigned int));
person_t *obj = calloc(1, sizeof(person_t));
de_serhalize_data((char *)obj->name, b , sizeof(char) * 30);
de_serhalize_data((char *)&obj->age, b, sizeof(int));
These highlhighted lines must always /)61 present in [he' beginning of all de_serialize_S() routines ! de_serlialize_data((char *) &Obj->W€igh t, b, sizeo f(in t));
Lets call these lines of code as “Sentinel Detection Code” e el



Data DeSenalization

Conventions :
1. For a given structure S, signature of deserialize routine will be :
S* de_serhialize_S (ser_buff t *b);

2. The de_seralize_data should be written as :

de_serhialize_data((char *)&obj-><field name>, b, sizeof(field_data_type)); /*If field 1s not an arra
de_serhalize_data((char *)obj-><field name>, b , sizeof(field_data_type) * array_size); /*If field 1s an array™/
person_t * de_serlialize_person_t (ser_buff_t *b) /*Input”/
. {
Eg ’ unsigned nt sentinel = 0;
struct person_t { de_serhalize_data((char *)&sentinel, b, sizeof(unsigned nt));
char name|[30]; if(sentinel == OxFFFFFFFF)
: . return NULL;
%nt age,’ serialize_buffer_skip(b, -1 * sizeof(unsigned int));
mt weight;
}; person_t *obj = calloc(1, sizeof(person_t));

de_serhalize_data((char *)obj->name, b , sizeof(char) * 30);
de_serhalize_data((char *)&obj->age, b, sizeof(int));
de_serhalize_data((char *)&obj->weight, b , sizeof(int));
return obyj;



Data DeSenalization

person_t * de_serhalize_person_t (ser_buff_t *b)

/*Input®/

unsigned int sentinel = 0;

de_serlialize_data((char *)&sentinel, b, sizeof(unsigned nt));

{
Ex2 : Nested Structures :
Eg:
struct person_t {
char name|[30];
It age;
struct occupation_t occ;
mt weight;
I8
struct occupation_t{
char dept_name|[30];
mt employee_code; )

Serialized Version (S)

Desenalization

Memory foot print (S)

if (sentinel == OxFFFFFFFF)
return NULL;
serialize_buffer_skip(b, -1 * sizeof(unsigned int));

person_t “obj = calloc(1, sizeof(person_t));

de_serhalize_data((char *)obj->name , b , sizeof(char) * 30);
de_serlialize_data((char ")&obj->age , b , sizeof(int));
struct occupation_t *occ = de_serhalize_occupation_t (b);
obj->occ = *occ; /*shallow copy, no need to copy internal objeetS, if any*/
free (occ); /*shallow free, do not free internal member
de_serlialize_data((char *)&obj->weight, b , sizeof(in
return oby;

struct occupation_t *
de_serliaze_occupation_t (ser_buff_t *b){



Data DeSernalization person_t * de_serhalize_person_t (ser_buff_t *b) /*Input*/

{
unsigned nt sentinel = 0;
Structures with pointer members de_serhalize_data((char *)&sentinel, b, sizeof(unsigned int));
if(sentinel == OxFFFFFFFF)
Ex:3 return NULL;;
struct person_t { sertalize_buffer_skip(b, -1 * sizeof(unsigned int));
char name[30];
int age; person_t *obj = calloc(1, sizeof(person_t));
struct occupation_t *occ; de_serhalize_data((char *)obj->name, b, sizeof(char) * 30);
int weight; de_serhalize_data((char *)&obj->age , b, sizeof(int));
}: obj->occ = de_serialize_occupation_t (b);
_ de_serhalize_data((char *)&obj->weight , b, sizeof(int));
struct occupation_t{ return obj;
char dept_name|[30]; )

it emp_code;

|5

Serialized Version

[0 [ B] G | et [ |

Reconstructed object

Reconstructed object




Data DeSenalization

person_t * de_serhalize_person_t (ser_buff_t *b) /*Input”/
{
Structures with pointer members unsigned int sentinel = 0;
de_serhalize_data((char *)&sentinel, b, sizeof(unsigned int));
Ex:3 if(sentinel — OxFFFFFFFF)
struct person_t { return NULL;

char name[30];
mt age;
§truct -OCCUpathIl_t “oce; /7 = NULLY/ person_t “obj = calloc(1, sizeof(person_t));
it weight; de_serhialize_data((char *)obj->name, b , sizeof(char) * 30);
b de_serhalize_data((char *)&obj->age , b, sizeof(int));
obj=>occ = de_seralize_occupation_t (b); /*Returns NULL*/
de_serhalize_data((char *)&obj->weight , b , sizeof(int));
return oby;

sertalize_buffer_skip(b, -1 * sizeof(unsigned int));

struct occupation_t{
char dept_name|[30];
it emp_code;

|5 j

Serialized Version

v [t | vy i

Reconstructed object



Serializing a Linked List “Abhishek”, “Jack”,
31, “Mike”, 42,
struct list._node_t { j;gi:; . 32, ;giggg
struct person_t *data; ’ NULL, ’
71 72 65

struct list_node_t *night;

struct list_t {
struct list_node_t *head;

5

struct person_t {
char name|[30];
It age;
struct occupation_t *occ;
mt weight;




Serializing a Linked List
void sertalize_list_t (struct list_t *oby, ser_buff t *b)
struct list_t { {
struct list_ node_t *head; SENTINEL—INSERTIQN—CODE’
serialize_list_node_t ( obj->head, b);
I8 }
) void serialize_list node_t (struct list_ node_t *obyj, ser_buff _t *b)
struct list._node_t { {
struct person_t *data; SENTINEL _INSERTION_ CODE;
struct list_node_t *right; serlalize_person_t (obj->data, b);
}: serialize_list_node_t (obj->right, b);



De-Serializing a Linked List “Abhishek”, “Jack”,
31, “Mike”, 42,
“SE” 82, “Mgr”

struct list._node_t {
struct person_t “data;
struct list_node_t *night;

52437, NULL, 72438,
71 79 05

»
»

»
>

struct list_t {
struct list_node_t *head;

5

Reconstruct the entire Linked List
struct person_t {

char name|[30]; (De-serialize)
It age;

struct occupation_t *occ;

mt weight;

Sernalized Linked List



. : truct hist_ t * d lialize list t buff t *b Tnout*
De-Serializing a Linked List ? cLAs e_serhalize_list_t (ser_buft_t *b) /*Input*/

SENTINEL_DETECTION_CODE;
struct list_t {

struct list_node_t *head; struct list_t *obj = calloc(1, sizeof(struct list_t));
}; obj->head = de_sernalize_list node_t (b);
return oby;
}

struct list._node_t {
struct person_t “data;
struct list_node_t *right;

|5
struct list node_t * de_serlialize list node t (ser_buff t *b)
struct person_t { {
char name[SO]; SENTINEL_DETECTION_CODE;
It age;
struct occupation_t *occ; struct list_node_t *obj = calloc(1, sizeof(struct list_node_t));
mt weight; obj->data = de_serialize_person_t (b);
k obj->right = de_serhalize_list_node_t (b);
return oby;



PIT FALL !!

struct person_t { struct occupation_t {
char name[30]; struct work_ex_t *wx; /* = NULL*/
It age; char offc_addr[30];
struct occupation_t *occ; )
mt weight;
h;
S1

Serialized Object S1’

N
Can you think how de_serialize_person_t()

Serialized Object S2° Would reconstruct the actual object from

_ Serialized objects S17 and S2’ respectively ?



PIT FALL !!

struct person_t { struct occupation_t {
char name[30]; struct work_ex_t *wx; /* = NULL"/
It age; char offc_addr[30];
struct occupation_t *occ; )
mt weight;
I8
Serialized Object S1’

de_serlialize_per

Serialized Object S2° son_t()

In both the cases, de_serialize_person_t() reconstruct
the object S2 only Reconstruct the object S2

2B
How to deal with this problem ? -



PI'T FALL -> Just Another Example “Abhishek”,
31,
struct list._ node_t { 532:37
struct person_t *data; 71 ’

struct list_node_t *right;

|5

struct list_t {

struct list_node_t *head;

|5

Serialized Linked List

®
What’s Wrong ! We have lost the data !!

Desernalization

“Jack”,
42,
“Mgr”
72438,
05

“Abhishek”,
31,

« SE”

52437,

71




Case 1:

struct person_t {
char name[30];
mt age;
struct occupation_t *occ; /
mt weight;

*

= NULL*/



PIT FALL !!

Final Verdict and Solution

Root Cause :
» De - Sernalizer cannot distinguish in between these two cases :

» Case 1 : Whether the pointer member T of the parent structure S is NULL
Or

» Case 2 : Whether the first member of the nested structure T 1s NULL,

» Solution :

» The first member of the internal object (pointed by pointer member field) should not be pointer member, Avoid it
Note : The starting address of the C objects 1s same as starting address of Ist member of the object

Case 2 : struct person_t { struct occupation_t {
char name[30]; struct work_ex_t *wx; /* = NULL"/
It age; char offc_addr[30];
struct occupation_t *occ =
mt weight;



} person_t;

typedef struct _company_t_ {
char comp_name|[32];
mt emp_strength;
person_t * CEQ;

} company_t;



Serializing and De-Serializing arrays _
void Ser 1ahze_per SO _t (person_t *obj, ser_bufl_t *b){

struct _person_t_ { SENTINEL INSERTION CODE;
char name|[32]; inti=0;
company_t dream_companies|3]; for(i=0:1<3:i+)
company i o coie_ompanies| ) sertalize_company_t (&obj->dream_companies|i], b);
} person_t; }
typedef struct _company_t_ { for(1=10;1<3;1++){
char comp_name|[32]; serialize_company_t (obj->dream_companies|i], b);
mt emp_strength; }
person_t * CEQ; }

} company_t;



Serializing and De-Seralizing arrays

struct _person_t_ {

char name|[32];

company_t dream_companies|3];

company_t “non_core_companies|[3];
} person_t;

typedef struct _company_t_ {
char comp_name|[32];
mt emp_strength;
person_t * CEQ;

} company_t;

person_t * de_serialize_person_t (ser_buff_t *b){

SENTINEL_DETECTION_CODE;

person_t “obj = calloc(1, sizeof(person_t));
de_serialize_data((char *)&obj->name, b, sizeof(char) * 32);
mt1=0;

(for1=0;1< 3; 1+
company_t *company = de_serialize_company_t(b);
obj->dream_companies[i] = *company; /”shallow copy*/
free(company); /*shallow free*/

}

(for1=0;1< 3; 1++){
company_t *company = de_serialize_company_t(b);
obj->non_core_companies[i] = company; /*No copy required ™/

return oby;



Limitations

» Hmm ! Do you see any limitation !

» How will you serialize & De-serialize structures with back pointers , say, Circular Linked Lists, Graphs
etc ? Do you see a problem.

» Yes, the problem is your (De)-Serializers will go in infinite loop with cyclic Objects ! I leave it to you to try !

» Note that, Structures and not Cyclic, its objects (instantiation of structures) which can be cyclic

» So, do not try to Deserialize the objects with back—pointer S



Code Walk

Example of Serialization and Deserialization of Structures

Download :
git clone http:://github.com/csepracticals/RPC

Go mside Dir : RPC/De_Serialization

Files :

person_t.h

sentinel.h
serialization_person.c
serialize.c

serialize.h

Steps to compile :

gece -g -¢ serialization_person.c -o serialization_person.o
gee -g —c serlalize.c -o serialize.o

gece -g serialization_person.o serialize.o -o exe

Run :
Jexe



Data Serialization and Data Deserialization

(De)Serializing generic Data structures

And

handling void pointers



Generic Data structures

» Generic Data structures are Structures which work with every other data structure

» These data structure are not tied to any specific application, and can be used with any
application 1n general

For example , Linked List, Stacks, Queues, Trees, Graphs and many others

struct list_ node_t{ struct list_ node_t{

struct person_t*data; void "data;

struct list_node_t *right; struct list_node_t *night;
I8 b

x v



Generic Data structures

T #include “hist.h”
e ——

tinclude “list.h”
Generic Data — ——)

Structures

#include “list.h”
}

Thumb Rule : You cannot write any application specific code/Data structure in Generic DS files



(De)Senalizing generic Data structures

So, how would you write the Serializing/
De-seralizing routines for this modified

— struct list._node_t { .
Generic Linked void”data; list node_t structure ? ©
List struct list_node_t *right;
I8
void serialize_list_node_t (struct hist_node_t *oby, ser_buff_t *b) struct list node_t * de_serhalize list node_t (ser_buff t *b)
{ {
/*Sentinel Insertion Code*/ /™ Sentinel Detection Code */
serialize_ XXX (obj->data, b); /* Problem : What 1s XXX ??*/ struct list_node_t *obj = calloc(1, sizeof(struct
serialize_list_node_t (obj->right, b); list_node_t));
} obj->data = de_serialize. XXX (b); /*Problem !!*/
obj->right = de_serhalize_list_node_t (b);
return oby;
}

We need to know the data type of data held to write the serializing/deserializing routines !
But this info 1s not available. Then how to Serialize/Deserialize the generic data structures ??



(De)Senalizing generic Data structures

Whenever we Need to write a code which Must be generic and
should support all Data types , we must think of Function pointers !!

Fxample : Write a sorting program to sort the array of Data type T !

Let’s Use the function pointers to help us out !



(De)Sernalizing generic Data structures

struct list._ node_t {
struct person_t *data;
struct list_node_t *right;

Old code

void serialize_list_node_t (struct list_node_t *obj, ser_buff_t *b)
{
serialize_person_t (obj->data, b);
serialize_list_node_t (obj->right, b);

struct list._ node_t {
void *data;
struct list_node_t *right;

New code

void serialize_list_node_t (struct list_node_t *obj, ser_buff_t *b,
void ("serialize_fn_ptr)(void
*, ser_bufl t *b))
{
serialize_fn_ptr(obj->data, b); /* Generic, work for all Data types !!*/
serialize_list_node_t (obj->right, b);



(De)Sernalizing generic Data structures

struct list_ node_t { struct list_t {
ﬂ void *data; struct list._node_t *head;
Genenc; Linke struct list_node_t *night; };
List }:

Example :
» Suppose we are using generic linked list to store the data objects of type struct person_t

» Our goal 1s to use the below API for serializing our linked list without making the linked list Serializing
routine user defined data structure specific

void serialize_list_node_t (struct list_node_t *oby, ser_buff t *b,
void ("serialize_fn_ptr)(void *, ser_buft_t *))



(De)Sernalizing generic Data structures

Step 1 :
Write a wrapper function for vord serialize_person_t (struct person_t “oby, ser_bufl” t *b). Step 1 will give us a generic interface.
void serialize_person_t_wrapper(void *obj, ser_buff_t *b) {
serialize_person_t (oby, b);
}
Step 2 :
Change the signature of serialize_list_node_t (struct hist_node_t “oby, ser_buff_t *b) to
void serialize_list_node_t (struct list_node_t *oby, ser_buff_t *b,
void (*serialize_fn_ptr)(void *, ser_buft_t *))
Step 3 :

Since, serialize_list_node_t() 1s mvoked from serialize_list_t (), we need to pass the wrapper fn_ptr as additional argument
to serialize_list_t() also which in turn will pass this additional fn_ptr argument to serialize_list_node_t().
New defimitions of Serializing routines for linked list 1s captured on next shde.



(De)Sernalizing generic Data structures

Step 4 :

Change the signature of serialize_list_t (struct list_t *oby, ser_buff_t *b) to
void serialize_list_t (struct list_t *oby, ser_buff_t *b, void (*serialize_fn_ptr)(void *, ser_buff_t *))

Step 5 :
Simply 1nvoke the new modified serializing routine as follows :

serialize_list_t ( obj, b, serialize_person_t_wrapper);
serialize_list_node_t (oby, b, serialize_person_t_wrapper);



(De)Senalizing generic Data structures

New Modified Serializing Routines for Generic Linked List

void serialize list_t (struct list_t *oby, ser_buff t *b, void serialize_list_node_t (struct list_node_t *obj, ser_buff_t *b,
void (*serialize_fn_ptr)(void *, ser_buff_t ¥)); void (“serialize_fn_ptr)(void *,
{ ser_bufl t *))
sertalize_list_node_t ( obj->head, b, serialize_fn_ptr); {
] /*Generic, work for all Data types !!*/

serialize_fn_ptr ( obj->data, b);
serialize_list_node_t (obj->right, b);

}

» You can see, that, Linked List serialization code 1s independent of any application specific data type !

» It is the responsibility of the application while serializing the linked list to pass the function pointer for the data type for
which linked list 1s a holder

How to invoke :  serialize list ¢ (oby, b, serialize_person_t_wrapper);



(De)Sernalizing generic Data structures

Assignment !!

Apply the same technique to write de_sernializing routines for
Generic Linked Lists !



Coding Assignments




Data
(De)Senalization

Thank you






Remote Procedure Calls (RPC)

Agenda

» Whatis RPC?

Remote
Procedure

» RPC Architecture and Design

» Implementation of RPC from scratch
» Client Stubs
» Server Stubs

» What problem RPC solves ?

» Summary

Pre-requisite : Minimal socket programming, C

programming, Data Serialization (RP‘ :)



Remote Procedure Calls (RPC)

- Whatis RPC?

As the name suggest, RPC means, invoking a function/procedure which 1s implemented and
running on a remote machine n the network

* In programming, you usually call functions , but those functions are the part of same program
* In RPC, your application mvokes the functions which resides on a remote machine
e RPC creates an illusion as 1f you are imnvoking the local function, but in reality, that function 1s remote

*  You cannot implement that remote function locally, because mternally that function does certain things which 1s
not supported on your local machine

Eg : Accessing other company’s confidential Database (Security)
Function which are computationally intensive and require more resources



Remote Procedure Calls (RPC)

- Whatis RPC?

Let us take an Example of Multiplying two numbers to understand RPC steps

A Big Picture

e

it multiply(int a, it b){
void main(){

| aaemmT It ¢ = a*b;
inta = multlplyg_ ,f))z ______________________ return c;
print a; RPC Result }

} (c)

e Instead the remote server performs the operation

*  Your machine do not know how to Multiply two integers o (R e el mes ek o e

*  You rely on service from remote servers

Obwviously, Since the two machines are interacting over a network, underlying communication
Channel 1s Network - Socket programming needs to be used to send and receive RPC data



RPC Steps

The entire RPC mechanisms can be divided into 9 Steps :

Step 1 : Chent program mvoking the RPC with arguments
eg : multiply (2, 3)

Step 2 : Chent program Converting the arguments into Serialized form of Data
(Data Serialization/Marshalling)

Phase 1 : Client Side Steps

Communication from Client to Server Side

Step 3 : Client program Shipping the Serialized Data over network to RPC Server 1 : Serialization/Marshalling
Step 4 : RPC Server receiving the Serialized Data obtained in step 3 from client :

Step 5 : RPC Server Un-marshalling the Serialized data recvd from client in step 4
(Data De-Serialization/Un-Marshalling)

Step 6 : RPC Server Invoking the actual RPC with Argument
eg : result = multiply (2, 3) mnvocation on Server side

Phase 2 : Server Side Steps

Communication from Server back to Client Side

Step 7 : RPC Server Serializing the result of RPC invoked 1 step 6 1 : DeSerialization/UnMarshalling
(Data serialization/Marshalling) 2 : Serialization/Marshalling

Step 8 : RPC Server sending the Serialized result of Step 7 back to client

Step 9 : Chient UnMarshalling the result recvd and print/process it Pl 3 - Cl : :
1ase 3 : Client Side Final Ste
(Data De-Serialization/Un-Marshalling) - p

1 : DeSernalization/Un-Marshalling



RPC Steps

Phase 1 : Communication From Client to Server

Application

(multiply.c)
RPC Client

Int
Step I} multiply_rpc
(int a, Int b)

Serialized Data
rpc_send_recv (

e o

multiply_client_stub [
_marshal

Step 2
Marshalling/

(int a, int b)

Step 3 N

T Sending Data to Server
Serialization

Client Side Steps

RPC Server




RPC Step # 2 Marshalling of Arguments on Client side

INPUT OUTPUT

Sent to Server using

b Sockets
Intbh =
" Serialized data Step 3
Arguments to the RPC

RPC : multiply_rpc (int a, int b)

e Signature : ser_buft_t * multiply_chent_stub_marshal(Argl, Arg2, ...)
» multiply_client stub_marshal() routine 1s responsible to serialize the arguments of the RPC



Remote Procedure Calls (RPC)

RPC Step # 3 Sending and Receiving Data from Server

void rpc_send_recv
(ser_buff_t *send_ser_data, ser_buff_t*empty_ser_buffer);

* send_ser_data - Serialized data prepared in step 2 by client_stub_marshal() to be sent to server

* empty_ser_buffer - Empty buffer to recv the data (result) received from server



What we have done so far ?

*  We have learnt , how to Marshal the arguments into single buffer on chent side (client_stub_marshal())
* Sending the buffer to the server over the network (rpc_send_recv())

* Let us see the Actual Implementation . . .



RPC Steps

The entire RPC mechanisms can be divided into 9 Steps :

Step 1 : Chent program mvoking the RPC with arguments
eg : multiply (2, 3)

Step 2 : Chent program Converting the arguments into Serialized form of Data
(Data Serialization/Marshalling)

Phase 1 : Client Side Steps

Communication from Client to Server Side

Step 3 : Client program Shipping the Serialized Data over network to RPC Server 1 : Serialization/Marshalling
Step 4 : RPC Server receiving the Serialized Data obtained in step 3 from client :

Step 5 : RPC Server Un-marshalling the Serialized data recvd from client in step 4
(Data De-Serialization/Un-Marshalling)

Step 6 : RPC Server Invoking the actual RPC with Argument
eg : result = multiply (2, 3) mnvocation on Server side

Phase 2 : Server Side Steps

Communication from Server back to Client Side

Step 7 : RPC Server Serializing the result of RPC invoked 1 step 6 1 : DeSerialization/UnMarshalling
(Data serialization/Marshalling) 2 : Serialization/Marshalling

Step 8 : RPC Server sending the Serialized result of Step 7 back to client

Step 9 : Chient UnMarshalling the result recvd and print/process it Pl 3 - Cl : :
1ase 3 : Client Side Final Ste
(Data De-Serialization/Un-Marshalling) - p

1 : DeSernalization/Un-Marshalling



RPC Steps

Steps 4,5,6

Application|
(multiply.c)

R = multiply | Step 6
(a,b) Invoke the actual RPC

multiply_rpc |
(int a, Int b)

Step 1

Step 5 UnMarshalling the
Arguments

Serialized Data

. 3 multiply_server_stub_un |
multiply_client_sub ) O <O <O - oo < R marshal
|

_rr(larls)l)lal Step 2 Step 3 Step 4 (ser_buff_t *data) |
2 == Marshalling Sending the serialized Receiving the serialized data
of Arguments data to Server

Client Side Steps

Server Side Steps



Remote Procedure Calls (RPC)

RPC Step # 4 Receving the senalized data from chent

Step # 5 Un-Marshalling of Serialized Data On Server
side

Phase 2 : Communication From Client to Server

INPUT ouTPUT
argl
Step 4 Int a
e pryin
server_stub_unmarshall
(ser_buff _t *rcv_ser_data) argz Intb

Serialized data
Received from client

Step 5
Unmarshall the arguments

Remote Invocation
Eg : multiply (int a, int b)

Step 6

» server_stub_unmarshall()1s responsible to reconstruct the arguments from received serialized bufter

* Signature : <rpc return type> server_stub_unmarshal (ser_bufl t *ser_data)



What we have done so far ?

*  We have learnt , how the server Unmarshal and reconstruct the arguments (server_stub_unmarshal())
e  With arguments reconstructed, Server calls the actual RPC

* Let us see the Actual Implementation . . .



RPC Steps

The entire RPC mechanisms can be divided into 9 Steps :

Step 1 : Client program mvoking the RPC with arguments
eg : multiply (2, 3)

Step 2 : Clhient program Converting the arguments into Serialized form of Data . . . .
(Data Serialization/Marshalling) ‘ Phase 1 : Client Side Steps

Communication from Client to Server Side

Step 3 : Client program Shipping the Serialized Data over network to RPC Server 1 : Serialization/Marshalling
Step 4 : RPC Server receiving the Serialized Data obtained n step 3 from client :

Step 5 : RPC Server Un-marshalling the Serialized data recvd from client in step 4
(Data De-Serialization/Un-Marshalling)

Step 6 : RPC Server Invoking the actual RPC with Argument
eg : result = multiply (2, 3) mnvocation on Server side

Phase 2 : Server Side Steps

Communication from Server back to Client Side

Step 7 : RPC Server Serializing the result of RPC invoked 1 step 6 1 : DeSerialization/UnMarshalling
(Data serialization/Marshalling) 2 : Serialization/Marshalling

Step 8 : RPC Server sending the Serialized result of Step 7 back to client

Step 9 : Chient UnMarshalling the result recvd and print/process it
(Data De-Serialization/Un-Marshalling)

1 : DeSernalization/Un-Marshalling



RPC Steps

sendto (ser_buff t *) |

to chent ] < il void b . Step 7
multply_server_stub_mars Serialize th ¢
Steps 7,8 Step 8 R ser_buff ¢ ) erialize the outpu

Of RPC of step 6
Sending the Serialized result

Back to client

Application I
(multiply.c) |

R = multiply | Step 6
(a,b) Invoke the actual RPC

multiply_rpc|
Step 1 (int a, int b) |
Step 5 UnMarshalling the
Arguments

Serialized Data

. . multiply_server_stub_un |
multiply_client_stub| E—— O+ O« O« O O ’ marshal
|
_marshal Step 2 Step 3 Step 4 (ser_buff t *data) |

{a,b) Marshalling Sending the serialized Receiving the serialized data
of Arguments data to Server

Client Side Steps Server Side Steps




Remote Procedure Calls (RPC)

void
Step 8 multiply_server_stub_ma
Send the sertalized rshall
data back to client (R, ser_buff_t *b)

Over the network

Step 7

RPC result
R

Step 6



RPC Steps

The entire RPC mechanisms can be divided into 9 Steps :

Step 1 : Client program mvoking the RPC with arguments
eg : multiply (2, 3)

Step 2 : Clhient program Converting the arguments into Serialized form of Data
(Data Serialization/Marshalling)

‘ Phase 1 : Client Side Steps

Communication from Client to Server Side

Step 3 : Client program Shipping the Serialized Data over network to RPC Server 1 : Serialization/Marshalling
Step 4 : RPC Server receiving the Serialized Data obtained n step 3 from client :

Step 5 : RPC Server Un-marshalling the Serialized data recvd from client in step 4
(Data De-Serialization/Un-Marshalling)

Step 6 : RPC Server Invoking the actual RPC with Argument
eg : result = multiply (2, 3) mnvocation on Server side

Phase 2 : Server Side Steps

Communication from Server back to Client Side

Step 7 : RPC Server Serializing the result of RPC mvoked m step 6 1 : DeSerialization/UnMarshalling
(Data serialization/Marshalling) 2 : Serialization/Marshalling

Step 8 : RPC Server sending the Serialized result of Step 7 back to client

Step 9 : Chient UnMarshalling the result recvd and print/process it
(Data De-Serialization/Un-Marshalling)

1 : DeSernalization/Un-Marshalling



RPC Steps

Steps 9

sendto (ser_buff_t *) | -
multiply_server_stub_marshal

Serialize the output

Step 8 (R) Of RPC of step 6
Sending the Serialized result

Back to client

multiply_client_stubl Step 9

_unmarihal Unmarshal the result R = multiply | Step 6
(ser_buff_t *result) SN process the result (a,b) Invoke the actual RPC

Application I
(multiply.c) |

multiply_rpci
Step 1 (int a, Int b) |
UnMarshalling the

T Step b Arguments

Serialized Data multiply_server_stub_un |

p—— . —— [————
|

_marshal Step 2 Step 3 Step 4 (ser_buff_t *data) |
{a,b) Marshalling Sending the serialized Receiving the serialized data
of Arguments data to Server

Client Side Steps Server Side Steps




Remote Procedure Calls (RPC)

RPC Step # 9 Unmarshal the Sernalize data received

from Server

Phase 3 : Client side Final Step

<rpc_return_type >
Got the final RPC result multiply_client_stub_un

marshal
(ser_buff_t *result)

Hurray !!

Step 9

Serialized data from
server

Step 8



RPC Steps - Complete

C ps - Comp sendto (ser_buff_t *) | *
Al - ser_buff_t Step 7
o clien ultip_server_stub_marshal‘

Serialize the output

Step 8 (R) Of RPC of step 6
Sending the Serialized result

Back to client

multiply_client_stubl Step 9

_unmarihal | Unmarshal the result R = multiply | Step 6
(ser_buff_t "result) ' N process the result (a,b) Invoke the actual RPC

Application I
(multiply.c) |

multiply_rpci
Step 1 (int a, Int b) |
UnMarshalling the

T Step b Arguments

Serialized Data multiply_server_stub_un |

p—— . —— [————
|

_marshal Step 2 Step 3 Step 4 (ser_buff_t *data) |
{a,b) Marshalling Sending the serialized Receiving the serialized data
of Arguments data to Server

Client Side Steps Server Side Steps




Remote Procedure Calls (RPC)

Client Side Steps

<ser_buff t *>
rpc_fn_client_stub_marshal |
(Argl, Arg2...)

‘ RPC Finished J

<rpc_return_type>

(ser_buff t*)

rpc_fn_client_stub_unmarshal |

<rpc_return_type>
rpc_in (Argl, Arg2...)

‘ O 1O +H1 O -+ OO -

Serialized Arguments

RPC Cycle

RP O ORORORO ‘

Serialized RPC result

Server Side Steps

void
rpc_fn_server_stub_unmarshal |
(ser_buff t )

1

<rpc_return_type>
rpc_fn (Argl, Arg2...)

void
rpc_fn_server_stub_marshall |

(R, ser_buff t *)




Remote Procedure Calls (RPC)

Client Side Steps

<ser_buff t *>
rpc_in_client_stub_marshal
(Argl, Arg2...)

‘ RPC Finished J

<rpc_return_type>
rpc_in_client_stub_unmarshal

(ser_buff t*)

<rpc_return_type>
rpc_in (Argl, Arg2...)

‘ O 1O +H1 O -+ OO -

Serialized Arguments

RPC Cycle
4 supporting routines
For each RPC

RP O ORORORO ‘

Serialized RPC result

Server Side Steps

void
rpc_in_server_stub_unmarshal
(ser_buff t )

1

<rpc_return_type>
rpc_fn (Argl, Arg2...)

void
rpc_fn_server_stub_marshall

(R, ser_buff t *)




Remote Procedure Calls (RPC)

| RPC Identity

RPC_Client

‘ O -1 O =1 0O+ 00 - RPC_Server

Serialized Arguments

» When RPC Client sends Serialized RPC Arguments to RPc Server, How RPC Server would know
which RPC the client is trying to mvoke ?

» In our example, client sent serialized arguments which were two integers

» RPC Client may want to multiply, add, subtract or may request any other operation on these
two 1ntegers

» In Senalized data sent by client, we need to encode the information about RPC 1dentity



RPC Identity

RPC_Client RPC Hdr Serialized Argument RPC_Server

Serialized data

» RPC Client needs to attach a header to serialized arguments it 1s sending to RPC server
» 'This header should contain information about RPC Id.

typedef struct rpc_hdr_{

uint rpc_id;

uint pay_load_size;
} rpe_hdr_t;

Tip : Before preparing the seralized data from Arguments of RPC , insert the Header first in the serialized buffer.



Senalized Size of the structure

LFg .
struct person_t { N
char name|[30]; — 2 B of extra padding
0l 25 — Size = 40 B
mt weight;
i

Compiler size of structure : sizeof(struct person_t) = 40 Bytes

Serialized size of structure : sizeof(char) * 30 + sizeof(int) + sizeof(int) = 38 Bytes
= Sum of sizes of all individual fields of a structure



Remote Procedure Calls (RPC)

/* client_stub_marshal() */ _ RPC Identity |
ser_buff t* : |

multiply_client_stub_marshal (int a, int b){

mit_serialized _buffer_of defined_size(&client send_ser buffer,

MAX_RECV_SEND_BUFF_SIZE);

Next=0
/*Reserve the hdr space™/ available available
serialize_buffer_skip(chient_send_ser_butfter, serialized_hdr_size);
/*prepare the hdr*/ Hdr (8B)
Next =8
rpc_hdr_t rpc_hdr;

rpc_hdr.rpc_id = MULTIPLY_ID;
rpc_hdr.pay_load_size = 0; /*We don’t know yet*/

/*Serialize the first Argument™/

serialize_data(client_send_ser_buffer, (char *)&a, sizeof(int)); Data
/*Serialize the second Argument™/

serialize_data(client_send_ser_buffer, (char *)&b, sizeof(int));

Hdr (8B) PL (8B)
Next = 16
/*Now we know the size of payload, msert the hdr*/
rpc_hdr.pay_load_size = get_serialize_buffer_data_size(chient_send_ser_buffer) - S i
- sertalized_hdr_size); o
copy_in_serialized_buffer_by_offset (chent_send_ser_buffer, sizeof(rpc_hdr.rpc_id),
. : Hdr (8B) PL (8B)
(char *)&rpc_hdr.rpc_id, 0); Next = 16
copy_in_serialized_buffer_by_offset (chent_send_ser_buffer, sizeof(rpc_hdr.pay_load_size), on Dt
(char *)&rpc_hdr.pay_load_size, B 8 ot _

sizeof(rpc_hdr.rpc_id));
return client_send_ser_buffer; Hdr (8B) PL (8B)

}

Next = 16



RPC Identity

Obtain the RPC ID

Obtain the Payload size

<=

void

I'PC_SETVET_Process_1msSg(ser_buff_t “server_recv_ser_buffer,

ser_buff t *server_send_ser_ buffer){

rpc_hdr_t rpc_hdr;

de_serialize_data((char *)&rpc_hdr.rpc_id, server_recv_ser_bulffer,
sizeof(rpc_hdr.rpc_id));

de_serahize_data((char *)&rpc_hdr.pay_load_size, server_recv_ser_buffer,
sizeof(rpc_hdr.pay_load_size));

if (rpc_hdr.rpc_id == MULTIPLY_ID){
mt res = multiply_server_stub_unmarshal(server_recv_ser_buffer);
multiply_server_stub_marshal(res, server_send_ser_buffer);

}

else 1if (rpc_hdr.rpc_i1d == ADDITION_ID){
mt res = addition_server_stub_unmarshal(server_recv_ser_buffer);
addition_server_stub_marshal(res, server_send_ser_buffer);

}
elseif (...){



Remote Procedure Calls (RPC)

RPC use cases |

e The RPC Servers can support thousands of RPCs.

* For RPCs to be usable by clients, RPC Servers have to publicly publish the RPC signatures

* Using RPCs, RPC Servers grant a monitored and controlled access to RPC client’s on its (Server’s) resources
* For example : Airlines such as Indigo, Emirates, Air Asia etc can grant an access to their databases to
websites such as Makemytrip.com Or Airbnb etc through RPC mterface

* RPC 1s a way by virtue of which the Resource holder (Airlines) allow the Resource requesters
(Makemytrip.com etc) to access their resources (Airlines) 1 a way that holder’s want

“Hey Il Here are my resources, I grant an access to you and you can perform only these operations on my
resources. Not more than that Il”

 REST (REpresentation State Transfer) 1s a brother of RPC - Same purpose but shghtly in a different way, with
different benetfits



RPC use cases

Favorable conditions to Use RPC

Tight coupling : The (distributed) components of the system are designed to work together,
and changing one will likely impact all of the others. It 1s unlikely that the components will have
to be adapted to communicate with other systems in the future.
Eg : OpenStack, Hadoop, Operating Systems

Uniform language : Systems in which All (or mostly all) components are be written in a single language.
It 1s unlikely that additional components written 1n a different language will be added 1n the future



Assignment

Q1. Create a linked List of person_t objects. Insert some records in linked list.
Implement an RPC struct list ¢ * rpc_get senior _citizens (struct list_t*), which returns the list of person_t objects who’s age
exceeds 60.

struct list_t {
struct list._node_t *head;

|5

struct list_ node_t {
struct person_t *data;
struct list_node_t *next;

|5
struct person_t {
char name|[32];

it age;
mt weight;

Q2. Implement another RPC which returns the record of the person_t object for eldest person 1n the list.

Make use of RPC hdr to distinguish between two RPC mvocation on RPC Server side.



RPC Exercises

Q3. Write the RPC as below to compute the sum of integers stored 1 a linked list.
unsigned mt rpc_compute_hist_sum (11_t *list);

Q4. Write the RPC as below to which takes an mput the linked list of integers and return two sub-linked
lists - one 1s the linked list of odd mtegers and other 1s the linked list of even integers.

Il_pair_t *rpc_linked_list_sphtter (11_t *list);
Where , ll_pair_t is defined as :
II_par_{
Il t "even_lst;

Il t "odd_lst;
}II_pair_t;



RPC Exercises

Q5. Wirite the RPC to find the sum of all nodes of a biary search tree

unsigned mt rpc_find_sum_bst (tree_t "tree);
Note : You can serialize the BST by choosing one of Pre-order/In-order/Post-order traversals.
You will find that deserialization of a tree do not results 1n construction of an exact clone tree on server
machine (Infact 1t will result in a linked list). Knowing exactly one of Pre-order/In-order/Post-order
traversal of a BS'T do not result in a unique BST.
Q6. Write the RPC to get the student details from Server

student_t "rpc_get_student_details (unsigned int rollno);

Assume, Server maintains a database of students



What Next ?

* In this course, we discussed mn Detail about Data Serialization and De-Serialization
*  We also witness, how RPC is heavily dependent on Data Serialization
* The Story 1s not yet over , but yes, the hard part 1s Gone !
e In the rest of the course, We shall explore what more you can achieve using Data Serialization, that includes

* Concept of Application State T'ransfer/Synchronization

e Concept of Check-pointing > ]n Release 2 of this course ! Stay Tuned ! ©

e Auto (De) - Senalizer’s Code Generation



Remote
Procedure

Thank YOO

I have put in so much hard work for you ,
You should repay me back with your honest review !
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State Synchronization

» Application State Synchronization means, Syncing the Application State to a redundant machine
running redundant backup instance of the application

» Application State Means the snapshot of all data structures kept in the memory
» Heap Memory

» Global Variables

» Application State keeps on changing - Data structures keeps updating with every mstruction executed
» Deletion
» Addition
» Update

» It is desirable for Applications which needs to up and running 27x7 to have backup mstance running on alternate machine
» In case the primary machine fails for any reason, back up instance should take over and continue to provide application

service

» For example, Network equipment's such as Router disrupt many Network users when they go down. It 1s desirable to have

a backup Router which takes over the Primary Router fHS[&H[])/’ when Primary router goes down

» Backup equipment must resume from the same state where primary equipment failed



Practical Use case

Router Synchronization

—=— A
f{\‘:"' x w bV

App State
I (Clone)

-

App State

1.2 Switch

R2 Should mstantly resume

From the same pomt of failure
of R1

Goal : Provide non disruptive service
to end users



State Synchronization

» We learnt, Receiving machine de-serialize the serialized data it has received and 1s able to reconstruct the clone of
data structures

» We can use this concept to implement data redundancy

» The primary machine can choose to periodically synchronize its entire application state to redundant machine(s), may be,
once n 10 min

» Redundant machine, refresh, its application state by rebuilding the data structures from serialized data received from
primary machine

» Primary machine can send keep alive messages to redundant machine. Keep alive messages tells the redundant machine

that primary machine 1s still operational ,
Periodic Keep alive msgs

Primary Redundant

» If Redundant machine do not receive keep alive message for 5 seconds, Redundant machine can assume Primary machine
has gone down, Redundant machine takes up the role of Primary and start delivering the service



Project on State Synchronization

» In the Industry, this concept is popularly termed as High Avarlability
» You can convert any program/project you have done before and add HA feature to it
» We have all tools and knowledge required to do this project
» Socket Programming
» Data Serialization/DeSerialization
» C Programming Or your choice !
» Your Application can have Various data structures
» Linked Lists
» Trees
> Queues .. .etc
» Serialize all data structures -> Send Serialized Data to Redundant machine using Sockets
» Add necessary information in Header like size of serialized payload, Identity of data structure being sync’d

» Redundant machine must reconstruct the Data structure by performing deserialization, and flush off the old copy

» Redundant machine must switch its role to primary if it don’t see keep alive msg for T seconds



cmonstraaon
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State



» Check-pointing is the process of saving the application running state to persistent storage

» Application running state 1s the snapshot of data structures kept in the memory
» Heap Memory
» Global Data structures

» Once the application state 1s saved into persistent storage, Same application state can be retrieved back from the
persistent storage at some later time

Application Application Application

z CHF1 g CHF2 z CHF3

Tl T2 T3

» Application State 1is saved in persistent storage, which can be retrieved whenever desired



Application

Appln Save its Appln Flush its current state,
State 1n and load the state from CH file
e “ CHFI ‘ CHF

Serialization of

De-Senalization of Data Structures
Data structures

Simply write the Serialized

Simply read the serialized data from
Butffer in a file

CH file and rebuild Obyjects

Let us discuss the implementation details regarding how check pomnting can be done



Industry Application of Check-pointing

» In Industry, devices are configured with loads of configuration at any point of time -
Whether Admin configured Or Dynamic

» Different Customers of Network equipment's have different requirements and configure the devices differently as per
their needs

» It 1s important to save the equipment state persistently, so, that in future we can revert back the device state as desirable

» Even the windows OS comes with the feature of check-pointing if you explore !



Please leave a review if not already

If you have reached this slide, then probably you loved the course !

Thank yvou !!



