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1 Startyour lab VM

Sign in to https://labs.azure.com, and start your lab VM

My virtual machines - Azure Lab X +

< & @ labs.azure.com

LA Azure Lab Services

My virtual machines

Microsoft 365

1.9 / 20 hour(s) used

D Running =


https://labs.azure.com/

Connect the VM as

- Username = student
- Password = Password1234

Windows Security

Enter your credentials

These credentials will be used to connect to ml-
lab-1ee72d2f-3333-4207-9a32-
e9f2eBed080a.southeastasia.cloudapp.azure.com.

student

LA L R L LAl ] M

I:l Remember me

Mare choices

OK Cancel




2 Directory synchronization

2.1 Run IdFix
1. On Hyper-V host, start dci (if it’s not running)

iﬂ Hyper-V Manager
File Action View Help

= x5  HE

% Hyper-V Manager
Ef ML-REFVM-147878 kel Mok

Mame State CPU Usage Assigned Memory Uptime

W dc Saved

E server] Off

E servers off

B wida Off
Off
Off

Connect...

Settings...

Checkpoint

B widb
B wite

Connect dcl

ii Hyper-V Manager
File Action View Help

=757 HE

ﬁ Hyper-V Manager -
Ef ML-REFVM-147878 e

Mame State CPU Usage Assigned Memory
B det Running g% 2000 MB

5 serverl
E serverd
B wia
B widb
B wite

SE285% %




2. Ondcl,signinas
- Username = Administrator
- Password = Password1

dcT'on ML-REFVM-147878

Other user

| administrator

Sign in to: CORP

How do | sign in to another domain?

Install IdFix from https://github.com/Microsoft/idfix

) GitHub - microsoft/idfi: Micrese: X 4 [~ = X
C @& github.com/Microsoft/idfix I A
SECURITY.MD refactor of application code Languages -
mkdocs.yml refactor of application code 14 menths ago
® PowerShell 20.9%
= README.md

IdFix : Directory Synchronization Error Remediation Tool

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active
Directory environment in preparation for migration to Azure Active Directory. IdFix is intended for the Active Directory
administrators responsible for directory synchronization with Azure Active Directory.

The purpose of IdFix is to reduce the time invelved in remediating the Active Directory errors reported by Azure AD
Connect. Our focus is on enabling the customer to accomplish the task in a simple expedient fashion without relying
upon subject matter experts.

The Microsoft Office 365 IdFix tool provides the customer with the ability to identify and remediate object errors in
their Active Directory in preparation for deployment to Azure Active Directory or Office 365. They will then be able to
successfully synchronize users, contacts, and groups from the on-premises Active Directory into Azure Active Directory.

ClickOnce Launch

You (ar_he application using the ClickOnce installer. Download and run the setup.exe file to install IdFix on
your machine.

~ Show all x



https://github.com/Microsoft/idfix

3. Click Query

Verify that IdFix detects user accounts those have non-routeable UPN

mi IdFix version 2.3.0.0 dct on ML-REFVM-147272

1] Office 365 Accept  Apply impert  Undo
DISTINGUISHEDNAME DBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION
Ch-user] DU-All Users, DC—corp, DC—ntemal userPrincipaliame TopLevelDomain userl @corp intemal user! @corp inteml v
CM-user? OU=Al Users, DG =corp D-irtemal user userPrncipalNams TopLevel Domain user2@oor intemal Userd@corp irtemal -
Cheuser3 OU=Al Users, DC=corp, DCrtemal user userPrincipaliame TopLevelDomain userd@corp intemal userd@cop intemal v

2.2 Fix non-routable UPN issues
1. Ondcl, open AD Domains and Trusts

dclon ML-REFVM-147878

Manage Tools

Active Directory Administrative Center

| Active Directory Damains and Trusts |
Active Directery Module for Windows PowerShell ‘
Right click Properties
ﬂ Active Directory Domains and Trusts [ del.corp.i-tom-=11 L -
7 corp.internal Change Forest...

Change Active Directory Domain Controller...
Operations Master...

Raize Forest Functional Level...
Wiew ¥

Refresh
Export List...

_Froperties
Help




Add yourdomain.xyz, and click OK

Active Directory Domains and Trusts [ del.corp.interna.., ?
LUPN Suffixes

The names of the cument domain and the root domain are the default user
principal name (UPM) suffixes. Adding atemative domain names provides
additional logon security and simplifies user logon names.

if you want atemative UPM suffixes to appear during user creation, add
them to the following list.

Altemative UPN suffixes:
[ | Add

flnovembercofice . [JErw—

Corca | [ too | [ Piob

2. Open AD Users and Computers

I r Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

- Active Directory Users and Computers




Select

- Userl
- User2
- User3

And open Properties

] Active Directory Users and Computers

File Action View Help

e rE I XE2 BRI eaETE%

] Active Directory Users and Computers [dcl.corp.internal] Mame Type Description
» [T Saved Queries
v 3 corpinternal
> [1 All Clients Add to a group...
> 2] All Groups Disable Account
> i—‘ All Servers Enable Account
=] All Users v
5 [ Buitin i
5 [ Computers Open Home Page
> 2] Domain Controllers Send Mail
» ] ForeignSecurityPrincipals T N
» [ Managed Service Accounts asks
» [E Users Cut
Delete
Help




Assign @yourdomain.xyz as the new UPN suffix

Properties for Multiple ltems ? >

General Account  Address  Profile  Organization

To change a property for multiple objects, first select the checkbox to
enable the change, and then select the change.

UPM suffix: @novembercoffee xyz e
[ ] Logen hours: Logon hours...
[ ] Computer restrictions: Log On To...
Account options:
] |ser must change password at next logon s
] lUser cannot change password
] Password never expires
| Store password using reversible encryption W
[ ] Account expires

MNever

End of: Sunday , August 1, 2021

Corcad | [ ool

3. On IdFix, click Query again

Verify non-routable UPN issues were resolved

[} 1dFix version 2.3.0.0
1] Office 365

+Ha .l dct on ML-REFYM-147272

Accept  Apply

Export Import Undo

DISTINGUISHEDNAME OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION
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2.3 Directory Synchronization
2.3.1 Install and configure Azure AD Connect
1. Ondcl

Download and install Azure Active Directory Connect from https://www.microsoft.com/en-
us/download/details.aspx?id=47594

Note: It’s not recommended to install
Azure AD Connect on the DC !!!

Microsoft Azure Active Directory Connect

Impartant! Selecting a language below will dynamically change the complete page content to that language.

2. Agree the license terms, and click Next

&» Microsoft Azure Active Directory Connect

Welcome to Azure AD Connect

Express Settings
Run this installation tool on the server where the synchronization service component will be

installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:

» Guide you in selecting a solution (for example, password hash synchronization or federation with AD FS)

» Install identity synchronization and other Microsoft software components required for deployment

* Enable application telemetry and component health data by default. You can change what data is shared
with Microsoft by updating your privacy settings.

Learn more about hybrid identity

| agree to the license terms and privacy notice.



https://www.microsoft.com/en-us/download/details.aspx?id=47594
https://www.microsoft.com/en-us/download/details.aspx?id=47594
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3. Click Customize

&» Microsoft Azure Active Directory Connect

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

» Configure synchronization of identities in the current AD forest of CORP

» Configure password hash synchronization from on-premises AD to Azure AD
= Start an initial synchronization

» Synchronize all attributes

» Enable Auto Upgrade

Learn more about express settings

Select Customize to choose advanced deployment options or import settings from an existing server.

corp.internal is not a routable domain. It is recommended to use custom settings to configure user
sign-in options.
Learn more about non-routable domains and user sign-in settings.




Click Next

12

&» Microsoft Azure Active Directory Connect

Express Settings

Required Components

User Sign-In

Install required components

No existing synchronization service was found on this computer. The Azure AD Connect synchronization
service will be installed.

[] specify a custom installation location
[[] Use an existing SQL Server

[ Use an existing service account

[ Specify custom sync groups

[ import synchronization settings (Preview) Learn more

Previous Install
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4. Select Password Hash Synchronization, and click Next

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features

Configure

User sign-in
Select the Sign On method. 2]

®) password Hash Synchronization 9
() Pass-through authentication [ 2]
) Federation with AD F5 @

) Federation with PingFederate (2]
) Do net configure @

Select this option to enable single sign-on for your corporate desktop users:

[ Enable single sign-on &

Previous
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5. Enter your Azure AD global administrator (ex. yourname@yourdomainxyz.onmicrosoft.com)

&» Microsoft Azure Active Directory Connect

— Connect to Azure AD

vVEILOIme

Express Settings L . . . -
P g Enter your Azure AD global administrator or hybrid identity administrator credentials. [ 2]

Required Components

User Sign-In USERNAME
|jaka pong@goodooffeexyz.onmicrosoft.com |

Sync PASSWORD
Connect Directories |u.n.u. |

Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Configure

6. Add Directory

&» Microsoft Azure Active Directory Connect

— Connect your directories

Express Settings L . ) . . o3
Enter connection information for your on-premises directories or forests, ﬂ

Required Components
DIRECTORY TYPE

User Sign-In . ;
g Active Directory e

Connect to Azure AD

sync FOREST @

Connect Directories corp.internal ¥ Add Directory

Azure AD sign-in

Domain/OU Filtering No directories are currently configured.

Identifying users
Filtering
Optional Features

Configure




Enter your Enterprise Admin credential (corp\administrator with Password1)

&+ AD forest account

AD forest account

An AD account with sufficient permissions is reguired for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with

the required permissions. Learn more about managing account permissions.
The first option is recommended and requires you to enter Enterprise Admin credentials.

Select account option.
® Create new AD account

) Use existing AD account

EMTERPRISE ADMIM USERMNAME
| CORP administrator |

PASSWORD

15



Verify corp.internal has been added, and click Next

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In

Connect to Azure AD
Sync

Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Configure

Connect your directories

Enter connection information for your on-premises directories or forests. (2]
DIRECTORY TYPE
Active Directory M

FOREST @

v Add Directory

CONFIGURED DIRECTORIES

corp.internal (Active Directory) @

Previous

Remowve

16
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7. Verify yourdomain.xyz has been verified in Microsoft 365
Use UPN to be the username in Azure AD

Select “Continue without matching all UPN suffixes to verified domains”, and click Next

&» Microsoft Azure Active Directory Connect

— Azure AD sign-in configuration

Express Settings To sign-in to Azure with the same credentials as your on-premises directary, a matching Azure AD Domain is
required. The following table lists the UPN suffixes for your on-premises environment and the status of the
associated Azure AD Domain. '9

User Sign-In
Connect to Azure AD Active Directory UPN Suffix Azure AD Domain

Required Components

sync corp.internal Not Added 9
Connect Directories novembercoffes.xyz Verified
Azure AD sign-in G
Domain/OU Filtering
Identifying users Select the on-premises attribute to use as the Azure AD username
Filtering USER. PRIMCIPAL MAME 0
Optional Features userPrincipalName ¥

Configure

Continue without matching all UPN suffixes to verified domains |

Users will not be able to sign-in to Azure AD with on-premises credentials if the UPN suffix does not
match a verified domain. Learn more

Previous




8. Select the following OUs to be synchronized to Azure AD
- All Clients
- All Groups
- All Users

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Identifying users
Filtering
Optional Features

Configure

Domain and OU filtering

Directory

corp.internal

O Sync all domains and OUs
® Sync selected domains and OUs

N Refresh Domains a

Fl

corp.internal

All Clients
All Groups
All Servers
All Users

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostAndFound

Managed Service Accounts
Program Data

System

Users

) I N ALY

Previous

18




Next

&» Microsoft Azure Active Directory Connect

19

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Filtering
Optional Features

Configure

Next

Uniquely identifying your users

Select how users should be identified in your on-premises directories. (7]
® Users are represented only ence across all directories.
) User identities exist across multiple directories. Match using:
® Mail attribute
ObjectSID and msExchMasterAccountSID/msRTCSIP-OniginatorSID attributes
SAMAccountName and MailNickName attributes
A specific attribute

Select how users should be identified with Azure AD. 9

® Let Azure manage the source anchor

() Choose a specific attribute

Azure will write back unique source anchors to your on-premises directory if m5-DS-
ConsistencyGuid is currently unused by your organization. Learn more

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Optional Features

Configure

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronized. Mested
groups are not supported and will be ignored.

®) Synchronize all users and devices
) Synchronize selectede

FOREST GROUP

corp.nternal |Enrer 3 name or DN of 3 group Resolve




Next

&» Microsoft Azure Active Directory Connect

Express Settings

Required Components

Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Configure

9. Click Install

Optional features

Select enhanced functionality if required by your organization.

User Sign-In Exchange hybrid deployment @
Connect to Azure AD Exchange Mail Public Folders @
sync [ Azure AD app and attribute filtering @

/| Password hash synchronization @
[] Password writeback &
Group writeback @

Device writeback @

Optional Features [ Directory extension attribute sync @

Learn more about optional features.

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
-

User Sign-In

Connect to Azure AD

Sync .
Connect Directories .
Azure AD sign-in .

Domain/OU Filtering
Identifying users
Filtering

Optional Features

Ready to configure

Once you click Install, we will do the following:

Configure synchronization services on this computer
Configure Source Anchor Attribute

Configure goodcoffeexyz.onmicrosoft.com - AAD Connector
Configure corp.internal Connector

Enable Password hash synchronization

Enable Azure AD Export Deletion Threshold (500)

Start the synchronization process when configuration completes.

[] Enable staging mode: When selected, synchronization will net export any data to AD or Azure AD.

Previous Install

20




Click Exit
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&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Configuration complete

Azure AD Connect configuration succeeded. The synchronization process has been initiated.

The configuration is complete. You can now log in to the Azure or Office 365 portal to verify that
user accounts from your local directory have been created. Then, do a test sign-on to the Azure
portal. Learn more about the next steps and managing Azure AD Connect

The Active Directory Recycle Bin is not enabled for your forest (corp.internal) and is strongly
recommended. Learn more about enabling the Active Directory Recycle Bin

Azure Active Directory is configured to use AD attribute mS-D5-ConsistencyGuid as the source
anchor attribute. Learn more about configuring the source anchor attribute

10. Sign out dcl

Change account settings

Lock

Sign out

Server Manager

Settings

Windows Accessories
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11. And sign in dcl again

dct'on ML-REFVM-147878

Sign in to: CORP

How do | sign in to another domain?

12. Open “C:\Program Files\Microsoft Azure AD Sync\UIShell” folder

And crete a shortcut for miisclient

] = | Manage UlShell REFVM-147878
Home Share View Application Tools
<« v » ThisPC » Local Disk (C:) » Program Files » Microsoft Azure AD Sync » UlShell »
MName Date modified Type Size
7 Quick access
I Deskt Web Service Configuration 7/2/202110:48 PM  File folder
eskto
P AMLs o
- pen
¥ Downloads 7] AdMaPropertyPages.dil © & R hs... 150 KB
= un as administrator
= Documents | ClientConfiguration.dll - IS... 17 KB
. — i ; Troubleshoot compatibility .
=] Pictures 2| ContainerPicker.dll M50 43 KB
z Pin to Start
. % CsSearch.dll inte st 111 KB
3 This PC - & Share
2| GlobalOptions.dll 197 KB
£ Network ) GroupListView.dll N ES T 102 KB
%] MaExecution.dll Restore previous versions he 207 KB

% MaPropertyPages.dl > 9 Bluetooth device

% Microsoft.Azure ActiveDirectory. ADS

Cut Compressed (zipped) folder
2| Microsoft.Azure ActiveDirectory ADS Copy |! Desktop (create shortcut) |
2| Microsoft.Azure ActiveDirectory.Syne T Documents
2| Mi i | Create shortcut
J- Microsoft.|dentityManagement.Pow ] Mail recipient
“| MicrosoftldentityManagement.Pow Delete L e
% Microsoft.MetadirectoryServicesEx.dl Rename M50 71 KB
| Microsoft.Online.Deployment.Client, TenTis M50 135 KB
| miisclient.exe.config 3 FIG File 1 KB
% MMSSERVERRCW.dII Application extens... 20 KB
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13. Open miisclient

‘ dcton ML-REFVM-14

Recycle Bin

oD

Google
Chrome

Azure AD
Connect

miisclient -
Shortcut

14. Review there are 6 synchronization events were logged
Click Corp.internal > Full Import > Adds > 10

Verify objects those have been synchronized to Azure AD

2

File Tools Actions Help

dct on ME-REFVM-147;

Q Operations Qﬂg Connectors gv Metaverse Designer . Metaverse Search

X
Connector Operations
Name Profile Name: Status | Start Time | End Time

corp.intemal Export suCCess 74272021 11:04:43 PM 7422021 11:04:43 PM
goodcoffesxyz.onmicr...| Export SUCCESS 7/2/2021 11:04:17 PM 722021 11:04:40 PM
goodcoffeexyz.onmicr...| Full Synchronization suCCess 74272021 11:04:13 PM 7422021 11:0417 PM
corp.intemal Full Synchronization suCCess 7/2/2021 11:04:07 PM 7422021 11:0413 PM
goodcoffeexyz onmicr...| Full Import completed-no-objects  7/2/2021 11:03:56 FM 7422021 11:04:06 PM
corp.intemal Full Import suCcess T/2/2021 11:03:50 PM T/2/2021 11:03:54 PM

Profile Name: Full Import Uiser Name: CORPA\ADSyncMSA_S030FS
StepType:  Full Import (Stage Only)
Start Time:  7/2/2021 11:03:50 PM

P
nd Tin

Synchronization Statistics
Staging

Unchanged

Adds

Updates

Renames 0
Deletes 0

Discovery
Fittered Objects 183

Conneg
dc1.con

Synchg

s Object Details

Total objects retrieved: 10

Distinguished Name

DC=comp,DC=intemal

QU=All Users, DC=comp, DC=intemal

QU=All Groups, DC=comp, DC=intemal
CN=W10C,0U=All Clients, DC=comp, DC=intemal
CN=W10B,0U=All Clients, DC=comp, DC=intemal
CN=W10A,0U=All Clients, DC=comp, DC=intemal
QU=All Clierts, DC=corp, DC=intemal
CMN=user1,OU=All Users, DC=corp,DC=intemal
CMN=user2 OL=All Users, DC=comp,DC=intemal
CMN=userd,0L=All Users, DC=corp,DC=intemal

Refresh | | Close I




2.3.2 Enable AD Recycle Bin
1. Ondcl, open AD Administrative Center

Manage

Tools

| Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directery Module for Windows PowerShell

Enable Recycle Bin

dcT on ML-REFVM-

24

- (5‘: | Manage  Help

B8 Overview

corp (local)
B Dynamic Access Control
B Authentication

O Global Search

Click OK

All Clients

All Groups

All Servers

All Users

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure

Keys

LostAndFound

Managed Service Accounts
NTDS Quotas

All Clients

FEENORNRNENFRERR

Managed by:
Modified: ~ 5/1/2021 458 PM

Description:

Type

Organizati...

Organizati..
Organizati..
Organizati...

builtinDom...

Container

Organizati..

Container

infrastructu...

Container

lostAndFou...

Container

msDS-Quo...

Description

Enable Recycle Bin Confirmation

Dy
D

Are you sure you want to perform this action? Once Recycle
D 1" Bin has been enabled,

it cannot be disabled.

Default container for man...

Quota specifications conta..

Address:

Active Directory Administrative Center

Please refresh AD Administrative Center now,

AD D5 has begun enabling Recycle Bin for this farest, The
Recycle Bin will not function reliably until all domain
controllers in the forest have replicated the Recycle Bin
configuration change,

Tasks

&

All Clients ~
New L4
Delete
Move...

Search under this node
Properties

corp (local) ~
Change domain controller
Raise the forest functional leve...
Raise the domain functional le...
New 3
Search under this node

Properties



2. Refresh and verify “Enable Recycle bin” is gray color

Tasks

@

All Clients

corp (local)

Mew r
Delete

Move...

Search under this node

Properties

Change domain controller

Raise the forest functional leve...
Raise the domain functional le...
Enable Recycle Bin ... h
Mew ]
Search under this node

Properties

25



2.3.3  Verify directory synchronization

26

In Microsoft 365 admin center, verify on-premises users have been synchronized to Office 365

Note: click Choose columns to see view more columns you need

Microsoft 365 admin center

Home > Active users

Z) Dark mode

ft Home -
Active users
A Users ~
| Active users
T .;* Add a user E User templates g Add multiple users E Multi-factor authentication %Y Filter ﬁi' Search active users list ‘ =
Guest users
Deletad users Display name T Username Licenses Sync status @ Choose columns
" Groups v clouduser 01 : clouduser01@novembercoffee sy Office 365 £3 )
& silling h On-Premises Directory Synchroniza... © SyncDC1_8030f0608000@goodeoffeszonmicl Unlicensed
é’ Setup . . - O
poiu ytre B Jjakapong@goodcoffeexyz.onmicrosoft.com Office 365 3 ]
B — userl : userl @novembercaffes xyz Unlicensed
user2 : user2@novembercoffesxyz Unlicensed
user3 : user3@novembercoffesxyz Unlicensed

2.4  Work with the synchronization schedule

2.4.1 View synchronization schedule
On dcl, open Windows PowerShell

Best match

Windows PowerShell
Desktop app

Run

Get-ADSyncScheduler




Verify the synced scheduler is every 30 minutes

PS C:\> Get-ADSyncScheduler

AllowedSyncCycleInterval
CurrentlyEffectiveSyncCycleInterval
CustomizedSyncCycleInterval
MNextSyncCyclePolicyType
NextSyncCycleStartTimeInUTC
PurgeRunHistoryInterval

SyncCycleEnabled
MaintenanceEnabled
StagingModeEnabled
SchedulerSuspended
SyncCycleInProgress

2.4.2 Force full synchronization
On dcl, run

27

True
True
False
False
False

Start-ADSyncSyncCycle -PolicyType Initial

sSuccess

Initial



Verify there are 6 events were logged for FULL SYNC

4% Synchronization Service Manager on DC1

dcl on ML-REFVM-14

File Tools  Actions Help

ﬁ Operations Q—‘j Connectors M Metaverse Designer _L-ﬁ. Metaverse Search
Connector Operations

Name Profile Name | Status | Start Time | End Time

corp intemal Export sUCCESS FrA202111:.16:44 PM 722021 11.16:44 FM
goodcoffeexyz onmicrosoft.com - AAD Export sUCCESS FAA021 11:16:33 PM 722021 11:16:43 FM
goodcoffeexyz onmicrosoft.com - AAD Full Synchronization sUCCESS FrA202111:16:32 PM 722021 11.16:32 FM
corp intemal Full Synchronization sUCCESS FA2A02111:16:31 PM 722021 11:16:32 FM
goodcoffeexyz onmicrosoft.com - AAD Full Import sUCCESS FrA2021 111623 PM 722021 111630 FM
corp intemal Full Impaort sUCCESS FAA021 11:16:22 PM 722021 11:16:23 FM
corp intemal Export sUCCESS Fr2r2021 11:04:43 PM 722021 110443 FM
goodcoffeexyz onmicrosoft.com - AAD Export sUCCESS FA2A021 11:04:17 PM 722021 11:04:40 PM
goodcoffeexyz onmicrosoft.com - AAD Full Synchronization sUCCESS Fr2r2021 11:04:13 PM 722021 110417 FM
corp intemal Full Synchronization sUCCESS 22021 11:04-07 PM 72021 11:04:13 FM

goodcoffeexyz onmicrosoft.com - AAD
corp intemal

2.4.3
Ondcl, run

Full Import

Full Import

completed-no-objects

Force incremental synchronization

7/2/2021 11:03:56 PM

/272021 11:03:50 PM

7/2/2021 11:04:06 PM
/272021 11:03:54 FM

Start-adsyncsynccycle

PS C:\» Start-adsyncsynccycle




Verify there are 6 events were logged for DELTA SYNC

4% Synchronization Service Manager an DC1

dcl on ML-REFVM-14
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File Tools Actions Help
P e 8
: perations 2] Connectors @ Metaverse Designer {%. Metaverse Search
Connector Operations
Mame = Status | Start Time | End Time |
corp intermal Export SUCCESS Ti2r2021 111745 PM Ti22021 111745 PM
goodcoffeexyz onmicrosoft.com - AAD Export suCCcess Tiar2021 111736 PM Trar2021 111745 PM
goodcoffeexyz onmicrosoft com - AAD Delta Synchronization | success Tr2r2021 11:17:36 PM T22021 111736 PM
corp intermal Delta Synchronization | success Tiar2021 111735 PM Trar2021 111736 PM
goodcoffeexyz onmicrosoft com - AAD Deta Impart sUCCESS Ti2r2021 11:17:30 PM T220241 111735 PM
corp intermal Delta Import suCCess Ti22021 111729 PM TrA2021 111725 PM
corp intemal Export sUCCess TiA2021 11:16:44 PM TR0 11:16:44 PM
goodcoffeexyz onmicrosoft.com - AAD Export suCCess Ti2r2021 11:16:33 PM Tr22021 111643 PM
goodcoffeexyz onmicrosoft.com - AAD Full Synchronization suUCcess Ti2r2021 11:16:32 PM TrA2021 111632 PM
corp intermal Full Synchronization sUCCESS Ti2r2021 11:16:31 PM Trar2021 11:16:32 PM
goodcoffeexyz onmicrosoft.com - AAD Full Import suCCess Tiar2021 11:16:23 PM Trar2021 11:16:30 PM
corp intermal Full Import SUCCESS Ti2r2021 11:16:22 PM Tra2021 11:16:23 PM
corp intemal Export suCCcess Ti2r2021 11:04:43 PM Trar2021 11:04:43 PM
goodcoffeexyz onmicrosoft com - AAD Expart sUCCESS Tr2r2021 11:04:17 PM 7202021 11:04-40 PM
goodcoffeexyz onmicrosoft.com - AAD Full Synchronization suCCess Ti2r2021 11:04:13 PM Trar2021 11:04:17 PM
corp intemal Full Synchronization SUCCEss Tr22021 11:04:07 FM T2 11:04:13 PM
goodcoffeexyz onmicrosoft . com - AAD Full Import completed-no-objects  7/2/2021 11.03:56 FM Tr22021 11:04:06 PM
Full Impart 7/2/2021 11:03:50 FM 7/2/2021 11:03:54 PM
|Profile Name: Full Import User Name: CORPM\AD SyncMSA_S030FS
StepType:  Full Import (Stage Only) Partition: DC=comp, DC=intemal
Start Time:  7/2/2021 11:.03:50 FM End Time: 7/2/2021 11:03:54 PM Status: success
Synichronization Statistics | | Connection Status |
Staging dc1.comp intemal 389 success
Unchanged 0
Adds 10 Synchronization Emrors |
Updates 0
Renames 0
Deletes 0
Discovery
Fittered Objects 183




30

2.5 Test synchronization
1. Ondcl, add Job title to Userl

File Action View Help

2 5 48 XELRE HEIVaETESR

dclon REFVM-147.

] Active Directory Users and Computers [dcl.corp.internal] Mame Type Description
~| Saved Queries & user] User
~ i corp.internal E)userl User

2| All Clients
57 All Groups 2 user3 Er user] Properties ? *
21 All Servers
= All Users Member Of Dialin Environment Sessions
= Builtin Remote control Remoate Desktop Services Profile COM=
= G | Address  Accourt  Profle  Telephones  Organization
| Computers
2| Domain Controllers

| ForeignSecurityPrincipals Job Title: |System Developer |
| Managed Service Accounts Department | |
- epartment:

| Users P

Company: | |
Manager
Name: | |
hhange... Properties Clear
Direct reports:
Cancel Aoply Help

2. Run

Start-adsyncsynccycle




3. Verify userl’s job title is DELTA synced to Azure AD

Userl’s job title has been imported to the connector space
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£ chronization Service Manager on DC1
File Tools Actions Help
| Operations (] Connectors &u Metaverse Designer (& Metaverse Search
Connector Operations
Name | Profile Name I Status | Start Time | End Time I
corp intemal Export suCCess T/2/2021 11:20:34 PM FIA2021 11:20:34 PM
goodcoffeexyz onmicrosoft com - AAD Export success T/2/2021 11:20:24 PM F/2/2021 11:20.34 PM
goodeoffeexyz onmicrosoft.com - AAD Delta Synchronization  success Tr2/2021 11:20:23 PM 7/2/2021 11:20:23 PM
corp intemal Delta Synchronization  success T/2/2021 11:2020 PM | o . -
doof' com-AAD _ Deha lmport success 7/2/2021 11:20-15 pM | " Connector Space Object Properties
corp intemal Delta Import success V22021 11:2014 PM | properties I Lineage I
corp intemal o success Ti2/2021 11:17:45 PM
goodcoffeexyz onmicrosofl com - AAD - Export Distinguished Name: CN=user1.0U=Al Users DC=cor. DC=intemal
goodcoffeexyz onmicrosoft com - AAD Delta Synchronizatig ject Details : : '
corp.intemal Delta Synchronizatic
goodeoffeexyz onmicrosoft.com - AAD Delta Import Total objects retrieved: 1 Modification type: none
corp intemal Delta Import Object type: =
cnrpdln(t,;ma\ crsaft A4D aoﬁ Distinguished Name
goodeoffeexyz onmicrosoft com - o _ .
goodcoffeexyz onmicrosoft.com - AAD Full Synchronizatio e e o R el \ Attribute informati
corp.intemal Full Synchronizatior AL s S
goodeoffeexyz onmicrosoft.com - AAD Full Import Attribute Name | Type | Value
corp intemal Full Import Forl o string Useri
|meie Mame: Delta Import User Name: CORPA\ADSynciSA, courtryCode number 0
StepType:  Delta Import (Stage Only) none string userl
StartTime:  7/2/2021 11:20:14 PM none string userl
Synchronization Statistics none isten... binary B46BFE4B3B00D24EBB23D02195CE 5088
Staging none objectGUID B4 6B FE4B 3B 00D24EBB23D02193C6 5088
Unchanged 0 none objectSid 01105 00 00 00 00 00 05 15 00 00 00 74 37 0C DA AE 33 3A0C 6E 491
Adds 0 none pwdlastSet 132643365868267769
Updates 1 none sAMAccount Mame userl
Renames 0 none title string System Developer
Deletes 0 none userAccountCortrol number 66048
Disco none ugerPrincipalName  string userl@novembercoffes xyz
Fittered Objects 0
Properties...
Preview... Log.. Close I




And be exported to Azure AD

32

£ Synchronization S Manager on DC1 -
File Tecols Actiens Help
| : ] Connectors @ Metaverse Designer x& Metaverse Search
Connector Operations.
Name | Profile Mame: | Status | Start Time | End Time |
pintemal Export success 7/2/2021 11:20:34 PM 7/2/2021 11:20:34 PM
goodcoffeexyz.onmicrosaft.com - AAD Export | success 7/2/2021 11:20:24 PM F/2/2021 11:20:34 PM
Amicrosort com - AAD Uelia synchronization  success 7/2/2021 11:20:23 PM 2420 113072 PUL
copintemal Delta Synchrorization  success 7/2/202111:2020PM | 55l Connector Space Object Properties X
goodcoffesxyz. onmicrosoft com - AAD  Detta Import success 2/202111:20:15 PM
corp intemal Delta Import 5uceess | Bl Opject Details Awatting Export Corfimnation ILineage |
corp.intemal Export success
goodcoffeexyz onmicrosoft com - AAD Export success Distinguished Name: CN=(7447742B537A7341306B3637493941686D635A516377303D)
goodcoffeexyz.onmicrosoft com - AAD Delta Synchronization  success | Total objects retrieved: 1
corp.intemal Delta Synchronization ~ success
goodcoffeexyz onmicrosoft com - AAD  Dekta Import success | | Distinguished Name ificati update
cop.intemal Delta Import CN={7447742B537A7341306836374] Objectiype: user
corp irtemal Export
goodcoffeexyz onmicrosoft com - AAD - Export
goodeoffeexyz.onmicroseft com - AAD Full Synchronization Attribute information:
comp intemal Full Synchronization
guodecffeenyz cnmirasot com - AAD Full Import success [ Changes | Atbuic Nome _[ Type | Od Value [ New Value I
comp.intemal Full Import suCcess \ none accountbnabled — boolean  tue true
Profle Name: Export User Name: CORPNADSynoMSA_gp8tFs cloudAncher sting User_bf19cf48494a-40cE-9401bef 159%8... User_bf19cf48{94a-40c6-9401 bdf159%b8..
StepType:  Expot Parti cloudMastered boolean  false false
StartTimee  7/2/2021 11:20:24 PM End commonName  string user! user!
none countryCode number 0 0
Export Statistics ‘ / Cony nane sting userl userl
ﬁd‘;;es ?/ none sting comp intemal corp intemal
o ] = none sting userl userl
Deletes 0 nene JastPasswal sting 20210501095626.02 20210501095626.02
Delete Adds 0 nane netBiosMame stiing CORP CORP
none onPremiseSecurit 010500 0000000005 15000000743... 010500 00 00 00 00 05 1500 00 00 74 3.
none onPremisesDistin... CN=user1,0U=All Users,DC=comp DCinter... CN=user1,0U=All Users,DC=com DC=inter..
nane onPremisesSamA... sting userl userl
Properte none sourceAnchor string 1Gt+57s A0k 67I9Ahmc ZQiw == tGt+5zs A6 7I9ANMC ZQiw==
add title: string System Developer
none userPrincipalName  sting user @novem| feexyz user] @novembercoffee xyz
Preview... Log... I | Help
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3 Assign licenses

1. In Microsoft 365 admin enter, assign licenses to
- Userl
- User2
- User3

p Search

= Home > Active users J) Dark mode
@ Home .

Active users
R Users ~

| Active users

A, Addauser () Refresh 2, Deleteuser © Reset password

3selected X Y Filter ‘ P Search active users list

Contacts
Guest users Manage product licenses ‘
Deleted users Display name T Usemame = Change domains censes Sync status M@ Choose
" Groups ~ clouduser 01 P douduserd L Export users ffice 365 £3 fa
B Billing e On-Premises Directory Synchroniza... Sync_DC1_! " Manage groups nlicensed
f Manage contact information
& seus poiu ytre D jakepong@ ffice 365 E3 o
() Edit sign-in status
userl : user] @novembercotieexyz Unlicensed |
Show all
user2 user2@novembercoffee. Unlicensed £
Xz
@ | user3 Q user3@novembarcaffeexyz Unlicensed
Select appropriate license, and Save changes
Microsoft 365 admin center |} O ?
X
Manage product licenses
3 users selected (i)
What would you like to do with the licenses for these users?
o Replace
Unassign existing licenses and assign new ones.
@ Assign mere
Keep the existing licenses and assign more.
O Unassign all
Licenses (1) ~
Office 365 E3
20 of 25 licenses available
Apps (27) ~

Show apps for:
All licenses ~ .
Select all

== Azure Riahts Management
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Click Done

Microsoft 365 admin center = [

@ Licenses assigned

‘You've assigned licenses for 3 of 3 users,
£ Download

Licenses assigned

Username Licenses

user2 Office 365 E3

user3 Office 365 E3

userl Office 365 E3
MNext Steps

You may have unused product licenses. Review your license count in Subscriptions

2. Verify the licenses have been assigned to Userl, User2, and User3 successfully

Microsoft 365 admi L Search
S Home > Active users J) Dark mode
fr Home .
Active users
R Users ~

| Active users

R, Addauser [ Usertemplates g3 Add multipleusers (3 Multi-factor authentication -+ 7 Filter | O Search active users list

Contacts
Guest users
Deleted users Display name 1 Username Licenses Sync status T Choose
' Groups 4 clouduser 01 : douduser)1@novembercoffeexyz Office 365 E3 [
B Biling ~ On-Premises Directory Synchroni Sync_DC1_8030106d8000@goadcoffeexyz.onmici  Unlicensed
&9 Setup . B
poiu ytre 1 jekepong®goodcoffeexyz.onmicrosoft.com Office 365 E3 e
— userl : user] @novembarcofiessyz Office 265 £2
user2 : userd@novembercofieesyz Office 365 £3
user3 : user3@novembercofiesyz Office 265 £2




4 Test access to Exchange Online

4.1 Start Windows 10 client

1. On Hyper-V host, run

35

Set-VMProcessor wl0a -Count 2

2. Start
- wl0a

28 Hyper-V Manager
File Action View Help

= x5 HE

% Hyper-V Manager
Ef ML-REFVM-147878

Virtual Machines

Y

Marme State CPU Usage Assigned Memory Uptime
E dc1 Running % 2000 MB 01:08:58
E server] Ciff
=IE Off
0 Off Connect...
E LI off Settings...
Start
Checkpoint
Connect wl0a
58 Hyper-V Manager
File Action View Help
&= | 25
% Hyper-¥ Manager - -
Bf ML-REFVM-147878 M s
Marme State CPU Usage Assigned Memory Uptime
E del Running 0 2000 MB 01:09:34
E server] Cff
| |5 server? Off
E wlla Running 5% 2000 MB 00:00:07
[H wite off
B witk Off
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3. Onwa10a, signis as
- Username = userl
- Password = Password1

w10a on ML-REFVM-147878

Other user

Sign in to: CORP

How do | sign in to another domain?

Jjakapong

Other user
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4.2 Install Office 365 apps
1. Onwl10a

Open https://portal.office.com, and sign in as

- Username = userl@yourdomain.xyz
- Password = Password1

B S b o acoine x [EE Ha W10a on ML-REFVM-147272 X

& O 8 https login.microsoftonline.com/commo

ks
)
do

B® Microsoft

Sign in

user1@novembercoffee.xyz

No account? Create one!

C% Sign-in options

Termsof use  Privacy & cookies
H L Type here to search i

11:35PM
A g

B% Sign in to your account x [ = X
& O &  https://login.microsoftonline.com/commo Q & ¥= 2
B Microsoft
< user1@novembercoffee.xyz
Enter password
t my passwor
Termsofuse  Privacy & cookies
: 11:36 PM
H L Type here to search i

A )

7/2/2021 I:‘


https://portal.office.com/
mailto:user1@yourdomain.xyz
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2. Install Office 365 apps

| @ Microsoft Office Home x|+ - X
<~ (@) ] https://www.office.com/7auth=2 b4 3= 8
Office 365 £ Search =3 e ? @

Good evening Install Office

f
®

Office 365 apps
Al Myrecent  Shared  Favorites L Includes Outlock, OneDrive for Business,
— Word, Excel, PowerPoint, and mare.

D . Name Modified - Shared by - Other install options
— Selecta differant language or install ather
apps available with your subscription.

No content activity

Share and collaborate with others. Create a new document or upload and open one to
get started.

T Upload and open... New

BF & 8 0 & & @

M Feedback

H £ Type here to search

‘ ) Microsoft Office Home x |+

&« O g https://www.office.com/7auth=2 ® ¥ =

Just a few more steps...

© Click Run ® Say "yes” © Stay online

Find it at the bottom of the screen o Click Yes to start installing. After installation, start Office and sign in
press Alt=N. with the account you use for Office 365:
userl @novembercofiee.xyz.

Close Need help installing?

Show all X

H £ Type here to search
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Wait until finish

) Microsoft Office Home % |+ w1l on ML-REFV = %
&« O g https://www.office.com/7auth=2 ® ¥ :

B® Microsoft

o ® X O
W 3O

Please stay online while Office downloads

We'll be done in just a moment.

P Type here to search

4.3  Access userl’s mailbox via MS Outlook
1. On w10a, open Outlook

Recently added

w Word

P PowerPoint

(¢] Cutlook




Click Connect

e Outlook

Email address

userl@novembercoffeexyz

Advanced options

Mo account?  Create an Outlook.com email address to get started.




Password = Password1
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B® Microsoft
userl@novembercoffeexyz

Enter password

Forgot my password

Sign in with another account

Terms of use

Privacy 8 cookies




Click OK
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Stay signed in to all your apps

Windows will remember your account and automatically sign you in to your apps and
websites on this device. This will reduce the number of times you are asked to login.

Allow my organization to manage my device

No, sign in to this app only
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Note: “Allow my organization to manage my device” will perform Azure AD registration for the device
in Azure AD

P Search resources, services, and docs (G+/) = Jjakapong@goodcoffeex.
‘GOOD COFFEE (NOVEMBERCOFF.

Home >

[} Devices | All devices - X

Good Coffee - Azure Active Directory

“ L Download devices (Preview) () Reiresh Columns [l Preview features @ Got feedback?

LA All devices

i ) € This page includes previews available for your evaluation. View previews —

€3 Device settings

A sitLocker keys (Preview)
You can use the activity timestamp to efficiently manage stale devices in your environment. Learn more &

X Diagnose and solve problems

| J2 Search by name or device ID or object ID +7 Add filters
Activity
Name Enabled 0s Version Join Type Owner MDM Com
Audit logs P
" . J @ wioa @ Ves Windows 10.0.19042.928 Azure AD registered  userl None N/A
&% Bulk operation results (Preview)
« »

Troubleshooting + Support

& New support request




Click Done
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You're all set!

We've added your account successfully. You now have access to your organization's
apps and services.




Click Done

E Qutlook

Account successfully added

E Microsoft 365
userl @novernbercoffeexyz

Add another ernail address

Email address

4

Advanced options

Set up Outlook Mobile on my phone, too

Done

45
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2. Send a tested email to user2

Also enable “Request a delivery request for this message”

File

ome  Send/Receive  View  Help

3 New email | - = Message (HTM -

\ File Message Insert Ly 2ey Help Q  Tell me what you want to do
wFavorites

ages= B colors> ?Fonts' @ s~ B Q) enaypt ~ | 2R use\Eﬂn—ngl
]

Inba v
Sent Items /
Deleted Items Properties X
Send Cc Settings Security
v userl@novembercoffeexyz importance FETEE o Change security setting#for this message.
Inbox ubject test Sensitivity | Normal ~ Security Settin
Drafts
[ o not AutoArchive this item
Sent tems Vating and Tracking options
Deleted Items F‘ [ Use voting buttan: v
Archive | Request a delivery receipt for this message
Conversation History [_TRequest a read receipt for this message
Junk Email Delivery o
Outbox (@ Select Names...
RSS Feeds Do not deliver b 7/2/2021 -
Search Folders [ Expires after ~
Save copy of sent message
> Groups

Contact:

Categories w | [ Mone

B E a® B e

Items: 0 T T AT g U T T e TS T A TOTE T AT G T e COTE et 0T MU OT T EXCTIaTge o

£ Type here to search

File ome Send / Receive View Help
= NewEmal ~ | [l ~ = P8~ € Reply &) Reply Al —> Forward | P Moveto:? v | B unread/Read BB~ B~ Search Peaple B Y- =
| v
< Delivered: test1

vFavorites Focused  Other ByDatev T Microsoft Outlook

Inbox 1 |~ Today Sent Fri7/2/20211

To  userl
Sent ltems .
Microsoft Qutlook Fh " . .
Deleted Items Delivered: testi 1155pm [ Your message has been delivered to the following recipients:
Your message has been
user2 (user. bercoffee. )

~userl@novembercoffeexyz

Inbox 1 Subject: testl

Drafts

Sent ltems

Deleted Items

Archive

Conversation History

Junk Email

Outbox

RSS Feeds

Search Folders

> Groups

= a? aee

Adding your categories to the master list.. Al folders are up to date.  Connected to: Microsoft Exchange imi} - 1 +




5 Stop your lab VM

In https://labs.azure.com, stop your lab VM to save hours

My wirtual machines - Azure Lab X +

< & @ labs.azure.com

LA Azure Lab Services

My virtual machines

Microsoft 365

3.5 / 20 hour(s) used

I~
(@ ) Stopped
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https://labs.azure.com/

