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1 Start your lab VM 
Sign in to https://labs.azure.com, and start your lab VM 

 

  

https://labs.azure.com/
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Connect the VM as 

- Username = student 

- Password = Password1234 
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2 Directory synchronization 

2.1 Run IdFix 
1. On Hyper-V host, start dc1 (if it’s not running) 

 

Connect dc1 
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2. On dc1, sign in as 

- Username = Administrator 

- Password = Password1 

 

Install IdFix from https://github.com/Microsoft/idfix 

 

 

 

https://github.com/Microsoft/idfix
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3. Click Query 

Verify that IdFix detects user accounts those have non-routeable UPN 

 

2.2 Fix non-routable UPN issues 
1. On dc1, open AD Domains and Trusts 

 

Right click Properties 
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Add yourdomain.xyz, and click OK 

 

2. Open AD Users and Computers 
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Select 

- User1 

- User2 

- User3 

And open Properties 
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Assign @yourdomain.xyz as the new UPN suffix 

 

3. On IdFix, click Query again 

Verify non-routable UPN issues were resolved 
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2.3 Directory Synchronization 

2.3.1 Install and configure Azure AD Connect 
1. On dc1 

Download and install Azure Active Directory Connect from https://www.microsoft.com/en-

us/download/details.aspx?id=47594 

Note: It’s not recommended to install 

Azure AD Connect on the DC !!! 

 

2. Agree the license terms, and click Next 

 

  

https://www.microsoft.com/en-us/download/details.aspx?id=47594
https://www.microsoft.com/en-us/download/details.aspx?id=47594


11 
 

 

3. Click Customize 
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Click Next 
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4. Select Password Hash Synchronization, and click Next 

 

  



14 
 

 

5. Enter your Azure AD global administrator (ex. yourname@yourdomainxyz.onmicrosoft.com) 

 

6. Add Directory 
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Enter your Enterprise Admin credential (corp\administrator with Password1) 
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Verify corp.internal has been added, and click Next 
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7. Verify yourdomain.xyz has been verified in Microsoft 365 

Use UPN to be the username in Azure AD 

Select “Continue without matching all UPN suffixes to verified domains”, and click Next 
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8. Select the following OUs to be synchronized to Azure AD 

- All Clients 

- All Groups 

- All Users 
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Next 

 

Next 
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Next 

 

9. Click Install 
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Click Exit 

 
10. Sign out dc1 
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11. And sign in dc1 again 

 

12. Open “C:\Program Files\Microsoft Azure AD Sync\UIShell” folder 

And crete a shortcut for miisclient 
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13. Open miisclient 

 

14. Review there are 6 synchronization events were logged 

Click Corp.internal > Full Import > Adds > 10 

Verify objects those have been synchronized to Azure AD 
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2.3.2 Enable AD Recycle Bin 
1. On dc1, open AD Administrative Center 

 

Enable Recycle Bin 

 

Click OK 
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2. Refresh and verify “Enable Recycle bin” is gray color 
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2.3.3 Verify directory synchronization 
In Microsoft 365 admin center, verify on-premises users have been synchronized to Office 365 

Note: click Choose columns to see view more columns you need 
 

 

 

2.4 Work with the synchronization schedule 

2.4.1 View synchronization schedule 
On dc1, open Windows PowerShell 

 

Run 

Get-ADSyncScheduler 
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Verify the synced scheduler is every 30 minutes 

 

2.4.2 Force full synchronization 
On dc1, run 

Start-ADSyncSyncCycle -PolicyType Initial 
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Verify there are 6 events were logged for FULL SYNC 

 

2.4.3 Force incremental synchronization 
On dc1, run 

Start-adsyncsynccycle 
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Verify there are 6 events were logged for DELTA SYNC 
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2.5 Test synchronization 
1. On dc1, add Job title to User1 

 

2. Run 

Start-adsyncsynccycle 
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3. Verify user1’s job title is DELTA synced to Azure AD 

User1’s job title has been imported to the connector space 
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And be exported to Azure AD 
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3 Assign licenses 
1. In Microsoft 365 admin enter, assign licenses to 

- User1 

- User2 

- User3 

 

Select appropriate license, and Save changes 
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Click Done 

 

2. Verify the licenses have been assigned to User1, User2, and User3 successfully 
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4 Test access to Exchange Online 

4.1 Start Windows 10 client 
1. On Hyper-V host, run 

Set-VMProcessor w10a -Count 2 

 

 

 
 
2. Start 

- w10a 
 

 

Connect w10a 
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3. On w10a, sign is as 

- Username = user1 

- Password = Password1 
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4.2 Install Office 365 apps 
1. On w10a 

Open https://portal.office.com, and sign in as 

- Username = user1@yourdomain.xyz 

- Password = Password1 

 

 

https://portal.office.com/
mailto:user1@yourdomain.xyz
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2. Install Office 365 apps 
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Wait until finish 

 

4.3 Access user1’s mailbox via MS Outlook 
1. On w10a, open Outlook 
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Click Connect 
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Password = Password1 
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Click OK 
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Note: “Allow my organization to manage my device” will perform Azure AD registration for the device 
in Azure AD 
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Click Done 
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Click Done 
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2. Send a tested email to user2 

Also enable “Request a delivery request for this message” 

 

Verify user1 got a delivery receipt from the system 
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5 Stop your lab VM 
In https://labs.azure.com, stop your lab VM to save hours 

 

https://labs.azure.com/

