PenTest+ vs. CEH




PenTest+ vs. CEH goal

“To push CEH out of the market and replace it, wherever it is, with PenTest+.”

1. One exam vs. two exams to assess similar skills
2. PenTest+ costs much less

3. PenTest+ is modern, broad and diverse
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4. PenTest+ offers more employability
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One exam vs. two exams

To assess similar skills...
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Figure 1: One exam vs. two exams to assess the same skills
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PenTest+ costs much less

To assess similar skills...
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Exam voucher: Exam voucher: Non-refundable
\ $346 USD Retail '18 $950 (non-member) application fee: $100 /

Figure 2: 5346 vs. 51050 USD retail to assess the same skills (non-member pricing)
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PenTest+ is modern, broad and diverse

Learn the latest mobile and cloud techniques

- PenTest+ includes the latest mobile and cloud penetration testing skills,
including |oT, as well as traditional desktop & server systems. CEH
covers only traditional desktop & server systems.

- PenTest+ better matches employer needs by covering not just technical
topics, but also business processes, project flow, best practices, and
professionalism in pen testing. CEH is strictly technical.
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PenTest+ certification provides more employability

- PenTest+ covers vulnerability assessment and management skills. CEH does not.

- There are 3x more vulnerability assessment & management job openings in the U.S.
PenTest+ covers both vulnerability and penetration testing skills. CEH does not.
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Job skills:
1. Penetration testing
2. Vulnerability assessment & management Vulnerability assessment

and management jobs

Job skill: Penetration
Penetration testing (only) testing jobs
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Figure 3: More job roles = more employability with PenTest+
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Quiz: PenTest+ vs. CEH

1.  CompTIA has issued over 2 million certifications. How many certifications
has EC-Council issued (the company that owns CEH)?

a. 2.4 million
b. 200,000
c. 1.2 million
d. 800,000
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Quiz: PenTest+ vs. CEH (cont’d)

2.  CompTIA recommends Network+ and Security+, or equivalent knowledge,
before taking PenTest+. There are no required prerequisites for PenTest+.
What prerequisites does CEH require?

d.

CEH requires two years employer-verified IT employment in cybersecurity;
and purchasing the official EC-Council CEH training, or completing an eligibility
form for approval

CEH requires five years employer-verified IT employment in cybersecurity and
official CEH training

CEH does not have required prerequisites, only recommendations
None of the above
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PenTest+ next steps

1. Check the PenTest+ info pack regularly:
https://app.box.com/v/PenTestProductinfo

2. Notify partners of the July 18 (11 am central) partner webinar. Invitations
to be sent by CompTIA’s partner program

3. Study the PenTest+ CEH Comparison document. Located in the PenTest+
info pack

4.  Assist partners to offer PenTest+ as needed

5. More marketing materials, including a shareable PenTest+ and CEH
comparison, will be available in the PenTest+ info pack
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https://app.box.com/v/PenTestProductInfo

Mini boot camp info pack

for PenTest+ and CySA+ product promotion
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