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Context

A dozen years ago, Treadstone 71 shifted adversary targeting from strictly cyber jihadist activity to include
Iran. We tracked movements of the earliest hacking groups following their activities from low-level
defacements to repurposing Stuxnet to become a recognized global power in cyber and influence
operations. Treadstone 71 specializes in monitoring Iranian cyber operations, infiltration, and analyzing
the cyber activities of the Islamic Republic of Iran. We monitor Iranian cyber and influence operations,
research hacking groups, and regularly post information and intelligence on their activities. We publish
this information on cybershafarat.com (https://cybershafarat.com/?s=Iran). Many posts describe the
Islamic Revolutionary Guard Corps (IRGC) and Ministry of Intelligence and Security (MOIS) cyber activities,
organizational structures, internal recruiting methods, educational activities, cyber conferences,
information on malware, and threat actors and their capabilities. We continuously seek patterns and
trends within those patterns. We examine adversary tendencies in online forums, blogs, and social media
sites. In the run-up to the 2020 U.S. presidential election, we focused on social media and looked for
possible infiltrations that would affect voters. In this observation, we came across activities that were
different and, at the same time, related. The findings led us in a direction we did not expect. We found
activities of a different yet related type we intend to describe in the following pages. As with many
strategic intelligence analysis efforts, collected data is the evidence driving the findings. The findings
herein led us down a path we did not expect.

OnJuly 17, 2020, we noticed spikes in Twitter activity surrounding specific hashtags. The primary hashtag?
(JJ;A'_._@;A.)_H)-A) targeted Maryam Rajavi. Maryam Rajavi is the President-elect of the National
Council of Resistance of Iran (NCRI), an umbrella organization of Iranian opposition groups dedicated to
the Iranian government's overthrow. The central part of the NCRI is the People's Mujahedin of Iran (PMOI,
AKA Mujahedin-e Khalg or MEK).2 We asked ourselves why we would see such a spike on this day and why
would we care. Our research led us to the #Freelran2020 Global Summit online for the NCRI scheduled
for July 17, 2020.

The below report is our assessment of an Iranian influence operation targeting the #Freelran2020 event
(Part 1). Part 2 is another operation involving a self-proclaimed T.V. personality posing as an Iranian
dissident. The two findings represent planned cyber influence and deception operations showing maturity
in lranian cyberspace capabilities. Some of the planning is apparent, while most are highly likely
performed in person and through internal Iranian communications. Part 1 is a short-term tactical
operation as a component of a much larger strategic initiative. Part 2 demonstrates a growing use of
'dissidents' to control dissident messaging and influence Iranian citizens during times of financial, medical,
and political stress.

Assessment - Iranian Influence Operations July 17, 2020 — Part 1

Treadstone 71 assesses with high confidence that the Iranian government, most likely the Iranian
Revolutionary Guard Corps (IRGC), in conjunction with the Ministry of Intelligence and Security (MOIS),
using Basiji cyber team members, executed an influence operation targeting the National Council of
Resistance of Iran (NCRI) and their July 17, 2020, online conference, demonizing Maryam Rajavi, the
President-elect of the NCRI. The action violates Twitter rules and requires appropriate action by Twitter

1 We removed the actual expletive used in the tweets
2 Maryam Rajavi biography https://www.maryam-rajavi.com/en/biography
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to ensure a healthy social environment. Here are
some key parameters that indicate the Iranian
government's involvement.

Campaign Specs

The results of the campaign analysis show:

* At least 35 to 45% of accounts participated in this campaign from
inside Iran (non-inclusive of the likely Iranian participants using VPNs
and Proxies)

* The Revolutionary Guards Cyber Unit (RGCU) led the well-organized
influence operation. According to the data, nearly 46% of accounts
engaged in the campaign were fake and spam accounts, including:

Key remarks

o ..
® At least 35 to 45% of accounts partICIpatEd = 11,294 accounts out of 24,631 accounts active used in the

in this campaign from inside lIran (non_ campaign were low-follower, newly created, or dormant

. . . ) L. accounts, indicating that the campaign likely used bots to

inclusive of the I|k9|y Iranian participants propagate the messaging along with zombie accounts

using VPNs and Proxies) Tl?e BGCU enrolled 1,622 Tu{ltter accounts in June and July,

within one month of the online conference.
° The total number of fake accounts active in After the campaign, of 11,294 accounts with low followers, 3,453
. accounts no longer exist, and 1168 accounts became inactive

the campaign (All under 100 followers) after the July 2020 event

11,294 makes 46% of the campaign's users.
e 39% of accounts participated via retweets and did not make any tweets (5936)
e Accounts not existing after the campaign (out of 11294 accounts with low followers) 3,453.
e Accounts becominginactive after the July 2020 event (in addition to the 3453 non-existing) 1,168.

Since Twitter is filtered inside Iran, a campaign with such size coming from Iran must use Basiji Cyber Team
members. Other primary details, including but not limited to the fact that nearly half of accounts were
fake with low-followership and almost 20% are not existing or have been entirely inactive ever since,

specifications showing an Iranian government's influence operation.

Total Tweets 111,770
Average Tweets per day for the first three days (60.67 hours) 35,860
Average Tweets per minute during the 60.67 hours 29.55

Tweets

19,658 (17.59%)

14,800 with low followers)

Retweets 80,948 (72.42%)
Replies 11,164 (9.99%)
Total Contributors (tweeted, retweeted, replied) 24,631

Total under 100 followers 11,294

Total contributors participating via retweets 5936 (39.28%)
Accounts created in 1 half of 2020 (out of 14,8003 with low | 3,994
followers)

Accounts not existing after the campaign (out of 14,800 with | 3,453

low followers)

Accounts become inactive after the July 2020 event (out of | 1,168

Population of Iran

82,000,000 (82 Million)

Percent of People in Iran with Internet Access

~70% (57,400,000)

Tweets in Farsi 102,203
Tweets in English 2,999
Tweets in Arabic 2048

Table 1 Tweet Timeline Statistics

3 Total accounts with under 500 followers
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Campaign Core Users

At least four Revolutionary Guard Cyber Unit (RGCU) Twitter users
played an essential role in managing the campaign to ensure the
hashtag trending in Iran. At least nine other accounts belonging to IRGC
Cyber Units helped manage and expand the campaign in different social
environments.

The latter, most with high followership, portrayed themselves as
"monarchist," "reformist," or "regime change advocates" on various social media platforms. A significant
feature of these accounts is young women's personas disguising themselves while attracting and luring
unsuspecting users for messaging expansion and potential collaboration. The RGCU launched the primary
campaign on July 17 at 15:59, immediately after the speech by Maryam Rajavi, starting the process of
audience involvement, account mobilization, and hashtag repetition. The coordinated launch helped to
create identifiable Twitter trending. The RGCU expanded the campaign by distributing and republishing
influential core members' tweets and content. The republishing triggered thousands of bots and fake
accounts with low followership belonging to Basij Cyber Units.

The campaign was continued for 60.6 hours by the RGCU using thousands of low paid Basij accounts
resembling a Dunbar's Number concentric circles of trust throughout the country. The intent of the
111,770 tweets likely included:*

e The need to present malicious content about the NCRI during the summit.

e Preventing in-country Iranian citizens from seeing NCRI content.

e Causing chaos and confusion amongst NCRI sympathizers and Iranian citizens.
e Emphasize divisions amongst content viewers.

e Hashtag cloning to control the narrative.

We found the following Twitter accounts as leaders for the influence operation:

o Kaf_aleff, kayotrara, akavish1, aammiiirrmedus (amirmedusa), ghasembashiri, hozak75,
nahiid_1975, afsoon1976, _marmari_, mrs_ferlock, maryas5499, fatishunam
(callmemori_), and maryamoone, which we will cover in more detail later in the report.

e @Mrs_ferlock — July 15, 2020 start of the visible net call® and Operations Order®

o BChatBot and BiChatBot, referenced by Iranian actors, is likely another method of
communication, albeit anonymous.

o Hashtag and tweet content repeated across one hundred forty-seven Twitter accounts

= The repetition seems to be a test for the readiness of the network.
= Next level of the Dunbar's Number circle of trust
e  @Akavishl, July 17,2020, 14:59 GMT- @Akavish1 tweets with original tweet content followed by
full campaign activity.
e This activity continues with a high pace, directing users on how to use the given hashtag and
reporting on its status till 21:57 GMT (2:30 am IRST)

4 Treadstone 71 tracked the campaign through September 2, 2020
5 We state visible since tracking is via Twitter and Telegram. The operation likely began using confidential means of
communication and planning including in-person, phone (secure), and in-Country methods.
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o 60.6 hours —One hundred seven thousand, five hundred eighty-two tweets critical of the
MEK.

Why the IRGC?

The IRGC consists of hackers and skilled technical staff target adversaries for website hacking, denial of
service, ransomware attacks, infiltration of organizations, extraction of sensitive information, and
computer systems destruction. (Kronenfeld, 2013)

The Basij Cyberspace Council concentrates on online propaganda, misinformation, disinformation, and
populating the internet with content favorable to the regime and hostile to all others. (T71, 2019) Basij
Cyberspace Council leadership states the:

Basij reportedly founded the "Basij Cyber Council" in 2010 to recruit hackers to infiltrate
particular websites and emails under the direct supervision of IRGC experts. In November 2010,
Hossein Hamedani, Former Commander of Tehran IRGC, reported that 1,500 "cyber commandos"
had been trained by the Basij Cyber Council. That number has grown significantly since 2010.
(Khabarban, 2019)

The head of the Basij announced thousands of cyber battalions in cyberspace as of
September 2019.

The Basij Cyberspace Council trains recruits in trollist operations for psychological warfare in cyberspace,
much like the influence operation of July 17, 2020. Many female recruits participate in training meant to
seduce and provoke the enemy to engage in unauthorized or unbecoming behavior. The recruits write
content, blog, post, tweet, retweet, and reply on the Internet and social media platforms. The model is
parallel to Iran's human wave attacks against Iraq in the 1980s. (MillitaryHistoryNow, 2019) In their own
words:

The Cyber Council Committee comprises seven "battalions" - politics, culture, social concerns,
media, economics, women's issues, and Islamic jurisprudence - each of which deals with issues
"targeting the West in Iran's soft war against its adversaries." (Khabarban, 2019)

The IRGC effort appears disjointed but, in fact, is a highly coordinated disinformation campaign. The
program involves many fake accounts posting hundreds of tweets during a specific time. The posts use
hashtags and direct targeting of political figures to gain maximum attention, and subsequently, more
retweets.

Low paid Basij members likely drive the campaign. Their manipulation of the message on Twitter makes
it difficult for the typical Internet user to separate truth from fiction. The campaign violates Twitter rules,
especially those related to information operations. More specifically, they seem to break Twitter rules
related to the "Platform manipulation and spam policy, the Impersonation policy, and the Synthetic and
manipulated media policy.

Their motivation is intent on driving chaos and confusion globally while controlling the message locally.
During the periods of chaos come opportunities for added exploitation of dissenting groups. Dissenting
groups made up of dissident Iranian groups critical of the current regime. The IRGC exploits the divisions
creating perceived and real division within these groups.
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Campaign Overview and Analysis
Based on Available Data and
Research

. Using tweets, mentions, and
retweets, IRGC proxy groups call out to
spread the messaging beyond proxies to

Figure 1 @Mrs_ferlock signal

unsuspecting Twitter users
. The campaign used a series of bots to create buzz and increase usage.

. Anonymous communications occurred via @BChatBot and @BiChatBot non-inclusively on
Telegram for communication purposes between Cyber Units, to prevent Twitter from realizing an
organized campaign and implementation of restrictions on the accounts.

o The Nejat Society (the brainchild of the Ministry of Intelligence) simultaneously used all its social
media accounts, publishing messages with negative connotations about Iranian dissidents creating a
negative narrative. (The active participation of Nejat Society affiliated with the MOIS in this campaign
clarifies the operation's nature).

. The IRGC cyber chain-of-command likely coordinated communication between the various
Cyber Units. Social media post content created identifiable patterns, trackable trends, and clear user
tendencies.

Treadstone 71 believes the operation violates many Twitter rules related to the "Platform manipulation
and spam policy," the "Impersonation policy," and the "Synthetic and manipulated media policy."

IRGC Anti-MEK Campaign through Twitter Accounts — a bulleted summary
e Influence operations targeting the MEK and other dissident groups.
o Theintent to cause confusion and chaos, emphasize divisions, control the messaging, and
execute information operations with an influence campaign.
e The IRGC focused on MEK's Freelran2020 Global Summit (July 17, 2020).
o The IRGC targets anniversaries associated with important dates in recent Iranian political
history.
e The IRGC used a core team of proxy accounts, likely Basiji cyber teams, to trigger the messaging
and lead the campaign. They developed accounts with large followership, usually using female
personas that present themselves as critics of the government but more critical of the MEK.
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o The command-and-control structure ensured the protection of IRGC Twitter accounts
(The leading accounts in particular).
=  Oncetriggered, the IRGC accounts remained quiet to prevent account suspension
by Twitter
= |n this campaign, many of the core accounts deleted their Tweets after the
campaign, and some had changed usernames to secure critical accounts given the
possible punitive actions by Twitter.
e The IRGC uses targeted hashtags to signal the start of the social media flood of tweets.

o Hashtags used to demean and make fun of the MEK and its members.

o Hashtags shifted throughout the time of the campaign.

o The IRGC uses hijacked hashtags used by MEK affiliated and dissident accounts,
controlling the narrative with their messaging redirecting content to IRGC websites and
social media accounts.

e Other MOIS proxy groups, under the guise of Monarchists, helped promote the campaign.
e Websites driven from netajngo.org (A creation of the MOIS with a focus on demonizing and
destroying MEK based in Albania) propagated messages using negative terms towards the MEK:

o Evil, cult, mentally and physically captured, offended, terror cult, broken relationships,
camps, separation of children. Note: The IRGC uses the word cult to describe the MEK.

e While using favorable terms for the Nejat Society and the current Iranian government:

o "Nejat — undeniable documents and evidence" Nejat warm humanitarian — condemns
violence, denies contact with organizations that use violence —honorable, beloved,
defectors,

o Hashtags and messaging projected the current regime as powerful and helping the
oppressed.

e Other proxy accounts likely from lower-skilled Basiji teams joined in to mention and retweet the
targeted hashtags.

o The IRGC likely directed Basij Student units from their various resistance areas around
Tehran, although we cannot directly align these units' activities.

o The IRGC model resembles a Dunbar's Number concentric circles of trust.

=  Twitter accounts outside the core group expendable for Twitter removal.
e The flood of negative messaging towards the MEK and its members aimed to influence and
drowned out the event and anniversary messaging of the MEK.

o Over approximately 48 hours, over one hundred thousand tweets used the targeted
hashtags.

o IRGC proxy groups use tweets, mentions, and retweets, to call out usernames of political
figures to spread the messaging beyond proxies to unsuspecting Twitter users.

o Nearly 50% of accounts used in the campaign were low-follower, newly created, or
dormant accounts, indicating that the campaign likely used bots to propagate the
messaging along with zombie accounts.

o The campaign used Telegram bots to communicate anonymously to those following the
Telegram bot, likely with undetermined keywords.

e The tweets' messages included old and non-credible claims and referenced websites and social
media platforms damaging to the MEK and its members.
e The messages harnessed current conspiracy theories to gain more traction and retweets.

Copyright 2020 Treadstone 71 LLC October 28, 2020



o The content included disinformation and misinformation.

e They used internal Iranian messaging intended to stifle any MEK content through propaganda
while controlling the narrative.

o lran uses Dezhfa’ to block external content and control anti-government content from
reaching internal-lranian citizens.

o lranian citizens use virtual private networks and proxy software to bypass Iranian
government controls, mostly via smartphone wireless.

e Possible anonymous communications occurred via @BiChatBot and BChatBot non-inclusively on
Telegram. BiChatBot and BChatBot are confidential communications bots®. Anyone may access
the bot, but our assessment shows likely keywords used to activate campaign-related
communications.

e The campaign highly likely violated Twitter policies such as the Platform manipulation and spam
policy, the Impersonation policy, and the Synthetic and manipulated media policy.

e We experienced gaps in identifying verified locations via internet protocol addresses.

Our assessment is supported by information that varied in scope, quality, and sourcing. We believe our
analysis is based on high-quality data, making it possible to make a solid judgment. This judgment is not a
certainty and still carries a risk of being wrong.

Data and Information Analysis — Flow of the Influence Operation

Initially, nearly 30,000 accounts participated in this campaign. About 35% of which have already been
suspended by Twitter or "no longer exist." Nearly 50% of the accounts were non-credible accounts, with
low followership (less than 100 followers), a large proportion created in 2020, and over 1,500 created
within weeks of the campaign.

We base the current analysis on 111,770 tweets tweeted by the remaining 24,631 accounts (tweeted,
retweeted, replied to the main hashtag) from July 17 to 21, 2020.

The first hashtag posted by @Mrs_ferlock signaled (Figure 1 to the above) the sequential call chain two
days before the event. @Mrs_ferlock initiated the tweet content for the core team response. (Note: UTC is
four hours ahead of Eastern Daylight Time (EDT)). The timeline for all Tweets for this hashtag is below in Figure 2,
showing the flood of messaging from the beginning of July through August 31, 2020

The @Mrs_ferlock net call started a sequential response from over one hundred forty core members
(Figure 3 Influence Operations below). It seems that the first attempt on July 15 was a test for the core
network.

7 NATIONAL INFORMATION NETWORK SECURITY SHIELD https://cybershafarat.com/2019/12/18/dezhfa-dejafa/
8 https://t.me/Bichatbot (il 4aali

10
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151ul202014:32:29  sanieS8 151u1 2020 17:31:45  SaeedDalirian 15Jul 2020 22:52:09  Nus1562
151ul202014:33:11  dadasheasghar 15Jul 2020 17:36:11  shkmpp14 15 Jul 2020 23:12:55 ShahAbb50064119
_theoutlawtorn greenlilii 15 Jul 2020 23:18:22  9Strider6
I en] gharaessiot 16 Jul 2020 00:21:25  heyehannane
TSN LAsSe ferehaonmses || HIIUTAZE  Amnam L o A
u 43 eres| uj G min. "
151u1202014:47:13  khorshido? 151ul 2020 18:04:42  __ Sophi___ 161612020 01:00:09. HWMHJeLTES0SVH
151u1202014:50:14  Azadehs6 Hanich_adb 16:011202002:41.30 |arashor0
151u1202014:51:36  nooshinof 15Ju12020 18:20:15  sraheleh 16Jul 202002:42556 |yalda40000
151ul2020 14:54:13  fati_f1994 15Jul 2020 18:20:18  nfszmnzch 16 Jul 2020 04:04:48  trve_farid

16 Jul 2020 04:31:02 ManOomadam
16 Jul 2020 04:45:01 smhtie

End Net Call - Team Validated
Operation Order Trigger
Communicated

Figure 3 Influence Operations

A close study of the accounts involved in this campaign signifies the following accounts to be the
campaign's core leading team. Those in the net call may not be the entire team (given many have deleted
their tweets and some have changed their usernames), but certainly, the main accounts leading the
campaign.

Cyber Operative Account Types
The accounts used by the IRGC cyber network use different personas (Figure 4 Hiding personas) to hide
their activities as regime operatives and pose as monarchists®, reformists, hardliners, 'restart’ or apolitical.

% Iranian monarchism is the advocacy of restoring the constitutional monarchy in Iran, which was abolished after the 1979
Revolution
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In this specific campaign, the cyber operatives posed as monarchists, reformists, or apolitical while sharing
the same messaging during the targeted timeframe, and in particular, context against the online event.
Analysis of select operational members found the following groups:

Monarchist influencers

@phalange81

Influencers from the Basiji Cyber Army
@stivek9 (no longer exists — now

Active users with actual personas

behroozrezaeib0

»  @0x__dead soyflanco) chimigii

»  @Afsoon1976 *  (@esprsoll itspersephoneh

*  @IranNovin2020 (was *» (@asayesh75 (was asayesh74) ThislsNazanin
Bashahzadeh1) *»  (@Ana_tajik (was anaa_tajik) shaddzzo

*  (@Nazanin_ban002 (no longer *» (@bbbanooie userinadaram
exists) » @amrab62 (was amrab_62) srmahnd

*  @Mina_elizabeth_ »  @Sholokhof2 mahnaz_mjo

o @tiliittt »  @khanome_n (was hamsaayeh

@FreddielPatriot

paradox98765) has a second

ebrahimheidari

»  @DJ_PashmackZzz account @paradox_97_ avandfardi
*  @mahshidtavakoli marii_abdi
»  (@khanoomijanam (was javanmardpeyman

khanumijanam)
» @notkaaafnooon
*  @aa_nayebi
s (@aBn3s
e @ryro931
* @_ jeneral__
*  @roshanaiiii
s  @zohreh_zk
e @aliamini79

Figure 4 Hiding personas

The posts contained links to the main accounts (Figure 5 Leading accounts below) leading the campaign,
attacking the MEK while masquerading opposition to the ruling government.

| Jlean |

@kaf_aleff @kayotrara @Akavishl @amirmedusa

@afsoon1976 @Hozak75 :@ghasemba-shiri @_marmari_ @maryamoone @maryas5499 @Mrs_ferlock @Nahiid_1975

@fatishunam now
@Callmemori_

Figure 5 Leading accounts behind the IRGC cyber chain
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@Akavish1 started the operation on July 17, 2020, at 14:59 GMT, tweeting the message from Figure 6 left
with original tweet content followed by full campaign activity. Day one, the campaign ended with 67,341
tweets, retweets, and replies. Day two resulted in 36,157, while day three faded off at 4,081. The first
three days of the campaign resulted in
107,582 tweets, retweets, and replies,
or an average of 1773 mentions per hour. Table 1 below lists statistics related to the campaign.

Figure 6 Operation Start

Most Engagements — Tweets — Impressions
As part of our review, we examined all influencers for the July 17 operation, listing the Top 20 in Table 2
below by Impressions:

% Akavish sasas

3odl S8 Ll 5l igi o iSi )guad Guus plas t_sLu:,\_J awls
3993293 S92 oy oluw |z 5l ygi W) Lk oy walo

s pLI)e wble

Sg>)_payo#

placl_a,_ai#

S placl#

BY MOST IMPRESSIONS Tweets Foll s Engag s Impressi BY MOST TWEETS  Tweets Foll s Engag s Impr

ghasembashiri 43 22,930 5,910 986,674 Akavish1 50 4,225 1,796 211,633
kayotrara 15 65481 15,333 984,601 ghasembashiri 43 22,930 5,910 986,674
kaf_aleff 26 27017 29,840 708,042 zohreh_zk 33 7,209 1,176 238,145
ROSHANAIIII 26 17,144 1,068 445,948 Iranobegard 30 9,043 871 271,396
hozak75 10 42,925 1715 429,596 kaf_aleff 26 27017 29,840 708,042
bbbanooie 10 36,356 3,728 364,278 ROSHANAIII 26 17,144 1,068 445,948
farnazam 13 27,066 328 351,917 maryamoone 26 10,126 1,538 263,624
asayesh75 10 34,798 538 348,090 aliamini79 24 8,685 282 208,463
callmemori_ 7 48,105 3,972 337,259 JavanmardPeyman 19 11,246 488 213,764
amirmedusa 9 31,030 12,504 281,402 kayotrara 15 65481 15,333 984,601
Iranobegard 30 2,043 871 271,396 farnazam 13 27,066 328 351,917
maryamoone 26 10,126 1,538 263,624 s3p1d3 12 16,134 854 193,699
afsoon1976 9 27,247 1,284 245,484 hozak75 10 42,925 1,715 429,596
zohreh_zk 33 7,209 1,176 238,145 bbbanooie 10 36,356 3,728 364,278
Nahiid_1975 4 54,718 3,962 219,492 asayesh75 10 34,798 538 348,090
JavanmardPeyman 19 11,246 488 213,764 amirmedusa 9 31,030 12,504 281,402
_MarMari_ 6 35,567 760 213461 afsoon1976 9 27,247 1,284 245484
Akavish1 50 4,225 1,796 211,633 callmemori_ 7 48,105 3,972 337,259
aliamini79 24 8,685 282 208,463 _MarMari_ 6 35,567 760 213,461
s3p1d3 12 16,134 854 193,699 Nahiid_1975 4 54,718 3,962 219,492

Table 2 Top 20 Influencers by Impressions and by Tweets

Over the period analyzed, we found 24,631 contributors to the narrative with the potential for 176.7
million potential impressions. An impression means a tweet delivered to a Twitter user's timeline,
whether read or not. We can confirm that 26.4 million tweets did reach Twitter accounts.
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Watching the process

Of the participants in the July 17 influence operation are two observers with the largest
number of followers. The Iran Project’® and Jedaaal (Ali Alizadeh, an Iranian based in London
(Instagram, Aparat, Telegram, YouTube (JedaalTV), a staunch and public advocate for the
Iranian government. Although they tweeted two times total during the operation, they were
nonetheless active participants in the event. Their total followers of 313,271 show great reach
and influence. @Iran tweeted the following "Hey you! Listen and Repeat:" (followed by the
main expletive used throughout the campaign as a hashtag). @Jedaaal tweeted the following:

Operational Tempo
The July 15 net call confirmed all next level, subordinate units' concurrence with the operation, signaling

. R their readiness to execute. Variations of the hashtag and added hashtags
el s ol sl il cents sos e @ppeared throughout the 60.6 hours. As with any deception operation,
DESTISLSITIESSSY the deceiver maintains awareness of target responses to determine the

a53gs 83lyils 3 Slodes g Jacme ailaiig b

effectiveness of the operation. The deceiver makes modifications along

the way to maintain currency and operational effectiveness while
= changing the tempo of the campaign as required.

) o 9'4'3?*‘9“&‘--“‘: What is the Dunbar's Number?

4 ] The theory of Dunbar's number holds that we can only really support
about 150 social connections at once. Dunbar's number is a suggested
cognitive limit to the number of people with whom one can maintain
stable social relationships—relationships in which an individual knows

who each person is and how each person relates to every other person.

ST s slayeils IS0 Ls

Figure 5 @jedaaal tweet

(Wikipedia, n.d.)

For this operation, we also add the criteria of trust.
The innermost circle of the Dunbar's number circle of
trust is very small, with each concentric circle
expanding the number of social connections while
reducing the level of trust. The cyber foot soldiers
occupying the outermost rings of the circle, standing
for the most expendable in the operation. The
PermaDunbar Spiral image below closely resembles
such a circle of trust as the likely layers of trust for
this operation.

The PermaDunbar Spiral

Tha ParmaDunbar Spirsl Cataories:

& kin/closs friends (5) . clan (25)
er famil . tribe (100)

Definitien for placing pecple alang the spirs:

Pesple wha yuu have frequent
persen-ta-person contact with whom yeu
1 foed yau can tsl them amything,
2 know you can count on them anytime, and
3. wha listen to you and shars with you

The strongest candidates are placed closest to
the center snd those placed ferthest swey from
the cester sheuld be peaple you have (or maybe heve
not) metin persen with whom you have some communication

The first one hundred fifty in this operation represent the trigger and associated net call. If we expand
the circle with those on the net call, each creating a specific circle of trust for 150, and repeat that
model, we set up an influence operation of significant proportion.

NOTE: Twitter removed some accounts for purposes other than this report.

10 The Iran Project is an Iranian funded news outlet know for staunch support of the government while posting
articles, comments, and information condemning Iranian dissidents and the West. The site claims to be unaffiliated
but has direct ties to Iranian intelligence organizations.
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Dunbar’s Number — Layers and Levels of Trust

Operational Leadership

Kayotrara

@kayotrara joined Twitter on February 5, 2015, posting 14,316 Tweets, following 218 accounts with an
estimated 26% fake followers tweeting entirely from Twitter for Android. @kayotrara averages around
1.5 Tweets per day with 64,333 followers.

As one of the core members of the operation, Kayotrara posted updates on the campaign every hour,
encouraging hashtag use

@kayotrara followers joined Twitter in the following years:
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Kayotrara metrics for users most retweeted, replied to, and mentioned during his full Twitter lifecycle is
as follows:
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11 Users most retweeted

;?; @Meqdadlocation ﬂ
9 ©zat ara B &
* @MehranBotParast 2 | n
@Hamid_wood H
By @shahedAlavi 2 | .

Users most replied to

@mardoodl -?;
@homayonii 57 | K
@Hosseien 33 | ‘
@kayotRaRa E .
@ali_ahmadnia E E

Users most mentioned

R e -4 2

@mardoodl h
@Meqdadlocation 47 | ﬂ
@Hosseien El l
@Xerxesss E ‘
@xmangamma m

The most hashtags used by Kayotrara are:

# Hashtags most used

2,856 Jgu8#
o
uw_SJLidl#
oi load#

12am

5

@imanbrando
@darvizh
@HichkasOfficial
@xacheek
@mardoodl

@Megdadlocation
@imanbrando
@Rdshemir
@Xerxesss

@tg_iuom

@homayonii
@imanbrando
@Vahid_crazy

@ali_ahmadnia

@tg_iuom

9% RS 57 s aspo#

o Loﬂ‘«ai_ie.ﬁ #

=

e i

4

E

g
g

0 50

100 150 200 20

Kayotrara maintains operational security over his Internet location, although we assess the most likely
geolocation is Iran. Kayotrara maintains accounts on Telegram, Instagram, and other social media sites.

Kayotrara links to ALIrezanouri via a Github

Copyright 2020 Treadstone 71 LLC
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site with Python script used to scrape and analyze Twitter. The Allrezanouri/alirezatest repository on
Github also uses automate retweets and follows as a method to propagate tweets. The likelihood of using
bots to propagate tweets is high but difficult to detect since they are legal and do not appear since they
run through the Twitter account using the bot as a service. The interesting examples (image below) show
Allrezanouri using Kayotrara as one of his testbeds--the eight files below found at:

https://github.com/ALIrezanouri/alirezatest/tree/master/following).

Github Files (8)
following/PepperOnii.csv
following/hosseintanha89.csv
following/mahsaee_csv
following/nakhodakhorshid.csv

following/___saraab____.csv
following/hpordr.csv
following/maryami3.csv
whotwitts_train vw

Iranian hacker circles know of kayotrara. Mohammad Jorjandi references and retweets kayotrara
(s7az2mm on Twitter, Telegram, Instagram, etc. and behind the webamoozir website and periodic
webcasts on YouTube and TwitchTV.) Jorjandi is known for actively taking part with the Kheshtak Security
Team.

Kaf Aleff

@kaf _aleff joined Twitter on December 08, 2018, posting 40,880 Tweets, following 12,533 accounts
with an estimated 2.06% fake followers tweeting entirely from Twitter for Android. @kaf_aleff averages
around 5 Tweets per day with 26,360 followers.

@Kaf_aleff represents the operational lead during the campaign. He directs users on how to use the
hashtag and adjusts incorrect spellings. He presents operational changes to the extent of giving an
update at 22:00 GMT (2:30 am IRST)

Kamran|all_osl8#
@kaff_alefff

Kamran|all s8#
@kaff_alefff

g alw)d bJP.éPJwﬂ# K il aials a>gi

KWRPTITCININE  FEPPERR v e
2SS_placl# ey gSilin auip

Translate Tweet

- . an - - - N
e 3l &8 ady oslaiwl laiz g Laliis 06855 elacl# Eiiis #lufc
- ZJ b Trending since 23 mins.

87 W Tweet #lufc

O Lk S Gl gl #aso e

Translate Tweet T . T s
Trending since 2 hrs, 27 mins

10:07 PM - Jul 17, 2020 - Twitter for Android 72K TWEETS
12:00 AM - Jul 18, 2020 - Twitter for Android

308 Retweets 5 Quote Tweets 944 Likes

@kaf _aleff followers joined Twitter in the following years:
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11 Users most retweeted
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Kaf_aleff is a more prolific tweeter posting, on average, five tweets per day (instead of about 1.5 for
Kayotrara). In the less than two years on Twitter, kaf_aleff tweeted over 41,000 times compared to about
15,000 tweets in 5.5 years for Kayotrara. Kaf_aleff tweeted much more during NCRI events and
anniversaries with a couple of one to two-week breaks during the targeted time. He also mentions himself
more than others in the target group.

Ghasembashiri

@ghasembashiri Twitter on March 4, 2016, posting 131,473 Tweets, following 875 accounts with an
estimated 14.9% fake followers tweeting almost entirely from the Twitter for iPhone. @ghasembashiri
averages around 18 Tweets per day with 22,930 followers.

Serving in a campaign leadership role, @ghasembashiri corrected members' misspelling hashtags with
different spelling while commenting on influencers, persuading them to broaden the campaign.

( i G iy pwb Sinpw @ghasembashiri - Jul 18

i Gy Gpiv awls Kidpw @ghasembashiri - Jul 18 s WS Replying to @mahdieh_golroo )
'31" Replying to @RadioGhermez (¢ oS oolatwl 98 I3 o 6::5 gl aJ,J@;
: (e m.m 8% e
5,85 Sgy puoH )
i _placl# & 0. Q4 &
Q1 Tl O s g i By Syin puwls Sidyw @ghasembashiri - Jul 18 soo
s 58, 5 o
o i Gy Spin awls Kidpw @ghasembashiri - Jul 18 o5 lgpye @ &S awangh i placl® IS )3 5) 50> [ERSs=s poso¥
e (ES saso s oSai |yz - cidlis @ 530 855
) . - # = o Sy 055 e 2
3,95 [ S9>a_pap0 L o)lai o adysl
Q i Q O Q2 e O s &
@ghasembashiri followers joined Twitter in the following years:
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11 Users most retweeted
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Akavish1

@Akavish1 joined Twitter on August 9, 2011, posting 38.7k Tweets, following 3,696 accounts with an
estimated .23% fake followers tweeting entirely from the Twitter Web App. @Akavish1 averages around
80 tweets per day with 4,263 followers.
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Akavish1 launched the operation. His activity included posting 50 tweets during the first 24 hours

directing the campaign, including:

- #a50 alael (don't execute) will not trend in any way. Its toll rises but will not trend, think this
hashtag has a good message, from now we have to set some oppositions straight.

Ha> . S>_pe

- Use the hashtag with a higher number #3_3 . B pim
- Who would have thought one day' regime overthrowers' and 'hardliners' unite in using one

hashtag #2,5~ . S s

Shifting the narrative throughout the campaign, Akavish1l openly converses with leadership
(kaf_aleff) implying that only @kaf_aleff may create a hashtag that unites basijis, hardliners and

those who oppose the regime.

At 21:57 GMT (2:27 am in Iran) he posted a report of the operation (3 minutes before a similar

tweet being posted by @Kaf_aleff
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@Akavish1 followers joined Twitter in the following years:
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11 Users most retweeted
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ﬁ @Akavishl 1] . @MinooPocahontas B
u‘ @afsoonl976 1| @mrizadii 1|
ﬂ @MeysamNoori1968 n . @AvandFardi
[ oestrategistoQ H

® Users most replied to

. @StrategistQQ H @mrnj_39 47 |
n @Hamedsal981 m ta @russellzparadox m
[F] elavitaes0684328 [ 40 | 03 @AliTehrani9 E3
- @mbnbhmn E3 E @Nafas_Typing Ea
E @lashhgod EA . @2ndravanparish Ea
@ Users most mentioned

[ oestrategistoQ B @Hamedsal981 Ea
ﬂ @mrnj_39 m tﬁ @russellzparadox m
03 @AliTehrani9 43 | H @Lavitae50684328 42 |
- @mbnbhmn m u‘ @afsoon1976 m
. @2ndravanparish m E @lashhgod m
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# Hashtags most used
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Amirmedusa

@amirmedusa joined Twitter on May 19, 2019, posting 123.5k Tweets, following 6,490 accounts with an
estimated 2.7% fake followers tweeting mostly from Twitter for Android with a few from the Twitter
Web App. @amirmedusa averages around 200 Tweets per day.

@amirmedusa followers joined Twitter in the following years:

Number of followers

2006 2007 2008 2000 2010 201 2012 2013 2014 2015 2016 2017 2008 2010 2020
Twitter Joining Year

® Adive @ Inactive @ Fake

@amirmedusa follower locations based on the estimated number of fake, inactive, and active followers:

Number of followers

Undefined Islamic Republic of Iran Tehran ran Afghanistan tehran E iran ol
User Location

® Active @ Inactive @ Fake
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Users most retweeted
@smallpartisan

@sharifimoon 1]
@masihgarakani u
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Users most replied to
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@nagaaeedam 56 |
@FtiNegin | 48 |
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Users most mentioned
@sabaFrhadi
@holymoly_2000
@FtiNegin
@david_nakam
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@amirmedusa actively uses the BChatBot on Telegram offering anonymous discussions

B
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e | Sl B - L& ]
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requiring membership with the RazKom group for conversational access and identification @ e s

to the Farzane Instagram account and a BChatBot start command with a unique source

identifier (...start=sc-181055-1VGfC3H).
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Hozak75

@hozak75 joined Twitter on January 4, 2018, posting 218k Tweets, following 35,940 accounts with an
estimated 2.27% fake followers tweeting entirely from Twitter for Android. @hozak75 averages around
138 Tweets per day with 44,117 followers.

@hozak75 followers joined Twitter in the following years:

20k

15k

Number of followers

2006 2007 2008 2009 2010 201 2012 2013 2014 2015 2016 2017 2018 2019 2020
Twitter Joining Year

® Acive @ Inactive @ Fake

@hozak75 follower locations based on the estimated number of fake, inactive, and active followers:

er of followers

Numb

Undefined Islamic Republic of Iran Tehran ran tehran Afghanistan iran » 0 51300
User Location

® Active @ Inactive @ Fake

Users most retweeted

@symphony0_0 m @MrSubtitle

)
@millieeiliish E L @sirmuhmdsh
@symphony9__ m g @ghr_rhg00
@Hoseintaherii H @Anahhid36 6
@NavidPirozi 13 | E @Y_losi

Users most replied to

CREeS* E=el =

@yasi__htt . @miss_mim_am
@sirmuhmdsh m . @shumayetwitt
@symphony0_0 E . @_dou_ble_A

@vikopn m @mahnessag3 1
@titil2es 16 | @DerakhshanAzimi

= ™
EEEBE BEBEEE BBEEE

@ Users most mentioned

L @sirmuhmdsh . @shumayetwitt

. @miss_mim_am n @yasi__htt

E @Lanatiebaba E’ ﬂ @symphony9__

- @_dou_ble A E @Anahhid36

ﬂ @FtillX ﬂ @titil2es 1

28
Copyright 2020 Treadstone 71 LLC October 28, 2020



# Hashtags most used
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@_marmari_ joined Twitter on June 26, 2017, posting 88.5k Tweets, following 26,485 accounts with an
estimated 2.21% fake followers tweeting entirely from Twitter for iPhone. @_marmari_ averages
around 66 Tweets per day with 36,863 followers.

@_marmari_ followers joined Twitter in the following years:

Followers Based on Twitter Joining Year

The Below graph shows the percentage/number of fake, inactive and active followers of the Twitter account based on their Twitter joining year.

sk

125k

Number of followers

2006 2007 2008 2000

201 2012 2013 2014 2015 2016 2017 2018 2019 2020

@_marmari_ follower locations based on the estimated number of fake, inactive, and active followers:

Number of followers

Undefined Islamic Republic of Iran Tehran
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Users most’lretweeted

n
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®, Users most replied to
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‘-3 @Nicho6_9 11 | @birahmane_Ziba 10 |
@ Users most mentioned
'! @shahram63mohmkn I @dokhishahrivari E3
@__gelaris__ EA3 . @Masoud_snns7 EA
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Maryas5499

@maryas5499 joined Twitter on April 20, 2017, posting 7.4k Tweets, following 1,622 accounts with an
estimated 1.93% fake followers tweeting entirely from Twitter for Android. @maryas5499 averages
around 26 Tweets per day with 2,790 followers.

@maryas5499 followers joined Twitter in the following years:

1250

1000

Number of followers.

o — EE .

Undefined Tehran Islamic Republic of Iran tehran ran e iran
User Location

® Active @ Inactive @ Fake
@maryas5499 follower locations based on the estimated number of fake, inactive, and active followers:

1000

Number of followers.

o — — —_— | [ ] | || -

2007 2008 2000 2010 2011 2012 2013 2014 205 2016 2017 2018 2019 2020
Twitter Joining Year

® Active @ Inactive @ Fake

11 Users most retweeted

. @laaawyer ‘_ @geomatics_gis u
E @HadiNili 1] h @Pariparvaneh? 1|
. @asieh_am 1| @voria21l 1|
E. @AfsharMahnaz 1] ﬂ @a62_mahboob 1|
B @amirmedusa 1] @ManotoNews 1|
® Users most replied to

H @shahram1989 m @Hamidreza_Byt m
. @ghazalbanakaar 43 | l @Rmin001 Ea
‘ @behroozrezaeib m ‘ @Gallagerl5s m
. @rezakhaani m ‘_ @geomatics_gis m
E" @pheebzz_buffay E a @babak_farokhian E
@ Users most mentioned

. @ghazalbanakaar “ @shahram1989 m
m @Hamidreza_Byt 3 t @Rmin001 E3
‘ @behroozrezaei60 EA ‘ @Gallagerl5 E3
. @rezakhaani m . @Perspolisi2020 m
‘ @geomatics_gis E Eﬂ @pheebzz_buffay
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Nahiid 1975

@Nahiid_1975 joined Twitter on August 6, 2018, posting 201k Tweets, following 10,622 accounts with
an estimated 5.81% fake followers tweeting entirely from Twitter for Android. @Nahiid_1975 averages
around 110 Tweets per day with 55,817 followers.

@Nahiid_1975 followers joined Twitter in the following years:

15k

10k

Number of followers

b4

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2015 2017 2018 2019 2020
Twitter Joining Year

©® Active @ Inactive @ Fake

@Nahiid_1975 follower locations based on the estimated number of fake, inactive, and active followers:

30k

Number of followers

Undefined Islamic Republic of Iran Tehran Afghanistan Tran tehran e e iran EF]

User Location

® Acive @ Inactive @ Fake
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Afsoon1976

@afsoon1976 joined Twitter on January 3, 2019, posting 68.8k Tweets, following 24,313 accounts with
an estimated 1.73% fake followers tweeting entirely from Twitter for Android. @afsoon1976 averages
around 152 Tweets per day with 29,184 followers.

@afsoon1976 followers joined Twitter in the following years:

- .
S — — — — | -

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
Twitter Joining Year

® Active @ Inactive @ Fake

@afsoon1976 follower locations based on the estimated number of fake, inactive, and active followers:

Number of followers

5k

Undefined Islamic Republic of Iran Tehran ran tehran Afghanistan I iran I B
User Location

® Aciive @ Inactive @ Fake

11 Users most retweeted

. @vahid_ontime . @alirezaa6424 19 |
. @kamand2003 n @mehrrnoocosh0906 m
H @ramin_rasaei 11 | @ @AmirHosein9191 11 |
h @alirezalad11 . @doki__ar 10 |
. @_Tonnimontana_ ﬂ ’ @red_flower1l985 E
® Users most replied to

M @vafa_l @SedighiAki 40 |
“ @esprsoll F @tata_celin Ed
- @nucky2019 k m - @CaptArmanM m
ﬂ @KianShz18 El L\.. @ALEXIRANI19 El
‘h @khayyati_zhina m ok @salvador_h__5 m
@ Users most mentioned

M @vafa_l @SedighiAki 46 |
“ @esprsoll 44 | - @nucky2019 Ea
“k @khayyati_zhina E ﬂ @KianShz18 E3
? @tata_celin EA il ©captarmanm El
ol @ALEXIRANI19 El . @khanome_n E
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# Hashtags most used
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Callmemori (AKA Fatishunam)

@callmemori_ joined Twitter on December 25, 2018, posting 66.4k Tweets, following 20,704 accounts
with an estimated 2.59% fake followers tweeting entirely from Twitter for Android. @callmemori_
averages around 117 Tweets per day with 48,294 followers.

It is noteworthy that this Twitter user changed its name and persona over four times within three
months, going from @fatishunam (a woman) to a few random names, then becoming Morteza (a man)
and then changing to callmemori_

® @ G

syl )
@fatishunam Follows you ; -
st Oy b 9357 dan ol 3135 g oS a4y dlg Mﬁ = j ):

el vjon
sl @d1f5h2k70w82592 @gv)
Translate bio

Joined December 2018 Joined December 2018

© lrdan @ 1Syszey Sy )
[ Joiniad Decerber 9018 21,1K Following 47K Followers 21.2K Following 47.1K Followers
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@t1d6g3d8v4il

Joined December 2018
21.1K Following 47.1K Followers

@callmemori_ followers joined Twitter in the following years:

2012 2013
Twitter Joining Year

® Acive @ Inactive @ Fake

Following

Twitter.Com/search?q="from:....

@ going well [ Joined December 2018

48.2K Followers

2020

@callmemori_ follower locations based on the estimated number of fake, inactive, and active followers:

30k
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11 Users most retweeted
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®, Users most replied to
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. @mehravag8493 (10 | ﬂ @Sevilll591616 B
. @ _fallgirl_ B :-% @sahele_shahabii B
E @mahmoudkhalvat B . @ Nafas_kabiriNk
@ Users most mentioned

H @Anahhid36 ! @Fatima_pn B
H @Lanatiebaba 25 | ﬁ @Pedarkhandeh n 15 |
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Mrs_ferlock

@Mrs_ferlock joined Twitter on December 30, 2017, posting 23.2k Tweets, following 9,096 accounts
with an estimated 3.41% fake followers tweeting entirely from Twitter for Android. @Mrs_ferlock
averages around 14 Tweets per day with 11,917 followers.

@Mrs_ferlock followers joined Twitter in the following years:
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® Active @ Inactive @ Fake

@Mrs_ferlock follower locations based on the estimated number of fake, inactive, and active followers:
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11 Users most retweeted

n @Nahiid_1975 H @kaf _aleff (12 |
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u‘ @afsoon1976 a i, @dokhiastam 4 |

m @bitarazaqgi a ! @uniii_corrrn 4 |

E @Cuttlasvii B ' @Thyme_tim B

®, Users most replied to

- @Mrs_ferlock - @uniii_corrrn m

n @venusiii20 i, @dokhiastam 56 |

H @2ndravanparish Ea ﬂ @AGHAsazegar E3

. @mahi__goli E . @yas_emad EJ

iﬁ @Abtin95565361 EQ ' ®@zadeyepayiiiiiz 28 |

@ Users most mentioned

'. @dokhiastam n @venusiii20 El

H @2ndravanparish 42 | ﬁ @shahab7452 E3
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I8 @Abtin95565361 El B efahime06509845 28 |

e @khayatbashi_ E= 'Ja @Paradisam_ E
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The Nejat Society

Treadstone 71 data and analysis led to the Nejat Society, created by the Ministry of Intelligence. The Nejat
Society is a counter-MEK site posting negative and false content across Twitter, Facebook Blog sites,
Telegram, Instagram, YouTube, RSS Feeds, and subscription newsletters non-inclusively. The Nejat Society
publishes content in Albanian, English, and Farsi. The content is extremely critical of the MEK in Albania.
The Nejat Society, funded by the Iranian government, claims to be a non-governmental organization.

The @nejatngo Twitter account references the prominent influencers for this campaign (@ghasembashiri,
@callmemori_) using the prominent two hashtags:

T1 Nejat Society Retweeted

o B Syin pwls Kingw
@ghasembashiri

Replying to @bbckalbasi
((((C 2 Gy e 29L Juud oS diged

A
S placl#

Translate Tweet

3:12 PM - Jul 17, 2020 - Twitter for iPhone

11 Mejat Society Retweeted
F :.ﬁ MoRi @callmemori_ - Ju

g = 11 & i S :_;{,.'-‘-.«_':h_',.'b_ G\._.«'.z § e Ll-:'l..LL-J £ T _IJJ e

o7 15K i

eaa

t71 19
e Ls 19 .

@netajngo references the 3335_._63:?)_@3)» hashtag between July 18 and 27 several times:

Farais ilgz 3 ab Lo 368 e Sondie sleal i3 Ssz) #arse ez, s nttpsicomvreiBo

RT @Mashti505: #Hﬁf‘_ss_?_,-%j She is not what Iranians want https://t.co/91bOOh5id3

RT @realJochnAhl: Maryam Rajavi does not speak for the Iranian people!#ﬁ}a_ds.?_,.s_,s_s https://t.co/W2qm49t5YN

RT @Mahboub89: 35 uiils #ey pe_Ss7) 055 3135 #ad yo_Sa2) 55 hitps://t.co/Q709C6uhcy

RT @Mahjonia: 6sel l15 deli Sl oF jhiss LL#es jo_$e=) i)Js—i’#H}d_tjs-?_] J_,s.:"-m JUudi il _-,I_,;_,I/'J_,si.. https://t.co/SX...
RT @MissWolf2696: a5 psiSie 25U 0)ls> #es yo_soz) o> hitpsi/tco/DouepscwTN

#H}a_ls_P_J.g_,s;' es trending topic en Twitter en todo el mundo @trendingtopicsm https://t.co/G4aGT7DyGt

RT @fatishunam: Sida U eslw alaz a4 1 ol #P—_A.J_:ids)_J.J._I‘JS oitie 3)8>
RT @SolmazAzhdari: Cusi 1 1) #ei e oz iz b 2e> #w,s? ol o Ugl 2wiS cuisio o5 ar ) Jlidiiyiial 6295w 39350 2395
RT @pooriast: euiS o5 laiwl Mol Sy jliaiy] 02w 2ip a5 She)#el e ez 9> https://t.co/dYCLYViZhS

RT @ghasembashiri: @bbckalbasi 2,11 Jiuiisy el Cauus oS aiged ) #asyo sz sz #eloe s

11 we discovered some interesting aspects of the netajngo website yet examined. The discovery relates to multiple ties to
Russian sites of diverse types. We list these below. An email for the site (khodabandeh987@gmail.com) ties directly to M.
Khodabandeh in Ontario, Canada (Toronto) www.instagram.com/9876bgji/ - We performed no further research.
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RT @kazemiiiii: You heard #placl_1,i55 | you will hear #H_,.e_t_ss_?J-;Js} too https://t.co/WpeSHTn4Zj

RT @RezaHingani: #‘alu‘iJé.iS.l-#ﬁJ_}aids.?J.JJsj’ aileaiwy (ed LB Gwluw £l S @ o lilnl 515 e # iy ab

RT @sahandiranmehr: a3gs Syiie bl p SU hlalga 31 adian. o)lai lols a8)ai. 3 an aida ol o7 alluiigs #eliel jiadys Shele g 1S
RT @FarnazMiri: 390 53 ad by sl JS slis aiigs olis #alacl 5 wiSs #ase soz i 395 #espe oz s 10050 5 mie 0500
e S92 03)95 Had po >)_das g #olacl auiSi#https://tco/6TOVFBaZzh1399 Jilai el uletss)3 igo Juls — 15

RT @EideLuo: @RudyGiulian F_ngs.ﬂias: #ﬁ}a,gs.a-u > #elacl a,S She is terorist

RT @Zvej1988: @chipsikolang | can't breathe #Plﬂl_mﬁ#ﬁ}a_qyJiéJ?

RT @qolidust: @Maryam_Rajavi Who the]Jllare you?!0ur people?!You are not with us...Shut da-oﬁ- OO O#alael_2iss #poy yo_55%).
RT @qolidust: @Setek70305745 @Legion
RT @ghasembashiri: @bbckalbasi 3,3 Jiubss el Cuns a5 diged ) #HP_GSQ_J.JJP #alael_spiss
https://t.co/bd5zBZgblw elicl_suisi# ez # i lae_ 5% 13 gyin juw Jolw #0500S 53 ¢ il #lnl Ceglis

1 @RudyGiuliani We all hate them#e yo_uoz [JJposs> #e12s i

The Nejat Society represents an Iranian government-funded and run series of social media accounts and
websites intent on delivering a positive view of the Iranian regime while portraying anything to the
contrary as negative and evil.

The @nejatngo Twitter account metrics include 190 followers while following 583 accounts. @netajngo
tweeted 11.6k times starting on July 28, 2009. We estimate 3.16% of @nejatngo followers to be fake and
21.58% to be inactive. @nejatngo followers joined Twitter in the following years:
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Number of followers
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Twitter Joining Year

@ Active @ Inactive Fake
@netajngo follower locations based on the estimated number of fake, inactive, and active followers:
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User Location
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Users most retweeted

@ma_khodabandeh @Olsi) 11 |

@Ilraninterlink B @Feraghnews a

@Ali_Gharib 4 | @RezaGhazwini B [
@iPouya ﬂ @NegarMortazavi B

@alizadeh1343 3 | @qolidust 3 |

Users most replied to

TEERO Y EFpeTAac

cEYERE PPoE-~E

@mikeypleystart @RezaGhazwini 4 |
@0lsi) B @SharareMishavam E
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Twitter Web App Google
Twitter Web Client m B twitterfeed
dlvr.it

Twitter and Hashtag Locations

<

We were able to derive other locations from Twitter accounts, as listed in the Locations chart. NOTE:
Locations are a point in time view of geolocations based on hashtags and Twitter accounts. Twitter blocks
I.P. addresses. Of note is the high volume of postings from Smartphones. We estimate most accounts,

proxy accounts, and participants originated from Iran:

e Approximately 35 to 45% from Iran (non-inclusive of the likely Iranian participants using VPNs

and Proxies)

e Approximately 26 to 30% from the United States (many likely VPN and Proxies)
e Approximately 10% from Europe (many likely VPN and Proxies)
e Approximately 6% from Canada (many likely VPN and Proxies)

Twitter removed approximately 35% of the core campaign members, not due to this report.

Other Locations Derived from Twitter Accounts
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Australia
Sweden
Iraq
Netherlands
Turkey
Israel

Japan
Egypt

India
Austria
France

Italy

Brazil
Angola
poland
Russia
Jordan
Armenia
Spain
Kazakhstan
Lebanon
palestine
Saudi

China
Albania
Syria
Afghanistan
Pakistan
Romania
Ireland
Chile
Croatia
Yemen
North Korea
Bahrain
Azerbaijan
Oceania
Slovenia
New Zealand
Indonesia

Difference with Cyber 'Flash Mob'

Cyber flash mob: the seemingly random act of
thousands of Twitter accounts tweeting,
retweeting, and replying to the same content
with precision sequencing, but the data
available on this specific campaign make it
highly unlikely considering the level of
organization viewed. Cyber flash mob events
occur suddenly without planning to perform
some unusual activity at a pointless period of
time, then quickly disperse, and would not last
over 60 hours.

Strategic Narrative

Led by the IRGC, the campaign coincided with
opposition events and anniversaries trying to
cloud event messaging. The effort casts doubt
and negative sentiment towards the National
Council of Iran and associated groups,
particularly the President-elect of the NCRI,
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Maryam Rajavi. The IRGC campaigns openly violate social media platform rules and policies. The ongoing
removal of accounts combined with new accounts' continued creation makes the battle continuous. We
could not figure out most personas' |.P. addresses due to limitations imposed by social media platforms.

The IRGC use hashtags that demean and make fun of the opposition using well-known phrases such as
"Don't talk nonsense." Meaning, "eat shit." Manipulators find ways to make their opponent look
ridiculous. The negative messaging relieves the target audience of the responsibility to think seriously
about why the message makes them uncomfortable (dissonance). Manipulators measure their audience
to make sure that their joke does not sound like sour grapes, instead driving negative aspects of a regime
under the opposition. They push for chaos and confusion.

IRGC messaging also presents the Iranian regime as powerful and one of strength. By managing the
regime's perception as strong against the "Great Satan," they help the oppressed worldwide in Lebanon,
Yemen, and Venezuela. Included in this narrative are images of the decadence, corruption, and failure of
life in America.

Other unsuspecting Twitter users repeat the messages as well, not realizing their role in the manipulation.
The use of unsuspecting Twitter users is highly likely an intended result of the IRGC. Getting Twitter users
to retweet and repeat the messaging from established accounts that do not look anything like a cyber
persona since they do not make it difficult to link the operation to the IRGC and remove these accounts
difficult.

The Iranian regime realizes they cannot compete with the flow of information unless they limit that
information. The building of the Iranian Intranet with global filters attempted removal of virtual private
networks, and proxies used to bypass Dezhfa? serve to control the domestic narrative. They realize they
could not survive without this control. The regime desires to force each Iranian to identify with the Islamic
Revolutionary ideals, the theocracy, and their fight against Zionism, the United States, and their Sunni
enemies.

12 pezhfa - https://cybershafarat.com/2019/12/18/dezhfa-dejafa/
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Assessment - MOIS US Election Influence Operation — Part 2
Restart Leader — MIGA "Make Iran Great Again"

Treadstone 71 judges with moderate confidence that the Ministry of Intelligence and Security
(Iranian MOIS) directly supports the voiceofrestart.com website and associated social media
accounts. Through the 'restart' organization, the MOIS continuously targets Iranian dissidents such
as the People's Mujahedin of Iran (PMOI/MEK) using Twitter, YouTube, Websites, Blogs, and
Telegram non-inclusively. A video from August 13, 2013, directly shows Hosseini that he has ties to
the MOIS (1:05:24 start).?* While appearing on a television show, Hosseini admitted the MOIS
contacted him in UAE. The MOIS offered him an opportunity to launch a television show. The MOIS
agents said, "We will provide you with news that would serve your interest. You will also be able
to curse at us. If you're worried about your image, we will fix all that for you". "Hosseini, you either
take this money from us... or we use a tenth of this money to make sure you fail. It's your decision.
You will set up the Television, we will provide the advertisement, and we'll make sure the news is
all critical [of the regime].""

Using several high-profile accounts, the MOIS consistently posts negative information about
Iranian dissidents in parallel with the United States Presidential election. Many posts reference
Donald J. Trump (@realdonaldtrump), QAnon, QAnon conspiracy theories, Secretary Pompeo
(@SecPompeo), Benjamin Netanyahu, and recognized world leaders seeking rapid recognition and
message repetition. Twitter accounts @restartleader, @restartmiga, and @semahos, form the
primary accounts propagating misinformation and disinformation about Iranian dissidents using
hashtags and content supporting the Trump Administration. The voiceofrestart.com website,
YouTube channel, and Facebook page uses the taxonomy (Figure 7 to the right) and content on
the website to severely rebuke the MEK and Democrats while proselytizing optimism about the
GOP and Donald Trump. The MOIS follows with Pasto News on Telegram, continuing the
messaging with over sixty-one thousand followers.

In contrast, the MOIS driven accounts post negative information using Obama, Clinton, Biden,
Kerry, Kamala Harris hashtags and @ portraying them as supporters of terrorism. @restartleader
shifted from primarily Farsi language posts on August 1, 2020, targeting English language
Coteeofee AR vor followers. The accounts use hashtags and @ such as:

4h-Q

Leader Ray Start's message about the million Q group:

#RestartMIGA14 #lranians_Hate_PMOI_RezaPahlavi

Two years after the broadeast of Ray Start mystical program and

was born on the day of Cyrus Empire, Q #BidenCorruption #lsrael
The Q group defended the Ray Start opposition from the beginning #BLITZ #MAGA #MIGA
and was strongly censared in the world.... See More
. e 2 #Constitution of Cyrus #Make_lran_Great_Again
——— #Cyrus_| #Patriots
#lran #USA #IRAN #Pompeo
#Restart

#Restart is the only way out
#restart_opposition
#Restart_opposition
#RestartLeader
#Restartleader

3 s AR . ia 5
Figure 8 VoiceofRestart Facebook

#lranians_Hate_PMOI_RezaPahlavi

13 https://www.youtube.com/watch?v=EObbE_Dn3uo).
14 MIGA — Make Iran Great Again
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RESTART LEADER
Donald Trump
Coronavirus
Infowars
Patriot

Persia
Censorship
Cyrus Empire
usa

Israel
Globalist

US Democrat
Barack Obama
MEK

Reza Pahlavi
Iran’s Regime

WAR

Figure 7
VoiceofRestart.com
Taxonomy List
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#RestartMIGA

#Rise of the Cyrus Empire
#TheCyrusEmpire

#Trump

#Trump2020
#TRUMP2020ToSaveAmerica
#TrustTrump

HWWG1IW
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The accounts repeat many slogans and content taken directly from @realDonaldTrump targeting globalism, socialism, and
mail-in voting (easiest way to cheat).

Regular postings to antagonize Iranian government opposition groups targeting United States leadership. Postings support
Donald Trump and his administration while propagating QAnon conspiracy theories through various retweets meant to
drive new postings using 'like' hashtags. The campaigns exploit divisions in the U.S. while posting misinformation and
disinformation on Iranian dissidents and anti-regime groups.

Seyed Muhammad Hosseini

Mr. Hosseini is an Iranian exile living in Huntington Beach, California presenting himself as a savior for the Iranian people.
A self-proclaimed reality T.V. star, showman, director, and writer (Lake, 2018), Hosseini stars in his videos on YouTube and
throughout the Restart movement.

Hosseini's activities resulted in removal from Telegram in the past. Hosseini propagates al-right, QAnon, and Infowars'
content support Trump claiming that Iran needs its own Fourth of July. (Cobb, 2019). Hosseini accounts on Twitter
@hosseiniTV, and Instagram is either suspended or gone, while his showmantv accounts on Telegram and the associated
website are defunct.

Darknet Content
Our research leads to at least one darknet site voicing the same content:

Billions of dollars of dictatorial money have been spent on Biden to come to power and divide America
A huge and sincere #congratulations on this American success to the American nation and friends of the American
nation and specifically to @POTUS @realDonaldTrump.
God bless president Trump
God bless America
#RestartLeader
#Trump2020
#Cyrus_| #Alexander_lII
;T:Ti?;;l, « “-“""“"“ _ _ #Cyrus_is_coming
i; iﬁ‘fﬁ;,ﬁ ] : #Alexander_is_coming
ol it Q_Restart_new_life retweeted
Q_Restart_new_life
@Restartnewlifel

Syl Cuat Hlf

e sl A G et
#TrustTrump

#Trump2020

#BidenCorruption

#MIGA

#Make_Iran_Great_Again
#iranians_Hate_PMOI_RezaPahlavi o
#restart_opposition foesia, LIS, #0iar.
#0bamaGate

Replying to @RealMadDadMAGA @Cernovich @RealCandaceO
@TheOfficerTatum @DiamondandSilk @MarkDice @DarlaShine
@DonaldJTrumplr @TuckerCarlson @Tom_Laipply
We are Persian Patriots
#Restart_opposition support American Patriots and president Trump
\ 4 Billions of dollars of dictatorial money have been spent on Biden to
*::;,:'.i:n;_‘;"i“.&':a 2 come to power and divide America

— We want make America and Iran Great Again

St

#Antifa

#AntifaTerrorists
#AntifaDomesticTerrorist

#RestartMIGA
#voafarsi
#bbcpersian

= Telegram

@PastoNews

(http://nitterlgj3n5fgwesu3vxc5h67ruku33ngaoeoocae2mvlzhsubk7fgd.onion)

Figure 9 Restartleader Twitter and @PastoNews on Telegram

46
Copyright 2020 Treadstone 71 LLC October 28, 2020



1 Now, 12.00 PU ,ﬁ RESTARTLEADER Y ]
X @restartleader

When you like or retweet Trump's posts, don't think that you
are supporting @POTUS or world's patriots!

Dirty Tricks
At the same time, they target political leaders and leadership of dissident

Think that you are rescuing an American from the abyss of

groups using many of the 'dirty tricks' we discuss in this YouTube video. The ignorance & destruction of Radical Democrats!
MOIS uses non-credible claims with sources against their adversaries, o/ From Darkness to Light,

. . . . . . .. do you best with love like a #SOLDIER! I
whether linking to their news and postings or modifying existing content #MAGA

(Wikipedia). They use unsourced and false claims against their targets. They
reference old and non-credible claims building on the lie and, they harness

conspiracy theories. The MOIS also uses social media platforms' popularity @'gi‘;gf:ﬁ’!{ff v
to erode trust in any messaging contrary to revolutionary ideals. oy | Moke Amerca Great Again
The MOIS uses any possible political organization in the United States to
propagate their message and stir discord. By doing so, their message gets
repeated on various social media platforms. The content tends to be s
misleading, biased both for and against a topic, while cherry-picked to drive ,
the desired message. Their content aligns with existing narrative from the S‘R&imder
likes of: et ey
ol g w)liwl ws,#
Celebrities, government organizations, heads of state, political leaders in T i st it e e
the United States, Australia, Canada, Israel, Iran, North Korea, Russia, Syria, ;:p,d”gd‘“ e e ool recisy e
Turkey, various country ministers, presidents, prime ministers, T
representatives, president-elect, and world leaders. jé;}gﬁé{gfpgg%jﬂww
“Bidencrmeramiy
Who is Restart? Figure 10 November 1 @RestartLeader Twitter

. . . Favorit hot
Treadstone 71 views the Restart group as a fringe group like many others avorites snapsno

assessed. We assess that Restart is a creation of the Iranian Ministry of

Intelligence and Security (MOIS) developed to oppose the MEK and splinter Iranian regime opposition groups. Restart
embraces QAnon and Infowars conspiracy theories (Tabatabai, 2020), while its mission is a return to a modern-day
version of the Cyrus Empire®®. The MOIS run site likely uses anti-regime and anti-MEK/PMOI content to flesh out Iranians
who do not believe in the revolutionary ideals. The deception operation actively posts across multiple platforms inciting
violence. Telegram muted two of their sites in the past. (Iranwire, 2018)

Another likely motivation is stifling any internal Iranian dissent by shutting down free speech while flooding the airwaves
with their propaganda and messaging.

Data and Information Analysis

@RestartLeader Bot Sentinal Ratings

The Bot Sentinal supports our analysis that over three thousand two hundred followers of @restartleader are fake, and
over one thousand seven hundred followers are inactive. Ratings by Bot Sentinal of these levels typically warrant Twitter
scrutiny if not removal.

Bot Sentinal:

Accounts that are classified as disruptive often engage in malicious tweet activity. Some disruptive accounts harass other
accounts and use offensive language. Disruptive accounts periodically share misinformation and can frequently spam hashtags.
Inauthentic accounts and toxic trolls regularly receive a disruptive rating, so we recommend you exhibit caution when interacting
with disruptive accounts.®

@RestartMIGA

@restartmiga Restart MIGA
tweets [EE[J following [EJELE] followers listed
Joined Twitter on September 25, 2018 as user #1044646791465947137

#Cyrus the Great and #Rumi are two of us. #Freelran #Cyrus_Empire #RESTART_OPPOSITION #RestartMIGA #MAGA
#MIGA #IRAN #PERSIA #PATRIOTS

o4 [[ZET followers/following 1217 listed/1,000 followers

15 Cyrus the Great was the founder of the Achaemenian Empire. His empire, stretching from the Aegean Sea to the Indus River, was the largest that
had ever existed at the time of his rule. Cyrus pieced his kingdom together using a mixture of conquest and diplomacy, attesting to his skills as a
warrior and a statesman. www.britannica.com/biography/Cyrus-the-Great
16 https://botsentinel.com/ Bot Sentinel is a free non-partisan platform developed to classify and track inauthentic accounts and toxic trolls. The
platform uses machine learning and artificial intelligence to classify Twitter accounts, and then adds the accounts to a publicly available database
that anyone can browse.
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