
Episode Title: Implement domain isolation and connection security rules

Objectives:

At the end of this episode, I wil l  be able to:

1. Explain when to use domain isolation
2. Create connection security rules using Windows Defender Firewall
3. Configure rules using Group Policy

Key Points:

Key Point 1

Domain isolation can be configured as Isolated, boundary, and encryption zones for devices to communicate with.

Key Point 2

Connection security rules define the encryption and authentication requirements for devices to communicate.

Key Point 3

These policies can be deployed by using Group Policy to define the connection security rules for the device.

If additional resources are used during the episode, they can be obtained using the download l ink on the overview episode (e.g.
diagrams, no powerpoints)

External Resources:

If external resources were used during this episode, you can reference the following external resources for supplementary tools and
information, if none were used, then this section wil l be blank.:

Domain Isolation Policy Design
: https://learn.microsoft.com/en-us/windows/security/operating-system-security/network-security/windows-firewall/domain-isolation-
policy-design


