
Episode Title: Use Microsoft Defender for Cloud to remediate security issues

Objectives:

At the end of this episode, I wil l  be able to:

1. Explain how Defender for Cloud is used with XDR
2. Collect inventory and recommendations from Defender for Cloud
3. Audit regulatory or industry compliance using Defender for Cloud

Key Points:

Key Point 1

Most organizations should have a documented Extended Detection and Response (XDR) solution. Microsoft Defender for Cloud is a
Cloud Security Posture Management tool that can help with managing XDR.

Key Point 2

Defender for Cloud provides an inventory of connected resources as well as recommendations for those resources that follow the Microsoft
Cloud Security Benchmark baseline.

Key Point 3

If you have any regulatory or industry compliance needs, Defender for Cloud can help audit and remediate resource configuration to
meet those policies.

If additional resources are used during the episode, they can be obtained using the download l ink on the overview episode (e.g.
diagrams, no powerpoints)

External Resources:

If external resources were used during this episode, you can reference the following external resources for supplementary tools and
information, if none were used, then this section wil l be blank.:

What is Microsoft Defender for Cloud?
: https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction


