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CCSK v5 Additional Resources

Dig a little deeper to gain the knowledge you need for
CCSK and beyond

Looking to deepen your knowledge of all things cloud security? Check out these additional resources that
will take you one step further on your journey. While these recommended readings are not necessary to
study for the CCSK v5 exam, they are useful tools to expand your knowledge and provide real life
examples that build your skills and enable you to apply them.

Domain 1: Cloud Computing Concepts & Architectures

CCSK Prep-Kit | CSA

Cloud Security Alliance Glossary | CSA
CSA Cloud Controls Matrix (CCM) | CSA
CCM-Lite and CAIQ-Lite | CSA

CCM v4 Implementation Guidelines | CSA

CSA Enterprise Architecture Reference Guide | CSA
Enterprise Architecture to CCM Shared Responsibility Model | CSA

Domain 2: Cloud Computing Concepts & Architectures

Cloud Security Technical Reference Architecture | CISA

Communicating the Business Value of Zero Trust | CSA

Zero T Suiding Pringi 5/

SaaS Governance Best Practices for Cloud Customers | CSA

COBIT Framework | ISACA

ISO/IEC TR 3445:2022 Information Technology Cloud Computing Audit of Cloud Services

Domain 3: Risk, Audit & Compliance

CSA's Perspective on Cloud Risk Management
CSA Code of Conduct Gap Resolution and Annex 10 to the CSA Code of Conduct for GDPR

Compliance
Top Threats to Cloud Computing: Pandemic 11 Deep Dive | CSA

Third-Party Vendor Risk Management in Healthcare | CSA



https://cloudsecurityalliance.org/artifacts/ccsk-v5-prep-kit
https://cloudsecurityalliance.org/cloud-security-glossary
https://cloudsecurityalliance.org/research/cloud-controls-matrix
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4/
https://cloudsecurityalliance.org/artifacts/ccm-v4-0-implementation-guidelines
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-reference-guide-v2
https://cloudsecurityalliance.org/artifacts/enterprise-architecture-ccm-shared-responsibility-model/
https://www.cisa.gov/resources-tools/resources/cloud-security-technical-reference-architecture
https://cloudsecurityalliance.org/artifacts/communicating-the-business-value-of-zero-trust/
https://cloudsecurityalliance.org/artifacts/zero-trust-guiding-principles/
https://cloudsecurityalliance.org/artifacts/saas-governance-best-practices-for-cloud-customers/
https://isaca.org/cobit
https://www.iso.org/standard/79582.html
https://cloudsecurityalliance.org/artifacts/csa-s-perspective-on-cloud-risk-management/
https://cloudsecurityalliance.org/artifacts/ccpa-csa-code-of-conduct-gap-resolution/
https://cloudsecurityalliance.org/artifacts/ccpa-csa-code-of-conduct-gap-resolution/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-pandemic-eleven-deep-dive/
https://cloudsecurityalliance.org/artifacts/third-party-vendor-risk-management/
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e Mitigating Hybrid Clouds Risks | CSA

e Enterprise Resource Planning and Cloud Adoption | CSA

Domain 4: Organization Management

Roles and Responsibilities of Third-Party Security Services | CSA
AWS L anding Zone

Azure Landing Zone

Google L anding Zone

Oracle Cloud Infrastructure - Landing Zone

Domain 5: Identity and Access Management

Machine Identity in Cybersecurity and IAM | CSA

What is IAM for the Cloud? | CSA

Zero Trust Principles and Guidance for Identity and Access | CSA

Identity and Access Management Glossary | CSA

Domain 6: Security Monitoring

e Understanding Cloud Attack Vectors | CSA
Al Safety Initiative | CSA
e MITRE ATT&CK Cloud Matrix

Domain 7: Infrastructure and Networking

How to Design a Secure Serverless Architecture | CSA

Cloud OS Security Specification v2.0 | CSA

The Six Pillars of DevSecOps: Automation | CSA

Software-Defined Perimeter as a DDoS Prevention Mechanism | CSA

CSA loT Security Controls Framework | CSA

Domain 8: Cloud Workload Security

- . f Thi T)- | ial C S S ity G ~s/
Best Practices in Implementing a Secure Microservices Architecture | CSA

| Adversarial Vi rs, Exploi nd Thr AVEaT™): An Emerqging Thr Matrix for

Industry Collaboration | CSA
. na SDF DNS. E Zero T Policy Enf ~s/


https://cloudsecurityalliance.org/artifacts/mitigating-hybrid-clouds-risks/
https://cloudsecurityalliance.org/artifacts/enterprise-resource-planning-and-cloud-adoption/
https://cloudsecurityalliance.org/artifacts/roles-and-responsibilities-of-third-party-security-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/aws-landing-zone.html
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-principles
https://cloud.google.com/architecture/landing-zones
https://docs.oracle.com/en-us/iaas/Content/cloud-adoption-framework/landing-zone-v2.htm
https://cloudsecurityalliance.org/artifacts/machine-identity-in-cybersecurity-and-iam
https://cloudsecurityalliance.org/artifacts/what-is-iam-for-the-cloud
https://cloudsecurityalliance.org/artifacts/zero-trust-principles-and-guidance-for-iam
https://cloudsecurityalliance.org/artifacts/identity-and-access-management-glossary
https://cloudsecurityalliance.org/artifacts/understanding-cloud-attack-vectors
https://cloudsecurityalliance.org/research/working-groups/artificial-intelligence
https://attack.mitre.org/matrices/enterprise/cloud/
https://cloudsecurityalliance.org/artifacts/how-to-design-a-secure-serverless-architecture/
https://cloudsecurityalliance.org/artifacts/cloud-os-security-specification-v2/
https://cloudsecurityalliance.org/artifacts/devsecops-automation/
https://cloudsecurityalliance.org/artifacts/software-defined-perimeter-as-a-ddos-prevention-mechanism/
https://cloudsecurityalliance.org/artifacts/csa-iot-security-controls-framework-v2
https://cloudsecurityalliance.org/artifacts/cloud-industrial-internet-of-things-iiot-industrial-control-systems-security-glossary/
https://cloudsecurityalliance.org/artifacts/best-practices-in-implementing-a-secure-microservices-architecture/
https://cloudsecurityalliance.org/artifacts/cloud-adversarial-vectors-exploits-and-threats/
https://cloudsecurityalliance.org/artifacts/cloud-adversarial-vectors-exploits-and-threats/
https://cloudsecurityalliance.org/artifacts/integrating-sdp-and-dns-enhanced-zero-trust-policy-enforcement/
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e Ransomware in the Healthcare Cloud | CSA

e Cloud Security Complexity | CSA
e The 12 Most Critical Risks for Serverless Applications | CSA

Domain 9: Data Security

Key Management in Cloud Services | CSA
| Key Man men m with External Origin K A
Recommendations for Using a Customer Controlled Key Store | CSA
Cloud Key Management Foundations | CSA
Cloud Key Management Foundations Il | CSA
Key Management Lifecycle Best Practices | CSA
An Agile Data Doctrine for a Secure Data | ake | CSA
Understanding Cloud Data Security and Priorities | CSA

Domain 10: Application Security

Six Pillars of DevSecOps | CSA

Information Security Management through Reflexive Security | CSA
FaaS Serverless Control Framework (Set) based on NIST 800-53 R5 Controls | CSA

The Six Pillars of DevSecOps - Pragmatic Implementation | CSA

Recommendations for Adopting a Cloud-Native Key Management Service | CSA

Security Guidelines for Providing and Consuming APIs | CSA

C-Level Guidance to Securing Serverless Architectures | CSA

The Six Pillars of DevSecOps: Collective Responsibility [CSA

Domain 11: Incident Response & Resilience

Cloud Incident Response Framework | CSA
- ; R E — A Quick Gui ~s/
CSA Medical Device Incident Response Playbook | CSA

| Penetration Testing PI k A

Domain 12: Related Technologies & Strategies

Introduction to Generative Al & Prompt Engineering | CSA

Principles to Practice: Responsible Al in a Dynamic Requlatory Environment | CSA

Al Resilience: A Revolutionary Benchmarking Model for Al Safety | CSA

Al Organizational Responsibilities - Core Security Responsibilities | CSA

Certificate of Competence in Zero Trust (CCZT) | CSA

DoD Zero Trust Reference Architecture | DoD



https://cloudsecurityalliance.org/artifacts/ransomware-in-the-healthcare-industry/
https://cloudsecurityalliance.org/artifacts/cloud-security-complexity/
https://cloudsecurityalliance.org/artifacts/the-12-most-critical-risks-for-serverless-applications/
https://cloudsecurityalliance.org/artifacts/key-management-when-using-cloud-services
https://cloudsecurityalliance.org/artifacts/cloud-key-management-services-with-external-origin-key
https://cloudsecurityalliance.org/artifacts/recommendations-for-using-a-customer-controlled-key-store
https://knowledge.cloudsecurityalliance.org/cloud-key-management-foundations
https://knowledge.cloudsecurityalliance.org/cloud-key-management-foundations-2
https://cloudsecurityalliance.org/artifacts/key-management-lifecycle-best-practices/
https://cloudsecurityalliance.org/artifacts/an-agile-data-doctrine-for-a-secure-data-lake/
https://cloudsecurityalliance.org/artifacts/understanding-cloud-data-security-and-priorities/
https://cloudsecurityalliance.org/artifacts/six-pillars-of-devsecops/
https://cloudsecurityalliance.org/artifacts/information-security-management-through-reflexive-security/
https://cloudsecurityalliance.org/artifacts/faas-serverless-control-framework-set-based-on-nist-800-53-r5-controls/
https://cloudsecurityalliance.org/artifacts/six-pillars-devsecops-pragmatic-implementation/
https://cloudsecurityalliance.org/artifacts/recommendations-for-adopting-a-cloud-native-key-management-service/
https://cloudsecurityalliance.org/artifacts/security-guidelines-for-providing-and-consuming-apis/
https://cloudsecurityalliance.org/artifacts/c-level-guidance-to-securing-serverless-architectures/
https://cloudsecurityalliance.org/artifacts/devsecops-collective-responsibility/
https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework/
https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework-a-quick-guide/
https://cloudsecurityalliance.org/artifacts/csa-medical-device-incident-response-playbook/
https://cloudsecurityalliance.org/artifacts/cloud-penetration-testing-playbook/
https://knowledge.cloudsecurityalliance.org/introduction-to-generative-ai-prompt-engineering
https://cloudsecurityalliance.org/artifacts/principles-to-practice-responsible-ai-in-a-dynamic-regulatory-environment
https://cloudsecurityalliance.org/artifacts/ai-resilience-a-revolutionary-benchmarking-model-for-ai-safety
https://cloudsecurityalliance.org/artifacts/ai-organizational-responsibilities-core-security-responsibilities
https://knowledge.cloudsecurityalliance.org/certificate-of-competence-in-zero-trust-cczt
https://cloudsecurityalliance.org/zt/resources/dod-zero-trust-reference-architecture
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Zero Trust Maturity Model | CISA

Cybersecurity Framework | NIST
SP 800-207A, A Zero Trust Architectural Model | NIST

CIS Critical Security Controls
ISO/IEC 27001:2022. Information security, cybersecurity and privacy protection - Information

security management systems requirements



https://www.cisa.gov/zero-trust-maturity-model
https://www.nist.gov/cyberframework
https://csrc.nist.gov/pubs/sp/800/207/a/final
https://www.cisecurity.org/controls
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001

