* An audit trail is a series of records of computer events, about an
operating system, an application, or user activities.

* A computer system may have several audit trails, each devoted to
a particular type of activity.

Source: Computer Security Resource Center, NIST
https://csrc.nist.gov/csrc/media/publications/shared/documents/itl-bulletin/itlbul1997-03.txt



* Nonrepudiation is the assurance that someone cannot deny
something.

* Logging events into audit logs provides nonrepudiation.



Audit account logon events Properties ? X

* We can audit the “success” .
or “failure” of an event. gy Mo

* For example: ot s st
[ Success
— User Login Success Hrse
— File Access Failure cvercecomy v A

For more information, see Audit account logon events. (3921468)
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Account Logon Events
Account Management
Directory Service Access
Logon Events

Object Access

Policy Change

Privilege Use

Process Tracking

Audit System Events

E Lecal Security Policy
File Action View Help

e 2@ HE

E Security Settings
> [& Account Policies
~ [ 4 Local Policies
>[4 User Rights Assignment
> [[& Security Options
5[] Windows Firewall with Advanced Security
[ 7] Network List Manager Policies
5[] Public Key Policies
5[] Software Restriction Policies
5[] Application Control Policies
¥ 'a IP Security Policies on Local Computer
5[] Advanced Audit Policy Cenfiguration

~

Palicy Security Setting
Audit account logon events No auditing
Audit account management No auditing
Audit directory service access Mo auditing

Audit logen events Mo auditing
Audit object access No auditing
Audit policy change No auditing
Audit privilege use No auditing
Audit process tracking Mo auditing
Audit system events No auditing
< [ >




Local Security Policy
* Individual PCs

Group Policy

Management Editor
* AD Domain

NTFS Advance Security Settings
* Individual Objects (files, folders,
OUs, etc.)

i Local Security Policy
File Action View Help
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i Security Settings
> [4 Account Palicies
+ [4 Local Policies
4
5 ['4 User Rights Assignment
> & Security Options
> [] Windows Firewall with Advanced Security
71 Metwork List Manager Policies
5[] Public Key Policies
» [ Software Restriction Policies
> 7 Application Control Policies
> 48, 1P Security Policies on Local Computer
3 [7] Advanced Audit Policy Configuration

Policy - Security Setting
Audit account logon events No auditing
Audit account management Mo auditing
Audit directory service access  No auditing
Audit logon events Ne auditing
Audit object access No auditing
Audit policy change No auditing
No auditing
Audit process tracking No auditing
Audit system events Mo auditing

>
> & UserRights Assignment

> & Security Options
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= Group Policy Management Editor - [m] X
E_f Mew Group Pelicy Object [WIN2ZK16DC.ALMET A Policy Policy Setting
v % Computer Configuration Audit account lagon events  Not Defined
¥ [ Policies . Audit account management  Not Defined
: g iif::::f;;::‘i Audit directory service access Mot Defined
s [=] Name Resolution Policy Audit logon events Mot Defined
Scripts (Startup/Shutdown) Audit object access Mot Defined
> 1 Deployed Printers Audit policy change Not Defined
v Security Settings Audit privilege use Mot Defined
> E Account Policies Audit process tracking Not Defined
v & Local Polici Audit system events Not Defined

5| Eventlog v

|| Advanced Security Settings for New folder

Mame: Ci\Users\Administrator\Desktop'New folder
Owner A (ALNET\A & Change
Permissions Auditing  Effective Access

For additional infermation, double-click an audit entry. Te modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type  Principal Access Inherited from Applies to

[ Replace all child object auditing entries with inheritable auditing entries from this object
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{2 Event Viewer (Local)
> g Custom Views
~ [a Windows Logs
Application
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& Setup

ie] System
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> [E Applications and Services Lo|
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EventID Task Category
4672 Special Logon
4624
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Event 4672, Security-Auditing

General

Details

Special privileges assigned ta new logon.

Subiect:
Log Name:
Source:
Event ID:
Level:

User:
OpCode:

More Information:

Security
Security-Auditing
4672

Information

N/A

Info
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Logged:

12/28/2018 T:04:43 PM

Task Category: Special Logon
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Filter Current Log...
Properties

Find...
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View
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Copy
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Refresh
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