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What is Azure Active Directory?

A comprehensive identity and access 

management cloud solution.  

It combines directory services, advanced 

identity governance, application access 

management and a rich standards-based 

platform for developers.

Versions:

- Free

- Basic

- Premium



Azure AD as the control point

Active Directory



Microsoft Azure Active Directory Premium

Pre-integrated for Single Sign On (SSO) to 2,500 popular SaaS apps

Easily add custom cloud-based apps.

Connect to your on-premises Windows Server Active Directory

many apps, one 
identity repository

manage identities 
and access to cloud 

apps

monitor and protect 
access to enterprise 

apps

enable users

Comprehensive identity and access management console

Centralized management for assigning access to applications with groups

Secure business processes with advanced access management capabilities

Security reporting to track inconsistent access patterns

Included Multi-Factor authentication capabilities

Advanced machine-learning-based reporting

Consistent experience for SSO – the access panel

Tenant branded access panel

Self service password reset



No Object Limit No Object Limit

No Limit

Advanced Security 

Reports

Premium

+ Basic 

Features

Group-based access management/provisioning Yes Yes

Self-Service Password Reset for cloud users Yes Yes

Company Branding (Logon Pages/Access Panel customization) Yes Yes

Application Proxy Yes Yes

SLA Yes Yes

Yes

Yes

Yes

Yes



Centrally managed identities and access



1. MS Online IDs

Appropriate for
• Smaller orgs without AD on

-premise

Pros
• No servers required on-pre

mise

Cons
• No SSO

• No 2FA

• 2 sets of credentials to man
age with differing password 
policies

• IDs mastered in the cloud

2. MS Online IDs 
+ AD Connect

Appropriate for
• Medium/Large orgs with A

D on-premise

Pros
• Users and groups mastered 

on-premise

• Enables co-existence 
scenarios

Cons
• No SSO

• No 2FA

• 2 sets of credentials to man
age with differing password 
policies

• Server deployment required

3. Federated IDs 
+ AD Connect

Appropriate for
• Larger enterprise orgs with 

AD on-premise

Pros
• SSO with corporate cred

• IDs mastered on-premise

• Password policy controlled 
on-premise

• 2FA solutions possible

• Enables co-existence 
scenarios

Cons
• High availability server depl

oyments required

Active DirectoryActive Directory



Access to free Azure AD via Office 365



Office 365 Branding



Tenant branding



Tenant branding

https://msdn.microsoft.com/en-us/library/azure/dn532270.aspx



Single Sign On (SSO) Web 
Portal



Add an application



Add an application



Add an application



Add an application



Add an application



Add an application



Add an application



Add an application



Add an application



Monitor an application



Cloud Password Reset Portal



Cloud identity model



Enable reset policy



User request password reset



User verifies identity



User selects new password



Synchronized Identity Model
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Password Write Back



Synchronized Identity with Writeback

Password hashes
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On-premises

directory

Bi-directional
Password Sync





Group Management



Azure Portal configuration

Admins can…
• Allow users to join existing 

groups, but not create

• Allow users to create their 
own groups

• Restrict feature availability to a 
specific group

• Report on group activity







Application Proxy
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https://app1-

contoso.msappproxy.net/

A connector that auto connects to the cloud service

http://app1



Cloud App Discovery



Cloud app discovery

AD Agent

Logs Active Directory

Cloud App Discovery



Azure Active Directory 
Cloud App Discovery

10x
Source: Help Net Security 2014

as many Cloud apps are in use 
than IT estimates

• SaaS app category

• Number of users

• Utilization volume

Comprehensive
reporting

Discover all SaaS apps in use within your organization



Advanced Reporting



Reports



Advanced Multi Factor



MFA for Office 365/Azure 
Administrators

Azure Multi-Factor Authentication

Administrators can Enable/Enforce MFA to end-users Yes Yes

Use Mobile app (online and OTP) as second authentication factor Yes Yes

Use Phone call as second authentication factor Yes Yes

Use SMS as second authentication factor Yes Yes

Application passwords for non-browser clients (e.g. Outlook, Lync) Yes Yes

Default Microsoft greetings during authentication phone calls Yes Yes

Suspend MFA from known devices Yes Yes

Custom greetings during authentication phone calls Yes

Fraud alert Yes

MFA SDK Yes

Security Reports Yes 

MFA for on-premises applications/ MFA Server. Yes

One-Time Bypass Yes

Block/Unblock Users Yes

Customizable caller ID for authentication phone calls Yes

Event Confirmation Yes

Trusted IPs Yes



Other considerations



Windows 10 - Connect to Azure AD

https://www.youtube.com/watch?v=qpPYmGV5GjM



Resources
• Azure AD Connect - http://blog.ciaops.com/2015/07/azure-ad-connect-toolthe-basics.html

• Azure AD Core Skills Jumpstart - https://mva.microsoft.com/en-US/training-

courses/azure-active-directory-core-skills-jump-start-8736

• Azure AD Fundamentals Virtual Lab -
https://vlabs.holsystems.com/vlabs/technet?eng=VLabs&auth=external&src=vlabs&altadd=tru

e&labid=13535

• Enabling your Office 365 Azure AD - http://blog.ciaops.com/2015/01/enabling-your-

office-365-azure-ad.html

• Azure AD Connect tool - the basics - http://blog.ciaops.com/2015/07/azure-ad-

connect-toolthe-basics.html

• Configuring an Azure Single Sign On portal -
http://blog.ciaops.com/2015/02/configuring-azure-sso-portal.html



Resources
• Creating a single Sign on portal using Azure [VIDEO] -

http://blog.ciaops.com/2015/03/creating-single-sign-on-portal-using.html

• Enabling self-service password resets in Office 365 -
http://blog.ciaops.com/2015/02/enabling-self-service-password-resets.html

• Connect Windows 10 to Azure AD - http://blog.ciaops.com/2015/07/connect-windows-

10-to-azure-ad.html

• Azure AD Editions feature comparison - http://blog.ciaops.com/2015/08/azure-ad-

editions-feature-comparison.html

• Using Azure AD B2B sharing with SharePoint Online -
http://blog.ciaops.com/2015/11/using-azure-ad-b2b-sharing-with.html



CIAOPS Resources
• Blog – http://blog.ciaops.com

• Free SharePoint Training via email – http://bit.ly/gs-spo

• Free Office 365, Azure Administration newsletter – http://bit.ly/o365-tech

• Free Office 365, Azure video tutorials – http://www.youtube.com/directorciaops

• Free documents, presentations, eBooks – http://docs.com/ciaops

• Office 365, Azure, Cloud podcast – http://ciaops.podbean.com

• Office 365, Azure online training courses – http://www.ciaopsacademy.com

• Office 365, Azure eBooks – http://www.ciaops.com/publications

Twitter

@directorcia

Facebook

https://www.facebook.com/ciaops

Email

director@ciaops.com

Skype for Business

admin@ciaops365.com


