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1 Audit Purpose
The purpose of Internal Audit is to verify the compliance level of the Information Security Management System against the  (Information Security Regulation) and / or ISO/IEC 27001:2013 standard and / or UAE Information Assurance Standards (NESA) as well as the security policies of The company. The audit was conducted in line with the ISMS Internal Audit Procedure. This audit has been conducted on a sample basis. Sample cases were taken in each of the audit areas to check the compliance to the standard and policies. Hence this should not be considered as a report to prove 100% compliance in all the areas of the scope. There may be deviations in the processes, systems or sections that were not assessed in the audit. It is the responsibility of individual team leader / Head of Unit / Head of Section to review all the areas and comply with the standard and policies.
2 ISMS Audit Mission and Scope
The mission of the Internal ISMS Audit is to provide independent, objective assurance and advisory services designed to add value and improve security of THE COMPANY IT operations. It will help THE COMPANY to accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and security governance processes. The overall objectives are designed to ensure the confidentiality, integrity and availability of systems used as well as compliance with the Information security policies and (Information Security Regulation,) and / or ISO/IEC 27001:2013 standard and / or UAE Information Assurance Standards (NESA).
The scope of audit was
· Survey Department of  the company.
During the audit, the following documents were reviewed:

· ISMS Documentation
· Operational Documentation
· Records pertaining to the ISMS Activities
3 Categorization of Audit Findings

1. The audit findings are classified as below:

a. Non-Conformity: If there is serious deviation from the standard or the approved policy / procedure of DM

b. Observation: If a minor deviation or finding may lead to a potential non-conformity in the future or closure of such finding may lead to significant improvement

c. SFI or Scope for Improvement: If closure of a finding can lead to improvement in efficiency, security, effectiveness etc

As this is an Internal Audit, all categories of findings require correction as well as corrective action recommended.
4 Audit Sampling

The audit process relies on taking a sample of the activities. If no findings are raised in a particular process or area, it does not necessarily mean that there are no findings, and if findings are raised, it does not necessarily mean that these are the only findings (gaps).

Absence of non-conformity against a particular clause of the standard(s) or area of the Section / Unit / Team assessed does not necessarily mean that none exist.

5 Compliant Controls and Positive Aspects
Following table highlights the compliant controls and positive aspects identified during the audit in the audit scope.

	S. No.
	Controls
	ISO27001:2013 Controls
	NESA Controls
	Positive observation

	1. 
	1.1.4
	5.1.c, 5.1.f
	M1.1.2
	High level of commitment by the Auditees towards the ISMS (Information Security Management System) was noted along with good co-operation and willingness to share necessary information during the Audit.

	2. 
	1.1.3.1.H
	7.1
	M1.4.1
	Management has provided the resources needed for the establishment, implementation, maintenance and continual improvement of the ISMS.

	3. 
	1.1.5.1.H
	7.3
	M3.1.1
	Management arranged Information security awareness for information security policies

	4. 
	5.2.1.5
	A.9.4.3
	T5.3.1
	Password Policy has been Implemented on the Windows Servers.

	5. 
	5.2.3.6, 9.3.3
	A.11.2.9
	T2.3.9, T5.5.1
	Session time-out has been Implemented.

	6. 
	5.2.3.1
	A.9.4.2
	T5.5.1
	Logon Banner has been Implemented on the Servers.

	7. 
	6.3
	A.12.2.1
	T3.4.1
	Symantec AV has been Implemented on the Servers and the same is updated as well.

	8. 
	5.2.1.2
	A.9.2.1, A.9.2.2
	T5.5.2
	Individual IDs with Admin Privileges are used to login and manage the Windows systems.

	9. 
	7.3.5
	A.17.2.1
	T9
	A DR (Disaster Recover) Site is in place at Umm Suqueim.

	10. 
	6.1.2
	A.12.1.1
	T3.2.2
	Documented Operating Procedures are available and maintained to the extent necessary. E.g.: Daily Task Procedure Available for AV, Administration Procedure for AV

	11. 
	6.1.1
	A.12.1.3
	T3.3.1
	Capacity Planning is being done.

	12. 
	7.4
	A.12.3.1
	T3.5
	An approved Backup Plan and Schedule is available and was shown.

	13. 
	2.4.2, 7.4.2.3
	A.8.2.2
	T1.3.2
	Backup Tapes being used are labelled in the form of Barcodes.

	14. 
	7.4
	A.12.3.1, A.17.1
	T3.5, T3.5.1
	Backup Tapes are moved to offsite location every Tuesday.

	15. 
	5.2.2
	A.9.1.1, A.9.1.2
	T5.4
	Firewall Rules Review is being carried out. The report for the last review done in October 2015 was shown.

	16. 
	9.2, 7.2, 7.3, 7.5
	A.11.1.4, A.17
	T2.2.4, T9
	Emergency & Crisis Plan Document is available and was shown.

	17. 
	6.1.3
	A.12.1.2, A.14.2.2
	T3.2.3
	A Change Management Process (RFC Process) is being followed for carrying out changes in the Infrastructure.


6 Audit Findings for Survey Department
( Compliant / Positive Aspect
( Closed
 ( Partially Closed
( Open / New Finding
Name of the Auditees:
6.1 Current Findings 

Auditee 
Finding # 1

	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	Control
	2.1.2

	ISO/IEC 27001:2013 Control
	A.8.1.1

	NESA Control
	T1.2.1

	Details of Finding
	The Information Asset Register (IAR) shown was dated 2014.

	Impact
	The actual assets may be missed out being identified.

	Affected Area
	Asset Management

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 2
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	Control
	5.2.3.9

	ISO/IEC 27001:2013 Control
	A.12.4.3

	NESA Control
	T3.6.5

	Details of Finding
	Logging & Auditing of Administrator Activities is not being done.

	Impact
	Administrator activity related events and evidences not being captured.

	Affected Area
	Logging and Monitoring

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 3
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	

	 Control
	5.2.1.2, 5.2.3.2, 5.2.3.3

	ISO/IEC 27001:2013 Control
	A.9.2.1

	NESA Control
	T5.2.1

	Details of Finding
	For Mac Server(s) Administration Activities, the ID "Admin" with Admin privileges & another ID "RT" with normal privileges are being shared and used between 2 people.

	Impact
	Lack of Accountability.

	Affected Area
	Access Control

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 4
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	

	 Control
	6.9.1

	ISO/IEC 27001:2013 Control
	A.12.4.1

	NESA Control
	T3.6.2

	Details of Finding
	Auditing has not been enabled on the Databases.

	Impact
	User activities, exceptions, and information security events may go unnoticed.

	Affected Area
	Logging and Monitoring.

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 5
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	

	 Control
	5.2.1.5

	ISO/IEC 27001:2013 Control
	A.9.4.3

	NESA Control
	T5.3.1

	Details of Finding
	Security Requirements have not been implemented (E.g. Password Policy) on the Finance  Application & Portal Administrator Application.

	Impact
	Unauthorized Access.

	Affected Area
	Access Control & Password Management.

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 6
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	 Control
	8.6.1

	ISO/IEC 27001:2013 Control
	A.12.6.1

	NESA Control
	T7.7.1

	Details of Finding
	Hardening of Databases as per an agreed Standard (MBSS – Minimum Baseline Security Standard) has not been done.

	Impact
	Vulnerable Databases, Unauthorized Access

	Affected Area
	Access Control

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 7
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	 Control
	9.4.1

	ISO/IEC 27001:2013 Control
	A.11.2.1

	NESA Control
	T2.3.1

	Details of Finding
	The Mac Servers (3 Nos.) are housed/kept outside the Server Room.

	Impact
	Improper physical protection for critical assets, Unauthorized Access

	Affected Area
	Equipment Security

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Auditee Mr. Waleed Gamal Mohamed Alfawal
Finding # 8
	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	 Control
	7.4.3.1

	ISO/IEC 27001:2013 Control
	A.12.3.1

	NESA Control
	T3.5.1

	Details of Finding
	Restoration Tests having been done/carried out for the backups being taken was not evidenced.

	Impact
	Unavailability of information backup in the event of any untoward incident due to the Reliability, integrity and availability not having been tested.

	Affected Area
	Backup and Restoration.

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 9

	Item
	Details

	Type of Finding
	Scope for Improvement (SFI)

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	 Control
	7.4.2.3, 2.1

	ISO/IEC 27001:2013 Control
	A.8.1.1

	NESA Control
	T1.2.1

	Details of Finding
	A detailed Backup Tape Inventory may be prepared and maintained.

	Impact
	Lack of Accountability of Assets.

	Affected Area
	Asset Management, Backup Media Management

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Auditee Mr. Ahmed Mohamad Metwally
Finding # 10

	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	

	 Control
	6.4.3, 6.9.8

	ISO/IEC 27001:2013 Control
	A.12.4.4

	NESA Control
	T3.6.7

	Details of Finding
	The time shown on the Cisco ASA F/W was 00:50 UTC. However, the actual domain time was 1:24 PM.

	Impact
	Incorrect setting of computer clocks may lead to inaccuracy of audit logs.

	Affected Area
	Logging and Monitoring

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 11

	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	

	 Control
	7.4.1.1

	ISO/IEC 27001:2013 Control
	A.12.3.1

	NESA Control
	T3.5.1

	Details of Finding
	The Firewall Backup was last taken in Oct 2015. Some changes have been done later on but the backup hasn’t been taken again. 

	Impact
	Lack of accurate and complete records of the backup copies.

	Affected Area
	Backup & Restoration.

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 12

	Item
	Details

	Type of Finding
	

	Finding ID 
	

	Auditor
	

	Date and Time
	17/03/2016

	 Control
	1.7.1

	ISO/IEC 27001:2013 Control
	A.15.1.1

	NESA Control
	M1.3.5

	Details of Finding
	External Party Risk Assessment / Third Party Risk Assessment having been carried out for the Vendor “Microstep” was not evidenced.

	Impact
	Risks to THE COMPANY Information & Infrastructure due the External Party not being identified and going unnoticed.

	Affected Area
	Supplier Relationships

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


Finding # 13

	Item
	Details

	Type of Finding
	Non-Conformity (NC) 

	Finding ID 
	

	Auditor
	

	Date and Time
	

	 Control
	5.2.5

	ISO/IEC 27001:2013 Control
	A.9.2.2

	NESA Control
	T5.4.2

	Details of Finding
	On 9th March 2016, the VPN Access Request for Microstep for 2 days was approved. However, it has been noted that the Access is still available for them.

	Impact
	Unauthorized Access, Fraudulent Activities

	Affected Area
	Access Control, Remote Access

	Root Cause Analysis
	<to be filled by Auditees>

	Correction planned for finding
	<to be filled by Auditees>

	Cost and effort of the correction
	<to be filled by Auditees>

	Corrective action planned to prevent reoccurrence of the finding
	<to be filled by Auditees>

	Cost and effort of corrective action
	<to be filled by Auditees>

	Target date
	DD/MM/YYYY <to be filled by Auditees>

	Responsible Team / Personnel
	Name (Section / Unit / Team) <to be filled by Auditees>

	Date of implementation
	DD/MM/YYYY <to be filled by Auditor>

	Implementation Reference
	Service Request / Request for Change / Others (please specify) <to be filled by Auditor>

	Follow up Audit Date
	DD/MM/YYYY <to be filled by Auditor>

	Follow up Audit Results
	

	Date of Closure
	


---- END ---
Confidential


