


ORF - Acme Pipeline Example 
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Step 1 : Build the Foundation 

In the weeks following the Colonial Pipeline incident, the C-Suite of Acme Pipeline gathered to 
discuss operational resilience using the ORF. First, in consultation with their technology leaders, 
Acme Pipeline confirmed they had matured their implementation of ITIL and NIST CSF over many 
years. This satisfied one of the foundational requirements for ORF: to have industry recognized IT 
and cybersecurity controls implemented. Next, Acme's C-Suite selected a leader to become the 
Operational Resilience Executive (ORE). They provided sufficient resources based on the 
recommendation of relevant parties and gave the ORE the directive to implement the ORF in a 
sustainable way while keeping them informed on progress. 
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Step 2: Understand the Ecosystem 

Payroll Communications 

In the second step, Acme's goal was to understand the ecosystem supporting and consuming their 
external services. At the direction of the ORE, Business Leaders assembled a comprehensive list of 
business services, identifying them as Operations Critical or Business Critical. They also identified, 
grouped and prioritized the customers and business partners that depend upon Acme's services. For 
Acme, the physical delivery of petroleum products is the singular service that would significantly 
impact external parties if disrupted. That means the elements supporting this service, including the 
data, system images and configurations of OT and IT systems, must be immutably backed up 
regularly and stored in multiple locations. 

With an understanding of the ecosystem, the ORE worked with Business Leaders and Contingency 
Planners to determine the priority level for product delivery to each defined customer group. 
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From their analysis of past incidents, shortages in Commercial Gas Stations could cause systemic 
supply chain issues in many sectors, and consumers would be vulnerable to shortages and prone to 
panic, as seen during the pipeline incident in May 2021. To avoid widespread economic impacts, both 
customer groups were categorized as a high priority. Airports were categorized as a medium priority 
because of their large stores of fuel, ability to fly in new fuel, and ability to reroute planes, taking short 
hops to refuel elsewhere before long international flights. Airports would be inconvenienced by 
disruption but would be able to continue their operations in an impaired state for a long period of 
time. All other customers were found to have large product stores and were rated low priority. 
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