Chapter 9 - Advanced configuration

Terms

This Windows SharePoint Services Operations Guide (WSSOPS) from the Computer Information Agency is
provided as is. Every effort has been made by the author to ensure that information provided is correct
however this cannot be guaranteed.

By using the Guide you also acknowledge that any work performed on production systems is a potentially
dangerous act and may involve significant business risk and downtime. You hereby agree to release, waive
and discharge the Computer Information Agency and/or the author from any liability incurred to yourself,
your business or customers for any and all loss or damage, and any claims or demands therefore on
account of problems arising from the use of this Guide.

By using this guide you hereby assume full responsibility for any risk to computer systems, now and
forever arising out of, or related to the use of this Guide on any computer system.

Distribution and Duplication Guidelines

This document is copyright and only available directly from the Computer Information Agency. This work
is now licensed under Creative Commons.

http://creativecommons.org/licenses/by-nc-sa/4.0/

By using this Guide you agree to these terms.
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9.1 Scope

There generally are not a lot of problems getting SharePoint Foundation 2010 installed
onto a Windows Server.

9.5 Configuring SSL

There are a number of ways that WSF can be utilized with SSL for secure
communications. The first method will show you how to “extend” an existing WSF site
to SSL. This means that the original WSF site (unencrypted) remains unchanged but the
same content can also be accessed through an SSL connection. The second method will
show you how to simply bind the SSL protocol to the existing WSF web site and
configure SharePoint Alternate Access Mappings to allow access.

Your WSF server will require an SSL certificate to already be in place if you plan to use
SSL. Most IIS Servers already have a self signed certificate configured and that is what
will be used in these examples. If you require a public certificate you will need to
request, purchase and configure one. The information here will not cover how to
configure a public certificate on your server.

It is important to keep in mind that using SSL with WSF will slow the site down simply
due to the SSL encryption and the graphical nature of WSF. This will be more evident if
you have large documents and images because these too must be encrypted by SSL
before they are transmitted. Also be aware that some custom web parts from third
parties may not function over SSL. In this event you will be give the option to close the
offending web part to display the page.

Method 1 — Extending existing web application
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DOMAIN\Administrator -

Site Actions -~ i IS

& SharePoint2010 Central Administration
Central
Administration l, | Application Management System Settings Resources
| o !
Application Management “—‘Q Manage web appllgatlcns Manage servers in this farm There are currently no _fa'-.-cri?e Iilnks to
Create site collections Manage services on server display. To add a new link, click "add
System Settings Manage service applications Manage farm features new link".
L Manage content databases Configure alternate access
Monitoring mappings
Backup and Restore ; Monitoring 4k Add new link
Security ‘_{M Review problems and scolutions ﬁtj Backup and Restore
Check job status &3  Perform a backup
lingradelacditiorabon € ==# Rectore from a backup
g::tﬁ_lrgai Application r/‘ 1 Security Perform a site collection backup
\ /  Manage the farm administrators . )
Configuration Wizards _4 group Upgrade and Migration
Configure service accounts ﬁﬁl Check product and patch
installation status
P - Check de stat
— | General Application Settings Sk upgrade status
L = Configure send to connections . .
41}‘\ Configuration Wizards
LI
Trusted sites | Protected Mode: Off v | ®o100% -
£ < |

Run the SharePoint Central Administration by logging into the WSF server as an
administrator and running Start | SharePoint 2010 | SharePoint 2010 Central
Administration. Once this is opened select the Manage web application option from
under the Application Management section in the top left.

p— = »
|| web Applications Management @ - - [-] p= -~ Page - Safety - Tools - @v

DOMAIN\Administrator =

Site Actions + @¥  Browse Web Applications

"1 Manage Features Blocked File Types
4 3
0 d - = Managed Paths "9 User Permissions 2 \

New Extend Delete General Authentication Self-Service Site User Anonymous Permission

- Settings - &) Service Connections Providers reation Web Part Security Policy Policy Policy

Contribute Manage Security Policy
=

Central
Administration Name URL Port
Application Management  SharePaint - 80 http://serverh/ 80
System Settings SharePoint Central Administration w4 http:/fserverb: 3694/ 3694

Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

Now select the SharePoint web application you wish to extend (in this case SharePoint —
80). Once selected the line listing that web application should be highlighted,
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Site Actions ~ @Y  Browse Web Applications

: x {f [ﬁrﬂanage Features T Dy,
a %Managed Paths I—R

Mew Extend Delete General Authentication 5el
- Settings - 12?@ service Connections Providers
Contribute Manage
Central
Administration Name

Application Management  SharePoint - 80

System Settings SharePoint Central Administration v4

Manitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

The buttons in the ribbon menu should also now activate. With the SharePoint web
application to be extended selected, press the Extend button on the left of the ribbon
menu.

Extend Web Application to Another IIS Web Site

IIS Web Site
" Use an existing 115 web site
Choose between using an

existing II5 web site or create a I Default Web Site ;I
new one to serve the Microsoft

SharePoint Foundation % Create a new 115 web site

application, MName

If you select an existing IIS web |SharEPuint - SS5L

site, that web site must exist on
all servers in the farm and have

the same name, or this action Port
will not succeed. |443
If you opt to create a new IIS Host Header

web site, it will be automatically |
created on all servers in the

farm. If an IIS setting that you Path
wish to change is not shown
here, you can use this option to
create the basic site, then
update it using the standard IIS
toaols,

|C:‘minetpub‘mwwwrn ot\wss\WirtualDirectol
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Select the option to Create a new IIS web site and give the site a meaningful name (in
this case SharePoint — SSL). Next, select the port over which you which to run SSL. The
SSL port by default is 443 however in many cases you may want to select another port.
This is especially true with Windows Small Business Server 2003 which uses port 443 for
Outlook Web Access and Remote Web Workplace.

Set the other options as required but ensure that the option Use Secure Sockets Layer
(SSL) is set to Yes. Select OK when complete.

Extend Web Application to Another IIS Web Site

Security Configuration -
Kerberos is the recommended Authentication provider:
security configuration to use
with Integrated Windows r Megotiate (Kerberos)
authentication. Kerberos
requires the application poal & NTLM
account to be Metwork Service Allow Anonymous
or spedial configuration by the
domain administrator. NTLM i ves
authentication will work with
any application pool account & No
and the default domain Use Secure Sockets Layer (S5L)
configuration.
= ves
If you choose to use Secure

Sockets Layer (350L), you must  No
add the certificate on each

server using the IS

administration tools, Until this is

done, the web application will

be inaccessible from this 115

web site,
Public URL
URL
The public URL is the domain |http5:.-"fse rverb: 443
name for all sites that users will
access in this SharePoint Web Fone
application. This URL domain
will be used in all links shown on I Intranet ;I

pages within the web
application. By default, itis set
to the current servername and

port.
http://go.microsoft, comffwlink,?
LinkId=114354

Press the Save button to complete the configuration.
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EI Web Applications Management

A B - [ m - Page - Safety - Toos - @+

DOMAIN\Administrator -

Site Actions ~ @l

Browse ‘Web Applications

L \) Blocked File Types

Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

s - y ~| Manage Features
o f( i 5 Managed Paths . =52 User Permissions " "
MNew Extend Delete General Authentication Self-Service Site User Anonymous Permission
- Settings - _j( Service Connections Praviders Creation Web Part Security Policy Policy Policy
Contribute Manage Security Policy
Central —II
Administration Name URL Port
Application Management = SharePoint - 80 http://serverb/ 80
System Settings SharePoint Central Administration v4 http://serverb: 3694/ 3694

You will then be returned to the Web Application area.

Central

Web Applications
Administration PP

Manaage web applications
Application Management

Site Collections
Create site collections
Specify quota templates
Change site collection administrators
Configure self-service site creation

System Settings
Maonitoring

Backup and Restore

Security
U d d Migrati - - o

e g il el l‘li Service Applications
Gengral Application 2 Manage service applications
Settings Manage services on server

Configuration Wizards

Databases

Manaage content databazes
Configure the data retrieval service

& SharePoint 2010 Central Administration » Application Management

Configure alternate access mappings

Delete a site collection
Configure quotas and locks

Configure service application associations

Specify the default database server

Confirm site use and deletion

View all site collections

From the menu on the left hand side select Application Management. From under the
Web Applications section at the top of the page select Configure alternate access

mappings.
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Central
Administration

Application Management
System Settings
Monitoring

Backup and Restore

Upgrade and Migration

General Application
Settings

Configuration Wizards

E Edit Public URLs

Internal URL

http://serverb
https: //serverb
Security http://serverb:3694

= Add Internal URLs

& gﬁgrePointzmn Central Administration » Alternate Access Mappings

Zone

Default
Intranet

Default

=i’ Map to External Resource

Alternate Access Mapping Collection: | Show all +

Public URL for Zone

http://serverb:3694

=

Q@

In this list you should see the new https:// address (here https://serverb).

€- |5 |8
‘q'ﬁ Start Page
=93 SERVERB (DOMATN administrato
) Application Pools

Default Web Site
SharePoint - 80

@ SharePoint Web Service:

e SharePoint - SSL Home

Filter: = B Go - (g show al | Group by:  Area - -
ASP.NET
= 4 [ . 2\ o
.NET .NET Errar .NET W{NET Profile  .NET Rales JNET Trust
Authorizati. .. Pages Globalization Levels

R

MET Users

Authentication Authorization Gl

oI L

Connection  Machine Key  Pages and
Strings Controls

Compression
Rules

2 &

Providers  Session State

&
Default Directory
Document Browsing

a8

) Explore
Edit Permissions....
Edit Site
Bindings...
D Basic Settings...
View Applications
View Virtual Directories
Manage Web Site )
Z Restart
b start
B stop
Browse Web Site
Browse 1443 (https)
Advanced Settings...
Configure
Failed Request Tradng. ..
Limits...

@ Help

©Online Help

If you now open the Internet Information Services (1IS) Manager via Start |
Administrative tools you should see that there is now an additional web site with the
name you just created in the SharePoint Central Administration (in this case SharePoint

—SSL).
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Type

| Host Mame | Port | IP Address | Binding Add

https

443
Edit. ..

Kemaowve

Browse

i

Close

Under the Edit Site heading on the right, select Bindings.

At the Site Bindings window that appears select the https entry and then press the Edit
button on the right.

Type: IP address: Port:
Ihttps j IAJI Unassigned j |443
Host name:

|

S5L certificate:

WMSvc-5ERVERE

In the Edit Site Binding window select the SSL certificate you wish to use. Press OK when

complete.
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/2 Certificate Error: Navigation Blocked - Windows Internet Explorer
———

e I@, hitps: [/serverb/ j &5 |l x Ij

.7 Favorites | 95 @ Suggested Sites * & | Web Slice Gallery -

88' -| || Alternate Access Mappings | (& Certificate Error: Navigat... X | | fa - E

s
|..® There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage.

'@3 Continue to this website (not recommended).

= More information

Open a browser and type the address of your new SSL WSF site into the address line.
Remember you’ll have to use https:// as the prefix.

Prior to the site displaying you may see a certificate warning like that shown above. This
error occurs in this situation because a self-signed server certificate has been used. If
you use a commercial SSL certificate this should not occur.

F— - % : +.
SF A |g, https://serverb/SitePages Home. aspx j ' Certificate Error T A
ﬂ? Fawvaorites | {;‘3 £ | Suggested Sites ~ @& | Web Slice Gallery ~

ggl < | | | Alternate Access Mappings {_} Intranet - Home b4 | | i

ou may be trying to access this site from a secured browser on the server. Flease enable =criptz and reload this page.

Site Actions = Browse

1l Intranet » Home

Home

Libraries

Site Pages Welcome to your site!

Shared Documents

Add a new image, change this welcome text ar add new lists to

Lists this page by clicking the edit button above. You can click on
Shared Documents to add files or on the calendar to create new
Calendar feam eyente Jlea the liplkein the gotting ctarted cactiop to chars

You should now see your existing site displayed as it was before but now all the traffic
will be sent via SSL.
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There is another way to configure SSL on an existing SharePoint site without ‘extending’
the site SharePoint. Instead all the configuration is done via Windows Internet
Information Services (l1S).

File View Help

@ SharePoint - 80 Home

€I |7 |8 2l Explore
-5 start Page — Edit Permissions. ..
=3 SERVERE (DOMATY\administrato) | 1T - G0 - Gshow Al | Growpby: Area - [E-
.;‘ Application Pools ASP.NET = Edit Site
=8 Sites s Bindings. ..
-0 Default web Site = > N i 2} q B Basic etti
t i N iiN . =N = Basic Settings...
g SharePoint - 80 i e q =3 2 5, ———
- SharePoint Central Admi NET NET \NET Error NET (NET Profile  \NETRoles  .NET Trust View Applications
% SharePoint Web Service: Authorizati... Compilation Pages Globalization Levels View Virtual Directones
7 = -] 3 == f Manage Web Sit )]
= = = ge Web Site >
22 b % B R —_
MET Users Application Connection  Machine Key  Pages and Providers  Session State ~ R
Settings Strings Controls P Start
B Stop
E = Browse Web Site
SMTP E-mail Browse :80 (http)

Advanced Settings...

s Configure
. = Failed Request Tradng...
s R % @ 9 |,
Asp Authentication Authorization CGI Compression Default Directory @ Help
Rules Document Browsing
Online Help

a B & @ &€ 2 § =

Select the existing SharePoint site in 1IS (here SharePoint — 80). Select Bindings on the
right hand side under Edit Site.

Type | Host Mame | Port | IP Address | Binding Add
http 80

Edits..

Remove

Erowse

]
=
CET
GG

In the Site Bindings window select the Add button on the right.
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CETTEE— 2

Type: IF address: Fort:
Ihth:us j I.ﬁ.ll Unassigned j |443
Host name:

|

SSL certificate:

WMSvc-5ERVERE

In the Type field select https and ensure the Port is set to 443. In the SSL certificate field

select the certificate you wish to use.

Press the OK button when complete.

2|
Type | Host Name | Port | IF Address | Binding Add... I
http 80
htt;ﬂ 443 Ed Edit...
Remove |
Browse |
1| | 2
Close

You should now see an additional https line appear in the Site Bindings as shown above.

Press the Close button to continue.
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Site Actions -~ i IS

& SharePoint 2010 Central Administration

Central
Administration Application Management
Manage web applications
Create site collections

Manage service applications
Manage content databases

['Ld
Application Management —
System Settings

Monitaring

Backup and Restore Monito ring
Review problems and solutions
Check job status

Security
Upgrade and Migration

General Application -

Settings [ 1 Securty )
\ ¢ Manage the farm administrators
Configuration Wizards group

Configure service accounts

| General Application Settings
Configure send to connections

DOMAINVAdministrator -

PN System Settings Resources
Qv —| Manage servers in this farm There are currently no favorite links to
L2 Manage services on server display. To add a new link, click "add

Manage farm features new link".
Configure alternate access
mappings
4 Add new link
Backup and Restore
Perform a backup
Restore from a backup
Perform a site collection backup

(_
G

i

Upgrade and Migration
Check product and patch
installation status

Check upgrade status

Configuration Wizards

Select Application Management from the menu on the left hand side.

Central
Administration

I\—‘_Jel
e

Application Management
System Settings
Maonitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards
Databases

Web Applications

Manage web applications

Site Collections
Create site collections
Specify quota templates
Change site collection administrators
Configure self-service site creation

Service Applications
Manage service applications
Manage services on server

Manage content databases
Configure the data retrieval service

Configure alternate access mappings

Delete a site collection | Confirm site use and deletion
Configure guotas and locks
View all site collections

Configure service application associations

Specify the default database =server

Then select Configure alternate access mappings from under the Web Applications

heading at the top of the page.

Central

Administration B2 edit public URLs =7 Add Internal URLs

Application Management
System Settings Internal URL
Rlonsonsg http://serverb
Backup and Restore http://serverb:3694
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

=" Map to External Resource Alternate Access Mapping Collection: | Show All »

Zone Public URL for Zone
Default http://serverb
Default http://serverb: 3694
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Select Add Internal URLs from the menu across the top.

Alternate Access Mapping Collection

. . Alternate Access Mapping Collection: | No selection -
Select an Alternate Access Mapping Collection.

Add Internal URL
URL protocol, host and port

Enter the protocol, host and port portion of any URL that should be assodiated with this I
resource.
Zone
I Default = I

Save Cancel

In the Alternate Access Mapping Collection at the top of the page ensure there is a site
listed.

Alternate Access Mapping Collection: | No selection -

Change Alternate Access Mapping Collection

If it says No Selection then press the arrow to the right and select Change Alternate
Access Mapping Collection for the menu that appears.

9 Select An Alternate Access Mapping Collection -- Webpage Dialog 1'

Select An Alternate Access Mapping Collection

URL
Central Administration http://serverb:3694
SharePaoint - 80 http://serverb

Now select the existing SharePoint site you wish to map. In this case we select
SharePoint — 80.

Alternate Access Mapping Collection

) X Alternate Access Mapping Collection: | SharePoint - 80 ~
Select an Alternate Access Mapping Collection,

Add Internal URL
URL protocol, host and port

Enter the protocel, host and pert pertion of any URL that should be assodated with this

|https://serverb
resource.

Zone

Iniranct 3

Save Cancel
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This selection should now appear in the Alternate Access Mapping Collection in the top
left.

In the Add Internal URL section enter the SSL URL you wish to use (here https://serverb)
and set the Zone to something that is free (say Intranet).

Press the Save button when the configuration is complete.

l—«:;' Edit Public URLs =i Add Internal URLs = Map to External Resource Alternate Access Mapping Collection; | SharePoint - 80 -
Internal URL Zone Public URL for Zone

http://serverb Default http://serverb

https://serverb Intranet https://=erverb

You should now see the mapped URL you just created appear in the listing (here
https://serverb).

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

—

L Ao Iﬁ, https://serverb/ j +4[[ ¢ F
7.7 Favorites | 93 €| Suggested Sites = & | Web Slice Gallery +

88' '| | | Alternate Access Mappings | (& Certificate Error: Navigat... X | | i - F

-
|.,® There is a problem with this website's security certificate.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

@' Continue to this website (nhot recommended).

= More information

Open a browser and type the address of your new SSL WSF site into the address line.
Remember you’ll have to use https:// as the prefix.

Prior to the site displaying you may see a certificate warning like that shown above. This
error occurs in this situation because a self-signed server certificate has been used. If
you use a commercial SSL certificate this should not occur.
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—m,

W e https: //serverb/SitePages Home. aspx ~ || 54 certificate Error 1| X
L

¢ Favorites | 94 | Suggested Sites @ | Web Slice Gallery =

88' - | | Alternate Access Mappings {_J Intranet - Home x | | il

ou may be trying to access this site from a secured browser on the server. Please enable scripts and reload this page.

site Actions ~ i B Browse
Intranet » Home

Home

Libraries

Site Pages Welcome to your site!

Shared Documents

Add a new image, change this welcome text or add new lists to

Lists this page by clicking the edit button above. You can click on
Shared Documents to add files or on the calendar to create new
Calendar team aysnte llos tha linlee in the getting atarted cactinn to chars

You should now see your existing site displayed as it was before but now all the traffic
will be sent via SSL.

So what is the difference between the two methods? The first method creates a
completely independent web site in IIS for the SSL traffic. This means you can apply
different securities and control without affecting the original site. It is normally best
practice to configure an SSL site like this.

The second method is simply a duplicate mapping using the same IIS website that is
already in use by port 80. This generally lacks the flexibility and security of the first
method and should be considered the ‘quick and dirty’ method of achieving SSL
configuration for your SharePoint web site.

9.99 Conclusion

This guide continues to be a work in progress and | encourage comments and feedback
of any type. The only way that the Guide will improve if these is continued feedback.

Please send your comments and feedback to director@ciaops.com.
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