
pfSense Firewall 
Maintaining Your Firewall 

Backing Up And Restoring 

In this lesson, you’ll learn how to back up your pfSense firewall and restore from a backup file.


To back up your firewall, go to Diagnostics, Backup & Restore.


If you have large packages installed, you may want to check skip package information.


I leave Do not back up RRD data checked. RRD data is used to present analytical data 
graphically.


You can encrypt the backup if it is for work or is sensitive to you.


You can select specific areas to back up or choose All for all areas.


Click Download configuration as XML. The file will be downloaded to the computer you were 
using to browse to the web GUI. Usually it will go to your Downloads folder.


To restore, scroll down to Restore Backup.


Click on Browse.


Browse to the backup file you want to use. 


Click on it then click Open.


Click Restore Configuration.


You’ll get a prompt asking if you’re sure you want to restore the configuration.


The firewall will restore from the backed up XML file and reboot.


That’s how easy it is to backup and restore.


It is good to backup prior to and after any major changes, or any changes period.
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