Cie

e (C2/C&C/Command & Control Server.
e A program that can remotely communicate and control computers.
o Execute system commands.
o Access system resources.
o Extract sensitive data.
o Pivot.
0 lefe
e Typically made up of 2 parts:
o Agent / Client / Backdoor
o Server









HACKER

=

TARGET




HACKER

=

TARGET




5 %
a/.?‘
@.ﬂ; \l‘

f\qﬁ

=
TARGET




HACKER

S,

|

=1

TARGET



C2 FRAMEWORKS

e There are many C2 frameworks.
e Paid and free.

e The C2 Matrix is a good resource to compare them.



