
C2?

● C2 / C&C / Command & Control Server.
● A program that can remotely communicate and control computers.

○ Execute system commands.
○ Access system resources.
○ Extract sensitive data.
○ Pivot.
○ ….etc

● Typically made up of 2 parts:
○ Agent / Client / Backdoor → Runs on the target system.
○ Server → Runs on the cloud.
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C2 Frameworks

● There are many C2 frameworks.

● Paid and free.

● The C2 Matrix is a good resource to compare them.


