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Introduction

Framework Purpose - Define a repeatable process for communities
to measurably improve crisis information management capabilities

Document Audience - Regional Constituencies, Program Managers,
Planners, CI0Os, Grant Makers, Audit Authorities

End-User Audience - Public and private sector responders at local,
regional, national, multinational levels

Delivery Model - In-person diagnostic assessments, and online

training and implementation toolkit (future)
)
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The Case for the Framework

Few resilience research efforts have . e
Improving communities’ posture

focused on the development and to work together (i.e. systems
application of solutions that TSl 2iet ol 1175 € (Il ERY

. e means by which communities
measurably improve communities may improve regional disaster

ability to work together at a regional fesllizngs.
level, yet a majority of the most
devastating and disruptive disasters
are those that have had a regional
impact.




Defining the Framework

Figure 2: Linking Systems
Interoperability to Disaster Resilience

Regional Disaster
Resilience

Community
Preparedness

Operational
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Information
Sharing &
Safeguarding

Systems
Interoperability

A2B2C=2D=2E
Where 4 2 E means every element of £ is also an element of 4...
A = Regional Disaster Resilience
B = Community Preparedness
C = Operational Coordination
D = Information Sharing & Safeguarding
E = Systems Interoperability

"Thus, every element of systems interoperability is an
element of disaster resilience, and arguably should
become the focal point for standardized measurement
of communities' ability to work together.”
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Defining Systems Interoperability
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Systems interoperability is defined as the ability of human and
technical systems to work together, without special effort...

ng and Collaboration Among Core Elements

ent in the Sustainability of Regional Ecosystems
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Policy Alignment

The framework helps communities tangibly and defensibly contribute
to the achievement of national and international goals & priorities.

* U.S. National Response Framework, Preparedness Goal
— Core Capabilities: Planning, Operational Coordination, Intelligence & Information
Sharing, Community Resilience, Risk and Disaster Resilience Assessment.
* Sendai FrameworKk for Disaster Risk Reduction
— Priority 2: Strengthening disaster risk governance to manage disaster risk
— Priority 4: Enhancing disaster preparedness for effective response...

« National Emergency Management Association
— Recommended to Congress a renewed focus on programs that foster

regional collaborations to support disaster resilience.
>
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The Framework Enables Organizations
to:

 Implement a repeatable process for CIM improvement over a period
of 2-5 years

* More explicitly link CIM capability improvement to elements of
human and technical interoperability

* Address critical CIM capability gaps

* Expand the visibility and reach of information management programs

* Implement concrete measures in a systematic way

* Comply more fully with relevant international standards
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Operational Performance Outcomes

* Currently under development

— Aligns with the Interoperability Continuum
— Aligns with the CMM

 Examples:
— Reduce the resource request and acquisition process from 48 hrs
to 6 hrs
— Reduce the time it takes to establish baseline situational

awareness in an event from 6 hours to 1 hour



Field Implementation Process
Overview
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Field Implementation Process

Step 1: Baseline CMM Diagnostic Assessment
: Facilitate Stepwise Training Process

Step 3: Conduct Exercise

Step 4: Exercise Evaluation

: Post-Exercise CMM Diagnostic Assessment
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Step 1: Baseline CMM Diagnostic Assessment

e Assessment process: 2-4 hours

e May be conducted simultaneously with many
organizations

e Provides a common conceptual framework

e Provides indication of steps required to advance
capability maturity



Step 1: Baseline CMM Diagnostic Assessment

IMIS Core Elements
(SAFECOM)

Figure 15: IMIS CMM Concept

Maturation

Figure 16: Revised IMIS CMM Self-Assessment Tool (Excerpt)

IMIS CMM Gowernance Element Organization 1

Lewe| 0: No Capabili

Leve| 1: Awareness

GW101 - My organization ack edges the va of information sharing for the punpo
management, and intend to establish working groups to implement operational capabilities.
| GY102 - Personal connections enable some information shari ng and collaboration 1o accur.

G103 - Technical staff implement nam-standard govermance activities on behalf of My organization.

GV 104 - My nrganization recognizes that information sharing activities will require dedicated staff and
fun

GW105 - My organization has internal executive-level support for the development of an infarmation
sgram that supports the needs of incident manag

G201 - An Executive Committee has been established to focus on the tagk of information sharing Far
the purpose of incident management. Members represent functions that include multi-agency
leadership.
GV202 - & Working Group has been ed to focus on design and implementation of an effe
governance framework that suppt dent man: formation sharing.
G203 - Warking graups have been established to addre Technology, Training and Exercis
and Usage with defined cross-collaboration and meeting schedules.

204 - My o tion has an information sharing strategy that align various local and national

palici
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Step 1: Baseline CMM Diagnostic Assessment

Figure 19: Sample National Baseline CMM Self-Assessment Summary
IMIS CMM Baseline National Self-Assessment Report vl

Entity Name: BiH
Entity Population Est: 3.5M

Person Completing: Joel Thomas, SPIN Global (DHS Contractor)

Date Completed: 4/5/17

Govermance [ Tevel% Complewe
Tevel 3: Limited Operational Capability (13 |
Tevel & Extended Operational Capabilty (22 |
Tevel 5: Mature Operating Copabiity (24 |

T
Level 1: Awareness 88 ]
Tevel 2 Planning & Development (33|
Level 4: Extended Operational Capabiity a2 |
TevelS: Mature OperatingCapabilty (26 |
S——————————SS—SsLLsss— ssss—-—_—_—_—_—_——

Technology | Tevel% Complete
100

Level 1: Awareness

Level 1: Awareness |
Level 2: Planning & Development

Level 3: Limited Operational Capability
Level 4: Extended Operational Capability
Level 5: Mature Operating Capability

Total % Complete

Tota

% Comgp



Step 1: Baseline CMM Diagnostic Assessment

Figure 20 - Regional Baseline CMM Self-Assessment Summary

IMIS CMM Regional Baseline Self-Assessment Results Summary Report for NATO SPS ARCECP Pilot Participants (April 2017)
BOSNIA & HERZEGOVINA CROATIA MACEDONIA MONTENEGRO

Level % Level % L Lovel
Governance Compiete | Camy Governance Complete
Revel 1 Awareness 100 Awareness & Level 1: Awareness Lewel 1: Awaseness

Level 2: Planning & 2: Planning & Development Level 21 Planning & Level 2: Planning &
Level 3: Limited i Capabitzy 4 3: Limited Operational Capability ted Operational Capabi Level 3: Umited Operational Capabi 41

Reved & Extended Operational Capabifity : Extended Operational Copabiity Cawabifity Level 4 Dxended Operational Capatility c a Pa b | I Ity Ass essmen t

Level 5 Mature Operating Capability 4 5: ity Level 5: Mature Operating Capability Lewsl 5: Mature Dperating Capability

] pienal % Complete
e . e - Summary Report
Level 1 Awareness = o d 1: Awareness i Awareness 51
51 4 2: Planning & Develogment 12: Planning &
ed Operation: : 3: Limvted Operational Cagabi 1 3: Lirnited Operational Capabiity 44 7
: Extended Operational Capabilit k: 1 i Level & Extended Operational Capabiity : Extenced Operatianal Capabifity Apr!; 20 T 7
Mature Operating Lapabdity Level 5: Mature Operating iawilu‘y Level 5 Mature Operating Capatdily 3 Spebilily
Lol [ Level % Regional % Complete
Technology Complete Technology Technology complete sete | Complete Technology Prepared For:
Level 1 Awareness Level 1 Awareness Level 1: Awareness
Levei 2: B i Blannirg & D Level 2: Planning & 12: Plasining & Advanced Regional Ciwil Emergency Coordination Pilot (ARCECFP)
Level 3: Limited Ogerationial Capabity Level 3: Limited Operational Cagabiity ; U ! : Licnited Ope ol » Participants in Bosnia & Herzegovina, Croatia, Macedonia, and
Level & Extented Operational Capal Level &: Extented Operational Cagability ational : xtended Operatianal Capabiity : : S
Level 5: Mature Operating Capabiity ' . o bitty Montenegro
B - il B i Regional % Complete
Training & Exercise The Morth Atantic Treaty Organization (NATO) Science for Peace &
: Awareness £ L £ Security (SP5) Programme
Plannirg & Develogment 2: Planning & : Planning &
Level 3: Limited ional Capability ed Operational Cagabifty Level 3: Limited O | Cagabi i 53 U.5. Department of Homeland Security (DHS) Science & Technology
Level &: Extended i Capabifit Extended O " i Capabikty Level &: E Capability 14; Extended Operational Capability Directorate [S&D
g Capabiiity : Mature Operating Capsbidity : Mature Operating Capabiiny : Mature Operating Capability

Prepared By:

Awareness

nent Planning & Development & Joel Thomas, SPIN Global
Levei 3: Limited Capability Level 3: Limited Operational Capability ] i 3: | Cagabifity
23

Level &: Extended Operational Capabifity Level 4: Exended Operational Capability

4: Extended Operational Capability : Extendéd Operational Capability
Level 5: Mature Dperating Capobiity Level 5: Mature Operating Copebitity 1 5: Mature Operating Copoliiny Level 5: Mature Operating Cpabity
NATIONAL % :OMPI.ETE NATIONAL % COMPI.ETE NATIONAL % COMPI.ETE NATIONAL % COMPLETE
48 45 41 44
IMIS CMM REGIONAL % COMPLETE @ SPIN ARCECP Capability Assessmment Summary Repert

45




Step 2: Facilitate Stepwise Training Process

Figure 33: Stepwise Process to Advance Capability Maturity
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Step 2: Facilitate Stepwise Training Process

4.3.1.1. Steps to Improve Governance

The following diagram illustrates a stepwise model to improve the maturity of the CMM core
element “governance”, with a complementary list of resources available online.

+Draft a mission and vision statement for IMIS, and circulate with all key stakeholders.

 Draft an Information Sharing & Safeguarding Strategy.
+Develop Policy, Guidance, and Standards: Ensure internal personnel and partners have the appropriate policy, guidance,

Slf:f;ltf,’ and standards necessary to facilitate effective and efficient information sharing.
= _/

«Formally charter a Governance Executive Committee.
+ Conduct a privacy impact assessment.

* Develop a document management system to include; document management plan, plan implementation, system
maintenance.

+ Formally publish operational information, information and data requirements.
+ Update the Information Sharing & Safeguarding Strategy to align with regional, national and international policies.

+Develop Information Sharing Access Agreements among agencies to establish terms and standards for sharing
information and include a standalone privacy section to govern the use of information.

\
+Develop a Business Continuity Plan (COOP & COG) to identify how information sharing will be conducted in a degraded
environment.

SLTE’; | «Develop an information assurance strategy.
el o




Step 2: Facilitate Stepwise Training Process

4.3.1.2. Steps to Improve Standard Operating Procedures

The following diagram illustrates a stepwise model to improve the maturity of the CMM core
element “standard operating procedures” , with complementary resources online.

 Develop a list of operational information requirements.
900 ooo| e Define, document and publish standard information sharing processes.
1

« Charter a Working Group to steward development of standard operating procedures.
¢ Develop an information sharing agreement for use with internal and external partners.

¢ Identify and document standards for managing and publishing information as per the SOPs.
0 nbe o e Draft information sharing annexes for existing operational SOPs.

« [nnovative technology usage processes are documented in SOPs.
. Lo *Publish joint SOPs to include external partners as appropriate.

« Draft an annual plan to review accuracy, currency and relevancy of SOPs.




Step 2: Facilitate Stepwise Training Process

4.3.1.3.

Steps to Improve Technology

The following diagram illustrates a stepwise model to improve the maturity of the CMM core
element “technology”, with a complementary list of resources available online.

Steps to
Level 1

Steps to
Level 2

Steps to
Level 3

Steps to
Level 4

Steps to
Level 5

* Define a technology approach and crisis information management architecture that conceptually ensures internal and
external partners can communicate and share necessary, appropriate data in all environments and on a day-to-day basis.

| «Chartera Working Group to develop and manage the technology development, configuration and integration efforts.

» Conduct baseline assessment of available technologies, and a gap analysis of needed capabilities.
* Define standards , systems requirements and design considerations for crisis information management systems.

« Define information and data schemas that align with operational mission requirements at a systems level.
* Document clear user-defined workflows for deployed CIMS technology products.

» Develop and conduct technology acceptance testing process with external partners.
» Implement systems and network security standards and protocols.

+ Define an organizational operations and maintenance plan that defines funding requirements for the enterprise.
» Define a plan to conduct routine systems performance checks, data usage analysis and user analysis.




Step 2: Facilitate Stepwise Training Process

4.3.1.4. Steps to Improve Training & Exercises

The following diagram illustrates stepwise model to improve the maturity of the CMM core
element “training and exercises”, with a complementary list of resources online.

N
*Publish a ist of CIMS trainings, events, demonstrations, and operational tools available to support improved information
sharing..

*Develop a training SOP to incorporate CIMS lessons learned from past events into a formal improvement plan.

e Charter a Working Gropu to focus on incorporating crisis information management into all training and exercises.
» Develop language that includes information sharing as a formal criteria for success in all training and exercise plans.

= Develop specific technology training materials, user guides, tutorials for CIMS.
*Develop a multi-year training and exercise plan that focuses on measurably improving CIM capabilities.

+Develop and implement a model training & exercise plan that incorporates CIM.
«Implement the IMIS CMM assessment process as part of training and exercises.

» Implement a multi-year training and exercise plan with regional partners using the Regional Disaster Resiliency
Framework Training & Implementation Toolkit.

SES‘?:I? = Apply to become an internationally certified training and exercise provider.




Step 2: Facilitate Stepwise Training Process

4.3.1.5. Steps to Improve Usage
The following diagram illustrates a stepwise model to improve the maturity of the CMM core
element “usage”, with a complementary list of resources available online.

e = Develop a plan to use CIMS in planned events, training and exercises.
eps to
Level 1

« Charter a Working Group to focus on design and usage of technology to support operational missions..

: *Develop a list of data/information validation and verifiation criteria to be vetted by operational users.
teps to
Level 2

« Conduct a usage workshop to scope intended use of technologies, strategies to collect and share information, and
monitor and measure the effectiveness of the technology in support of operations.

T:P:l? * Develop and implement systems usability and workload measurements during training & exercises.
Vi

|« Develop and implement process to use and measure performance of interoperable systems every day for managing
routine as well as emergency incidents.
Stepsto | Test systems during planned events (e.g., athletic events and large conferences/conventions that involve multiple
Level 4 responding agencies).

« Publish usage guidance for external services that are publicly available.
e » Develop and implement regional usage surveys, performance metrics, and recommendations reports.
eps to
Level 5




Step 3: Conduct Exercise

Figure 28: Sample Exercise Overview

Advanced F | Clvil gency Coor Pliot (ARCECP) Exercise Overview

Scope: Limited Play Exercise Vignette in the EADRCC Field Exercise in Bosnia & Herzegovina

NATO EADRCC consequence management field exercise

“Bosna | Hercegovina 2017"

Jointly organized by the EADRCC and
the Ministry of Security of Bosnia and Herzegovina

September 24-29, 2017

NATO EADRCC, NATO SPS ARCECP Program Participants, 39 nations

Test & evaluate the Next Generation Incident Command System (NICS) in a limited
play exercise vignette, focused on a flood rescue scenario at/near Modrac Lake. Water
rescue teams from Croatia, Montenegro and BiH will deploy. Information sharing
through NICS will be tested and evaluated by water rescue teams, incident command
locations, base of operations, and remote support locations of supporting countries and
international support organizations.

Location: Modrac Lake near Tuzla, Bosnia & Herzegovina
L DD LT BT Bl ARCECP NICS Users in BiH, Croatia, Macedonia & Montenegro

ARCECP Program Schedule for the NATO EADRCC Consequence Management Field Exercise -

Bosnia & Herzegovina 2017

Monday, September 25 | Tuesday September 26 | Wednesday, September 27 | Thursday, September 28| Friday, September 29

NICS Training Day | TTiming & Comm m ield Exercise Day 2 | Demonstration Day

| Kot | NICS Training NICS Training

NICS Training Exercise -
Demonstration

Day 5 Hotwash / AAR
Discussion
NICS Training Command Post TTX Exercise

Day 1 Hi ish Day 2 Hotwash Day 3 Hotwash Day 4 Hotwash



Step 3: Conduct Exercise

Figure 30: Sample Exercise Logistics

ARCECP Exercise LDEIS“CS SITE 1 Modrac Lake
f:_ estaon: Licel mmmmsly-of eckokontl, Woviipally <f Lok

Incideniy finod, ncidanty on lske, o socidesiy, corisrmnstion. of wsker

u-uuumsw-ulmr LN Wintusd QS0OCE




Step 3: Conduct Exercise

Figure 31: Sample Exercise Playbook (MSEL)

NATO-NICS EADRCC BOSNIA & HERZEGOVINA REGIONAL EXERCISE PLAYBOOK
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e Contours defining the geographic e <
Conductimpact analysis to || [TPected communities and - ’ Civil emergency protection personnel in | Step 1: Conduct impact analysis extont and severity level of the Hazard, | V11 Bikl, Croatia,
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2 T ¢ ‘Water Rescue DISTAFF, Civil emergency = P - i
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Step 4: Exercise Evaluation

Figure 14: Evaluation Components

Capability IMIS CMM T
Maturity Organizational - Baseline and Recurring

Assessments Asessments Sasens

Usage Workload System Usability ’ .
Assessments Rating Scale Scale During Exercise

Program End User Performance
Assessments Observations Metrics Post Exercise
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Step 5: Post-Exercise CMM Assessment

This step includes:

 CMM Assessment 6-9 months after the exercise
 CMM Assessment with same group of organizations
that participated in the baseline assessment

2 | SPIN’

Capability Assessment
Summary Report

« Side-by-side analysis of CMM Assessment Summary ——
Results B
Advanced Regional Ciwil Emergency Coordination Pilot (ARCECFP)
Participants in Bosnia & Herzegovina, Croatia, Macedonia, and
| Montenegro
Key Outputs - The North Atantic Treaty Organization (NATO) Scdence for Peace &
Security (SP5) Programme
* Re-Assessment Summary Report 0 Dot gl RS S & Teihiions
* Revised training plan based on the Stepwise Process s

to Advance Capability Maturity
* Revised program plan for the next cycle of
development




Questions?

Joel Thomas
Chief Executive Officer
SPIN Global

jthomas@spinglobal.co
202-731-8018
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