Module 6 - Cyber Security

Prescribed Reading

The Consequential Implications Following a Data Breach and the Mitigation of Same - Futures
Law Faculty: Kristi Erasmus — 2019 - https://www.tech4law.co.za/tech-advisor/security-
d91/the-consequential-implications-following-a-data-breach-and-the-mitigation-of-same/
What is the Cost of a Data Breach — Futures Law Faculty: Kristi Erasmus — 2019 -
https://www.golegal.co.za/cost-data-breach/

South Africa: Cybersecurity 2020 — F.Ameer-Mia; C. Piernaar & N. Kekana — 2019 -
https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/south-africa

V. Is the International Law of Cyber Security in Crisis — K. Macak - 2016 — 8™ International
Conference on Cyber Conflict - https://ccdcoe.org/uploads/2018/10/Art-09-Is-the-
International-Law-of-Cyber-Security-in-Crisis.pdf

V.  Cybercrime and Cybersecurity in Africa, Nir Kshetri (2019) Journal of Global

VI. Information Technology Management, 22:2, 77-81, DOI: 10.1080/1097198X.2019.1603527

VII. Cybersecurity: Practice - George Grispos — 2019 - L. R. Shapiro, M-H. Maras (eds.),
Encyclopedia of Security and Emergency Management,

VIll.  https://doi.org/10.1007/978-3-319-69891-5_81-1

IX. New Bill offers robust game plan against cybercrime in South Africa - Hanneke van der
Westhuizen - 12 Jun 2019 - https://saiia.org.za/research/new-bill-offers-robust-game-plan-
against-cybercrime-in-south-africa/

X. Understanding cybercrime: phenomena, challenges and legal response - Prof. Dr. Marco
Gercke -2012 - www.itu.int/ITU-D/cyb/cybersecurity/legislation.html [ Only pages 1 —4 ]

XI. Understanding policing of cybercrime in South Africa: The phenomena, challenges and
effective responses - Siyanda Dlamini & Candice Mbambo - (2019) Cogent Social Sciences,
5:1, 1675404

Xll.  https://doi.org/10.1080/23311886.2019.1675404

Viewings

Cobus Jooste — Ethical Hacker Meets Cyber Security Expert — Extracts - 2019
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