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What Readers Are Saying about The TCP/IP Guide

“Whenever I need information or clarification on any TCP/IP or OSI related
topic, The TCP/IP Guide s the first place I go.”

—SHAWN BRIDGLAL, COMPUTER ENGINEERING TECHNOLOGIST

“«

... an extremely readable and lucid document on a very involved subject. The
TCP/IP Guide is an immense piece of work, but it does the best job I've seen of
making a complicated subject understandable.”

—PETER BICE, CONSULTING SOFTWARE ENGINEER

“An absolute must-have for the serious student of networking, and those who just
want a greater understanding of the technical world around them. Its level of
detail is excellent, yet its simple explanations and analogies of even the most
complex subjects make this work unparalleled. Even for the experienced student
its coverage of the basics can make things so much clearer.”

—IAIN DENTON, NETWORKING STUDENT

“Written in Charles M. Kozierok’s familiar down-to-earth style, The TCP/IP Guide
is at once easy enough to understand that it should be an excellent starting place
for beginners to learn networking—and at the same time, thorough and in-depth
enough to make it a must-have reference for advanced users and professionals.”

—BILLY GRIFFIS, COMPUTER TECHNICIAN

“In The TCP/IP Guide, Charles M. Kozierok thoroughly explains the details of
many complex networking processes in a straightforward, orderly manner. He is
an excellent teacher—his lucid understanding of his subject matter and his
awareness of his audience are evident in every explanation of the many TCP/IP
topics he addresses. The TCP/IP Guide s a valuable resource for anyone wanting
to thoroughly understand the details of how TCP/IP networking works.”

—DAVID WILLIAMS, TEACHER

“Everyone who is starting off their IT career or wanting to increase their
knowledge of TCP/IP would benefit enormously by buying this book.”

—KIRK PASCOE, INFORMATION SYSTEMS ENGINEER
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INTRODUCTION

Goals of The TCP/IP Guide

Every author who sets out to write a book or other document has certain
objectives that he or she hopes to accomplish when the work is completed.
This is why you can go into a library or bookstore, pick up several books that
cover the same subject, and discover that they are surprisingly different—not
just in their content or scope, but in their entire approach to the material.

I, too, had a number of goals when I set out to write this book. You
certainly don’t need to know them in order to read and appreciate the
material, but understanding what I had in mind while I was writing may help
you while you are reading. And if you are reading this information prior to
buying The TCP/IP Guide, knowing what I strove for in writing the book may
help you decide if this is the right resource for you.

My overall goal in writing this book was to create a resource that would
allow anyone to obtain a deep understanding of how TCP/IP technologies
really work. To accomplish this, I had a number of specific objectives that
guided my writing efforts:

Comprehensiveness Like most authors writing a resource that covers a
large subject, I wanted The TCP/IP Guide to be comprehensive. Of course, no
single document can cover everything, so I have needed to limit the scope of
the material. However, I feel I cover more about TCP/IP as a whole than any
other single book or other resource.
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Comprehensibility Creating a resource that is comprehensive is important, but I
felt that it was even more important that the book be comprehensible. Over the past
few years, I’ve had the opportunity to review many hundreds of books, guides, web-
sites, and papers related to networking. I have found that even though most of
them are generally high in quality, too many use unexplained technical jargon or
assume extensive prior knowledge of networking concepts and technologies on the
part of the reader. I worked very hard to ensure that my descriptions, even of very
complex concepts, can be understood by almost every student of networking.

Rationale It’s certainly important to know how every TCP/IP protocol functions.
However, to gain a true understanding of complex material, one also needs to
understand the reasons behind why things are what they are. In writing this mate-
rial, I have always tried to explain not just the what, but also the why of TCP/IP. I
have anticipated and answered questions that I believe might commonly arise in
the mind of someone learning about this technology.

Ilustrations A picture is worth a thousand words, as they say. There are many con-
cepts that no amount of verbiage will adequately explain, while a simple illustration

will do the trick. For this reason, I spent many months creating more than 300 dia-

grams (some simple and some not so simple!) to complement the written material

in The TCP/IP Guide.

User-friendliness I have intentionally broken many of the rules of conventional
book authorship, in creating a document that uses a conversational, first-person
style, and no small amount of humor where appropriate. My intention was to make
you feel at home while you read material that can be quite technically difficult. I
want you to think of me as a friend sitting next to you at your computer explaining
how TCP/IP works, rather than a professor preaching at you from a podium.

Organization Many networking books consist of dozens of subjects just listed one
after the other, leaving the reader to wonder how everything fits together. When I
first began this book, I spent weeks just organizing it, with the result being a struc-
ture that indicates clearly how subjects are interrelated. I also carefully laid out

each individual section to ensure that it covered its topic in a way that made sense.

Multiple levels of detail I realize that some people reading a TCP/IP book might
want only a quick summary of the operation of its constituent protocols, while oth-
ers want to learn all the nuances of how everything works. I have provided the full
details that most readers will want, while also including overview topics in each
chapter that summarize each technology for quick perusal. This gives you the
option of either skimming the surface or “diving deep,” as you choose.

Platform independence I have endeavored whenever possible to avoid describing
TCP/IP in terms specific to any hardware or software platform. Even though I use a
PC for most of my computing and UNIX for some tasks, most of the material is not
particular to any type of device or operating system (though I do focus more on
networks of smaller computers than larger ones).

How successful was I in achieving these goals? I’d like to think I did a pretty
good job, but ultimately, you will be the judge!

Introduction



Scope of The TCP/IP Guide

The first step to dealing with a problem is recognizing that you have one. So, I have
to come clean with you, my reader. I have a problem: an addiction to . . . detail.
Every time I set out to write about a particular protocol, technology, or concept, I
start with a modest goal regarding how much I want to write. I always begin
knowing that I really need to control myself, to prevent my project from going on
forever. But as I explore each subject, I learn more and more, and I start to say to
myself things like, “This is important. I simply must include coverage for it,” and, “If
I’m going to cover subject #1, I also should cover subject #2, because they are
related.” This is how I turn six-month projects into multiyear ordeals.

However, even though self-control in this area is a weakness for me, even /
realized I could not possibly cover everything related to TCP/IP in this book.
Consider that the TCP/IP suite contains dozens of protocols and technologies,
each written about in thick books. I was willing to spend years on this project, but
not decades! Thus, I had to limit the scope of this book somewhat, both to preserve
what remains of my sanity and to spare you from having to wade through a
ridiculously large document.

Here are a few different points that will help explain decisions that I made to
limit the scope of The TCP/IP Guide:

Theory versus practice This is primarily a reference resource on the TCP/IP protocol
suite. The material here is designed to allow a student to learn the nuts and bolts of
how TCP/IP works. I do discuss quite a number of “real-world” practical issues
related to how TCP/IP internetworks operate, but this is not my primary focus
here. If you want to really understand what TCP/IP is and what makes it work,
you’ve come to the right place. If all you want is simple instructions on how to con-
nect a few PCs together in your home using TCP/IP, this probably isn’t the book
for you.

Current versus future protocols Most of the emphasis in this book is on the
present state of the art in TCP/IP. The suite is always changing, new protocols are
constantly being written, and revisions to existing protocols continue to be pub-
lished. I have not provided extensive coverage of technologies still in development,
to try to keep the size of the book manageable and to prevent the book from being
out-of-date before it even hits the store shelves. The one exception to this general
rule of thumb is version 6 of the Internet Protocol (IPv6), which represents a signif-
icant change to the core of how most of TCP/IP operates. While not universally
deployed yet, IPv6 is sufficiently far along in its development that I feel any student
of TCP/IP needs to know what it is, learn how it works, and understand its signifi-
cance. Thus, I have included several detailed chapters on IPv6, and also mentioned
how it impacts the operation of several other key protocols such as the Internet
Control Message Protocol (ICMP), Domain Name System (DNS), and Dynamic
Host Configuration Protocol (DHCP).

Introduction Ixxi
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Application coverage Many thousands of different applications run on TCP/IP
internetworks, and I could not possibly hope to describe all of them. The scope
of this book is limited to the most important, “classic” TCP/IP applications and
application protocols, such as electronic mail, general file transfer, and the World
Wide Web.

TCP/IP versus the Internet The TCP/IP protocol suite and the Internet are very
closely related in many ways, as you will discover as you read this book. In fact, they
are often tied together so much that it is hard to discuss one without the other.
However, the Internet as a whole is an enormous subject, and trying to describe it
in general terms would have substantially increased the size of this book. Thus, I
describe Internet issues only within the context of explanations of TCP/IP technol-
ogies. For example, while I cover the World Wide Web in this book, I discuss its
generalities only briefly. I focus my technical discussions on how the Hypertext
Transfer Protocol (HTTP) that implements it works. I don’t talk about how to set
up a website, how to choose a web browser, or any of those sorts of details. Those
subjects are covered in a dazzling array of different books, papers, and, of course,
websites.

Limited TCP/IP security coverage Security is a very important and large topic,
especially in modern networking. This book does include a fairly detailed section
on the operation of the IP Security protocol (IPSec), and also touches on security
issues in describing several other protocols and technologies. However, it is not spe-
cifically geared toward detailed discussions of security considerations.

Small computer orientation In general terms, TCP/IP technologies can be used
to connect together any types of devices that have the appropriate hardware and
software. There are some issues, however, where explanations require me to focus
on how specific types of underlying networks and devices work; this is especially
true of some of my diagrams. In these cases, my preference has generally been to
show how TCP/IP is used to connect together typical small computers such as PCs,
Macintoshes, and UNIX workstations, which are what most people use.

TCP/IP Guide Features

I created The TCP/IP Guide to provide you with an unparalleled breadth and depth
of information about TCP/IP. This meant including a lot of content in this book—
it has 88 chapters, several hundred sections, and more than 1,600 pages. However, I
recognized as I was writing this tome that the real goal is not just to provide a lot of
detailed information, but also to present it in such a way that it can be easily under-
stood by you, the reader. This requires more than just writing large amounts of text
and putting it all into a big file.

For this reason, I have incorporated a number of special features into this book
to help make it easier for you to “digest.” These include the special structure of the
book, special inserts to help you remember topics, and more.

First, The TCP/IP Guide uses a three-level structure to organize its content. The
book as a whole is divided into three overall sections, covering overview/background
information, lower-layer protocols, and higher-layer application protocols,
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respectively. Within each section is a number of parts, which group together related
chapters. Each chapter is, in turn, structured with sections and subsections to
present the material in the most understandable way possible.

The TCP/IP Guide contains more than 300 detailed illustrations, which support
the textual descriptions of TCP/IP technologies and protocols, and help make
sense of difficult concepts. Most include brief descriptions that allow you to quickly
understand what the illustration means without even needing to read the full
surrounding text. The book also has more than 300 tables, which present large
amounts of information in an organized and readable manner or highlight
examples.

Most of the discussions in The TCP/IP Guide are presented as free-form text, as
you would expect in any document. However, I use notes when I need to clarify or
explain something that I feel you need to know, but which is either not directly
related to the topic under discussion or is sufficiently “tangential” that it needs to
be separated from the main text to avoid disrupting its flow. Examples include
terminology explanations, “sidebar” historical discussions, anecdotes, and
clarifications relating to how I am describing particular concepts.

Last, but definitely not least, are the key concepts inserts. I tried very hard in
crafting this book to provide a variety of ways to present information, to better suit
the learning styles of different readers. To that end, I have created hundreds of
these special paragraphs, which summarize and highlight the most important
concepts and essential pieces of knowledge in The TCP/IP Guide. They can be
very useful for quickly distilling the essence of a topic without reading an entire
explanation, or for refreshing your memory of a subject. Obviously, however, they
contain few details, so you should not assume that you fully understand a topic or
concept just by reading this sort of summary.

TCP/IP Guide Online!

This book had its origins as an online website, called appropriately enough, The
TCP/IP Guide. The site is still active and presents the same information as this
book contains, albeit in a slightly different format and structure.

You may find the online version of the site useful if you are traveling or need to
look up TCP/IP information quickly when you don’t have the book handy. As a
further bonus, the pages of the site are extensively hyperlinked for ease of use, and
the diagrams are in full color. The online version also has a full hyperlinked table
of contents and a search engine! Visit the site at:

http://www.TCPIPGuide.com.

Your Feedback and Suggestions

One of the ways that this book differs from the typical technical reference book is
that it is a very personal work. When you read the material here, I want you to feel as
though I am explaining the many technologies and concepts to you personally,
because that’s how I feel when I am writing. A published book of this sort is by its
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nature a type of “one-way” communication, from me to you; however, I am also
interested in what you have to say to me. For this reason I strongly encourage you to
provide me with feedback on this book and suggestions that you may have for it.

First, let me point out that all books have mistakes, and despite undergoing a
rigorous technical review and multiple-stage editing process, this book is probably
no exception. Before contacting me regarding an error or problem with this book,
please check the errata page to see if what you found has already been reported.
You can find that page here: http://www.tcpipguide.com/bookerrata.htm. I
welcome your constructive criticisms and suggestions. If there is something you
don’t like about the material, please tell me. Even better, make a suggestion for
how to improve it. I am also happy to read your compliments or complaints, and I
will gladly answer questions that pertain directly to the use of the book. You can
contact me at tcpipbook@tcpipguide.com.
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SECTION |

TCP/IP OVERVIEW AND
BACKGROUND INFORMATION

They say the best place to start is at the beginning,
and that’s exactly where you are now. This initial
section contains background information that will
help you to understand what networking is about and
where TCP/IP fits into the grand scheme of things.
This introductory information will help ease you into
your studies of TCP/IP, and it is particularly valuable
to those who are new to the world of networking.

This section contains three parts. The first part covers a number of
important fundamental aspects of networks, discussing how they are used,
the standards that define them, the terminology that describes them, and
much more. The second part describes the important OSI Reference Model,
which is an essential tool to comprehending the function and organization
of networking technologies. The third part contains a high-level overview
of the TCP/IP protocol suite, which will frame the more complete
discussions of individual TCP/IP protocols that follow in the latter two
sections of this book.

Let’s get started!






PART I-1

NETWORKING FUNDAMENTALS

Unlike authors of many other TCP/IP-related
resources, I do not assume that readers already know
what networking is all about. After all, that’s why you
are reading this book!

This part provides an overview of some of the basic issues related to
networking. It includes discussions of some of the most fundamental net-
working concepts and ideas. It serves not only to provide you with useful
background material, but also as a repository for general information, so that
I don’t need to repeat it in many different places elsewhere in the book
(and if you already know about these basics, you don’t need to skip over
them in many other locations). The topics covered here are useful for under-
standing certain TCP/IP concepts. However, some of the material is very
broadly oriented toward networking as a whole and is not specific to TCP/
IP internetworking.

This part consists of four chapters. The first chapter in this part intro-
duces networking in broad terms, describes its fundamental characteristics,
and differentiates between network sizes and types. The second chapter talks
about many different matters related to network performance. The third
chapter explains the importance of networking standards and standards
organizations. Finally, the fourth chapter provides background information
about how data is stored and manipulated in computers; if you are new
to computing, you may find this information useful when reading some
other parts of this book. If you are experienced in networking and related
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Part I-1

technologies, you may wish to skip this part of the book. Or, you can scan the head-
ings in the chapters; if you understand the terminology mentioned in a heading,
you can probably skip the discussion. Cross-references in other areas of the book
refer to information in this part as appropriate, so if you need to fill in your
knowledge of a particular fundamental on the fly, you can do so rather easily.



NETWORKING INTRODUCTION,
CHARACTERISTICS, AND TYPES

Someone new to networking will usually
have some pretty important questions.

most important attributes that descrlbe networks?
And what sort of networks exist? The obvious place to
begin discussing networking fundamentals is to answer
those questions using a high-level introduction to
networking as a whole.

This chapter is divided into three sections. The first provides a quick
introduction to networking. I define networking in the most basic terms,
then place networking in an overall context by describing some of its
advantages and benefits, as well as some of its disadvantages and costs.

The second section discusses key concepts that describe and differ-
entiate between types of networks and networking technologies. This is
where I'll define terms and “buzzwords” that you cannot avoid if you are
going to learn about networks. The topics here include explanations of
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protocols, switching methods, types of network messages, message formatting, and
ways of addressing messages. I also discuss the differences between client-server and
peer-to-peer networking.

In the final section, I describe the major types of networks by drawing distinc-
tions between them based on their size and scope, and I also show you how to use
each type and size. I discuss LANs, WLANs, and WANs, and a few variations on
these three main categories. I also explore the many terms that are related to the
various sizes of networks and how they are used, including segments, subnetworks,
internetworks, intranets, and extranets.

Introduction to Networking

In this day and age, networks are everywhere, especially in the form of the Internet.
The Internet, the ultimate network, has revolutionized not only the computer
world, but the lives of millions. We tend to take for granted that computers should
be connected together. In fact, these days, whenever I have two computers in the
same room, I have a difficult time not connecting them!

Given the ubiquitousness of networking, it’s hard to believe that the field is still
a relatively young one, especially when it comes to hooking up PCs. In approaching
any discussion of networking, it is very useful to take a step back and look at net-
working from a higher level. What is it, exactly, and why is it now considered so
important that it is just assumed that most PCs and other devices will be networked?

What Is Networking?

For such an extensive and involved subject that includes so many different tech-
nologies, hardware devices, and protocols, networking is actually quite simple. A
network is simply a collection of computers or other hardware devices that are con-
nected together, either physically or logically, using special hardware and software
that allows the devices to exchange information and cooperate. Networking is the
term that describes the processes involved in designing, implementing, upgrading,
managing, and otherwise working with networks and network technologies.

KEY CONCEPT A network is a set of hardware devices connected together, either physically
or logically. This allows them to exchange information.

Networks are used for an incredible array of purposes. Most people learning
about networking think about networking as interconnecting PCs and other “true”
computers, but you use a variety of types of networks every day. Each time you pick
up a phone, use a credit card at a store, get cash from an ATM machine, or even
plug in an electrical appliance, you are using some type of network.

In fact, the definition can even be expanded beyond the world of technology.
I'm sure you’ve heard the term networking used to describe the process of finding an
employer or employee through friends and associates. Similarly, the idea here is that
independent units are connected together to share information and cooperate.

The widespread networking of personal computers is a relatively new phenom-
enon. For the first decade or so of their existence, PCs were very much “islands
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unto themselves,” and were rarely connected together. In the early 1990s, PC net-
working began to grow in popularity as businesses realized the advantages that
networking could provide. By the late 1990s, networking in homes with two or
more PCs really started to take off as well.

This interconnection of small devices represents, in a way, a return to the good
old days of mainframe computers. Before computers were small and personal, they
were large and centralized machines that many users operating remote terminals
shared. Although having all of that computer power in one place had many
disadvantages, one benefit was that all users were connected because they shared
the central computer.

Individualized PCs took away that advantage. Networking attempts to move
computing to a middle ground. It provides PC users with the best of both worlds:
the independence and flexibility of personal computers, and the connectivity and
resource sharing of mainframes. In fact, networking today is considered so vital that
it’s hard to conceive of an organization with two or more computers that would not
want to connect them together!

The Advantages and Benefits of Networking

You have undoubtedly heard the expression “The whole is greater than the sum of
its parts.” This phrase describes networking very well and explains why it has
become so popular. A network isn’t just a bunch of computers with wires running
between them. Properly implemented, a network is a system that provides its users
with unique capabilities, above and beyond what the individual machines and their
software applications can provide.

Most of the benefits of networking can be divided into two basic categories:
connectivity and sharing. Networks allow computers, and hence their users, to
connect to each other. They also allow for the easy sharing of information and
resources, and for the simple cooperation between the devices in other ways. Since
modern business depends so much on the intelligent flow and management of
information, this ease of use tells you a lot about why networking is so valuable.

Here, in no particular order, are some of the specific advantages generally
associated with networking:

Connectivity and Communication Networks connect computers and the users of
those computers. Individuals within a building or workgroup can be connected
through local area networks (LANs); LANs in distant locations can be interconnected
to form larger, wide area networks (WANs). Once computers are connected, it is possi-
ble for network users to communicate with each other using technologies such as
electronic mail. This makes the transmission of business (or nonbusiness) informa-
tion easier, more efficient, and less expensive than it would be without the network.

Data Sharing One of the most important uses of networking is to allow the shar-
ing of data. Before networking was common, an accounting employee who wanted
to prepare a report for her manager would have to produce it on her PC, put it on
a floppy disk, and then walk it over to the manager, who would transfer the data to
her PC’s hard disk. (This sort of “shoe-based network” was sometimes sarcastically
called a sneakernet.)

Networking Introduction, Characteristics, and Types 7
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True networking allows thousands of employees to share data much more
easily and quickly than this. It also makes possible applications that enable many
people to access and share the same data, such as databases, group software devel-
opment, and much more.

Hardware Sharing Networks facilitate the sharing of hardware devices. For exam-
ple, instead of giving each employee in a department an expensive color printer
(or resorting to the sneakernet again), you can place one printer on the network
for everyone to share.

Internet Access The Internet is itself an enormous network, so whenever you
access the Internet, you are using a network. The significance of the Internet today
is hard to exaggerate!

Internet Access Sharing Small computer networks allow multiple users to share a
single Internet connection. Special hardware devices allow the bandwidth of the
connection to be easily allocated to various individuals as they need it, and these
devices permit an organization to purchase one high-speed connection instead of
many slower ones.

Data Security and Management In a business environment, a network allows the
administrators to manage the company’s critical data better. Instead of spreading
data over dozens or even hundreds of small computers in a haphazard fashion as
users create it, administrators can centralize data on shared servers. This makes it
easy for everyone to find the data and makes it possible for the administrators to
ensure that the data is regularly backed up. Administrators can also implement
security measures to control who can read or change various pieces of critical
information.

Performance Enhancement and Balancing Under some circumstances, you can
use a network to enhance the ove