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Introduction

Aims

This textbook has beer written to provide the knowledge, understanding and
practical skills that a stsdens would need for the Cambrdge Drsormasional
Exnmmations Computer Scienee JGCSE and GCE € Leved courses.

The texthedk is part of a package which fnclodes a sudent CD-ROM. A
reacher’s CD-ROM is alsa availible separately which inchides additonal guidance
and other useful information {see later in this introduction ).

This ook and accompanying stiadent CO-ROM provide:

& practice end-of-chapter questions which inclade questions from past Cambridge
Internntional Evamingiions papers

= activities which give students additional guidance and practice

= sample program selutions for programming sctivities

« hifies and tips where these provide addisional help and knowledge.

Alrhonigh this book has been written with the Casmireinlae Tnrernrivnal
Esavmimariass syllabus in mind, it can stll be used as 4 nsefil reference textbook
fr other GOSE compubing conrses. Ttis also a usefl source of infmation for
those students starting an A bevel computer science coume — especially ae AS level.

Using the book

The rexrhook contains 13 chaprers. Althoagh i i3 possible for some ¢lements
of the practical problem-solving chapters to be examined in Paper 1 {Theory
of Computer Science ), and vice versa, the sections for the theory work are
in Chapters | to & and the practical work in Chapeers 9 0213, The book has
been split ivto Section 1 {Theory of computes science) and Section 2 (Practical
problem-solving and programming ) to follow the Camibridge Tnternarivnal
Examinations syllabus as closely as possible.

Activities are shown throughoat the books as follows:

B

Student CD-ROM
The accompanying student CD-ROM conmins sddiional guidance 1o enlsance
the learming peocess in a number of key areas in the texthaok. The CD-ROM uses
amimation and verbal commentary wherever this is found helpful in the learning
process. The CDO-ROM inchudes sample program solitions foe the programming
Activities.

Where bk topics are included in the CD-ROM the following symbol i used
Teacher’s CD-ROM
An additional teacher's CD-ROM is available to accompany this textbook. Ths
CD-ROM inclodes the following material;

& possible responses to sample cxamination and other questions
= each question past suggess a Ir»_fcl ofdifﬁculql' e
his docuimetitis available free'sfichargeion. ., Q studoct
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® answers o the end-of-chaprer questions in this textbook and o some of the
ativities where relevant
® program fles in Pythoin and Fava for sctivities and end-of-chaptes queamm

# a scheme of work to help teacher's plan their fvo-year computer science course;
this scheme includes:
= chaprer numbers from the book
® topic to be covered from the chaprer
- appr\mmm T all:unon wdvised o cover the [Opn.
* Cral I
* relevant page numbees from the textboak
= activities fomnd in the texthook oo help in the teaching process
= any additional notes To help plan the lesons.

The teacher’s TD-ROM has not been through the Cambridge endorssement
process.

Dhavid Watson and Helen Willimms

Septerber 2014

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.com)



This page ftentionally laft blawk

his document is available free of charge on Q stUdoct

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.com)


https://www.studocu.com/en-gb?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=cambridge-igcse-computer-science

AB050290
SXQ6B/S8S




1 Binary systems and hexadecimal

I this chapser you will leser abeut

® the binary system

& measurement of compute mefreries

. the ystem

® how ta et ditfarant mumbsr b J

1.1 Introduction
As you progress throagh this boak yon will begin o realise how complex
computer systems readly are. By the time yon reach Chapter 12 vou shoubd have o
better und) Jang of the fund: ls behind th lves and the
software thar controls them

However, e mamter bow complex the system, the basic hlnkhng Blowk in all
eomputers 15 the binary number system. This system is chosen since it consists of
s and Os only. Since compusters contain millions and millions of tny “switches',
which must be in the ON or OFF position, this lends imelf logically to the binary
system. A switch in the ON posidon can be represented by 12 a swirch in the OFF
position can be represented by 0,

1.2 The binary system
We are all familiar with the denary (base 10 number system which counts in

multiples of 10, This gives s the well-known headings of units, 10s, 100s, 1000s

and so on:
10000 1000 100 i 1
(104) (108 (102 (10 (100}

The RINARY SYSTEM 15 based on the number 2. Thus, only the two values’ 0 and
1 can be wsed in this system to represent each digit, Using the sare method as
derary, this gives the headings of 29, 21, 32, 2% and so on, The typical headings
for a binary namber with eighe digits woald be

128 64 s 16 8 4 2 i

(27 (2 24 (2 2y (24 )
A typical binary number would be:

11101110

1.2.1 Converting from binary to denary |2

T i faarly sreaigheforward o change 3 binary number inmo a denary numbes.
Each time a 1 appeass in & columa, the column value is added 1o the motal. For
example; the binary number above i

128 + 64 + 32 + 8+ 4 + 2 = 238 (denary)
The § values are simply ignored,
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12 The binary system

Activity 1.1

Coemert the flowing Bnary nurbers
inta denary:

B OD116011

1.2.2 Converting from denary to binary )
The revene opération, converting from denary to hinary, is sightly meee
complex. There are rwn basic ways of doing this. The fisst method i “oial and
erron” and the second method B more methodical and involves repetitive divisson.
Method 1
Consider the conversion of the denary number, 107, into binary, This method
invobves placing 1s in the appropriare postion so thar the moal equates o 107
128 b a2 16 8 4 2 1

[ 1 1 0 1 0o 1 1

Method 2

This method involves successive division by 2. The remainders are then read from
BOTTOM to TOP 1 give the binary value. Again using 107, we ger

[107_]

Emlr

[ 36| rervaindar: 1

[ 13| revander 0

[ 5 | mevaindar

ERL raad th emainder from hottom 1o
| 1| remwincler 1 op o getihe tinary number:

| 0| rermainder | o o i O e O
[ 0] remairer &

Fgure 1.1
Activity 1.2

Coreert the fadowing denary numbers o
Lirary fusing both rethadsh

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.csn)



1 BINARY SYSTEMS AND HEXADECIMAL

1.3 Measurement of the size of computer memories
A binary digit s commenly referred to as 2 8113 & bits are usually referred to 25 2
BYTE

The byre is the smalless unit of memory in & compurer. Some comparers
ase larger bytes bur they are always multiples of 8 (e, 16-hic systens and
A2-bir systern b One byte of memory wouldns allow you tostore very misch
infarmation: therefare memory size is messured in the fallowing multiples:

Tabls 1.1

Nama of mamary sira Il-l—h«-ufhlb
Viobyte (1 VH_ ™

ekt 1 W
gyt {1 GH il
Aerabate (1 THI o
peishte (1 P 2

(Not: 1024 « 1024 = 1048576 and 50 00.)
T grive sone idea of the scale of these numbers, & Tvpical dara ransfer rare
asing the inrerner is 32 megabins (16, 4 MR) per second (204 40 MB file would
take 10 seconds to transfer), Most hand disk systems in compuress are 1 or
2 TH in size {50 a 2 T memory could store over kalf a mitlion 4 ME photos, for
example}.
Tt should be pointed out bere that there is some confision in the naming
of memory sizes. The TEC convention is now adopted by some onganisarions.,
Manufacturers of storage devices offten wse the denary system 1o measine storage
size, For example,

1 kilabyte = 10 byte

1 megabiyte = 1000000 bytes
1 gigabyre = 1000 00MHMM byres
1 terabyte = | (OGDDO00 000 bytes and 50 on.
The TEC comvention for compurer internal memones (inclading BAM) becomes:
1 kibibyre {1 KiB) = 1024 byres
1 mebibyte (1 Mili| = LI4R576 bures
1 gibibyte {1 GiB) = 1073741 824 bytes
1 tebibyte {1 TiBl) = 109951 1627276 byees and s on.

Hewever, the TBC terms are not universally tsed and this texsbook will dse
the more conventional terms shown in Teble 1.1, This also ties up with the
Cambridge Internaticnal Examinations companer science syflabos which wses the
same rerminology as in Table 1.1

1.4 Example use of binary
This section gves an exsmple af s gec of the binary systerm. We willintn

his doeunr ORb in ChY

A regisrer i 3 group of bt it often depiced as ﬁ)ﬂ(wx StUd u c l
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15! The hexsdedmal system

Lrfefsfrfe]u]i]a]
Fgura 12
When computees (or are nsed I devices (such a5
robos), registers are used i part of the contral system. The following example
describes how regisners can be wed in controlling a simple device,

A pobot vacuum cleaner has three wheels, A, B and C. A rotates on a spindle
w02 allow foe direction changes {as well as forwand and backward movement);
B and € are fixed to revobve around their axles to provide saly forward and
backward movernent, and have an electric motor attached:

3
Wl &
s — | T
m Imoer attached)
Figure 1.3

| |
Mekee B Mecr © Bmion | T dection
o aff backwants badcaands.
Meter MetorC Bekerhor  Cdivection
Figre 1.4

If the register contains 1 00 1 0 10 1 0 this means Sster B is ON mond anstor Cix
N atnal Bl sworovs are turnisg oo produce FORWARDS savion ', Effectively, the
wacwnm cleaer is moving forwands.

Activity 1.3
o What ool be the effect if the register contained the following walies?
l1ooiioog
H1prasiol
10100110
s What woold tha mgistar cantain if ol motar € was O and th motors were tuming 1 2
BACKMWARDS direction?
&Malw&imemﬂmmnunlfmmnandmcmmmh.llnwasmmu\a
s T & direction
dmmwﬁhmeﬁmnmmmwhimm
11111111

1.5 The hexadecimal system

The HEXADECIMAL SYSTEM is very closely related o the binary system,
Hexadecimal (sometimes referoed 1 oas simply ‘hex”) is o base 16 system and
therefore needs to use 16 different *values” to represent each digit.

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.cgn)



1 BINARY SYSTEMS AND HEXADECIMAL

Becanse it is a system based on 16 different digits, the numbers 1o 9 and
the letters A to F are used oo represent sach hexadecimal ( hex) digit. (4 = 10,
B=11,C= 12,1 = 13, E = 14 and F = 15.) Using the same methxd as denary
and binary, this gives the headings of 169, 161, 162, 163 and w0 on. The typical
headings for 4 hexvadecimal mimber with five digits weuld be:

65 536 4096 256 la 1

(164 (164 (167 (161 (16n)

Since 16 = 24 this means that FOUR hinary digits are equivalent to each hexadecimal
aigir. Table 1.2 summarises the link berween binary, hexadecimal and denary.

Table 12

Binary valis | Hunadecimal | Dunary valua
alue

| [T

I

i

i

I

I =

I

I

1.5.1 Converting from binary to hexadecimal

and from hexadecimal to binary (&)

Conversing from binary to hexadecimal is a furly casy process. Starting from

the aght and moving left, spbt the binary number into groaps of 4 bits: 1 the
last group lsas less thar 4 bits, then simgly fill in with Os feom the lefr. Take each

wronp of 4 bits and convert it inme the equivalent hexadecimal digit using Talle 1.2
Look at the following two examples to see how this works.

Example 1
lolllllo0001

Farst split this up inte groups of 4 bits:
1011 1110 0001

‘Thvein, using Table 1.2, find the equivalent bexadecimal digins:
B B 1

Example 2

his document,is availahle free of charge on stUdocl
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15! The hexsdedmal system

Firat apliv this up into groops of 4 his:
10 0001 1111 1101
The Jeft group only conraiss 2 bits, so add in vao s
0010 0001 1111 1101
Mow gz Table 1.2 vo find the equivalent bexadecimal digins:
2 1 F o
Activity 1.4

Cormrt the faliowing binary numbers
It haxadacima:

a 11000011

Converting from hesadecimial to binary is alio very strightfarvard, Using the
chata in Table 1.2, simply take each hexadecimal digic and write down the 4-bsc

wode which corresponds 1o the digin,
Example 3
4 5 A

Using Table 1.2, find the 4-bit code for cach digit
GO0 0101 10l0

Tt the groups tagether to form the binary aumber:
GLOOOLIGLLIOLD

Example 4
B B o 8

Again just use Table 1.2:
1011 1111 o000 1000

Then pat all the digits wogether:
1011111000001000

Activity 1.5

Comurt the faliowing hexaderimal numbers into binary:
aGC 1BAE

b5 09cC

CAK ha0AA

dano | DAAT

& 40E | 1ABD

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.csn)



1 BINARY SYSTEMS AND HEXADECIMAL

1.5.2 Converting from hexadecimal to denary

and from denary to hexadecimal

Torcomvert 3 hexadicimal number to denary is fairly streaghtforward, Take cach
hexadecimal digit and multiply it by its value. Add the totals rogether to obtain
the denary vahse.

Example 1

4+ 5 A
Farst multiply each digst by its value:

256 L L

(4x256=1024) (Bxl6=-80) (l0x1=10) {(Note:A=10)
Add the totals together
demary number = 1114

Example 2

C Ll F
Farst mulsiply each digit by its valne:

256 e I

(12%256 = 3072) (Bx16-128) (15x1=15) (Now:C=12andF-15)
Add the tetals together:

denary numbes =32 15

Activity 1.6

Corsert the folowing haxadeamal rumbers.

Tocomvert feom denary to hexadecimal is a limle more difficair, Az with the
comversaon from binary o denary, there are two very similar methods that can be
used. Again, the frst method is *trial and error” and the scond method s more
methodical and involves repetitve division.

his document is available free of charge on Q stUdocl
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15 Use of the hexsdecimal system

Method 1
Consider the converdon of the denary number, 2004, into hexadecimal, This
method invalves placing hexadecimal digits in the appropeiste position so that the
atal equates e 204

256 e 1

¥ D 4 (Mo D=13)
A quick check shows that: (7 % 256} 1 (13 = 16) + (4 % 1) gives 2004,

Method 2
This method involves division by 16. The remainders are then read
from BOTTOM to TOP to give the hexadecimal value. Again using 2004, we get:

16 [Hod]

16 U125 |remander: & 1aad # reniaindar from battom & top

16 [ 7|mmanger 13 o et the hexaceimed number:
remander 7 TR

Figura 15

Activity 1.7
e the falowing dénary numbers
Intar hexadecinial dusing bath metheeds):

438
L227
€450
A5t
cB26
fieoa
Q2634
h3743
| 4007
i5000

1.6 Use of the hexadecimal system

This section reviews five uses of the hexadecimal system. The information i this
chaprer gives the reader wfficient groanding in cach topic ar this level. Further
maresial can be found by searching the internet, bt be careful thar you doa' go
aff ar & rangent,

1.6.1 Memory dumps
Since it is much casier fo work with: BS A4 1AFC
rather thant 101 1[1001|101 0|0 100]/0001|1010/1111|1100

hexadecinead i often used when develboping new software oF when trying o
trace ervors in programs, The contents of part of the compurer memoey can
hald the key mm help solve many problems. When the memory contents are

output 1o a prnter or monitor, this is kinown as @ MEMORY UMP:

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.can)



1 BINARY SYSTEMS AND HEXADECIMAL

a0%eFes T4 a9 on

AUEAFTT 41 30 6D

aesmE T4 7970

QgssamAs  ap aF 72

GgssERC T4 a3 0@

aussamml  em &P E3

QOSMIEEN WE §F T4

)

ET)

=

n

]

T

T4 8

s

s

aF

w

1 60 %0 et TH 61 6D YO 60
0 84 75 &0 TH 20 K6 TE 6V
20 636 0 T 78 em TR
77 B9 EN €7 3374 §5 BB I0
6120 #% 7= 40 62 en T2
13 2030 €8 4m 20:20- 58 &5

a0 30 B0 65 00 40 00 00 B

[T

20

20

=0

T

v

a0

an

Figparm 1.6

A program developer can look at cach of the hexadecimal codes (a8 slwwn in
Figure 1.6} and determine where the error lkes. The valioe on the fir keft shows

the memory Iocation so that it is possible to find our exactly where in memory the
fanlr ocours. This s clearly much more managealble wsing hexadecimal sather than

wisingg bimaey: 1¢'% 4 very poweefisl fult-tracing tool, but requires considerable
kiowledge of compurer architecture i oeder to interprer the results,

1.6.2 HyperText Mark-up Language (HTML)
HrreaTexr Manrg-vr Lancvacs {HTML) is used when writing and
developing web pages. HTML s’ a programnting language bur is simply a

mark-up language. A mark-up language is osed In the procesing, definition and

presentation of text {for example, spe

fring the colour of the text).

HTML uses <tags» which are used to bracket a piece of code; for example,
<ctel stares o standaed cell in an HTML table, and </t ends it, Wikatever i

berween the two tags has been defined, Here is-a shorr section of HTML co

Tetra

stdachi=Emall gars</hils
<hizUged car saleds/hix
<hi=Care from §800</hi=
<bra<hi=Cagh Bales onlys/hia</td=</br>

</tra
<table berdars*1ts
<colaroups

<col epans*2" atyle-"background-colorired's
scol etyle«"background-coloriyellows

</colgroups

HTML gode is often used to represent colours of text on the compurer screen,

The values change to represent different colours, The different intensity of the

three primary colours {red, green and blic) is determined by its hexadecimal

value. For example:

& # FE ) (00} represents primary coloar red
& # 00 FE 00 represents primary colons green

® # [ 00 FF represents primary colouar b
® # FF (0 FF represents fischsia

» # FF B0 (0 represen

his dottith&nt s available free of charge on
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15 Use of the hexsdecimal system

and w0 on producing alimvoss any colour the user wants, There are many websites
available that allow 2 user to find the HTML code for the eolour needed,

Activity 1.8

Lzing tha irvternat, find the HTML codes far 8 number of colours.

Try enteing HTML codde info 1 i e coleurs Types can be
charged 1o goad effect.

Pk e of wekimtes, such a5 vesss, il oo 1 prsdhuce waur avin v pages.

‘ith a little practics, you can imporiambed mages indo your own design of web paga g
Imaty snailablc scétwar,

Bemaimier this is nct 3 pregramming lenguaga. B i smely s merk-up fanguags, 2o wry itde
programening sill s reusred 1o usa HTME.

1.6.3 Media Access Control (MAC)

A Menia Access ConteoL (MAC) ADDRESS refers o a number which uniquely

sdentafies 2 device on the internes. The MAC address refers to the nerwork

inteeface card (NIC) which s part of the device, The MAC address s rarehy

changed a0 that a particular device can always be identified po marer whese it is.
A MAC sdddress is wsually made opof 4§ bits which are shown as six groups of

hexaderimal digits (although 64-hit addresses are also lncwn

NN-NN-NN-DD-DD-DD

ar
NENN:NN:DD:DD:DD
where the first half (NN — NN — NN} is the identity mimber of the manifactisrer
of the device and the second half (DD — DD — DY) s the senial number of the
device, For example: 00— 1C - B3 - 4F - 25 - FE is the MAC sddress of a device
produced by the Apple Corporation {code: 0DICB3) with & serial number of
4F25FE. Somerimes bower case hexadecimal lemers are nsed in the MAC address:
(M-le-b3-46-25-Fe, Other manufacturer identity numbers mclude:

® 00— 14 - 22 which idenrifies devices made by Dell
® 00 — 40 — %6 which identifies devices made by Cisco
# 00 — AD — C% which identifies devices made by Intel, and o on.

Types of MAC address

T shoudd be pointed out thar there are ren types of MAC address: the
Unrversatiy Aoaiesteren MAC Avpaess {UAA} and the Locany
ApsmistEren MAC Appaess (LAA).

The UAA i by far the most common type of MAC address and this is the one
set by the manufactarer at the factory. It is rare for a user 1o want to change this
MAC address.

Haowever, there are soms ocemions when a wser or an onganisation wishes 1o
change their MAC address, This is a relatively casy task 1o carry our bur it will
cause big problems if the changed address isn't unigue.

There are  few reasons why the MAC address needs to bie changed nsing LAA:

® Certain software used on mamframe systems needs all the MAC addresses of
devioes to fall into a strict format; because of this, it may be necessary o change
the MAC address of some devices to ensire they fllow the corsect fonmar,
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1 BINARY SYSTEMS AND HEXADECIMAL

® It may be nevessary o bypass a MAC address flrer on a roater or a firewall;
only MAC addresses with a certain format are allewed through, otherwise the

devices will be blocked.

# Ta get past certain types of network restrictions it may be necessary ro emulate
unrestricted MAC addresses; bence it iy require the MAC address o be

changed on cermain devices connected o the neranrk,

1.6.4 Web addresses
Each charscter wsed on 3 keybourd has what is know 2 an ASCIT can

Conk FoR I InteRcsianGE). These codes can
be represented using hexadecimal values or decimal values. Figure 1.7 shows part

of an ASCTI table

Fgars 1.7

which becomes {usbng hexadecimal values):

%77 HBTT ATT HIE %6E %aF Wod Nod %65 K7L NIE W63 HeF

his docutnent 1s avaifable ffee'of charge oh "‘

i Mote: the % sgn s wed to denote that hexadecimal i being wse

|<DiE |

y'studoct
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15 Use of the hexsdecimal system

Activity 1.9

Using this ASCH ¢oude tabke (Rigure 1,7) camvert the felkeaing URLS into the equivalent
besadecimal:

& weanwdaarguk

B woanat e ang ukfeompaiter_sclence

& hitpsiwwen hodderco.uk

ol weara Hi ook

¥ ac ukfeamputing him

Sometimes the hexadeamal addresses are used i the address of fles or web pages
as a security feature. It takes longer to type in the URL using the hexadecimal
codes, but it has the advantage that you ase unlikely w fll into the ap of
copying and pasting & ‘“fake” website address,

1.6.5 Assembly code and machine code

Computer memory can be refierred ta direcdly using machine code o assembly
code; This can have many advantages to program develogers or when carrving
ot fronbleshooting,

Machine code and assembly code are covered in musch mose derail in Chapter 7,
here we are simply interested in how hexsdecimal fits inte the picture.

Using hexadecimal makes it much easier, faster and less error peone to write
erde compiared t3 binary. Using trise machine code [which uses binary) is very
cumbersome and it taked a long rine vo key in the values, Fris abso very easy to
mirype the digits in a “sea of 1s and 05", Hers ix 2 simple example:

STO FFEA4  {assembly code)
ASE4 FPA4  (machine code using hevadecimal values)

10100101 1110 0100 1111 1111 1010 8100 [machine code using binary)

Machine code and assembly code are examples of low-level lngnages and are
used by software developers when producing, for example, computer games. As
you will find in Chaprer 7, although they ook combersone, they have many
advantages ar the development stage of software writing (especially when reving
1o bscate errors in the code).
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2 Communication and internet technologies

1 this ehapeer yous willlecers abeait

® serial and paralled wransmission

® wimar checking atter transmisskan

= waek browsirs and iresmet service provides

# hitip ancl HTML 4

2.1 Introduction
When data 15 sent from one device to another, it is mmpoctant to consider bow
that dara is ransmitted. It is also important o ensure that the datn hasn't been
changed in amy way.

The inrerner kas now become an inregral part of afl of oar Bves, This chaprer
will comsicher soame of the important technologies going on in the background
which sapport the infermer

22 Data transmission

[rata transmission can be cither over a short distance [ for example; from
eamputer fo printer) or over longer distances | for examplis, over a selephone
network). Essentially, three factors need to be considered when transmicting,
dara [each facror las ro be agreed by both sender and receiver for this o work
wirhont error)

® the direction of the dara rransmission (f.e. in one dirsction only or in both
divections|

# the method of transmission {how many bits are sent at the same time))

# the method of smchmnisation between the tvo devices.

2.2.1 Simplex, half-duplex and full-duplex |2

STMPLEX IATA TRANSMISSION is in onr direction only {Le. from sender to recerver).

Example: dara being sent from & compurer 1o a printer,

HALF-DUTLEX DATA TRARSMESSION i in Soah directions bar nor ar the sarme time
{l.e. data can be sent from *A' o ‘B or from ‘B o A" along the same fine, but
not ar the same time). Example: a phone conversation between two people where
anly one person speaks at 1 time.

FuLL: DUTLEX DATA s iy dordy iy (i, dam
can be sent from ‘A" to B and from B o ‘A" along the same line, borb e the
same time), Example: broadband connection on 2 phone line.

2.2.2 Serial and parallel data transmission {2/

SERIAL DATA TRANSMISSEON 18 when data is sent, e BT af @ fime, over 8 risgle
mwire or elbamnel [ bits are sent one after the other in 2 sngle stream ).

1 bit st a e
chwm e ware

his doEtirient is available free of charge on Q stUdocl

ate: bits can be transmitted s simples, hatf<uplex of foll-duplex.|
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22 Data tranamission

This imsethod of data rramsmission works welk over long distances. However, data
3 transmitted at 2 shower rate than parallel data transmission. Since only one wire
cr channel is used, there i o problem of data arrving at its destination oat of
svnchronisition.

An example of it use is sending dara from a compuarer toa maodem foe
Transmission over a relephone line.

PARALLES DTA TRANSMISSION is when severnl bits af ditn (wmally I byee) are
sent down several wiveror chaaneds of the some e, one wire or channel is sed
o transmit each bit.

= U bats at e
Satndar Recusir | sant deawn B

Eguri 22
(Mote: bits can be transmitted as simplex, half-duplex or full-duples. )
This method of dita transmission works very well over shoct distinces (o
Jonger distances, the birs can become 'skwer” — this means they will o langer e Fous 23 Htkar axnactie
synchronised ). [t is, however, a faster method of dam transmassson than senal.

An example of its vse s when sending data o 4 prnter from a compures usng o
ribbon connector.

Activity 2.1

Describe what & meant by:

= sarisl, hal-dupla data transmizsion
b paratol, full-duplex data tranemisian
« serial, simplax data ransmisson.

A comman use for seral data transmision is discussed in Section 2.2 4 (Universal
Scml T (UISE) ),

Paralled dara rransmassion is vsed in the internal electronics of the comparer
system. The pathways between the CIFU and the memory all use this method
of data transmission. Integrated circuits, buses and other internal components
all use paraliel dam transmassion becanse of the need for high speed data transfer.
The use of 8-, 16-bir, 32-ir and 64-bit buses, for example, allow mach fasree
ara rransmission rates than coald be achieved with single channel serial dars

r. An internal clock is nsed to ensure the correct Hming of data transfer;

it i essentially synchronous in namure (see Section 2.2:3) and the shore distances
between compornents mean that none of the issoes described earlier have aiy real
imgact on the sccuracy of the dara,

Chapter 4 covers the internal architecture of computes systerms [inclading the
role of buses) and this should be read in conjunction with the information given
above.

2.2.3 Asynchronous and synchronous data transmission

ASTROHROMOUS TATA TRANSMISSION fefers to dara being measmimmed in an agreed
it pattern. Data bits { s 2nd s} ane grovped together and sent with conTRoL
BITE
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|starlh|t||| |1|||1|||0|D|1|||1|0|1|0|1|0|1mh|r|
onil bt corird it
Fgeu24

This means that the receiver of the data knows when the data starts and when it
ends. This prevents data becoming mixed up; without these controd bats, it would
be impossible 1o separate groups of dats as they anived

TATA A i arream of daa | unlike
asynchronous dara which i sent in discrene grongs ). The dara is sccompanied by
timing signals generated by an internal clock. Thas ensures that the sender and
receiver are synchronised with each other.

The receiver counts how many bits { 1sand 04) were sent and then reassembles
them into bytes of data. The timing must be very accnrate bere since there are
noveoarrol bits sent in this type of dars trassmission. However, itis a fater
data transfer method than asynchronous and is therefore used where this is an
important issue | for example, in network communbcations).

2.2.4 Universal Serial Bus (USB)

The Uniivegsar SEriar Bus {USB) is an asynchronoas senal data transmission
methed. 1t has quickly become the standard method for transferring dam berween
a computer and & number of devices. Essentially, the TSR cable consisns of

® a four-wire shiclded cable
® wo of the wires are used for power and the carth
® two of the wires are used in the dara rransnission.

When a device is plugged inte a compures asing one of the TUSE porrs:

# the computer automatically detects that a device is present (this is due toa
amall change in the voltage level on the dan signal wires in the cable} Figgers 2.5 U5 cablo
o the device is ically jised, and the ApprOpriate DEVIGE DRIVER is
Joaded up so thar compuarer and device can communicare ¢ffectively
w if 2 new device is detected, the compater will look foe the device driver which
matches the deviee; if this is not avatlable, the user i prompted to download
the appropriate saftware.
Even though the TS system has become the industrial standard, there are still 2
number of benefits (o) and drawbacks (%) to using this system:
Table 2.1
s X
Dovkces plugged W1t 1he compaiar s aulamaticaly |-
Ed’.‘mﬂ: evice cvers e autorraricolly uptnsded
E?Mmmmmy_mnm\-a:m\;pwm Th masknum cabh largth is preerily sbaut §
| Incoevect comection being made et
This s biecotie the Inckstry Stendand. this maans |-
that coreidemable support i avlabie to s
| Sl iffirant dats traremisiion ras The present trarsrissien a6 Eliiled 10 16 than
| sunperted 500 magabits per secont
Hhaar USE starwcac are Backwand i wit | Tha cl U6 3 1T rmer nat
ier LISH stardarch supported i fhe neer futum

his document is available free of charge on stUdocl
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23 Errorchecking methods

2.3 Error-checking methods
Pllerwing data transisson, there is abways thie risk that the dara has bein
corrupted or changed in some way. This can occur whether data is being
vranssmimed over shoret distances or over long distances.

Checking for errors i important since compaters aren't able o check that st
i correcty they can only recognise whether & word is in their buiir-in dScticnary or
not. Loak at the following rext:

Can you raed rihs?

*T endia’t bvdeier talit T eulod aulachy vesdranned wabt T was rdmaseg,
Ulnisg the iendeblire pweor of the hmuan mnid, accdernig to reecrah

at Cmabridge Uinerviisy, it dseno’t mttacs in waht oderr the berets in 2
wrod are; the olny rpoamtnt fihng is tahe the frsit and Isat ftteer be in the
ehgit pelae. The eser can be a taotd mees and yoo can sl red itwhoorita
phosrlm.

Tihs is bucsese the uamn mnid deos nor esed ervey lmeer by fsrlef, bur
the wrod as a wlobe,

Aaznmig, huh? Yeah and Tawlyas rghhoor slelinpg was ipmoeanm! See if
yuar fibreing can red rihs oo
(From an svedainn smerce af Combridae University)
Whilst you probably had listle problem understanding this text, 3 compurer
woild be unable to make any sene of it
This i why ervor checking is such an impormant part of compurer technology.
This section consders a number of ways that can be used 1o check for errors so
that you don't end up with fext as shown in the example above!
A number of methods exist which can detect errors and, in some cases, actually
carreet the error. The methesds covered in this section are:
® parity checking
& Auroaatic repest request (ARG
& checksum
® echo checking.

2.3.1 Parity checking \2
PaRITY CHECKING is one method nsed to check whether data has been changed or
carrupted fllowing transmission from oae device or medinm to another device
or mediam,

A byte of data, for example, is allocated 2 ramny arr, This s allocared before
vransmission takes place. Systerm thar nse BVEN PARITY have an even number of
1-bies; systems that use 0DD PARITY have an odd number of 1-bies:

Consider the foowing byt
I

EI RO
ity b
Figure 16
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Trchis bare is nsing even parity, then the parny biv meeds to be 0 since there is
alreadly an even number of 1-bits {in this case,

1 cxdd panity is being used, then the panty bit needs to be 1 to make the
number of B-bits odd.

Therefore, the byte just before transmission woald be:
either (even parity)

[o]s]a]efs]s]o]e]
paity tit

Fgern 2,7

or (odd parity)

[2[1]+[e]+]+]e]n]
panty bit
Figaom 1.0

Before data is transferred, an agreement is made between sender and receiver
regarding which of the two tvpes of parity are nsed, This is an example of a

PROTOCOL,

Activity 2.2

Fired tha panty kits far each of tha following bytes:
al1101101 e parily used
LOORITTY ey parity wised
e@111a00 e pariiy wsed
dit1o160 ok parity usad

e 1011011 ok parity usad

If a byte has been ransmitted from A’ to *B°, and even parity is used,
an error would be flagged if the by now had an odd number of 1-biss at
the receiver's end.

Example 1"
sentir’s byta

receier’s byte:

[5[+ [=[8]7]a] a]5]

Figorm 3.9

In this case, the receiver's byte has three 1-bits, which means it now has odd
parity whilst the byte from the sender had even parity (Four 1-birs), This cleasly

mgans an ereor hes ocoarred duting the rransmission of the dara,
The error s detected by the computer recalenlating the parity of the

his dokgret s avamabte et ctaree on. - & STUAOCL
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Activity 2.3

Whach of the fallowing Lytes by “fallowing
atitaitol aven parity Lsad
BE1001111 v partty Lsad
cao111800 #ven parity Lead
d11110100 ok parity useed
®11011011 okl paity used

1 einch s wher an e Deeirs, <an yeu work ol which Bit i incoect?

Naturally, any of the bits in Example | could have been changed leading to

a reumsmission erron Therefore, even though an error bas been fagged, it s
impessible toknow esretly which bit & in ervor, { Your ket answer i Activity 2.3
should have been *NO since there is't enough mformation to determine which
bit has bheen changed.)

k;\ e o the ways around this problem i to wse ARITY Mooks. [ this
mechod, o Wock of data is sent and the mumber of 1-bits are totalled horizantally
and vermically (in other words,  parity check is doise in both borizontal and
vertical directions ). As Exarnple 2 shows, this method not ondy identifies thar an
ermor has occurred bat also indicates where the coror is.
Example 2 \,5\-'
Tn this example, nine bytes of data have been tansmitted, Agreement has been
made that even parity will be used, Another byte, known as the PARITY BVTE,
has alse been sent. This byte consists entirely of the parity bits produced by the
vertical parity check. The parity byte abso indicates the end of the block of data.
The fllowing table shows how the data arrived at the receiving end:

Tabile 2.3
:;"I‘ bit2 bitd b d 1] L] bis? hitd

byt 1 1 1 1 1 9 1 1 0
by |1 [ 3 1 o T [ i
byted |0 1 1 1 1 | 1 0
byte & 1 2 ] o o o 1 0
[yms (o 1 1 o 1 o [ 1
byt 1 ] ] 9 1 0 0 0
byta7 |1 [ i a 1 T i i
[yws |0 [ F 1 1 [ T [
byts® |0 @ & 1 L 0 1 o
L“:" l 1 Ia 1 @ o [ i

A carefir] study of Table 2.2 shows the fallowing:

® byre 8 (row B) has incorrect parity (these are thres 1-bits
® it & {cobumn 5 ) akso has incorrect parity (there are five 1-bim).
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/0 INTE?

First of all, the rable shows that an ervor has occurred following data transmission,
Secomdly, at the intersection of row 8 and column 5, the position of the
mcorrect bit value (which caused the error) can be found.
This means that byte 8 shoald have the value:

Le]#]=[s]afo]+]e]

[

which wenld alsa correct cobmn 5 giving an éven vertical parity (now has four
1-hits).

Thie byre could therefoes be corrected automatically a8 shown above, oF an
error message conld be relaved back o the sender asking them o retransmi the
block of data.

Oine final point: if rwo of the bits change value following data ransmission,
it miay be impossible to locate the error using the above method. For example,
nsing Example T again

Faporn 211
This byre coubd peach the destimation as

[e]1]22]>]+]=]]

Fporn 1,52

or:
[e[1]e[+]a]e]o]s]
Figgare 2,11

or:
[e[Te[Te]+Ts ]
Fgees 2.4

All three are clearly ancorrect; but they have retained even panity so this wouldn't
have triggered an error mesage ar the receiving end, Clearly we need 1o look
arother methods 1o complement party when ir comes ro erroe checking
eransmitted dara

his document is available free of charge on Q stUdocl
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. s B’

Activity 2.4
bhock of data ! i mputer; oo pieity
iz ot batll bl
stage. where thi & and suggest a |
Table 2.9
PO lwmz |we3 (wed (wes [wis (bn7 ke

byta
yia.
byta 3.
Lyte
byts.
Lyt
byta
byt
bytn.
ariy
i | o 1 1 1 1 CI 1

2.3.2 Automatic Repeat Request (ARQ)
Avromanic Rersar REQuest (ARQ) is another methid used to check whether
dhats has been cornectly transmitted.

It uses an ACKNOWLEDGEMENT (3 message sent by the recerver indicating that
data has been received correctly) and Tovpour (this is the dme allowed o chapse
Befoare an acknowledgement is received ),

IFan acknowledgement i’ sent back o the sender before timeout occaes,
then the message is automatically resent.

2.3.3 Checksum (%
CHECESUM is ancther way to check if dat has been changed or cormpeed
following data transmissicm. Data is sent in blocks and an additional value,
the checksim, is also sent a1 the end of the block of data,

Tor explain how this works, we will assuie the checksum of a block of data.
is 1 Byte in length. This gives s maximum value of 38— 1 (i.e. 255). The valoe
(MO0 {HMD 35 1gnoved in this calenlation. Example 3 explans how a checksum i
generared,

Example 3
¥ the sum of all the bytes in the transmitted block of data s <= 255, then the
checksum is this valuc.
However, if the sum of all the bytes in the data block » 255, then the checksum
i frond nsing the simple algorichin in Figore 2,15,
Suppose the valee of Xis 1185, then wacing through the algorithm, we ger:
X=1185
1 1185,/256 = 4.619
2 Rowning down oo peagrest whele number gum Y=4
3 Multiphying by 256 gives Z = ¥ * 256 =
2 The difference (X - Z) gives the checksam: [uss- 1024} = 161
5 This gives the checksum = 161
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When a Bock of data is about to be transmitted, the checksum for the bytes is
fiest of all cabeulared. This value is then transmitted with the block of data Ar the
receiving end, the checksum is recalculated from the block of data received. This
cabeulated vahae is then compared to the checksum transmitted. IF they are the
same valire, then the dara was travseniered without sy errors; if the vabues are
different, then a request i sent for the data 1o be retransmitned.

Activity 2.5
Cakulsto the chaeckuumn for blocks of
diats with tha falowing byta sums:

2.3.4 Echo check

With powo cHEcE, when dats i sent oooanother device, this data is sent back
again to the sender. The sender compares the two scts of dat o check of any
erroms occurred during the fransmassion process.

As vou will have no doube worked oat, this sn't very reliable. If the two sees
of data are differene, it isn’t known whether the error ocourred when sending
the data in the first place, or if the error oconred when sending the data back
S cherking!

However, if no errors occurred then it is another way to check that the dat
was transmitted correctly.

2.4 Internet technologies

Thee inteenet is 4 world-wide spstem of computer retworks and compuress. All
compuress attached to the inrerner can communicare with each other providing
a nurnber of rules and protocols are adhered no

2.4.1 Internet Service Provider (ISP)

Each user makes use of an [8TERNET Senvice Provines (ISP); these are

companics that provide the user with access to the interner. A monthly fee s

asusally charged for chis service, The ISP will set up a user account which will

eontain 4 usermame and a passwiord; mose ISPs also give the user an email address
Befire T3P became comumaon in the 1990, interret access was usually limived

o users who were part of a university or a government agency.

2.4.2 Internet Protocol (IP) Address

Each device on the internet 15 given o unique address known as the INTERNET
Prorocos (1P} apoeess. This is s 32-bit number which 15 usually written i the
foem:

109.108.158.1

A home compater is given an 1P address when it connects to the nternet,
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24 Intevmet technalogies

An IT addeess can be wsed instead of typing in the full URL. For example:
hrrp /A 109.108.158.1
wouald ke vou straight to the device corresponding to this address.

IP addresses and MAC addresses

Yo will recall the term MEDIA ACCESS coNTROL [MAC) ApDRESS from Chapter 1.
This is a unique mumber that identifies 1 device connected to the internet. So
what is the difference between an II' address and o MAC address? The I address
gives the location of a device on the internet, whereas e MAC address identifies
the deviee connested 1o the interier.

Your can think of the II' address as the address of the house you live in (it wall
have some unique way of identifying it, such as a post or m@p code). Usng this
example, the MAC address can be thought of as a way of uniguely identifying
each pesson living in thar louse, It is possible o move hoase (o voar T address
will ehange ) bur the same people will be fving in the new bouse (50 their MAC

addresses will remain unchanged).

2.4.3 HyperText Mark-up Language (HTML)
HyregTexr Mapg-ur Lavcuace {HTML) is used when writing and
developing web pages. HTML isn't a programming langnage but is smply 2
mark-up language, A mark-ap language is used in the processing, definition and
prresentation of Text (for example, specifying the colour of the rext),

HTML uises <Eages which are wsed ro bracker a piece of code; for mmpk.
<t starts a standard cell in an HTML table, and </ td> ends ie. Whatever is
benveen the two tags has been defined. Here s a short section of HTML code:

<Lrw
<tda<hi=fmall car</hi=
<hi=Uged car ealeas/hi=
<hi=Care from §500</ha>
<bra<hizCagh sales onlys/Mise/tdesTr=
| eftrs
{stable Dorders*1"s
| seolgrolps
| <ol Epans*2* etyles*backorsund-celoritedts
<ol Btyle-"hackaround-coloryellows
__<feslaroups

HTML structure and presentatmn
When writing HTML code, it is very important to realise that there s a difference
berween the structire and the presentation.

SrrocToRs is the essenmal parr of the HTML document; it inclndes the
senantics | meaning ) and sruerupal mark-up of the docoment,

SEMTATION i the style of the document; Le. how the document will look
(o even sound iF it inclides multimedia elements),

These twn features muse be kept separate throughout the designang of a
web page. Ar the end of the design process, the author should have an HTML
doscument {which contains the structure and the actual conrent) and a swparate
58 (CASCADING STYLE SHEET] file. The cas file wall contain everything o
the actual presentation of the web page.
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2 COMMUNICATION AND INTERNET TECHNOLOGIES

Some of the <tagas used ro creare o o5 file have been shown already in the
HTML example shown above. The following section shows an exansple of how
these ctagss can be wsed to create a stylesheet called example? . cos. Thisis
then used in a web page document. The tags (h1, k3 and p) all define how the
decument will ook when this ess file {srylesheer) is amached,

Fagpenu 2.6 This showis fow the o35 ks fesanple? e b craatad Tor ua in
document beiow; h1, h2 ard p have af been defined, 30 when the fie & attached
biekow, 3wk s ko how to diplay this web page

et

B e pppp——
ol i R oy

Fagrowu 2,47
2.4.4 Hypertext transfer protocol (http)

HIPERTEXT TRANSFER PROTOUOL (HTIF) is o set of rules that st be obeyed
when rransferring files scross the interner. When some form of security (e.g 551
certification or encryprion — see Chapter &) is used, then this changes to hrrps
{you also often see the padbock sign £ in the status bar). The letter s atter hitp
refers to http over secure. It is shower to nse hitps than htp; hitps is usnally only
adepted where sensitive or private data is being transferred across the internet.

2.4.5 Web browsers

A WER BROWSER s software which allows a nser to display & web page on their
compurer soreen, Web browsers interpret or transiare the HTML code fiom
websites and show the result of the manslation, This can often be in the form of
videns, images or sound, Most web brovisers share the followiing Reatares:

w thicy liave s HOME page

& they have the abilisy to store 2 user's fvourite websites /pages

® they keep a history of the websites visted by the user

® they give the ability te go backward and forward 1o websines opemed
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24 Intevmet technalogies

Users can either ¢lick on a link, such as wwwlic
they can type in the uniform resource locazor
The web beowser will break up the URL into three parts:

ication.co. R Mg oF

Thaps /S hoddereduetion.co.nk Sigese_ compiter_science
This is Thia ia This is the

the protoccl the web filo name

used (i.s aarver's (ofton the

htkp) nama weh page|

The web beowser translates the web server name into an II* address (see Section
2.4.2) which is part of the URL. The HTML code is retumned and 35 shown asa
correctly farmarred page on the compures screen, Inis also possible thar cookies
miay be sear from the web browser o the web server when the eode is execured.

(MNore: pleass refer to Secrion 8.3 for more infoemation abour the use of cookizs. |
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3 Logic gates and logic circuits

{1 chaper you wil leern about
# gk gates

® fruth tables

# lagic dicufts

# usa of Backan algobra. /

3.1 Introduction

Electromic circuits in compirters, many new memorics and controlling devices
are made up of thousands of LoGo Gates: Logic gates take binary inpurs and
produce a bitary cutput. Several logic gates combined together form 4 LoGie
CIRCUTT and these circuits are designed to carry oot a specific function.

The checking of the output from a lagic gate or logic circnit & done using
4 TRUTH TASLE,

This chaprer will consider the fanetion and mobe of logic gates, logic circuins
and tenth mbles, Also a nomber of possible applications of logic circuits will
be considered. A reference to BooLEan aLcEERa will be made throughout the
chapter, bt this i really ontside the scope of this textbocok. However, Boolean
algrebrn will be seen on many loghc gate websites and is inchaded here for
eompletensss,

3.2 logic gates'®

Six differeat logic gates will be considered in this chapter:

v

HAND gate

oy
:

NOR. gats HOR gats
Figprn 1.1 Logic gate symbch.

3.3 Truth tables

Teuth tables are used 1o teace the ourpur from a logic gate or logic ciroair, The
MOT gare is che oaly bogic gare with oie inpor; the other five gates have two
inpurs.

When constructing muth tables, all posstble combinasions of 1s and Us which
can bie input are considered. For the NOT gate (ane inpat) there are only 21 {2)
possible binary combinations. For all other gares (rwo inpurs), there are 22 (4)
possible binary combinations

For logic circuits, the nuimber of inputs can be more than 2; for example
three inputs give @ possible 23 {#) binary combinations, And for four in)
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34 The functian of the logic gates

T sumimarise in rabde form:
Table 1.1 Truth tabdes for wo. thres and four inguts.

] ]

3.4 The function of the logic gates
3.4.1 NOT gate

s—>o—x

Pgura 32
Description: Truth table: How to write this:
The output, X, is 1 i Takde 13 X =MOTA |logic nomtion)
the input, A, 15 0 :'“‘ gt X-3 (Boolean algebra)
Cl
1
3.4.2 AND gate
A
]
Fogure 33
Description: Truth table: How to write this:
The output, X, i 1if: Tobte 33 X=AANDB (logic nottion)
both inputs, A and B, are 1 s Pt Xeaeh {Boclean algebra)
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LOGIC GATES

3.4.3 OR gate

4
X
= =

Figern 3.4
Description: Truth table: How to write this:
The cutput, X, is 1 if: Takle 34 = X=AORE (logc nottion)
cither input, Aor B, is 1 e et X=atb  (Bookan algebe)
] 10 jo
e 1|
1 11
T [ ]

3.4.4 NAND gate (NOT AND)

&
i
B

Figem 15

Description: Truth table: How to write this:

The cutput, X, is 1 if: Tatie 13 X ANANDER  (logic notation)
input A AND input B o g X=a-b (Bookean algebra)
are NOT both 1 .

[] 1
1 I
1 i (1

3.4.5 NOR gate (NOT OR)

=hs
%

£

Figrawn 3.6

Description: Truth table: How to write this:

The cutput, X, is 1if: Table 1.6 X=ANORE (logic notation)
neither inpur A nar P s X=a+h {Boolkean algebea)
mput Bbs 1 r 1 T

[] 10
1 {0
] 1%,
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a5 Logie circulty

3.4.6 XOR gate

4
X
= >

Fgura 3.7
Description: Truth table: How to write this:
The cutput, X, s 1 if Tubia 37 X = A NOR B {logic notation)
(input A is 1 AND ingar B s ) lnpuds, | outp] X=(a+ B+ (3 b} (Boolean algebea)
OR (More: this s sometimes wrimen
{input A s 0 AND mput Bis 1) as: {2+ b 370
Activity 3.1

Fird caut why X m {2 B 4 (3 - bl ard 4 4 b« 5 both reprenant the same bogic gate:

(Mote: the three symbols in the Boolean algebra have the following meaning:
represents the AND operation
+  represents the OFR operation
a bar above the ketter, e 3, represents the NOT operation. |

3.5 Logic circuits
When loge gaves are combined together to carry out a particular functaon,
sisch a8 comrofling a robot, they form a logic cireuir,

The ourput from the kogic dronir i checked using 4 trarh rable, There now
fisllows three examples which show:
® how te produce a trth table
# himw to design 2 logic crenit from @ given logic statement/Boolean algebr
# hiomy e design 2 logic cirenit 0 carry oot an actual safery functon,

=
3.5.1 Example 1@}

Prodisce a truth table for the fallowing logic cireuit {nobe the use of » 2t
LTI ST

Pat 1 Part2 1 Pan3
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There are three inputs o this logic cirouir, therefire there will be cight possible
binary values which can be input.

T showr step-wise how the truth mable i produced, the logie cirenit has been
split up into three parts and intermediate values ane shown as P, Q and R

Part 1
This is the first part of the logic circnit; the £t task & to find the mtermediate
values P and Q.

A

¥ L]
& o
Figgarn 1.0

The value of ' is found from the AND gare where the inputs are A and B,
The value of Q is feund from the NOR gate where the inputs are B and €,
An mrermediate truth mble 15 produced using the logie fianction descnptions
in Section 3.4,

Table 3.8
[ it vaboss [
- 8 Ic P ]

o o o a ]

] ] i 0 a

|o 1 fa o a

1o | I o a

I [ fa a 1

i ] I 0 a

il 1 fa 1 a

il 1 1] ! 9
Part 2

The second parrof the logic cirouit has P and © a0 inpos and the intermediane
warpur, B
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s Logie eirculty

This produces the following intermediate rrach rable, (Mote: even thoagh there

are anly two inputs to the logic gate, we have generated eight binary values in

part | and these must all be used in this second trath mble.)

Tabln 1.9
o o

Part 3
The final part of the logic circuit has B and © as aputs and the final outpue, X:

o
< :D_’
Figurs 111
This gives the third mtermedsate truth able:
Table 3,18

ut
3 g i

Purring all three intermedsate rath tables togedher produces the final reuth table
which represents the orginal logic cireuin

Tahle 111
it wnbors ntmreadiatn values Suty=t

[ T " Q

[] 1

| i

i 1]

|0 1a

| 0

I 1]

I 11

u ]
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The intermediate values can be left out of the finad truth table; bae e is good
practice to leave them in une you become confident about prodacing the uth
tables. The final truth tble would then look bike thas:

Tabla 3.12

= Dutgut

. 0
(Activity 3.2
Frochice trufh tables for each of the fallowing bogic drouifts, You are advised to spit them up into
Intermadisbe paets 1o help elminate emors.

Wy

L
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a5 Logie circulty

\ Fae 316

3.5.2 Example 2 L&
A xaffety system uses theee inpuiss to 2 logic clreiie, An alarm, X, sounds input
A represents ON and input B represents OFF; or if inpat B represents ON and
input C represents OFF

Produce o logie cirouit snd oruth table te show the condinons which casse
the curput X to be 1.

The first thing to do 15 to write down the logic statement representing the
scenario in this example. To do this, it is necessary to recall that ON = 1 and
OFF = 0 and also thar 0 is usually considered o be NOT 1.

B we get the following logic statement:

Kalif AaTANDB«NOTTI OR @a18M0CaNOTT)

The twn parts
s conmcted by
the CA gate
Thiz rquaten in: Thes e b
Al O i B & OFF B b ONAND C is OFF

Fgus 317
Mote: this smatement can also be written in Boolean algebra as:
{a:B)+ (b5
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LOGIC GATES Al

The Jogic circwit is made up of three parts 23 slown in the logic starement, We
will produce the logic gate for the First part and the third part. Then join both
parts together with the OR gate.

1 Fort3
Figare 1,10

Now combining beoth parts with the OR gate gives us:

&
Part 1
B %
Fart 3
€
Figremm 1 TH

There are two ways to produce the truth table:

® trace through the bogic circuit wing the method described in Example 1
{Section 3.5.1)

® produce the trith table usng the criginal logic ssatement; this second method
s the advantage that it allows you o check that your logic cirenit is correct.

We will use the second method in this cxample:

Table 3.13
I bepuits Tl rendiats vabeas atput
I 1 T A=1 AND B=HO0T 1) | (B=1 AND C=0T 1}

i ] |

i 1

I T 7

1 | I a

1 1 a

( Moe: it is opeional to leave in the mtermedsate values or to remene them: giving
a four-column truth table with headings: &, B, C, X.)
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35 Logie eireults

Activity 3.3

Dz the bogie circuts ared compikete the futh tables for the falowing logie satements and
Boalean akgebwa staternens!

& X 1 A 1 OR B 1) OR (Am O AND B = 1)

b= Lif (=0 AND B =0 AND(B=00RC=1)

[ rznrmhmsouuswm Lis Al O (switch K is M aned sudich M s OFF] OR (witch

dx-h‘ﬂ‘ﬁ-d
& R 1 i fswtch A, & M and svnich B s OMANID fswitch B i OB ar switch € & OFF)

3.5.3 Example 3

A wind marbine has 2 ssfery syscem which uses three inpars o a logic circoin,

A cerrain combination of conditions results in an ourpur, X, from the logic cirouit

being equal w1 When the value of X = 1 then the wind mirbine is shur down,
The following table shows which parameters are being monitored and form

the three inputs 1o the bogic cincuit.

Tabia 3.14

[Faramunar Farmmacer | Winary valus | Besesiption of canditan
turbine sparst $ :";:;‘::;""
beering emperature [T :‘ai'{
o S

The owrpur, X, will have a vadve of 1iFany of the following combinanion of
comaditions occur:

® either turbine speed <= 1000 rpm and bearing temperature = 80°C

® or tirbine speed = 1N rpm and wind velocity = 120 kply

® or bearing remperamure == §0°C and wind velocity = 120 kph,

Dresbgn the bogie cirowir and complere the math rable to prodoce & value of X =1
when any of the theee conditions above ocour.

This is a difficent type of problim to those covered in Examples 1 and 2.
This time a real stuation i given and it is necessary to convert the information
e bogic starement and then produce the Jogic circuin and traeh table, Tris
advisable in proklems a5 complex as this to prodoce the logic croaitand rruth
table separately (bused on the conditions given) and then check them against each
other to see if there are any erroes.

Stage 1

The first thing to do s to convert each of the three statoments into bogic
staternents. Use the mformation given in the table and the three condition
araremsents to fined bow the thees parameters, 5, T and W, are lonked. We usally
ook for the key words AND, OR and NOT when converting actaal statements
it bogic.
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We end up with the following theee ogic statements:

nirbine speed <= 1000 rpm and bearing remperatose = 80°C
Iogic statement: (S = NOT 1 AND T=1)

§ turbine speed > 1000 rpm and wind velacity > 120 kph
logic statement: (S = 1 ANDW = 1)

il bearing temperature <= B0°C and wind velocity = 120 kph
ogic statement: (T = NOT I ANDW =1}

Stage 2

This now prodisces thres intermediate logic circaits.

Figasu 3.2
Each of the three orginal statements were joined together by the word OR. Thus
we peed T join all of the three inrermediare logic cironits by mwo OR garnes o ger
the final bogic circuir

We will start by joining (i) and [0} together using an OR. gate:

::;D[|

W:DA':D

Figesa 3.3
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a5 Logie circulty

Finafly, we connect the bogic circuit in Figare 3,23 o Figare 3,22 ro obrain
the answer;

w—s
Fagura 3.24

The final past is to produce the truth table. We will do this nsng the original
Ingic stabement. This method has thie bonis af allowing an xtra check m be
miade on the logic cireuit in Figore 3.24 1o see whether or nor it s correct. Tt is
possible, however, to produce the truth table steaight from the logic cireuir in
Figure 3.24.

There were three parts to the problem, so the truth table will first evaluate each
part. Then, by applying Ot gates, as shown below, the fnal value, X, i cbtained:
I (8=NOT1ANDT-1)
i(S=1ANDW 1)
iT=NOT1ANDW=1}

We find the outpats from parts (i} and (11} and then OR these two outputs
together ro obrain a new inteemediare, which we will label part {iv).
W then OR parts (i) and (iv) ogether to ger the value of X

Tabls 115

Tntarmidiase uibeis Dutput
W (5= AND | (i) (T=HOT 1 [Gwh | X

=1} AND Wi=1)

o

|0

o

o

b

I

i

I
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3 LOGIC GATES AND LOGIC GRCWNTS

~
Actmty 34
T scerancs ars described bolow. In asch casa, produce the logic creult snd compluts o truth
tabia to rprasant tha scananio.
A chamical process is pratocted by a logic dreuit, Tham ara theas inputs ta he lagic crcult
representing key paraeneees in the chernical process. An alaem, X, wil give an aumut walue
of 1 depsnding an certain conddtions in the cheical process, The folkming

Tble clescribes
the process conditions beirg monitoesd.
Tahin 1.
| Pamemeser descrip@on [Paremater | Bnary wakie i enadalon
chamical reaction rate N resction rate < 80 molisac
rraction rate e 60 mollae:
provess temperaure | emperature = 115°C
N5
concentration of A conventration = 4 mol
hemicals A mal

Ain slarm, 3, will génerata the uelua 1 {F

ither

TeaCG fate < 40 mollise:

cenceniraticn > & mal AND tempesature = 115"

of

maaction rate »= 40 mallsac AND temparaturs = 115%C

K oy i x by i et S )l i e v ol
crnat dotarmins whother the calpu 5, i 1. \%nnS—Iﬂ‘pwwmmmdm

,
Table3.17
G berrparature. & as Tty = 160
P
reactor prissse " Feaclof peekiltg == 10 bar
il pewisure = 10 bar
watis water 120
d watar T [Fas

Dutpuit. 5, will gersrate 2 vilue of 1, I
sithar

am > 160°C AND vestar ta 120°C.
ar

gas temparaturs < TE0°C AND roactor pressure > 10 bar
or

| Wwaler [erperatune = | 20°C AND: reactne prassure = 10 bar

3.6 Logic circuits in the real world
Anybody with an elecrronics background who i reading this chaprer will be aware
thar the design of loge circiins is considerably more compdex than las been described,
This chapter has described in detail some of the findamental theores used
in bogic cirouit design. This will give the reader sufficient grounding to cover all
existing { TPGCSE and O level svllabuses, However, it is worth finally disoussing
some of the more advanced aspecrs of ke circuit design
Elecrronics companics need 1o comsider the cosr of components, ease
fabication and time constraings when designing and bisllding logic circ
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EX ] Logic elecuits In the seal warld

W will mention twio possible ways elecrronics companies can review logic

arcuit design:

1 O methond s 1o ose *off-the -shelf™ logic unirs and buitd up the logic cironit
a5 2 number of ‘building blocks’.

2 Anather method involves simplifying the logic circuit as Fr 25 possible; this may
be necessary where room is at a preminm (e g in butiding circuit boards for use
in saredlites to allow space exploration ).

3.6.1 Using logic 'building blocks'
Oine very commen “building bock™ is the MAND gare. Tr i possible no boild
up any logsc gate, and therefore any logic circuit, by smply linking together a
number of MAND gares. For examgle, the AND, OR and MOT gates can be
bauilt from these gates as sheavn below:

The AND gate:

A

B

Fogure 125
The OR gate:

Fgura 326
The NOT gate!
-
Fogurs 137

Activity 3.5
By drawing th truth tabiks, s rewi bo used o 1,
CF and NOT gates
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LOGIC GATES AND I CIRCLNTS

(Activity 3.6

& Shane how the dollowing legic dicuit could be buift using NAND gares ooy,
ks complitn truth tables for both logic dmuits to shaw tha they procucs identical cutput,

A
B

€

Figpere 1,20
b1 Shaw hav the XOR gata could b bt from NAND gatos onby.

« Complete & truth table for your final design fo show it that it prodces he same cutput &
| single KOR gate v

-~
(Activity 3.7

Shows by draving a truth table which snole logic mate has tha same functian as he falowing
logic draiit mace up of MANEY gates anly,

A

\ Faquarm 105 -

3.6.2 Simplification of logic circuits

The second method nvodves the amplificatdon of logic circnits, By reducing te

number of components, the cost of production can be less, This can also improve

reliability and make it easter to trace fanlts if they ooo
The follewing example (Figure 3.30) can be umphﬁ\d v sngle gare. Yoo are

asked to show how this can be done in Acrivity 3.8

-
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Logle cirealts In the real worid

Activity 3.8
Show by draving a truth table wich singie lopic gate has the same function as the logic crailt
driamy i Figure .30, 2

(Activity 3.9 I
Complete tho truth tablo for the. A pc crcuit and th = i desigr
caukd roplaca the whels logr: cimat.

L

\ Fopmw 531

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.c@n)



4 Operating systems and computer architecture

I this ehapter you will leaen about:

® Operaing systemis

® Intesrupts and b

® compiter architectiune and the von Neurnanh computer model
# the felch-ssscutn cyck.

4.1 Introduction
All mosdem computers have some foem of operating system which ueess generally
rake for granted. The operating system makes it possible 1o communicare with
the saftware and hardware that make up a typical computer system.

There ans many ways of representing computer architecture, but ane of the
e common ones is keown as the von Newmann model which will be filly
described in this chapres.

4.2 Operating systams

The OPERATING $YSTEM (5] 15 essentially soltware minning in the background

of a compuarer system. It aanages many of the basic funetions which are shown in
Figure 4.1, Obwiously not all aperaning systeims carry our everything shown i the
fignare bur it gives some ddea of the impormance and complexiny of this sofware.
Without it, meost compiters would be very user-unfriendly and the majoriey of
asers would find it almast bl to waork with comg 2 dhay-to-day basis.

Human computer
\ngartaca (HET)

Input e cu
[ |

Fagurn 4.1
. Dine of the most commmon examples of an operating systent is kiown as
his doeument isravaitablefree Of-charge-ory: Lin s u ocl
Androwd, UNIX and DOS. Windows is an example of 2 =ngle-user multta:
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43 Interrupts and buffers

PTG Syaten —(I:ln mseang cnly one nser can use the compater ar a time bor
can have many apy How actuall
wark is beyund the scope of this testhook,

When a computer is first powered up, the inifiating programs are loaded
it memory from the ROM (read only memmory) chip. These progsams ren a
checking procedure to make sure the hardware, processor, intemal memoey and
e | basic input—output system | are all funcooning correctly. IF no ervors are
detected, then the operating system is loaded mto memory.

It is worth mentinning here that smple devices with embedded microprocessors
don’n abways have an operaring sysem. Household frems, such o cookers,
microwave ovens and washing machines only carry oot single rasks which don’t
wvary. The input & usually 2 batton pressed or a touchscreen option selected which
activates a simple hasdware function which doesn't need an operating system o

control it.
Activity 4.1

T b tecl el activabed by
wnﬁ-enabledmwasmﬁm

4.3 Interrupts and buffers

An INTERRUFT i & signal sent from a deviee or from soffwars 1o the processor.
This will canse the procesor o remperarily stop whar it is doing and service
the mterrupt. Interrupts can ocour when, for example:

& disk drive is ready 1o receive morse data

# an error has occurred, such ot & paper jam in @ printer

# the iser has pressed a key to interrupt the current process — an example could
be <CTRLx<ALT><BREAK> keys pressed simultaniosly

® g software ervor Fas occurred — an example of this woukd be if an cxe file
couldn’® be Found to initiare the excoution of a program

Once the interrupt signal is received, the processor either carries on with what it
wias dhobngg oF stops to service the device /program that generared the interrupe.

Interrupts allow computers to carry out many tasks or to have several windows
open at the same time. An example would be downloading 1 file from the interne
at the same time as listening to some masic from the computer hibrary. Whenever
an interrupt is serviced, the statis of the current task being run bs saved. This is
dore using an ITERBUTT HANDLER and once the interrups has been fully serviced,
the status of the interrupted tmsk is reinstated and it continues from the poine
prior to the interrupt being sent

BUFFERS are nsed in compuaters as 3 temporary memory arez. These are essential
in modern compurers since hardware devices operate a1 muich slower speeds than
the processor, It was't for buffers, processors would spend the majority of theie
time idle, waiting for the hardware device to complete s operation. Buffers are
uzmm]ly filled from the processor or memory unit and whilst these are empticd
15 the hardvware device, the processor carries on with ather tasks. BufFers are ised,
foe cxample, when srreaming a video from the interer, This ensures thar the
viden playbuck doesn't keep on stopping to wait for data from the interner,

Buffers and interrupes are often used together to allow standard computer
fancnons to be carmied out. These functions are often taken for granted by users
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4 OPERATING SYSTEMS AND COMPUTER ARCHITECTURE

of modern compurer systems. Figure 4.2 shows how buffers and intereprs are
used when a document is sent £ a printer.

Any dota o He The rocesee
= i ontinues wih s bk

e
the document 1o be.

[ista #om
ot S T
“from the comiter meman

Tt contaets of tha (eriner) butlsr
e emptied o the prnter and the
dats Feem tha decutrari s grinisid
Maartik, ¥ processer is
Al data et b _ | ke tn catry ot otber iy
o gt whidl ihe printas) Euftar is
being empti

Whenal the tata has: been prnted,
th (princan bflar bacornas ompty.
an intaenupt signal i e sent
the

-
The nterrugd signl s sent o reguast
meore data 4o be ser 40 e prnter

The. cLerent ik b5 ccspan ] whilt
Hhe interrum is sendced

P 4.2
Activity 4.2 ]

Fircd out b buffees and Internpts ane used whee sending datas to memonks such 35 DV
and solid state e.g. pen drive),

Activity 4.3
Firad ot b bufers am used when streaming 3 videc or masic froe the intemet to your
computer,

Activity 4.4
Investigtte tha miany wiys that harchre and scftwars can caie an intermgt f0 cocir. Am AL
Bl T g o ittt
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a4 Computér architecture

4.4 Computer architecture

Very early computers were fed data whilst the machines were acmally ranning.
They weren't able to store programs; consequently, they weren't able to run
without Buman intervention, Tn abour 1945, Tohn von Meumann developed
the ddea of a stored program compares, often referred 1o as the von NEumans
ARCHITECTURE concept. His ides was to hold progranie and dars in a mersory,
Diata wonld then move between the memory enit and the processon,

There are many diagrams which show von Neumann architeemre.
Fignres 4.3 and 4.4 show mwo different ways of represenring this computes
e, The first disgram is 2 fairdy sinple model whereas the second diagram
o inte more derail,

Figure 4.3 shows the idea of hew a processor and memory unit are linked
together by connections known as BUses. This is & simple representation of
won Newmann architecture, These connections are described in Table £.1.

Ky
umxu-
Dati bus ”
Contrelbus B
Egura 43
Tabde 4.1 deseribes the function of cach of the three buses shown in Figure 4.3,
Buses essentially move dara apound the compurer and also send our control signals
1o minke sure sverything is properly syachronised,

Tabile 4.1
Type of bus of b
wddress huy e sign e
ared thie aencey x
Haia b T

e memory i and the Ppul | boah drechom)

al
actiities within the computer
Tecampbes incluche e read and
eta
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4 OPERATING SYSTEMS AND COMPUTER ARCHITECTURE

Figure £.4 shows a slightdy more detailed diagram of the von Mewmann archirecmre,
It brings to oor attention another new concept in this compater mode| — the ide
of ADDRESSES and REGISTERS. Addresses indicate where the data is stored and
registers are needed so that data can be manipulated within the computer.

Wemerpunt |

[ _
]|

Dats ——=
Fod ——=

[
g
|

Fagarn 4.4
An address i the location of where data can be found in & compurer memory.
Each address in the memory i uniqoe, The sddresses aren’t actually shown in
Figure 4.4, but they are contained in the part of the dingram labelled memory
umit. The actual function of the addresses is discussed n Section 4.4.1.

Yo will notice a number of ters shown in the dsagram known as registers:
MAR, MDR, ALU, PC and CIR. These are a lirtke more complex and their fonction
will be: fully descrilsed in the following pages. Bat essentially o register is simply
a high-speed storage anza within the computer. All data must be represensed na
regaster before it can be processed. For cxample, if two mumbers are to be added,
Brogh mrmbers sust be stoved in registers and the resalt of the addition muse uw be
stored in & register,

Acti\rllyd 5

Dranw 1 & surtnary tabh that shows haw buses; rogistars and ackbasss ara ol connocted

taguther, This can ba done by daing a desk-ton awrrise:

# Uso a shaet of Papsr ared draw a | in of the AVE
shaven in Figues. 4.4,

# Cut caloured amaws out of cardboard 1o show the busas and placa on the dagram you've
st drawwry the data and contral buses wall be sazy ta fit.

® Howeuss, mwllmdwﬂnalnlennf!llmhowmﬂtmuﬁslnw

your disras

Cut the Mmmwtol cardbeand and place them on the large AT eutine

beve e emarmary i, lace an wampla of soems meary oosss and thek cantznts.

~

ut put ' numiar:
# Feualy by moving lata sesurclyau shout] b sbln 550 how bases, ackierses and registers
il intorcannace; you get further hela in daing this desk-4op axercza whan you rad

his doCUMENt s avaitapte free'of chiarge on - studoct
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44 Computér afchitecture

4.4.1 Memory unit
The compater memory unit is made p of s mumber of partitions. Each partition
comsists af an ADDRESS aid its CONTENTS. The example shown here uses § bits for
each address and 8 bits for the content, Tn a real compurer meemsory, the address
and fts contents are actually smsch langer than this.

The address will uniquely identify every Locarmon in the memory and the
comtents will be the binary;

Tablu 42
Addres Conausts
1111 0000 [TIEEES
1T a0t  CECIRCIN
tang [EERIT
e e
¥
[T771 1100 i 010
i 100 o0
i 1000 0010
(RETREI] Tmot aror

Figure 4.4 showed five examples of registers, Their fanetion will be described
Rarer o, bar for now, the abbeeviations stand for:

® MAR memory address regisrer
o MDR memory dara register

® AL arithmetic and logic unit
# PC program counter

® CIR current instriscrion register.

Let us now consider how the two pegisters [MAR and MIDVR) shown in the
meToey wiit are vsed,

Consider the REATY aperasion. We will se the memory section shown in
Table 4.2 Suppose we want to read thie contents of memary loeation 1111 0001;
the Two registers are used sz follows:

# The address of kocation 1111 0001 re be read from is firs writen inne the
MAR {mermory address register b

MA&'|}|1|\|1|U|0|0|1|
Paire &5

# A “read signal” is sent to the computer memory using the control bus.

® The contents of mermory location 1111 0001 are then pur inte the MDE
[rvermory dhara register):
[ Lok ar Table 4.2 1o confiem this. )

MAN;|D|||D|||||0|||!|

Figura &5

Moww let us consider the WETTE operarion, Again we will use the memory section
alown in Table £.2. Suppise this time we wanr o show how the value 1001 0101
was wristen Imbo memory Jocation 1101 1101
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4 OPERATING SYSTEMS AND COMPUTER ARCHITECTURE

® The data vo be stored is fiesst written inmo the MDR | memory data regiscer):
u:|||u|n |n|| u|||

Flgure &7
® This dara has ro be written inte the memory location wuil the address
1111 1101; 5o this address is now written into the

|1i1|1!||1:0i1|

Figure £

® Finally, 3 “wrire signal” i sent ro the compurer menmory using the control bas
and this valoe will then be written into the coerect memory bocation,
{ Again confirm this by Jooking at Table £.2.)

Activity 4.6
Usa your modsl crasted in Activity 4.5 o
carvied aut in the von Meumann architeciure.

4.4.2 Processor

The rROCESSOR contain the ARTTHMETHC AND LOGIC UNTE {ALLY), The AL
allows arithmetic (e., add, subtract, ere. p and logic (e.g, AND, OR, NOT, etc.)
operations to be carried cur. How this i wsed is explained m Sccton 4.5,

4.4.3 Control unit
The conTROL UNIT controfs the aperation of the memory, processor and inpat”
output devices, It containe the curRENT msTRUCTION REGISTER (CIR} and
the FrOCEAM COUNTER (IPC). The CIR conmins the cwrrent instruction during
processang. The PC coneains the address of the mect instructon o be execated.
Essentially, the control unit reads an instruction from memary (the address
of The location where the instraction can be found s stored in the Program
Coanter (PC)). This instraction is then interpreted. During that process, signals
are generated along the contml bas to tell the other components i the computes
what to dao,
Heonw this all fits together with the other components of the von Neumann
moded s discussed in Section 4.5

4.4.4 Input and output devices
The input and cutput devices are discussed in Chapter 5 and are the main
method of entering data into and getting data out of computer systems. Input
devices comvert external data intoa form the computer can understand and can
then process (e keyboards, tonchsereens and microphones), Cutput devices
shiw the results of compurer processing in a humanly understandable farm
(.8 printers, monitors and loudspeakers ).

Horw all of these five negisters are used by a typical computer systerm can be
found in Section 4.5 — the ferch—exeoute cvole. Again other rexthooks and

his doeument is-avsiable-free-of charge o studoct
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45 The fatch-execute cycle

h
4.5 The fetch-execute cycle '/

Tor carry out 3 sct of instructons, the processor first of all FETCHES some data and
instructions fram memory and stores them in suitable registers. Both this address
bars anad the dara bus are used in this process. Once this i done, esch insreorion
needs o be decoded before finally betng wxpcuren, This i all known as the
FETCH-EXPOUTE oYcLl and is the Rt pare of this puzele

Fetch
Tin vhe ferch—execute cyele, the next instroetion is ferched fom the memary address
eurrently stored in the Progrm Coanter (PC) and is then stored in the Current
Tostrucrion Register | CTR), The PC is then incremented (incressed by 1) so thar
the nest instruction can be

This is then decoded so that cn:h Anstrisction can be interpreted in the nexe part
af the cyle,

Executa

The processor passes the decoded instracnon as a sex of control sgnals o the
appropriate compoaents within the computer system. This allows cach mssruction
1o b carried our in ins Jogical sequence.

Figure 4.9 shows how the ferch-evecute cvele is earred oat in the von Neamann
compurer madel, As with most aspects of comparer science, there will be slight
warasions on this diagram ifother textbooks or websites are consalted. The main
aim s to end up with 2 clear miderstanding of how this crle works.

The contents iminsctored of fhe MOR ore then
| ':pph‘unlmnmmuum“ m‘l

T vl by 00 P 1 Than inaramaniea |
e poins o The nest nstricion whi
Fetched
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4 OPERATING SYSTEMS AND COMPUTER ARCHITECTURE

Figure 4.9 alyvas the acmal srages thar rake place during rhe ferch—execure cvcle,
showing hew each of the registers and buses are used in the process (the firss fve
baxes are part of the fetch cycle and the last box i part of the execute cycle).

Activity 4.7
@ 1 werth Irpiing 10 o 3 desk-top exerdse to caery cut & series of estnactions using the fexh—
e Do chr anad deck four or five cperatians (add, subtract, et
s give the S-bit binary codes. Then ceate 3 mermorny mag a5 shawn in Activity 4.5
# Qnce this & done, use tha five registers you croatad in Actiity 46 and naw 8-tat binary
waksos ta oty what retnti fetchad in yoor
camputar mosdd
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5 Input and output devices

i this chapter you will leam abaout:

® Inpat devices
® applications of Fput devices
- devices.

# applicatians of autput dovcss.

5.1 Introduction

Compurer systems would be of lirle real use withour a method of inpar or

oatpur, This chapter reviews oo a number of inpat and outpur devices work,

It also considers 3 variety of applications which make use of these devices.
The input devices covered inchide:

® scanners.
# barcode readers‘scanners

® quick respomse {QR) code readers
» digital camerss

® kevboands

® pointing devices (such asa mouse|
# micraphones

® touchscreens

» senson

® interactive whitebosrds,

The ourpat devices covered include:
® inkjer printers

® lasecr printess

# 3D printers

» IDAD cutters

® actuatoes

® londspeakers

® LCD/LED monitoss

® projectors | LCD and DLP)

5.2 Input devices

5.2.1 Scanners
Sc are either two-dimensional (2D) or thee-dimensional (3D,

Two-dimensional scanners

These types of scanner are the most common form and are generally used v
input hard-copy { paper) d The image ix dinto an el i
fioem which can be stored in o compater,
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5 INPUT AND OUTPUT DEVICES

A number of stages nccur when scanning a document

. e I |

. B thary B8 cou i chisael

!

A right baht then BnEnatos the decmant — medsm Scannies
s a by o prochicis 3

|

A st sl v 306 the decumen untl the whiis pags
Pz been scarred. n image.of the doument is produced which
5 Al 5ot 10 3 aTe: PG 2 Lanas of e

i ks e ha dociiment (mage,

l

The foosed irage now faks omn 4 ehergs cospie devios [CED),
‘which eonsists of & numbss of integrated ciruits eichd inte slicon.

Essartialy the CED &= made up of theusands of light-sendthes
elements o pinely). Each slement creates en eleciric changs when

i
imto an electonic form
Software produres a dgital image from the slectmac form.
Figea 5.1

Computers equipped with 0FTICAL CHARACTER BECOGNITION { OCR) software
allow the scanned text from the document to be converted into a TEXT FILE
FoRMaT, This mesns the scanned image can now be edited and manipulated by
Importing it into a word processor,

If the: criginad document was a photograph or image, then the scaned image
foems an image e such 25 TPEG {see Section 6.23).

Three-dimensional scanners

3D scanners scan solid objects and produce & three-dimensional image. Since sofid
objects have %, yand & coordinates, these wannees take images at several poinn along
these three coordinates. A digital image which represents the solid object is formed.

The scanned images can be wsed in COMPUTER AIDED DEGN {CAD} or, mone
recently, sent toa 30 printer [see Secrion 5.3,3) o produce 4 working medel of
the scanned image,

There are numerous technodogies used in 3D scanners — lasers, magnetic
resonance, white light, and o on. It & beyond the scope of this book to look at
these in any great depth; however, the second application that follows describes
the rechnology behind one form of 3D scanning,

his document is available free of charge on Q stUdocl
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52 Input devieas

Application of 2D scanners at an airport

2D scanners are used st airpores 1o read passports. They make use of O R echnology
o produce digital images which represent the passport pages; Becanse of the DCR.
technobogy, these digital images can be manipulared in a member of ways.

For example; the OCTU software s able to review these images, selece the text
part and then awtomatically put the text into the coerect Belds of an existing
database. It is possible for the texe to be stored in ASCH foemat {see Chaprer 1) -2
all depends on how the dara i 1o be nsed,

At many aigports the tao-dimensional photograph in the pasport is also
scanned and stored as a jpeg image. The passenger's face is also photographed
using 2 cigital camera (2 213 image is taken so it can be matched o the image
taken from the passport]. The two digital images are compared vsing face
secognition,/ detection software, Key parts of the faee are compared

The face in Figure 5.2 shows several of the positions ased by the face recognition
software. Each position is cherked when the software tries to compare two facial
images. Data such as:

w distance between the eyes
& width of the nose
# shape of the cheek bones
® lengrh of the jaw line
® shape of the eyshrows
are all ueed to identify & given face,
When the image from the gassport and the image taken by the camess are
compared, these key positions on the face determine whether or not the two
smages represent the same face.

Application of 3D scanning - computed

tomographic (CT) scanners

ComruTen ToMOGRAPHIC (CT) scanners ase wsed o creare a 30 image of a
solid object. This is based on TosmosrArEY technobogy which basically builds up
an image of the solid object through a series of very thin “dices”, Together these
2D *slices” make up 3 representation of the 3D solid object.

Each slice is bult up by use of X-rays, radio frequencies of gamma imaging;
althongh & pumber of other methods exist, Each “slice” is then stored as a diginal
inrage in the compurer memory. The whole of the solid object is represened
digirally in the computer memery,
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5 INPUT AND OUTPUT DEVICES

Diependiing on how the image i formed, the type of tomographic scannes can
have different names, For example:

 X-rays O seanners  computersed romography
& radio frequencies: MRI magnetic resonance imaging
 gamma ravs SPECT single photon emisson computed tomogeaphy.

Figgure 5.3 shows a simple example of how tomegraphy works,

houwr, 20 series of
‘e —3ch
| e’ matored g
) Sotadinage n the
b

P 5.1

5.2.2 Barcode readers/scanners |}
A barcode 5 3 series of dark and lighr paraBiel lince of varying thickness, The
rmbers 0 1o § are each represented by o unique serses of kines, Varioas bareoide
frethixds foe representing these digies exist. The example we shall use adopes
different codes for digits sppearing on the left and for digits appearing an the
fight {known as UTPC { Universal Product Code ) version A)

The actueal lefi-hand and righr-hand sdes of the barcode are separated using
guard bars. The stracenre of these guard bars is shown in Figure 5.4, Figure 5.5
s an example of a barcode showing the lefi-hand side and fght-hand sde and the
three sets of guard bars.

Each digic i represented by bars of 1 1o 4 blocks thick as shown in Figure 5.6.

Leftiand Right-hand
ek o sicka ot
barmce Barcode
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52 Input devices

The barcode to represent the number 5 4 3 05 2 would therefore be as shown in
Figure 5.7.

5 a | a H 2

Fgure 57

Each digit is made wp of two dark lines and two Eght fines. The width representing
cach digit is the same, thus the speed of ssanping 't impoctant. The digits

o the ket have an odd rumber of dark elements and shvavs begin with a Rghr
bar; the digits on the right have an sven number of dark chements and ahways
begin with a dark bar This arrangeesent allows a barcode 1o be scanned in any
direction.

Activity 5.1
& Using the it in Figure 5.5, dasign the barcodes far:
1 90024 0 ithrea digns on tha kef; threa digits on the nghd)
1l 12576648 ffou digits o the et four digits o tha righth
i QEE83029 1 &ffive dogits an the aft; five digits an the.

& Lock at mhamdmmauxmrnlpmdumradmhuwmmyhﬂwdsmnsysﬂm.
T those that don't. try to draw up & table sevdar 1o that in Figuee 5.5t shaw the
biariiele for sach dig,

So what happens when a barcode bs scanned?

# The barcode is first read by a red laser or red LED { LIGHT EMITTING DIODE],

® Light is reflected back off the barcode; the dark areas reflect little or no light
which allows the bars to be read

& The reflected fight is read by senson (photelectric celis).

As the laser or LED light is scanned across the barcode, a pattern s gencrated

which s converted into digital data — this allows the comparter to understand

the barcode,

# For example: the digic *3” on the beft generates the paren LDDD DL D
{where L = light and D = dark); this has the binary equivallentof 0111101
{where L= and D = 1

Barcode readers are most commonly found ar the checkoar in wpermartkets,
There are meveral other input and outpor devices at the checkout:

Tabls 5.1
n Ahiwice | How It wsiet
=] 2 Ky I Erw T CF ST BAe ECARG, LG ka1 vodacht, 1 by
i the number under the barode if & cannnt e red by e baroode
| mahartcamar
seenmontor |t shorw the oot nf an tem ard arber infarmation
(e 5 ks Budgaeg Scunl oty UM 3 Barcedy b fead Conoctly, Bt 45
scund i there s ar e borode
Ptk G PNt o 3 Rt e B
uching an uch e fresh frut which may be sokd
| lomsa withcout packaging) |
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5 INPUT AND OUTPUT DEVICES

Sorthe barcode has been read, then what happens?

® The barcode number is looked wp in the stock database (the barcode i known
a8 the KEY FmELD in the stock item record ) this key field uniquely idenrifics each
stock item.

# When the barcode number is found, the stock item record is looked up.

# The price and other stock item detatls are sent back 1o the checkout (or PomT
OF SALE TERMINAL (POS )|

® The number of stock ftems in the record is redueed by one each time the
barcode B read.

® This new value for number of stock items is wntten back to the stock stem
record.

® The mumber of stock items is compared o the re-order Jevel, ifin is less than
o equal to this valoe, more stock items are anromatically ordered,

# Once an order for more stock items is generated, a flag 1 added to the record
to stop re-ordering every ime the stock item bancode is read.

® When new stock ttems arrive; the stock levels are npdated in the database.

Advantages of using harcodes to the management mchude:

# much caser and faster to change prices on stock items

& mach better, more up-to-date sales imnformation /sales trends

# noneed to price every stock item on the shelves (this reduces time and cost
o the management)

® allows for automatic stock control

# possible to check costamer buying habits more easily by inking barcodes o, far
example, customer loyalty cards.

Advantages of using barcodes to the customers nclude:

® faster checkour quenes (staff don’t need o remember Mook up prices of frems |
® errors in charging customers are redu,

® the customer is given an ttemised bill

® cost savings can be passed on o the customer

® bermer track of “sell by dares” so foosd should be fresher,

The barcode systern is used in many other areas, For éxample, it can be utilised
in libraries where barcodes are used in books and on the borrower’s libeary card
Every time a book is taken oar, the barrower is linked to the book auromatically.
This allows automatic checking of when the book is due to be returned, for

example.

Activity 5.2

Firad out mane about how barcodes can be used in 3 by, Comsider the fypes of files needed
and how the systent can track where books aee in the Bbesry, which bocks s out on loan, which
antomer has bomowed a book and sa on.

Activity 5.3
Camy cut about you e,
Th b find eeit why hawiesalewln pa:h annlmoﬂ and Mmeﬂeamm

his doctu St“dOCl
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5.2 Input devices

5.2.3 Quick response (QR) codes |
Another rype of barcode s the Quick Resrowse {QR) copr, This is made up
oF  matrix of filled-in dark squearcs on  light background,

For example, the QR ¢ode in Figure 5.8 contains the message: ‘computer E E
science textbook — CTE syllabus’. : =
To make 2 comparison, normal barcodes (as described in Secoon 5.2.2) can H

halid wp o 30 digivs; QR codes can bolbd over 7000 digie, This obvicusly gives E
grearee scope for the storage of informaron

Besasse of modern smart phones, which allow fnrerner access on the move, Fgten 58
QR coddes can be scanned anywhere. This allows advertising of products on trains,
buses, shopping malls and mary other places. By using the buile-in csmers facley
on mrodern phones and d g e s (o app), it is
possible to read the QR code, The oodr nnu :um-m a wlml(e link ert soene foarin
of advertising (e-g. special offers on pizzas),

For example, the QR code in Figure 5.9 contains a phoae namber and an
advertiwement for free pizzas if ordered today. On scanning the QI code, the
phome number and advertisement will appear on the mobile plone’s sereen,
Advantages of QR codes include:

® there i o need for the user 1o write down or key in 2 website address;
seanning the QR code does this automatically

# QR codes can store website addresses, TRLs thar appear in magagines, reans,
Biises or even on businiess cards, giving o very effective method of advertising,.

5.2.4 Digital cameras
Digital cameras have cssentially replaced the more traditional camers that used
il e record the phoros. The film required developing and then printing before
the photographer conld see the resalr of thear work. This msde these cameras
expensive o operate gince it wasn't possible 1o delere unwanred photographs,
Modern digital camerss simply fink to 2 compater system via o USB pure or by
using Bluctooth (which enables wircless transter of photographic Hles).
Thess caneris are Al by s which can
warry cur the following tasks;

» sidjust the shurrer speed
® fiscws the invage antomarnically
aperare the fash antomatically
# adjust the aperture size
® adjast the size of the image
® remove red epe’ u‘lh;n the flasly has been used

and 0 on.
The plotograph is caprared when Fght passes theough the lens onto a light- Figwre 5,18 Digia comern

senstive cell. This cell is made up of tiny elements kvown as pivels, The number

of pivels derermines the sze of the file used o stoee the photograph (e, &

14-megapizel camera will need 42 megabytes to store each raw (uncompressed |

photograph): By redncing the resolution to, for example, a jpeg image, the
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5 INPUT AND OUTPUT DEVICES

STOragEe i i reduced w4 bytes {see Section 6.2.3), The guality of
the phmnwaph alsoy depends on many other factors, such as:

® the type of lens wsed
® the lighting

and s o,

Mabile phones have canght up with digital camieras as regards number of
pixels. The drawback is usually poor lens quality and limited memory for the
storage of phatas. Bus this may all change in the next few years.

5.2.5 Keyboards

Keyboards are by far the most commen method used for data entry. They are
used 25 the input device on computers, tablets, mobile phones and many other
electronic irems.

The keybeard is connected to the compurer either by using 2 USB connection
o by wireless connection. In the case of tablers and mobile phones, the Eeyboard
i often VIETUAL or 2 type of TOUCHSCREEN technology.

As explained in Chapter 1, each character on o keyboard has an ASCH value. Each
character pressed i converted into a digital signal, which the computer interpects,

Eeyboards are a rebatively slow method of data entry and ase also prone to
erros, Bor they are peobably sill the easiest way To enter TexT nto 2 computer.
However, frequent use of these devices can lead o injurses, such 13 REFETIIVE
sTRAIN BTURY { BSL) in the hands and wrists.

mic keyboards can help to overcome this problem — these have the keys
arranged differently as shown in Figure 512, They are also designed 1o give more
spgprort 1o the wrist and hands when doing a Jor of typing.

5.2.6 Pointing devices
The selection of an application often requires the nserto *chek’ on an soon. Figurn 512 Ergonomic bejboard
Sehection of the foon T uually done with 4 POINTING DEVICE [such &8 3 MOUSE
of 3 TRAGEERBALL) o by using a ronchscréen,
The mouse is probably still the most common pointing device and comes
n various forms:

Fitgura 5.1 Kiyboand

# the more type with a mech, | ball d e the
campeter through a USE part

& the more modern type that wse red TEDs to detect movement in the vy
direction; these are a type of optical mouse

®» mice that use either of the above types of technology bt wse 3 wireless
connection o the compurer,

Figune 503 Trackertal

Whatever type of mouse is used it will require an area of desk space 1o allow
movement. They often requine a mouse mat since some surfaces, such as paper,
prevent the correct operation of the device. Depending on the fype of computer,
the mouse i firted with one or two buttons to allow for selection and other
finenions Many designs of mouse have a seroll wheel to allow rapid movement
up and down the screen
Trackerballs are seen maore often in an industrial environment —such as 2

control room. Because they don't need to move, the trackerball doesn't

sk spare or special su

d il ot 35 s e likely. o P o
his docurment s available free of charge on stUdocl
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52 Input devieas

such as RSL A ball on the top of the trackerball i moved o contmol o curor on
the screen. As wath the mouse, buttons are used to select icons and to carry out
other functions.

Most laptop computers have s buili-in ToveH pan. This contains 2 mctile
senwe which alkows the user to controd a cussor by simply moving a fnger over
the surface of the pad. Butrons te the left and righr of the pad acr in the same
way as buttons on a mouse. However, by simply tapping the surface this acts
as 1 quick method of selection on many touch pads.

5.2.7 Microphones

Microphanes are used to input sound o 2 compater. For example:

# doing a *voice over' in a presentation

® part of 1 speech recognition system

® part of 4 Voloe secogmition system

® enabling a disabled person o communicats with a compirer.

Microphones are cither built into the compares or are external devices connected
through the TSE porr o nsing wircless connectiviny,

When a microphone picks up soand, a disphragm vibrares producing an electric
signal, This signal goes to a sound card and is converted into digital vahses and
stored n the compurer.

If the microphone is being wsed in o vorce RECOGRTION system, the user’s
woice is detected and then converred ino digital, A fiew woeds spoken produce
a digiral wave pattern. Software compares this wave partesn to wave parreris
stored in memory o see if they match. 1f they match, then the person has been
crrrectly identified. Only certain words can be nsed since the syshem is designed
1o pecognise only o few key phases (eg, o sser may be asked oo say their mame
This techmology can be used in security systeims.

SFEECH REOOGNITION i8 a different and moee compley technodogy. This again
uses 2 microphone to input words spoken by a user. But this tme the software
doesn't try to necognise the person talking. The spoken words are recognised and
b on g sereen, inpat into a word processor or wsed in other application. The
hasic differences ro voice recognition are described bedow,

1 Suppose 4 person says the word THUT', the sound card in the compater will
convert the sound wave into s digital foem:

1394 #aaL
e

Figure 5.8 Mcphora

a0t 1110
1099 1110
a0 L1ag
tad i1ed
101 1110
Seund waws for "HUT' Dligital vl atiar conwision

Figurs K15
2 The sodtware takes the digital image (shown in Figare 515 ) and breaks it up

into phonemes (these are the smallest elements thar make up & language);
this case “HUH T
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3 There phonemes ase compared with words foand bn the baile-in dictiomary:

HOHT —

Figure 616

4 The wosd “HUT would then be suggested by the software in wharever
applicarion is being run,

5 This, of cousse, B a very simple exarple and the whole concepr of spesch
recognition is very enmplex. In erying o recognise which words are being
spoken, the software has i take into account different dialects, different
aocents and s on, Just o indicare how difficulr this is, consider the fllowing
wedl-knesn exarmple
The two phrases: *recognise speech’ and ‘wreak a mice beack’, if spoken quickly,
are almast identical, Using phanemes, they become:

‘rehkaosgnayz /spiych'and 'rehk fay S navs /biyeh’

Oine way round this ks to “mrain’ the compures o understand a cross-section
af peaple; but some problems are difficalt o resalve, Human beings have
problems with didects and accents; so it shoald come as no surprise thar this
corstimes to challengge the software developers of speech recognition systers.

Activity 5.4
Diascribee bore spech recogrition could be used ta!

 teach larvguage skl % paople wha have diffcatty in lasming
& tesch & person to say weeds in 3 Toreign languaie.

Both visce recognition and speech recognition can be used in variows other
appBearicons, For example, voice recognition is ased in car oo allow the driver 1o
sy commands ‘make warmer”, Swvitch on GI'S” or *open window”, Key words
have to be used so that the software can compare voice patterns with the lmited
dictionary of words alreacy stored. These systems an: becoming mcreasingly
soaphisticated so thar noemal speech in the car dossn’t trigges an wwanned

by the compurer. Mewer systems can also ke set up o only respond o
comands from the driver.

Activity 5.5

Corsicer the pluses and miuses of using vore moognition in & cae 15 1t safer? Far examele, |1
ey slkonw 2 eriver 1o respond to 3 emall while driving ete. Try bo develag this angument and
draww & valid conchasion from your findings.
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52 input devices

5.2.8 Touchscreens
Touchsereens are now 2 very cammon form af inpet devce. They allow simple toach to
launch an apphication or o carry out many of the functions of pointing devices such as 2
MU,

One of the main uses of touchicreen technology is in mobile phones, At present, there
are three major types of touchsereen technologies applied o mobie phone screens:

® Capucitive
® infra-red
® resisive.

We will consider hiw cach of these technologies work and what their main benefits and

drawbacks are,
#This ks use of an ugpir ber of

* This s mack: i ol Lapots of
pocir. el of et

ghome then ot bk ma
t\mmmrlwwhﬂ'm
i 1o Laper 20vk s barmeen

sl e,

the slectric cument. changes and the am‘.una:mn
oorranes whers e soeen wa = Sgnaks are then sert ot which arm
touchad & detin o b i the
m-boet micrprmoeacr st detemie fe monknme
. o whairs the Soron mas tmuched:
Bemates
 Sanetms
» T s merdum cout pechnciogy. “+ Bt spterTe b mut-ch capotsies
* sy . 11 i ety It
sreivg auniight Fingers, glovred fingers or.a stykus for inpan nnpm;:‘mmmﬁ«;m:l?‘&l
Thh scsmen i wory shaald, it ki b e i o bk e gl spation.

B magor mpact tn bresk the gl

K tatily it technoloy + crmen wmbibiy s posrin firng
. ¥ o sunbght.
St o ot S A it (i s e +11 doeat permit muftouch cpobbty.
screars pemrit 4 spacial syhn ot wrkl = Ths st chaiabty i oy B 1.6
tmbe nest & i e e scrwen
Figgurs .17 Figgesu 518 Figura 5.19

5.2.9 Sensors |

Serasoes ape devices which read or measure physical propernics, These can include
Temperature, pressure, acidity and so on, Beal daga is anaLoGuE in narire — this

mieans it is constantly changing and doesn’t have a discrete value, Analogue data nsually
requires some form of interpretation; for example, the temperature measurement on a
mercury thermometer requires the wser to look at the height of the mercury to work
ot the temperanare, The temperanire can therefiee c an infinite number ofvalues
depending on the precision of how the height of the mercary is messured. Equally an
amlogue clock fce requires the vaer 1o look at the bands on the cdock face. The area
swept out by the hands allows the number of hours and minutes to be interpeeted. There
are many acher evamples.,
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Huowever, compurers cannot make any sense of these physicsl guantivies and
the data needs to be comverted into a digieal focmar. This is ussally achieved by an
ARALOGUE T0 BIGITAL CONVERTER (ADC). This device converts physical values into
diserete digital values.

1aa11100_

Anakgus dats Digita dina
Fgum 5,29

When the conputer is used to control devices, such 45 4 moror or & valve, 7 is
necessiry to s a DEGITAL TO ANALOGUE CoRVERTER {DAC) since these devices
need analogue data to operate in mamy cases. Frequently, an ACTUATOR 35 wsed in
these control applications. Although thess are technically catpar devices, they are
menrioned here since they are an integeal part of the control system. An actuator
i an electromecharical device such as a relay, solenoid o motor, Note that a
salenced i5-an example of o digital actuatoe; part of the device is connected to
a computer which opens and closes  circuit as required. When energised, the
solencid may operate a planger or anmanire to control, for example, a fuel injestion
sysrem. Orher agraatoes, such as motors and valves, may require a DAC so that they
receive an electric current eather than a simple diginal signal direcr from the compurer.
Table 5.2 shows 3 number of commen sensors and examples of applications that
use the named sensors,
Table 52
Swenar Az

= controbmoniter a chemical procss
* conmnHmeniier e BMpGrniIG in 3 grosnhous

= contimdrnlics tha Puridty sk i e @1 in & greaehouss

menitor molsture in a peirt spray booth i 8 o facory
e 3 0n T rgha and off o the ey
+ maritogcontrol oft keveks n 3 greenioess

Tfrarenoton, |+ LT 0n i wndieeen WRers o 3 cor auiomai by
= detect ninders 5 burgbsr dlamm wysten
-mumpoephcmm\ghargahjlﬂ'rg
= = direct ninuers m » burglar dorm

= ywaigh thingp e mmhmwdanﬁdﬂ

foatriep i 2 bugiar slarm aysten

+ chatert the ok et liguids dlipping i 2 pips

wsieg Opor{0yl |« monitor polition lmk n & mweror in the s
a3 el 0 ke oo

» chick ¢ 0y bk i1 & e

[

el
. Elmmmmu mm W o
wany e

b racpired (4.3, in call phones, CO players, #1c)
= s n anthiogk braking st in ot sehidés
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52 Input devicds

Sensors are ased in both monioing and conrrol applecauons There is & subitle
dafference between how these two methods work:

Munitoresg systan Centred system
Fgums £.21

Examples of moaitoring include:

& monitoning a pasient in o hospital foe vieal sgns such & heart rare, remperanine, en:
» monitoring of intruders in a burglar slarm system

® checking the temperature levels in 4 car engine

# manitoang pollaton levels in a river.

Examples of control include:

® turmng street highes on at nighe and terming them off again during daylighe
# regulating the temperature in 2 central heasng,/air conditioning system

# changing the traffic lights at a road unction

upcmmlg A l'mk Dirakies on & cir when necessary
L] the in a greeak
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5.2.10 Monitoring applications
Burglar alarm system

Bumestic
enmr

Inbarrad m E
e
il [t

=ensr
Fgen 5.2

A burglar alarm monitosing system wall carry oar the following actions:

Thie systin i activated by keyirig i 3 password on's kiypad.
& The infra-red sensor picks up the movement of an intrader in the building.
& The acoustic sensoe picks up sounds such as footsteps or breaking glass,
® The pressure semsor picks up the weight of an intruder coming throagh a door
o through a window,
& The sensor data is passed through an ADC i it is in an analogue form to
produce digital data.
The compater/microprocessar will samiple the digital data coming from these
sensors At a given frequency (e, every five seconds); the daa is compared with
the stored values by the computer /microprocessor,
# [fany of the incoming data vahses are ousde the acceptable range, then thie
compuater sends a signal to:
# a siren to sound the alarm, or
» g lighr v staet flashing
® A DAC ks used ifthe devices need analogue values o operare them
# The alarm continues to sound /Bghts contimoe to flash unhl the system s resst
with o password.

Manitaring of patients in a hospital

& A number of sensors an astached 1o the patient; these measure vital signs such
a8 remperatire, hears rare, breathing rare, ete,

heese semsows are ol arrached tooa compurer sysem

e sensors constantly send daga back to the computer system.

# The computer samples the data at frequent mtervals.

& The range of acceptable values far each parameter is keyed in to the computer.

® The computer compares the vahies from the sensors with thoss valies keved in,

® Ifanything is car of the acceprable range, & signal is sent by the compurer o
sound an alarm.

o I data from the sensors s within range, the valies are shown in sither graphical
form on a screen and for o digital read ooe.

® Monirosing continues untilf the sensoes are disconnected from the patient
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53 Input devices

5.2.11 Control applications
Control of street lighting

Figure 5.23 Figure 524

This next sequence shows how 3 microprocessor is used 1o coatral the operation
of a street lamp. The lamp is fireed with a light sensor which conssantly sends
data to the microprocessor. The data value from the sensor changes accordmg ©
whether it is sunny, cloudy, mining or it i night fimne e,

# The light sensor sends data to the ADC interface.

® This digitises the dara and sends it o the microprocessar,

® The microprocessor samples the data every minure [or a1 some other
Frequency rate}.

» If the dats from the sensor « valoe stored in memory:
* asignal is sent from the micropracessor to the street lamp
= and e lamyp is swirched on.

# The lamp stays switched on for 30 minutes before the semsor resdings are
sampled again | this prevents the lamp fickering offand on during brief
heavy cloud cover, for esample).

o If the data from the sensor == valoe stored in memery:
= a signal is sent from the microprocessor to-the streer lanp
® and the lamp i swirched off,

® The lamp stays switched off for 30 minures before sensor readings are sampled
again (this prevents:the lamp Rickering off and o0 during heavy doud cover, for

example).
.Actl\rity 56

ehiagram 10 sheow tha steps in b ' cantrak the hi anel
maf.ml.np Aamamkar o incluce a mathod t sice the lamp switching on and aff avary
Fow s,

Anti-lock braking systems (on cars)
AT LocK BRAKING SYSTEMS (ABS) on carns use magnetic field sensors o stop the
wheels locking up on the car if the brakes lave been applied toc sharplhy

& When one of the car wheels rotates too slowly (e, it is bocking opl, 4 magnetic
field semmsor senda dars o @ microprocessor,

# The microprocessor checks the rotation speed of the other three wheels,

® If they are different {1.e. rosating faster), the micrmprocessor sends a signal o
the braking system:
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= anil the braking pressure to the affecred wheel is reduced
# the wheel's rotational speed s then increased to match the other wheels,

® Checking the rotational speed using these magnetic field sensors is done several
times @ second and the braking pressure to all the wheels can be constantly
changing ro prevent any of the wheels locking up under heavy braking: this is
felr s a Hjodder” on the brake pedal ax the braking system b constantdy switched
off and o0 to equalise the rotatonal speed of all four wheels.

= [fane of the wheels & mtating too quickly, braking pressare 15 increased to thas
wheel until it matches the other three.

Activity 5.7
Firad cut e detalls about bow the ARS system werks anel how it is modfied In radem
syss such as raction ool

Imvestigats cthar uies of magnabic fild sensors.

5.2.12 Interactive whiteboards

Interactive whiteboards are devices thar allow computer bmages e be disployed
on a whitchoard using a digisl projector. They also allow 2 user to write on the
whiteboard and the text or drawings produced ane then stored in an electronic

foem for laver vse, Basically the infi o wiich is hand-ds o |

can be stoeed so pothing from, for example, 3 meeting is losr,

Suppase 2 new car has been designed and it image has been projected onto.
the whitehoard from o computer-stored fle. It is possible for this image to be
annotated by adding labels, 2 description or even changes to the design for later
use. The annorited version can then be swved in an elecronic form to allow
these changes to be made,

- Weshaldputs
wun roaf on the car

0 waukd ok goad with ssme
B ger Wil ancd tyres

Figasu 5.25
Tris also possible o run software on the whiteboard and vsers can interact
by simply using their fingess on the whiteboard surface, This allows the user
o demonstrate all of the fratures of the software to, for example, 3 group of
people at 2 meeting or even a demonstration of 2 new game in o shopping
mall. Any application that runs on a compater can be used on an interact
whiteboard, Tr s even possible to suref the ner, annorare a spreadsheer
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demonstrate & drawing package, for example, in real time, The whole
audience can see what is happening and even become actively involved in the
demonstration.

5.3 Output devices
5.3.1 Inkjet printers

IMEJET PRINTERS anc essentially made up of:

& 2 print head which consists of nozxles which spray dioplets of ink an to the
paper to form characters

@ an ink cartridge or cartridges; either 3 groap of cartridges e each colour (biue,
yeBlow and magenta) and 4 black carmridge or one single cartridge containing all
three colours + black { Note: sme systerms wse six colours. )

@ a stepper motor and bele which moves the print head asembly scross the page
From sde to side

® a paper feed which automatically feeds the prnter with pages as they are required.

The ik droplets are produced currently using two different eechnologies.

# Thermal bubble: tiny resistors create bocalised heat which makes the ink
vaporise. This causes the ink to form a tiny babble; as the bubble expands, =
some of the ink i ejected from the print head onto the paper. When the bubble P9 $36 Inket pantee
collapses, & small vacuum is created which allows fresh ink o be drawn into the
print head, This continnes until the printng cvele is complered.

# Piezoclectnic: a crystal is bocated at the back of the ink reservoir for each nozzle.

The ceystal i given a tiny electiic charge which makes it vibrate. This vibration
farces ink to be ejected anto the paper; at the same time more ink 15 drawn in
fioar flether printing.

When a wser wishes 1o pant 2 document nsing an mkjet printer, the Bllowing
sequence of events tikes place, Whatever technology is wsed, the basic steps in the
prinring process are the same.

Tabln 5.9

[farmpman]e

! The data fom the document is sent to.a jr e dies

] Th i chixkr areires 81 1 0aka b 11 & format Tt fh Ehosen i car
understard
3 A chack i & a1
lz!mtﬂl Bnhummtufflne.u:tumdﬂi and s onl
a4 1 T prired el & 6 Shored 10 3 Lmporaly ey Mo 2 &
I £

] A sheet of paper & then ded in;
papar & ik n the paper foed tis — nmmmwwmpnpwnpm
then an smor messege b v=i badk 1o e compute

3 m e

mmm?‘!hwm!malw e dour inks colours. are sprayed in ther
he chesired firal i

] Audl pors of the paper i
v the rest b . b irbed

] rmkmom.nmmmmwmmmmmmg«sx
repreaed unt the burfler & firaily empty.

] D T PNt buller 5 aipty, 0w it soeds an i1 p | (e Sacton 4.3) 0 the
precaasce in pu ' o 1
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5 INPUT AND OUTPUT DEVICES

5.3.2 Laser printers

Lasen srenvens differ greatly from inkjet printers in the way they prnt pages.

They wse dry powder ink rather than liquid ink and make use of the propertics

of sratic electraciny to produce the rext and images, Unlike inkjer printers,

Baser printers print the whole page in one go (inkjer printers print the page line
Bine .

lemr advantage 15 the speed at which they can carry out large print jobs

{e.g- 2000 beatlets) and the fact that they don’t ran out of ink halfway

throagh.
The following table describes briefly the stages that ecour when a docnment
is printed asing 1 kser printer:
Tabile 5.8 Eiggann 5IT Lt piinnin
& lgm.numa
1 Tha et e tha SEcurmant B Seni 10 3 1 e
B The printes river ensunes than the cirta . fomat that fo= chosen priner can
undarstand
3 n:ne:l—a-mdebyu-wmrdwbmelhamdwri'tu-u-aablnn
it da.3. b it busy i I oft B s bt of b, s
[ nzmau-nmlbuwmmd-mmdmlenwmnwurrmma
Fomies b (neler o Secton 4.3 for move deta
5 e chge,
auummmambmemmmnmmmm
€
.nmmw:n_zgm :mlnmmmym chargee garts o o drum
7 W the dnur
T mwanmsdmmsmnm.pﬁp«hnmnmmﬂm'mhpﬂp
st o the privter
0] T pravent the paper sicking Paper & romowd
ter one mottion of the drm
3 T o T VA i a1 D A
tha ik 52 ha It s permaninthy 1o 4 poper
I Atth e Ll chame from
It rady to rint tha nest e

Applications of inkjet and laser printers

The choice of whether to use an inkjer printer or laser printer depends on
which features make it the most spproprate cutpat device for the given
application.

Lnager PRINTERS ase best bor one-off photos or where oaly a few pages of good
quadity, colour printing are needed; the small ink carridges or small paper trays:
would not be an e with sich apphications.

Laser puasTERs produce high quality pantoats and are very fase when making
multiple copies of a d any application that needs high-volume panting
{in cobour or romochmime) would choose the laser printer (far example, prodicng
a large number of high quality fiyers or posters for advertising) - they have ruo.
advantages: they lave Inq;c toner cartridges and large paper trays {often

myore than a ream of paper).
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53 Dutput devices

Activity 5.8
Fired ot hraw e opertion of <eliur laser eliffiers froem the oo of
e printess

5.3.3 3D printers (7
A1) rRINTERS are primarily used in COMPUTER-AIDED DESIGH {CAD)
applications,

They can produce solid abjeets which actually work, The solid object is built
up layer by liver (refer to Section 5.2.1 for more derails) using marerials such a5
powdered resin, powdered meral, papet o ceramic powder,

The motoreycle in Fignre 5.29 was made using an industrial 3D printer. Tt was
made from many layers (0.1 mm thick} of powdered metal asing 3 technology
Enown a5 mwpes 31 rriNTING,

The following describes some of the feanres of 3D printing:

® Various types of 3D printers exist they mnge from the size of 4 microwave oven
up 1o the size ofa small car.

® 3D printess wse ADDITIVE manufconsing (i.e, the object is built up layer Fagura 5,28 30 privvier
by laver); this is in sharp contrast to the more rraditional method
SUBTRACTIVE manufactunng (e removal of material to make the object).
For example, making & statue vsing a 3D princer would involve building ir
up layer by fayer using powdered stone until the final object was foemed
The suberactive method would invodve carving the stanse oot of sofid sone
(L. removang the stone not required ) until the final item was produced.
Similarly, CNIC machinifig femoves metal to form an object: 31¥ printing
wonld produce the same item by building ap the objecr from layers of
powdered meral

® Direer 3D peinting vss inkjer rechnodogy; a print head can move left to right
as1n 2 normal printer. However, the print head can also move ap and down to
build up the layers of an object. 2

« Binder 3D pelinting i sirsilar to difect 2D priceng. However, thivisiiod. o o e
uses twa passes for cach of the bayers; the firet pass speays dey powdes and
then on the secand pass a binder (a type of gloe) is sprayed o foem a solid
layer.

& Newer technologies are using lasers and UV light to harden liquid potymers;
this further increases the diversity of products which can be made,
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5 INPUT AND OUTPUT DEVICES

How to create a solid ebject using a 3D printer
There are a number of seps in the process of producing an object using these
3D printers. The steps are summarized in Figure 5.30

| A dlasign s made uzing compater-aded design (A mftware |

I
!

| Tha 30 prinier b st up b alow e solid sibject o ba ada |

i oy ok M Rt % dapenboe n rnmmmsnrm-'
chject

wat |

| Tha

lagers, the matenal used andl the soe of the

rnem:smwdiwn&!nmmdnmmvwfw
mwpll_mmmajﬂrmmnpoﬂ

Fraterial; i many caves, mrnMuw P

'9-‘5.)‘

Uses of 3D printing

3D printing & regarded as being possibly the next ‘industrial revelution® since it

will change the manafacering methods in many industries. The following st is

just & ghingsse into what we know can be made vsing these printers; in the years to

woimie, this lisr will probably 6l an entise book:

® prosthetic limbs made o exactly fir the recipient

o iterms o allow precision reconstructive surgery (e, facial reconstruction
following an accident); the parts made by this technique are mose precise in
their design since they are made from exact scanning of the skull

& in serospace, manufacturers are looking at making wings and other parts
wsing 310 veclinology; the bonus will be lightweight precision part.

= in fashion and art — 31 printing alows new crearive ideas 1o be developed

& making parts for items oo longer in production, g, suspension parts for 2
vintage car.

These are just a fow of the exciting applicasions which make wse of this new

technology.

Activity 5.9

Dio 8 saarch an the internat 1o find new and innavative 30 printer sppications.

Have 4 elass dicussion on how s printers could herakd the start of 8 rew industrial
wickiion’
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5.3.4 2D and 3D cutters
A three-dimensional | 3D) laser cotter works in o similar way 1o 0 two-dimensional
(213 cutter. The main difference is thar the 31 cutter can recognise an object in
the x-z direction rather than just xo

3D lager currers can eut the following materials

® glags ® polymes
® grystal & wood,
® metal

Very complex designs can be cut since the curters are conteolled by conpuress
and very sophisticated soffware.

A 3D cutter cah et bevond the surfsce of the material and produce very
intricate designs:

It is interesting to contrast thas method of shaping objeces with 3D prnters,
although it is trse o sy that mor all the materials which can undergo 30 curting
can be used in 3D printing methods.

5.3.5 Actuators

These are covered in detail in Section 5.2.9, Acruarors arc used in many conteol
applications involving sensors and devices such as ADC and DAC.

5.3.6 Loudspeakerstheadphones
Sound i produced from « compurer by passing the diginal data through a meroe
TO AMALOGUE CONVERTER [ DAC) and then theough an amrires; finally the
sound emerges from a (loud SPEAKER.

The sound is produced by voltage differences vibrating 3 cone in the speaker
housing at different frequencies and amplitades:

10010101011, m A

Figurs 5.31

The rate at which the TBAC can translare the digital ourpar into analoges voltges
1 known s the saMPLING BATE. If the DAC iz a 16-bit device, then it can

accept numbers hetween +32767 (216 — 1) and —32 768 (218): the digital value
contxining all zeres is igrioeed. The speed at which these valiues can be converted
35 thve sampding rare.

Most rexthocoks indicare that the standasd sampling rate is 44 100 samples per
second. This bascally means that the the DAC can convert 44 100 values i the
range +32767 1o ~32 768 every second,

Sappase a CD is being procuced in a number of s, Bach g
of music is sampled 44 W) rimes a second, Each sample is 16 bits. Since the mussic
80 stereo this also needs to be taken into consideration,

The above information means that 44 100 x 2 x 16 = 1411 200 birs per second
sampling {the number 2" is nsed in the cabenlation to accoant for the sound being
in sterea).

Since 1 byve = 8 birs, this equates vo 1 411 200,78 byres per second,

This warks our ar 176400 bvres per second,
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Activity 5.10

» Caloudate hoy h i nomxu*" Track using the nurmbe
of brytes needed per sacond fram ab
Convert your anawe inta mmalmzs fizsing the data from Chapter 1)

b  the €D has a caparity of abytes, how many d on
tha €07

5.3.7 LCD and LED monitors

The days of the old cathode-ray monitars are almost gone, Most menitors and
eedevision scts these days are made using LIQUID CRYSTAL DISFLAY,/DionE { LCIY
technology.

This means thar the frone layer of the manitor i made up liguid cryscal dicdes;
rthese tiny dindes are grouped together in threes o fours which are known ae
pixels {picrure elements). The three colours which are grooped together sse rad,
green and blue dicdes. Those systems that use groups of four inchude 3 yellow
dinde — this 3 said to make the colouss mose vivid.

Modem LEDY monitors are back lir using LiHT Barrmne moe { LEDY
rechnology, This gives the image berter contrase and brightess, Before the oee
of LEDs, LCD monitors used a cold cathode fluorescent lamp { CCFL) s the
backlighting method.

Essenmally, CCFL uses two flnorescent mubes behind the LD screen which
supplics the fight source, When LEDE are used, & matrix of tiny LEDs is used
behind the LOD screen, Becanse LOD doesn™ emic any [ighr, some form of
Back-fir technodogy needs o be wsed

LEDs have become increasingly more popular becanse of a number of
advantages over alder CCFL echnology:

# LEDs reach their i I almose i
to “warm up' before reaching full efficiency )

® LED give a whiter light which starpens the image and make the colours
appear moee vivid, CCFL had a slightly vellowish tint

® LEDs produce a brighter light which improves the coloar definition

# momtors using LED technology are much thinner than monitors wsing CCFL
sechnology

® LEDs last abmost indefinizely; this makes the rechnology avore reliable and
NGNS A 1Fre COnsstent product

® LEDs consume very little power which means they produce less leat a5 well 4
sing less energy.

{there is no necd

Fumre LED rechnology is making use 0f ORGANMIC LIGHT EMITTING THODES
(DLEDs). These use organic matesials (madé up of carbon compounds) ta
ereate semi-conductors which are very Bexible. Organic flms are sandwiched
between two charged electeodes (oae is 3 metallic carpong and the other a
whass amone ), When an electric field is applied 1o the electrodes they give of T
light, This means thar wo form of backlighting is required. This albows fiar very

thin screens.
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Ir also mweans thar there is mo looger o need ro wse
LCD technology, since OLED is a self-contained
system.

As can be seen in Figare 5.32, OLEDs allow the
sereen to be curved. This ensures a good picture
from any angle.

But the importane aspect of the technology is how
thin this makes the screen. It i now posible, using
OLED technology, to bend screens to any shape. It
this is adopred by mobile phone manu fcturers, it will
be possible to develop phoses which can weap around
your wrist — much like 3 watch strap.

Imiagine soreens so thin that they can be folded up
and placed in your pocket until they are needed. Or
how abour vsing folding OLED displays amached o
fabrios creating “smart’ clothing (this could be used on
cnrtdoor survival clothing where an integrated circuit,
mobile phone, GPS receiver and OLED display could
all be sewn into the closhing|?

Advantages of using OLED comgared with existing LEDs and LCD¢ inchade

Figure 532

® the plastic, organic layers of an OLED are thinner, Eghter and mare flexible
thean the orystal sructures wsed in LEDs or LCDs

& the Jight-cmiing lyees of an OLED are ighter; OLED bayers can be iads
from plastic rather than the glass used in LED and LCD screens.

& DLEDs give a brighter Sight thar LEDs

» OLEDs di nit require hacklighting fike LCIY sereens — OLEDs generate their
o fight

® sine OLEDN require no backlighting, they wse much Jess power than LCT
screens [most of the LCD) power is used to do the backlighting); this is very
important in battery-operated devices such as mobile phones

# since OLEDs are essentially plastics, they can be made into large, thin sheets
[chis medns they could be used on large advertising boasds in airports, subaavs,
Al s0an)

& OLEDs have a very large field of view, aboat 170 degrees, which makes them
ideal for nse in television scts and for advertising screens.

Activity 5.11

Carry out rch into OLED logy are NUTEUs 1o help youl

and arewer the follawing quosticns:

3 Why ars inkjet prirases haloiee to koo down #ho cost af OLED serscns?

b Harw e dlifferent colours gonarted eing OLED technalogy?

© How & the brightness of the display comtrolled?

e CLED' redrash 1000 imies faster than ECDs: why would this be an avantage? Whee could it
e st great effect?
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LOD/LED sereens are used on many hand-held devices with touchsoreens, such
as mobile phones, tablets and game consales, The technology behind such screens
was discussed o great length in Section 5.2.8.

Modem LCIY screens are very thin and very lightweight and are very
vesponsive to fosch. Obwioushy, the new technologies described above will change
the way we npe these land-held devices in the very near frmre.

5.3.8 Light projectors
There are two eommon types of light projectoc:
w digital light projectons | DLT)
o LCD projectons.
Projectors are used to project computer outpat onto langer screens o even onto
enteractive whiteboards. They are often used in presentations and in multimedia
applcarions.

The following mwio sections describe the basic differences behind these
projecter technologies.

Digital Light Projectors (DLP)
The use of millicas of micre mirrors on 4 small DIGITAL LeHT FRoECTOR (DL}
chip i key to how these devices work.

The number of micrs mirrors and the way they are arranged on the DLP
chip determines the resolution of the digital image. When the micro mirroes
il poveards the light source, they are ON. When the micro mirrors sl away
from the light soarce, they are OFF, This cecates a light or dark pixel on the
projection screen. The miceo mirroes can switch on or off several thousasd
times @ second creating various grey shades — typically 1024 grey shades can be
produced {for cxample, if the mirnor switches on more often than it switches
off, it will produce a lighter shade of grey). This is known as the grey scale
image,

A brighr whire light source (e, from 3 xeron bulk) passes throngh a colonr
fifrer on its way to the DL chap. The whine light i split into the primary
red, green and biue — the DL projector can create over 16 million different
cotonars. The (M and OFF states of each micreo mirror are linked with colours
from the Blter to produce the coloured image.

The whole concept is a lirtke like reverse black and white photography. With
DL technabogy, the grey scales are interpreted as colours rather than grey
representing cobours as used mn photography.
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LCD projectors

These are older technodogy than DLT: Essennially a high-intensity beam of hght
passes through an LOD display and then onto s seeeen. How this works in
principle is described below,

o A powerful bearn of white light is generated fiom a bulb or LED inside the
projector body,

# This beam of ight is then sent to 2 group of chromatic-coaned mirrors; these
reflect the Eght hack at different wavelengehs,

#® When the white Ight hits these mirrors, the reflected light has wavelengehs
correspunding to ved, green and blue light components,

® These theee different coloured light components pass throngh three LCTY
screens these scrvens show the image to be progected ay millions of pizels
in'a grey scale,

@ When the colaured Eight passes theough the LOD.screens, a red, green and bloe
version of the grey image emerges.

® These images are then combined wsing a special prism o prodace a fll coloar
image — this final image consists of millions of colonrs (each shade of grey in
the original image produces 2 differen shade in each of the coloar images).

# Finally the image passes through the prajector lens onto a soreen.
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@ Memory and data storage

I this ehiapter you will leaen about

® file formats such a5 MIDL MP3 and jpag

® fila compeesision technigues

® prrviary, secandary aned afi-line storage

# magnatic, aptical and sclid-state media. 4

6.1 Introduction

There are many file formas wed o stoee data, be this rexr, images oe wnd, in
compures systems, This chaprer will comsider ow file compression is used 1o save
memory when storing different types of files.

All computer systems have primary memory and secondary memory storage.
The main technologies used are magnetic, optical and solid state, Starage devices
which nse each of these rechaologies will be desoribed lager in this chaprer,
eogether with a number of applications.

6.2 File formats

A namber of differenr file formats are wsed in compures systens. We will ook ar
the following orses:

® Musical Instrument Digital Inteeface (MIDT)
» M2

o M4
* e
® text and number formar,

6.2.1 Musical Instrument Digital Interface (MIDI)
MUSICAL ENSTRUMENT BIGTTAT. TTEREACE (MIDT} is ahways associated with the
storage of music files. However, MIDI files are not music and don't contam any
soumds; they are very different to, for example, MP3 fles. MIDI i essentially
eomnanications protocol that ellows ehectronic nnseal instriments to nterct
with each other. The MIDT protocol uses B-bit serial transmission with one sart
bir and one stop bir, and is thesefore asnchronos (see Secion 2,2.3)

A MIDT file consists of a list of commands that mstruct a device {for example,
an electromic organ, sound card in a compoter or in 3 mobile phone) how o
produce 4 particular soand or musical note. Each MIDT command has a specific
sequence of butes, The first byte is the statis byre — this informs the MITH device
what funetion to perform. Encoded in the stams byte s the MIDI channel, MIDI
aperates on 16 different channels, which are numbered 0 to 15,

Examples of MIDI commands include:

 note on /off: this indicates that a key (on an electronic keyboard) has been
presied /redeased to produce stop producing a musical note

® key prossure: this indicares hosw hard the kev has been pressed {this conld indicare
Inudness of the music note or whether any vibrazo has been used, and soon ),

Twor addditional byres are required, a rrren wyre, which tells the MIDI d

- which noge to play, and a ¥ELoCrTs 1TE, which tells the device how lou
his document free-of char el s u OCl

messages are saved i a fle which is recognised by the Al cxtenson mid.
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6 ehis mid file is plaved back dwough a musical insrrument, such 48 an
electronic keyboard, the music will be played back in an sdentical way to the
orgmal. The whole piece of music will have been stored as a series of commands
but no actual muscal notes. This makes it 2 very versatile Ble stricture, since
the same file could be fed back theough & different electronic instrument, such
as an eleettic guiter, with different effects 1o the original. However, to play
back throngh an instrument such as a guitar would need the use of SEGUENCER
SOFTWARE, since the MIDT fles wouldn's be recognased in their ‘raw”’ form.

Both the clectronic instruments and the computer need a MIDT interface to allow
them to Talk” to each other. Trwes mentioned carfier that the MIDT operates on
16 channels, In fact the compurer can send dara our on all 16 MIDI channels at
the same time. For example, 16 MIDI devices, each set up for a differens MIDI
channel, could be connected to the computer. Each device could be playing a
separate line in a song from the sequencer soffware, effectively creating an electronic
archestra, This implementarion ie being used mose and more foday in the
recording smidio, by major archesteas and in mvwsical scores used in flims,

Because MIDI files don't contain any audio tracks, their size, compared with
an MP3 Ble, is consderably smaller. Eor example, 2 10 megabyes MP3 e aaly
requires about 10 lalobyte e size when vsng the MIDI formar. This makes
them ideal for devices whers memoey s an fesie; for example, srofng fAng tones
o mobile phoae,

6.2.2 MPEG-3 (MP3} and MPEG-4 (MP4)

MPEG-3 (MP3) uses Known as e ot i
and orher sounds into an MP3 file format. E: ially, this

will reduce the size of  noemal music file by about 9 per cent, For example, an
80 miegabyte music CD can be reduced to 8 megabytes using MPE technology:

MP3 files are used in MP3 players, computers o mobile phanes. Files can be
downloaded from the internet, or CDs can be converted to MP2 format. The CD
fikes are converted using FILE comrresston software, Whils the mausic qaality can
never mareh the ST version found on & CIY, the qualiry is satisfcrory for moss
seneral purpeses.

But how can the original music file be rednced by 90 pee cent whilst still
retaining most of the music quality? This is done using fle compressan
algorithms which vse PERCEFTUAL MUSIC sHAFTSG, this cssenrially rermoves somnds
that the human ear can’ hear properly. For example, if owso sounds are plaved at
the same time, anly the louder one can be heard by the ear, so the softer eund
15 eliminated. This means that certain pares of the music can be remeoved without
affecting the quality too much_

M3 files use what is known &5 4 LOSSY FORMAT (see Section 6,3.2) since part
af the original file is bosr following the compression algorithn, This means thar
the original file can't be put back together again. However, even the quality of
MI'3 files can be different since it depends on the BIT RATE — this is the number
of bits per second used when creating the file. Bir rates are muaghly between 80
and 320 kilobirs per second;, usaally 200 o higher gives a sotnd quality close o
a poemal CIF,

MPEG-4 {MP4) files are slightly different to MI'3 files. This farmat allows
the storage of multimedia files rather than just sound. Music, videos, photos
and animation can all be stoced in the MP4 formar. Videos, e example, coald
e srreamied over the inperner using the MP4 fonmar without losing any real
discernable qualicy,
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&
Activity 6.1

A €D is baing used ta stor music. Each minuts’s worth of rcarding takes up 12 megabyios.
a Tha CO cantains ning aro the following langth 3. 8,6,4,5.2,

would thesa nina track on tha CO7
b th €05 wars scwurlcodod 12 3 camptor and hen al the racks ware put thouh an MP3
ik e pine tracks now cooupy G may

el 3 9009'(&-1 fle rechiction sizel?
© Fired the average size of aach of the MP3 tracks, and then estimate how maey MP3 files could
be stored an an 500 megabyte CO

6.2.3 Joint Photographic Experts Group (jpeg) files

Laowk ar the following five photographs of the same car wheel

Figer 6.1
The resolution of the photographs is reduced from A to E. Photographs A and B
are very sharp whilst photograph I i very fuzzy and E i almest enrecognisable.
This is the result of changing the mimber of PrxeLs per centimetre used 1o store
the image uha( i, m!ncmg thie FICTURE RESOLUTION |,

When a ph dergoes file comp . the size of the file is
reduced. The trade-off fm this reduced fle see is reduced quality of the image.
One of the file formats used to reduce photographic file swees is known s [PRG.
This is anather example of lowsy file compression: As with MP3 foeniat, once
the image i sabjecred o the jpeg compression algorithn, a new file is formed
and the original file can no longer be constrocred, Tpeg will peduce the kaw
EITMAF image by s factor of between 5 and 15 depending on the quality of the
ariginal

.‘\II nnuu' tlumltl-lh m«hu\dc ami 1536 uu&uimﬂl is equal 1o 2048 « 1536 pivels;

I red b0 % 8 3-megapined image
(although it »ulm -u-l\ shigghl I.:ug«]. A paw bt can ofeen be referred 10 a5 2 TIFF
or BMP mmage { e extenson  TIF or BMP) The file size of this image is determined
by the mumber of pisels. In the previous example,  3-megapieed image would be
3 megapixels = 3 codours. In other words, 9 megabyees (each pivel occupies 3 bytes
Brecanse it is made up of the three miin colowrs: red, TIFF ansd BMP
he highest image qualbity becass, unlike jpeg, they are not in a compressed formar,

The same image stored in jpez format would probably accupy between
0.6 megabytes and 1.8 megabytes,

Tpeg refies on certain propestics of the human eve and, op 1o & point, &
amwount of file compeession can take place withour any real Joss of quality
Fuman eye is fmited in s ability o detect very slight differenees in biig
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62 Flie

and in codour hines, Foe example, some computer imaging software boasts that
it can produce over 40 million different colours - the human eve s only able o
differentiate about 10 millina colours.

rACU\th’ 6.2
& A0 mige is 1200 pinsks by 1600 pinss. Cakulate
I the vatal numiser of plels in the origing image
11 the reamiber of bytes accupied by this fle
1l ihse ik size: ot thi poeg imags (in kickytes} if tha arginal
image was reduced by a factoe af 8.
b A secand imags is 2072 posls by 2304 pimls. Calodate:
| the tatal number of poscts in the arignal imaga
il thee rmarnbier of bytes ocoupied by this fle
Hii- thee file size of the jpeq image fin megabyies! if the ceiginal
image was redued by 3 factor of 5
I Herw many uncomprassed s of the sizs cakeulated in part
48y coukd nn storad an a d-gigabyls memory card T
v Haw many compreszod files of the sizo caleulatad in part (4}
could be starad on tha sama &-gigabyte mamcry card?

L4

T B
Activity 6.3

The very shamp images & in Figure 6.1 was blown up 1o abaut six

e it siae

Figre 6.2
Finel aut whry this initially shar emag e agpsars furzy at this

an.
How can this profikerm be avarcoma] y
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6.2.4 Text and number file formats
Test and numbers can be stored in a number of formats. Text is wsualhy stored
in an ASCIT farmat (see Section 16.4).
When nsing spreadshests or darabases, for example, numbers can be sored
i a number of different formars:
»real, g 271678
® integer, €. 3
» date, e.g. 12082016
o time, e 19:45:50
o currency, ez RS 1550

It is important that the correct format is chosen if some form of processing is
tea bie done. T number fles nndergo any foem of file compression, then it tends
oo be lossless Sinee it very important that note of the information,dats is Jos
{see Seetion 6.3 ),

TEASCII foarmar i nsed 1o stose texr oo a file, then the table in Figuree 1.7 1
used to store each of the charscten. For example, the word COMPUTER would
be sored as either:

67 79 77 50 85 84 69 B2 or %43 %4F %40 K50 B55 R54 K45 K52

i the firss eode s in denary and the second in bexadecimal j,

Text files can also undergo file compression. These wse complex algosithms that
work on nedundancy or fepeated sections of words (e.g, OU in yOUr, eOUlntry
o miUnaing, The following section shows, in very simple terms, how this
could work

The phrase "THIS SECTION SHOWS YOU HOW THIS WOULD
WORK consists of 35 memery units {ignoring spaces). Repeated words, such as
“THIS’ could be put into a data dictionary and be replaced by *1". Repeated word
seetivas, such as ‘HOW and "OU" could be replaced by the numbers ‘27 and 3"
Our phrase dhen beeomes '1 SECTION 525 ¥3 2 1| WALD WORK?,
goring spaces, this compressed form now tees only 23 memory
wnits. This is shont o 33% saving in file size. Obiousdy if whole pages are b be
stored, then repeated words and word sections become even more numerous.
Conpression algorithms take many things inte sceount when creating these
compressed files — bt this is ourside the scope of this rexthook,

This is chearly an example of lossless compression since the original phrase
can be neformed if necessary using the data dictonary and compressed file,

6.3 Lossless and lossy file compression

6.3.1 Lossless file compression

With LOSSLESS FILE CoMPHRESSToN, all the data bits from the orginal fle are
reconstructed when the fle is again 4. This s parth

for files whese Joss of any dara would be disasteons — for example, a spreadsheer file.
6.3.2 Lossy file compression

Lossy FILE COMPRESSION is very different to |nm|mu file compresmon. Wi
rechnique, the file algonthm climi v bits of

his docurnefitisiavaitable free of charge on stUdocl

D@vnloaded by thomas donnay (kunal.ucluhsoc@gmail.com)



https://www.studocu.com/en-gb?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=cambridge-igcse-computer-science

64 Memary and storage

It is impossible to ger the ofgina file back once it i compressed. This s why
it is chosen for Bles where remeoving certain bits doesn't detract from the quality,

6.4 Memory and storage
Memaey and starage devices can be split up into three distinct groups:

® primary memory

Fogerw 63
We will now consider each of the three parts in the dEagram,

6.4.1 Primary memaory

Random Access Memory (RAM)
The features of Rannos Access Mesowy (RAM ) arc:

& it is volatile /remporary memory [the contents of the memory ars kst when the
power 1o the RAM s rurned off)

® it is used to stare:
* data,
= files, or
« part of the operaing system that are avrrently in i

® ircan be written to or read from and the contents of the memaory can be
changed.

Tin general, the lager the size of RAM the fster the computer will operate. In
reality, the RAM never runs out of memary; it continues to operate but just gets
slower and slower. As the RAM hecomes full, the pricessor hak b continually
acgess the hard disk drive o overwrite old data on RAM with new data. Ty
increasing the RAM size, the number of firses this access operation i carded our
B reduced, making the computer pun faster,

BAM ix much faster to write to or read from than other fypes of memary;
bt its mamn drawback is s volatiling

P 4.4 AAK
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Buiffers were introduced in Clapter 4 (see Section 4.3), These often use
RAM since they need to be a fast memory and the data ooly needs to be held
porariby. As oatlined earlicr, buffers allow the processar to do other tasks
while slemver periplseral devices seisd data to and receive data from the computer.

There are carrently twe types of RAM rechnology

» dynamic rm (DRAM)
» static RAM (SRAM)

Dynamic RAM {DRAM)

Each pynasae RAM (DRAM) chip consists of o number of transstors and
capacitors., Each of these parts is tiny since a single RAM chip will contain
miillicas of ramsistors and capacitos, The funcrion of esch parr is:

® capacitor — this holds the bits of information {0 or 1)
® transistor — this acts like & switcly, it allows the chip control circuitey to read the
capacitor o change the capacitors value
This type of RAM needs o be constantdy REFRESHED | that is, the capacitor needs
o be recharged every 15 microseconds otherwise it would kose its value ). Ifit
wasn't refreshed, the capacitor’s charge would leak away very quickly, leaving
every capacitor with the valoe 0.
DRAMs have a number of advantages over SIAMs:

Figae .5 ORAM

® they are much bess expensive to manufactare than SRAM
& they consami leks power than SRAM
® they have & higher storage capaciny than SRAM,

Static BAM (SRAM)
A big difference between SEAM and DRAM is that tiis type oFmemory doesn't
need to be constantly refreshed.
Tr makes use of fip flops” which hold cach biv of meavory
SRAM is miich faster than DRAM when it comes to data access {pically,
access time for SRAM is 25 nanoseconds and for DRAM is 64 nancoseconds |
DRAM is the most common type of RAM used in computers, but where
absnlute speed is essential, then SRAM is the preferred technology. For example,
the processor’™s MEMORY CACHE is the high speed porrion of the memony; itis
effeetive Decanse most programs access the same dars o insroctions many tGmes,
By keeping as much of this infarmation as possible in SRAM, the computer aveids
having to access the slower DRAM.
Read Only Memary (ROM)
The main feamres of Rean Oray Musory (ROMY} can be summarised as follows:
® they are non-volarile /pesmanent memosies {the contents of the memory
in even when the power 1o the ROM is turned off)
® they are often msed to store the start-up instroctions when the computer i first
switched an (for example, ROM might store the basic input /output sysem
(BIOS))
® the data or comtents of 2 ROM chip can only be read; they cannaot be chy
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64 Memary and storage

Application
We will now consder an application, other than @ computer, where both RAM
and ROM chips are ased,

A remate-comtrolled 1oy car las a cirenitry which containg both RAM and
ROM chips. The remote control is a hand-held device.

We will consider the function of each type of memeory independently:

= ROM
# stores the Bctary settings such s remote control frequencies
® srowes the ‘start-up” routines when the toy car is first swatched on
® grores the set routines; for example, how the bumons on the hand-hebd device
conrol Turning left, accelsration, stopping, and o on
s BRaM
« thie tiser may wish o program in their swn matines; these new instructions
would be stored in the RAM chip
= the RAM chip will store the data Sinstructions received from the remoge
control unir

Activity 6.4
Describe how ROM and RAM chips could ba used in the folowing devicas:

& & T oY

ke
Baefvondal sl o .
s cantralad by a hard-hekd dvics.

6.4.2 Secondary storage

Hard Disk Drives (HDD)
Hann pisk prives { HDIDY) are probably still the moss common method used mo
arore data on a4 compurer.

Dara is soored in o diginal foemar on the magnenic surfaces of the disks {or
platters, as they are frequently called). The hard disk drive will have @ number of
platters which can spin at aboue 7000 times a second. A number of read—write
heads can access all of the surfaces in the disk drive. Normally each plaster will
Tave twor surfaces which can be used 1o sore the data. These read—write heads
can move very quickly — rypically they can mowve from the centre of the disk 1o

the edge of the disk {and back again) 50 finses # second ‘
Diata is stored on the surface in sectors and tracks {see Figure 6.8 on next page).
A sector on a given track will contain a fived mumber of bytes. Figua 67

Unfornunaredy, hard disk drives have very slow data access when compared o,
fioe examgle, RAM. Many appBcations require the read-wrire heads to constantly
seck for the cotrect blocks of daray this means a Lage sumber of head movements,
The effects of LATENCY then become very sgnificant. Latency 15 defined as the
time it takes for a specific block of data on a dam track to rotate around to the
sead-write bead

Users will sometimes nitice the effect of latency when they see messages such
a5 “plegse wait’ o, at its worst, ‘ot responding’,
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Solid-state Drives {S5D)

Latency is an msue in HDDs as described carlier S00ID-5TATE
Darves (S50 rerove this issae considerably, They have no
mywving parts and all data is retrieved at the same rare, They
dom't rely on magnetic propertics; the mest common type

of sofid-state storage devices store data by controlling the
movement of electrons within NAND chaps. The data is stored
as s and Ts in millions of tiny transistors within the chip, This
effectively produces a non-volarile rewritable memary,

However, a number of solid-state storage devices sometimes
use Er 1% Erasanis I' Beean-Oray
Memory { EEPROM) technology. The main difference is the
nse of NOR chips sather than NAND, This makes them fisrer
in operation bar devices using EEPROM are consice rabiy
more expensive than those that use NANID technology: P
EEPROM abso allows data to be read ar ermsed in single bytes at a time. Use of
NAND only allows blocks of data to be read or erased. This makes EEPROM
e hisology maore vseful in cermain applications where dara needs oo be accessed or
ermed in lyme-sized chunks.

Because of the cost impki the majority of solid-state storge devices use
NAND rechnology. The oo types are usually distingnished by the terms FLASH
(1se NAND) and EEPROM {use NOR).

So whar ave the main benefin of using S50 rarher than HDDE The main
benefits of S5Ds are summarsed below:

® they are more reliable (o moving pars o go wiong |

w thiey are considerably lighter (which makes them suftablé For lapeogs)

& they don't have to *get up to speed” before they work properly

® they have a lower power consumption

# they run much cooler than HDDs (these last two points again make them very
suitable for laprop computers)

® becawse they have no moving parts, they ase very thin

# data access is consderably faster than HDD.

The main deawback of S8I s the questionalske longevity of the technek Miost

slid state storage devices are conservatively rated at only 200 GB write operabons

per day aver a three-year perind - this is known as S8 endurnce, For this

reason, S8 technology is not used in servers, for example, where a hage numbee

of write operanons take place every day. However, this issae is being sddressed by

a number of manufictorers to improve the dusabilicy of these solid-state syseins,

6.4.3 Off-line storage
Off:line storage includes:

» CO/DVD/DVD-BAM {optical starge systems)
# Blu-ray dusks {opeical storage spstems)

# USE flash memoey,/memory sticks /SD-XIY cands (solid state storage systems)
» remvovable fexcemal hard disk deives (magnetic storage systems),
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64 Memary and storage

CODVD disks
CDs and DVDS are described as OFTICAL STORAGE DEVICES. Laser light is vsed o
read data and £o write data in the surface of the disk.

Roth CTh and TV wse & thin layer of metal alloy os Bghr-sensitive osganic
dye to store the data. As can be seen in Figure 6.9, both systems use a single, spiral
track which runs from the centre of the disk to the edge.

The data is stoeed in ‘pits' and 'bumps’ on the spiral track, A red laser is used
10 peid and write the data, CDs and DVDs can be designared B, {write once only}
car BOW [can be wrirren to or read from many times),

DVD technology is slightly different to that used in CDs. One of the main T
differences s the use of DUAL-LAYERING which considerably mcreases the storage  Fgun &9
capacity. Basically, this means that there are swo individual recording layers. Two
layers of a standard DV are joined together with a transparent (polycarbomnate )
spacet, and a very thin reflector is alio sandwiched berween the two layers.

Reading and writing of the second byer is done by @ red laser focusing at a
feaction of a millmetre difference compared to the frst layer.

e reachs byt 1 potyarbonate layer
3
Aist lapst
2 saconel laper
potparborate Lyer by reach: byt 2
Fogure 670

Srandard, single layer VD% ssill have a larges storage capacity than CDs becanse
the “pir’ size and track width are borh smaller, This means thar moee dara can be
stored an the DV surface, VDS use lsers with  wavelength of 650 namometres;
CDs use lasers with a wavelength of 780 nanometres. The shorter the wavelength
of the laser light, the greater the storage capacity of the mediom.

DVD-RAM

DVI-RAM wsses a very different technodogy to CDs and DV, They have the
following features:

® Instead of 4 single, sparal track. they nse o numbes of concentric tecks (see
Figure 6.11).
® Useof ic tracks allows U read and write operations to take

ploce.
® They allow pumescns read avd write operations (up te 100 MMM tmes} and Figure 1
Iuave grear lomgevity (over 30 yeara) which makes them ideal for archiving,

Blu-ray disks
BLu-gay pisks are another example of optical storage media. However, they are
fundamentally different to DVDs in ther construction and in the way they carry
ot read-write operations.

The main differences are:

# a blue laser, rather than a red laser, is used to carry out
read and write operations; the wavelengrh of Blue light &
only 405 nanometres (compared to 650 nm for red fighe) Py 617
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® using bl aser light means thar the “pits™ and *bumgs” can be much smaller;
consequently, Blu-ray can store up to five imes more data than nonmal DV

® Blu-ray uses a singhe 1.1 mm thick polycarbonate disk; normal DVDs use 2
sandwich of two (.6 mm thick disks

® ming rwosandwiched layers can caise pRERmeaEnce {fght i refracred Tntn
Twir seprarate beams causing reading ereors); becanse Rlu-say uses only one layer,
the disks don't suffer from birefrngence

# Blu-ray disks awtomatically come with a secure encryption system which helps
to prevent pirscy and copyright infringement.

Table 6.1 summarises the main differences between CDs, DVDs and Blu-ray.

Table 6.1
Doy |Laser colour | gihaf | Dk
S light Eetvenis tracks)
Jrod THnm ok 12 TEdpm
(e 50 nm o 016 rrm B A um
¥ . . fEsraimatelnen )
[ Buray bue Al nm sicde 1.1 Gam
| kgt

i Mote: nm = 109 metres and pm = 1008 metres. )

All these optical storage media are nsed ax hack-isp systms [for phikos, misic
and multamedia Ales). Thas also means that CDs and DVDs can be wsed 1o
oramsfer files berween compuress. Manofacturers often supply their softaare using
O andd DVDR, When the software is supplied in this way, the disk is usually in =
read-only foemat,

The most commen use of DVD and Blu-ray is the supply of movies or games.
The memory capacity of CDs 1n't big enough to store maost monvies.

The future of optical media

In recent times Both the CI) and DVIY ane thenving sgns of becoming obsalete.
Many computer systems now come with USE connectors onby and no DVD o
CD drive. The main method of transferring files between devices has become the
flash memory. Many people now store all their music in the following ways:

# on hard disk drive systems (sct up as sound systems as shown in Figure 6.13)
® in MP3 foemar on
® & comparertabler
# their mobile phone
# 1 pormble music player (such as iPod®)
# using the "cloud” to store alf their files so they can access their mosic from
amywhere in the world
® by “arreaming’ their music fiom the inrerner; provided the user has an inrermer
connection, they can access musc through a laptop computer, mobile phone,

tablet or any other receiving device. .Q
Teis alses a similar stoey for mowies where sereaming i becoming increasingly maore

B A A o i L
fcw possible to strcam mavies o television programmes oK DEMARD without the  Fa=m 810
need for any DVD o Blu-ray players. Tn effect, the tedevision ser has bea

central compurer with o Qpk o the intermer aging wireless connection
ocliment is available free of Charge on stUdocl
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64 Memary and storage

Floppy disks mer the same fie in the early nwenty-fiess cenmry. How often do
vou see flopg disks nowadays? It is very fikely that CDs and DVDs will meet the
same fate and will be replaced by one of the systems deseribed above or
something entirely new.

' T N
Activity 6.5

D some research, using this baok and the intesnet, 1o fined out all the dfferent ways 16 o
ks fikes and mende fikes.

Drawa Table and show all the i each of thy s et
[5t Tareits Brawhscks

= s

USE flash memories
MEMORY STICKS  FLASH MEMORIES (also kaown as pen drives) use solid-mate
rechiodogy (see Figure 6.14).

They ussally connect to s computer through the TUSB port (see Section 2.2.4).

Their main acvantage is that they are very small, lightweight devices which maks
them sustable as @ method for mm{r_rring files betwieen computers. They can alsn
b tsed 25 small back-up devices for music or phoso fles, for example.

Complex ar expensive software, such a3 an Expert qvwem affen nses memory
aticks 44 2 powGLE, The dongle containg additionad files which are peeded o run
the software, Without this dongle, the software won't work propesly, It therefore
prevents illegal or unauthorised use of the software, and also prevents copving of
the software since, without the dongle, it is vseless.

Digital cameras {see Section 5.2.4) use a dightly different foem of solid-stare
memory, known a3 XD (eXwreme Digital] or 5D {Secure Digital) cards. The
technobogy i essentially the same as memory sticks. These memory cards allow
photos to be | from camicra s ia the USE part. Many
printers and computers also have card slots allowing the device to read the
memoey card directly,

Each memsory card is made up of NAND chips (see Section 6.4.2) and, a5 with
all sobid-state memonies, there ane no meoving parts.

All solid-state memaries need to be treated with some care. IF they are removed
fram a device before being made safe for example, while stillin the middle of a
read-write operation ), dara on the memwory card or stick can be corrupred. Tn
extreme cases, the meimory card or stick become rotally unusable. It is essential to
wait for the message: ‘it is now safe to remove your device' if phagged into 2
compater. With mobile phones or digital camers, it is usually acvisable tr switch
them off before removal of the card.
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Removable hard disk drives

BEMOVABLE HARD DISK DRIVES are essentially HDD but can be connected to the
compiites usig oise of the TSB ports. Tn this way, they can be used a5 a back-up
device ot as annther way of rransferring files berween comyputers,

6.5 How to estimate the size of a file
Estivmating the size of a tean file i relatively straightforward. Tn Chagster 1 we
introduced the idea of ASCI code. Bach character from the keyboard has a value
of 1 byte.
Soppess we wvped in the following message:

This is text from the compater schence: text book
and then saved it under the flename “sample_text_for_book®. If we then looked
ae the properties of the file ust saved, we wonld see

i— Thiz walue shows.
this 620 of the fila
st sacnsd

e
It we count the momber of characters in the text tvped in, we get the number 48,
This exactly marches the file size shown in the sereenshoz in Fignre 6,15 - so each
characrer equals 1 byre, We can therefire wse this to estinsare the size of 4 ea ———
file, Obwicualy there are other codes stored with the file which make ios real size | k%
dightly different, but we aren't concerned about that i this section of the book. Fa
Earlier o in the chapter we looked at file sizes for phistos and for sound. =3
This is obviously 3 lirtle more complex, barwe saw that ome pixed, for example,
ogoupics 3 bytes of memory.
Suppose we iinported the phorograph shosn in Figure 6,16 inno o document Figame 4,16
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&5 How to estimate the sre of & file

Towking ar the properties of the phorograph, we find this:

1 e S S’
[t o e
|

R |

| == 2 el ———————————— e se 13 318 byt

| man b | Mok the sl pcure ared
22 klubytes o B cois

| et T o)

D
e

M Dby Frie ||

[
Figur 6.07

The phorograph was 424 by 256 pivels which confitms the file size of
325 632 bytes (318 kilobytes).

e B
Activity 6.6
 Lsine) Natepadd, Type In the felkoaing message
This text sheuld have = file size of over 100
iymes, We can sheck this by saving the file
cand then locking ar the file properties.
Save yaur file and then loak at its i i
Wi it the vahia you sspectad?
ammummammmmwmwmmmmmmmv
docurrent,

Then impart abaut 3K of text and rcheck the fie size of the new doasment
kwheﬂhmamm

tha taxt you typed in.

g

Activity 6.7 h
Estimate e sze af a file for sach of the falowing:
n Text fu containg 256 charactors.

smal imaga which
5255:(256 kel iy size (assurme an ety TAKE for oher document fiatuees)
e Adahlhase;‘o contain  peesan's name and ther addrss.

and an address
Ii Extimata th siza af o nosdad b
o A sacurity system contal

2 wmall phota (256 » 640 porsks in size) and a sncmwmulnﬂiwlu?! characters kegl.
\ Estinate thee fie sim needed 1 com @l s dita.
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7 High- and low-level languages

I this ehiapter you will leaen about:
» programening languiges

7.1 Introduction
People use many different languages o communicate with each other. In arder
foe rwo people to understand each orher they need to speak the same language
of another person, an intespreter, is needed to ranslate from one langoage o
the other language. Programmers use many different programming linguages to
jcate with comg f b fund ! their own machine
code. A program needs to be transated into machine code before it can be
fundesstocd” by & compares.

7.2 Programming languages

7.2.1 What is a program?
Programs are cur way of telling a compater what to do, how oo do it and when
o i ir. This enables 4 single compures o perform many different pes of task,
A computer can be used to stream videos, write reports, provide weather forecasts
and many, many other jobs.

An esample of 2 simple tack that can be peefarmed by 2 computer i the
provision of o maltiphcagion ables rest, Figure 7,1 shows a simple program oo seo
this up and Figore 7.2 alows an example of the tes in ase,

£

Figuamm 7.3 Program in us=

his do

Fogure 7.1 Prograrn sitten in Scratch

e free of charge on Q stUdocl
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7.2 Programming langlages

Activity 7.1 ]

Firiel 3t feast ten oifferent tasks that computer prograrms paroem in you schoal

A COMPUTER PROGRAM i5 2 list of instroctions thar enable 2 compures mo perform
1 specific task. Computer programs can be wristen in high-level languages or low-
level languages, depending on the task to be performed and the computer to be
used. Most programmers weite programs in high-level languages,

7.2.2 High-level languages
High-level linguages enable a programmer to fcus on the problem to be solved
and require no knowledge of the hardware and instrucsion set of the computer
thar will wse the program. Many high-level progranuming langnages are postable
and can be wsed on different tpes of compurer.

High-level languages are designed with programimers in mind; programiming
statements are casicr to understand than those written n a bow-level langnage.
This means that programs written in a high-level language are easier to:

® read and undesstand as the lsnguage used is closer 1o human Innguage
® write in a shocter time

® debug ar the development stage

® nintain once in o,

The fllowing snippet of program o add oo mambers together 1 4 single

PrOEram staternent wrirten in a ypical high-level language, It shows how easy
it is 1o understand what is happening in-a high-level langnage program:

There are many different high-level programming languages in use today
inelading C++, Delphi, Tava, Pascal, Py!lnn.\-"mal Basic and Ay mer.

Onceag hat learnt the imgg in any high-level
language, these can be transfeered to woeking i oeher high-level linguages.
Activity 7.2
High-lesel sabil I Whiat type of problems
b for? Find out sbout iy High U,
Hama ach d fird s for.

7.2.3 Low-level languages

Lovar-level Banguages refate 1o the specific architecrune and hardware of 4 particular
tvpe of cormputer, Low-level langmages can refir to machine code, the binary
nsmructions that & computer understands, o an assembly language that needs

1 be translated it machine code.

Assembly languages

Few programmiers wiite programs in an assembly language, Those programmers
wh do, do-so for the following ressans:

w to make wse of special hardware

® o make wse of special machine-dependent instrucrions

& to write code that doesn't take np much space in primary memory
# to write code that performs a task very quickhy.
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A-LEVEL LAMY

The fodlowing snippet of program to add tao numbers together & written
in o typical assembly language and consists of three statements:

LOA  First
(ADD  Escond
IETO Bum

T onder ro understand this program the programmer needs to know thar

means boad the value of the varable inno dhe sccunularcrs

means add the value of another variable to the valoe stared in the
accumaulator

® 510 means replace the value of the variable by the vatue stored in the
accumulator.

Activity 7.3

Firud ot about swe assembly languages. Hame each assembly language and find out what type
of computar it & used for.

Machine code
Progeamemers do ot usaally wrine in machine code as it is difficulr ro wndesscand
and it can be complicared roomanage data manipalation and storage

The following snippet of program to add swo mambers together is written in
typical machine code, shown in both hesadecimal and binary, and consists of
three stanements:
bORL  O0ALEDIE
(TR T TETTTES

LUl LU E L
Ty

Figeu 7.3
As you can see, this is not easy to understand in binary? Machine code is asually
shown in hexadecimal (sce Section 151,

Activity 7.4
Fird out about types of maching code. K ch chip set o
is used for and find the codes for Icad, add ard stors.

7.3 Translators
Computer programs can exist in several farms.

Programs are written by humans in a form that people who are trained as
eomputes programmers can understand, In osder 1o be used by a comparer,
prograins nesd to be transbited into the binary instructions, or machine code,

:M :he commputes understands Hml\ans find i very difficult ro pead binary
is casier to P can oaly perform operations
v\m:n i binary.

his document is available free of charge on stUdocl
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73 Trandlators

1wl ask fhe name fhen stom i as named.
But fist | murst o the scresn.

=7

Paase enter your riame _

Figurs 7.4 Tramedstion

A program st be translated into binary before 4 compurer can v it this i
done by a utility program called s translator. There are several types of ranslator
program in use; each one perfarms a different task.
Compilers
A COMPTLER 8 4 computer program that rranslates a program written in a high-
level tanguage (HLL) intm machine code s that it can be directly used by 1
compater w0 perform a required task, Once  program is compiled the machine
code can be used again and again to perform the same task without
secompilation

The high-level program starensent
{gim 1= Plraciunber + secondmumbar

{ae1  cacaoate
|eano  pocinaia
{paen  eopiiale !

Interpreters

An INTERFRETER, i 4 compuarer program that reads a staterment from a program
wiitten in & high-level langiage, perfoems the action specified and then does
the same with the newr statement and so on,

Assemblers

Al ASSEMBLER i3 4 computer program thar translares 4 program werten in

an assembly language into machine code so that it can be directly used by a

compurer 10 perfarm a regquired task, Onee a program s sssembled the machine
code can be used again and again m perform the ame tsk without re-assembly.
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7 HIGH- AND LOW-LEVEL LANGUAGES

The assembly luygeage program sTarcaenms

LDA  Piret " |
CADD Second |
(ETC sum |

become the following machine code instructions when reanstated

TDOBL 00D10O10
{0100 00010011
(DObd 00011010

Tabla 7.1 Scmimary of 1Glaton pogans:

[ Compile T intarprates [
T IG T Taraas
it maching coda 1 & SEASMANL 3E &l Progvam o maching doda

b podiced s producad.
Cine higrievel nguege progrom | One iow-level irguage statement
7 i tots
emaed
ey,
usard witheut tha interpretar waiheut the sk

ran i being dimloped. dkmnmlbr!mnulun.
7.4 What happens when things go wrong?

As programs are written by humans, they may contain errors. There are several
differem rypes of error, A SYNTAX ERROR 1k where & program starement doesn’t
wbey the rules of the programming language, A program canpor be transbaed iF
It contans syntay errors. A LOGIC ERROR is where the program doesn’t do what
the programmer wanted it to do. Logic errors are found when a program is
being run.

7.4.1 Syntax errors
When a program is heing compiled, if any syntax errors are foand no transtised
program is produced. Instesd, o hist of all the erroes in the whole program is
prodiced. The programmer corrects these erroes and recompiles the program.
When a program is beingg interpreted, the interpreter performs the actions
specified by each starement unml & syntan erroe is found. The programimer is
then alerted to the place in the program where the error was found. The error
s comected by the programmer and the interpretation continnes until the next
error is found of the task is complered.

7.4.2 Logic errors

When 2 program is being run, if it doesn't do what it should do there is a logic
error. These can be found by tracing whar the program does and using rest data
with expected results — see Chaper 9.

his document is available free of charge on Q stUdocl
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4 What happens when things go wrong?

7.4.3 Using an Integrated/Interactive Development
Environment (IDE)

Mast high-fevel programming linguages offer the use of an IDE for peogram
development. This comtains an editor with an interpreter and,/or compiler
together with debugging roods, which can improve the speed of program
development,

Hate a loak : Yol arw wusing far g~ b It an (D7
\hat faciities ara offarud ta holp with program development?
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End-of-chapter questions
1 e the words helow to camplete the following
scntences.

assembler

compiler

T translare & peogram written in 2 high-kevel
language, you can use a o an

- To translate a program written in a
Bow-lewe] languiage yomn ronest se an

imterpreter

7 Look ar these two preces of code:

A ce
LOX #0

Loop: LOA &, X
AHC B, X
ETA C, X
INY
CPX #16
BNE loop

THH 22 B POR loop = 1 TO 4
INPUT Humberl, NumberZ
Program & Program 8 v
ikl innta Sum - Humberl + Humber2
VAR Pirek, Gucond; FTh VIRET Erint. Sum
TNTENER NEXT
Bn iiak, Saorl = a Which of these pieces of code is written i o
Firmtia Flrst + Gacond | STR SECOND high-level languages i
TRLrachLE Tk AT by Give sne benefit of writing code in & high-level
) bt language. [L
it «© Give one benefit of wating code in 2 low-level
. language. 1]
ST o High-level languages can be compiled or
ST DRt i

4 Which program is easier o undersends

b Why ix it easier o understand?

& Which program is writtén in a high-level
language?

3 Gave three advantages of writing 4 progeam in 4
high-level Fagreage eather than wsing a low-level
language.

4 Give three advantages of writing a program in @
Jow-leve] langmage rather than using & high-level
Tanguage.

5 Explain whar 3 compiler does and whar an
interpreter does. In yoar explanaton include a
description of the difterences between them.

& Chocse which type of translator yon would ose
1o develop a program written in a high-level
programmming language. Give three reasons 1o
suppart your choice.

Give two differences between a compiles and an

interpreter: 2
Cambridge IGCSE Computer Sendies 7010/0420
Paper 12 Q13 June 2012

his document is available free of charge on Q stUdocl

ngnloaded by thomas donnay (kunal.ucluhsoc@gmail.com)


https://www.studocu.com/en-gb?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=cambridge-igcse-computer-science

8 Security and ethics

i this chapter you il lesm abaut:

® kaeping data sate from acddental er makiceus damage.

# kaeping data safe from unaithonsed users

@ e of pasawonds, firwals, prosy servers, 551, TLS and encyption
'N*lpmﬁhvﬁ'msﬂp'ﬂ

-nmqmu-mun B

8.1 Introduction
Keeping data safe is extremely important for 3 aumber of reasons. 1 may be
personal dats that you want to keep within youar fanily or your close friends,
o commercial data, such as passwords and bank scconnt details, which need ro
be kept safe To protect voir maoney

Data can be corrupted ar deleted cither throngh accidental damage oe through
a malicious act. There are many ways to keep data safi and some of the methods
available will be covered in this chaprer.

Tbcn n akoa bt section o|| computer ethics since this is becoming an

p topic for d

8.2 Security and data integrity
Whether & user i working on an off-lne compurer or on @ compures coanecred
1o the internet, keeping data safe i very important,

Dara is threatened by malicious software, hackers or sccidental damage. This
section covers a number of different security risks and considers ways to overcome
ar mimmise them.

Each seourity risk, rogether with irs description, possble effects and risk
mitigation will be set out as ffows:
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8.2.1 Hacking

The sct of garing llegal
i { Wates e ot encrypten |
' makes the data it
l—l Hacking eletr or comipt e
= Thes con feamd A identity. = Finsyuals [sen Section
thatt or ssining poesonal £5 i
fn # = Lise o simng pemwveards.
+ Oata car b ekt and usar ide
rhangsd o romupted # e of ani-hacking
st
Figeu 8.2

Note the difference between CRACKING and HACKING,

Hacking is breakang into a computer system to steal personal dara withoue
the cwmer’s consent o knowledge (e4n to steal a password file),

Cracking is where someone edits 4 program source codde (ie. looks for 4 *back
deor’ in the software 5 that the code can be exploited or changed for 3 specific
purpase). This is tsualty done for a malicious purpose (e.g. legitimate soffware
could be altered by a cracker to perform a different task g, send 2 user to a
apecific website

Essenmially, hacking isn’t necessarily harmful whilst cracking is ALWAYS rorally
illegal and is potentially very damaging.

8.2.2 Viruses

Pragram ot proggorn coce tht |
G aplicateicngs et Wi

campling Fes, e cise the: { Hota: tackig u ik wor't

eompler
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8.2 Security and data integrity

8.2.3 Phishing

legitimate-tonking emait = |
scan i the redpiet dickicn |

P L b ot 10 3 faka

+ Thsan e e s i heg e b
dantity thift = radrectid 10 arothir
wetniie
Futs
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8.2.5 Wardriving
The act of locating and wsing
‘wieekisi LAt COnneCiors.
Wegaby; i oy requre: a lopiop
{or other portabls havica), &
warde=s retacrk. card and an

. — =
l—l—]w ki .—l ot

sl 0 sl s e acpsbiakons
Aner's inbernet trmal privecy [(WEP| encryprion
“tha wikess
e fies e moe fim) deice by hauny comples
» s poadibh 1 Pk intn piswat: baferm $a
el & uor's passweil st Tl 10 pravant
ani other peronal rictails ‘oitse usen fom gaining.
accen

Fagura 15
8.2.6 Spyware/key-logging software

» Gowrs the orignator * Une of anti-spywors softwars
B 3 keybosrd o the pbest el ook ot for chams
i oy hak their koybosrd. &

= The softaare is able o beng mortored
mtak g * Usrig 2 mowse 1o select:
toal cockis cata and ki ‘charactars bom: ;
charge a user'y detait et ] rather fhan typing them
i L Wik 3 o
e the k.
Fogure 1.7
8.3 Cookies

A COOKEE is 1 packet of informaticn sent by a web server to 2 web browser.
Cookies are generared cach time the user vists the webaite, A message i
frequently displived saying “cookics are required to access this site’ { or some
equivalent message). Every time a user visits the website, cookics will have
collected some key information about the wser. They are able to carry o
tracking and also maintain user preferences | for example, when a user

his document is available free of charge on stUdocl
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&4 Loss of data and dats corruption

o ovisic website, the coolies will have remembered the nser’s previous buying
hrabits and 3 message like this often follows; 'Castomers whe bought items in
your Recent History also bought: YYYY'),

Cackies aren't programs but are simply pieces of data. They can’t actually
perform amy eperations. They only allow the detection of web pages viewed by
a et o o partionlar website and store nser preferences, as described sbove

‘e information gathered by cookies forms an ARGRYMOUS USER PROFILE and

doesn't contain personal information (such as credie card numbers or paswords),
Because of the information they do collece, however, they are sbject to privacy
and securty concems,

8.4 Loss of data and data corruption
Secoon §.2 conmdered a number of secunty imues which could lead to loss
of data or the carruption of data.
This section covers the potential impact on data cased bys
# accidental mal-operation
® hardware malfunction
& software malfuncrion
om a computer system. In cach case:
® safeguards
o recovery metheds
o prevent the loss or comuption of dats are considered.

I | o
| patici i | L of s s e i b estict sccees 5
Hardhyare fult fasch 3s | -w‘g‘mm S

hon the hand | bt ke a0
= Lise o paraie systesns a5 bock-up harctwore:
T e
Sattware fol fe.0. teciigh # saftware fadt
Aol .-l'n-\.huu.emm
instabed on the seviem) | mkum
nu & L 8- cose ok s bt of e
shuitdown procaire o6 :
el ;u':nwmmmm-m
Figuia 18
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8.5 Firewalls and proxy servers

A FIREWALL can be cither software o hardware. It sits besween the user'’s
computer and an external network (e, the internet ) and filters information
in and out of the computer.

Lier's
6 oo Intoresit
comptar ikl
Figarn 8.0

Tasks carsied out by 1 firewall inchude:

® cxamining the ‘traffic’ between the user’s compurer (or internal network)
and a pubbic network (e, the internet)

# checlang whether incoming or outgoing data meets a green set of criteria

® if the data fails the criteria, the finewall will block the ‘wraffic’ and give the user
{or nevwoek manager) @ warning thar there may be a securiny Bsne

® dogging all incoming and outgoing ‘traffic’ to allow laner interrogation by the
user (or netwark manager)

@ criterin can be set to prevent access 1o certain undesirable sites; the firewall can
keep a list of all undesirable IP addresses

® helping to prevent vireses or hackers entering the user’s compurer (oe internal
neraork)

® warning the wser if some software on their system i trving to acoess an external
data source fe.g automatic software upgrade; the wser s given the option of
allowing it to go ahead or requesting that such access i denied.

The firewall can be o hardware interface which is located somewhere between
the computer (or intesnal netwock exeernal link) and the internet connection.
Tt e often referred o in this case as a carewar, Alrematively, the frewall can
be sofware installed on 2 compurer] in some cases, this is part of the operating
system.

However, there are certain circumstances where the firewall can't prevent

potential harmdul *traffic':

# it cannot prevent individuals, on insemal networks, wsing their own modems
to bypass the Grewall

w emploves mirconduct o carelessness cannot be controlled by frewalle
(for example, controd of passwosds or nse of accounts)

# users on stand-alone computers can chose to disable the firewall, leaving their
compuater open to harmful *traffic’ from the internet.

All of these issues requrire management control or personal controf (on @ Sngle
computer| toensare that the firewall is allowed 1o do s job effectively.
PROXY SERVEES act as an intermediary between the user and 2 web server:

W bitwsar Wiab brcwssr
ks e et forvarded
W Wb sy s
responsa is Tliared back fesponsa 10
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&8 Security protocals

Funetions of proxy servers inclade:

® allowing the interner *raffic” o be floered; they can block access to @ websine
iF necessary (similar vpe o reaction as a firewall)

® by using the feature known as a cacHE, they can speed np sccess to information
From a website; when the website is first visited, the bome page s stored on the
proxy server; when the uses nexe visits the website, it now goes thmugh the
proxy server cache instead, giving much faster access

L] ku:pmg the wser™s TP address secrer — this chearly improves securiny

® acting asa

8.6 Security protocols
We will now consder two forms of seenmity prosocols when using the internes

® Seciire Sockits Layer (SSL)
# Tramsport Layer Security (TLS).

SecunE Sockers Laves (S5L1) & & type of protocod (4 set of pules used by
compaIters tocommunicate with cach other across o nerwork), This allows dara
10 be sent and received securely over the internet,

When a wser logs onto a website, SSL encrypes the data — oaly the user's
computer and the web seever are able to make sense of what is being transmitted.
A user will oo i 851 5 being applied when they see hrrps or the amall padlock
b in the szams bar ar the top of the screen, So whar happens when a wser wants
10 access & secure website and receive and send dar to iz

| o i s e S |

t
| ]
1
T
‘
| 0 4 Laat's it Eecuis |
|
it T Haandsa |

! e ]
Fogura 11
Transeort Lares Secorrry (TLS) s sumilar ro S5L bat is o more recent seeurity
system. TLS is & foem of protocol thar ensures the seurity and privacy of dara.
between devices and nsers when communicating over the internet. It i essentially
designed to provide encryption, anthentication and data integrity in a more
effective way than its predecessor S5L.

When a website and client |user) communicans over the interner, TLS i
designed to prevent 4 third party hacking into this communication cansing
problems with data security.
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TLS is formed of o layers:

® record protocol: this part of the communicarion can be used with or withour
enervprion (it containg the dars being transferred over the interner)

# handshake protocol: this permits the website and the chent (user) 1o
authentcate each other and to make wse of encryption algomthms (a secore
session berween client and website is established ).

Only the most recent web browsers suppost both SSLoand TLS which & why the

older SSL s sl nsed in many cases. Bur what are the main differences berween

SSL and TLS since they both effectively do the same thing?

® It is possible ro exrend TLS by adding new authenticarion nwethods,

® TLS can make vae of sEssp0n cachmg which improves the overall performance
campared o SSL (see Section 8.6.1 |

# TLS separates the handshaking process from the record protocol (lyer) which
halds all the data,

8.6.1 Session caching

When opening 4 TLE sessbon, it requires 4 ot of compister time |doe mainly to
the comples encryprion keys being ased — see Secrion 8.7, The use of scaston
caching can avedd the need to utibse so much compater time for each connection.
TLS can exther establish 2 new session or attempt to sesume an existing session;
nsing the larmes can aderably boost spstem perfi .

8.7 Encryption
Encryption is used primarily 1o protect dats in case it as been hacked, Whilst
ENCrypLion wen'T prevent hacking, it takes the data meaningless unless the
recipient has the necessary decryption tools deseribed below.

There are tan tyvpes of encryption:

# symmetric
# asymmetric of pubbc key.

8.7.1 Symmetric encryption

SYMMETHIC ENCEYFTION i3 4 secrer key which can be 3 combination of charsrers,
Ifthis key is applied to 2 message, its content is changed which makes it
unreadable unless the recipient also has the decryprion key,

One key 15 needed to encrypt a message and another key s needed to decrypt
2 message:

It is obviously impormant thar the sender and recerver have the same encryption
and decryprion key, There is clearly a securiny risk here, since the sender has to
supply the key to the recipienr, This key could be intercepred by, for example,

a hacker which pats the security of the encrypted message at risk. This stuation
i referred to as the KRY DISTRISUTION PROELEM.

So the guestion is, beow can both sender and receiver have the required key
without sending it elecrromically in some way? The fllowing routine shows how
whis is done, Follow it theough, and you will see that both sender and reipg
end up with 2 key which is cHfectively seerct, but didn’t involve sending
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Encryption

&7
Table 8.1
Stags.

Sender PRocgant
1 Tre sender e an encrypls I_ it nd aba
Section 7.3 e vty
g a2 (i gt secret) -
T [Toui s ot X i put i 2 il skttt | Tha vl £ pus it e sana A gaithin
4 00 11 TTIMOD 1T
MOD e i ¥ (M e hen g a
numbet by 11 fmbar by 1)
(This g This ghrss:
F2IMOD 11} = 23 (MO 11} T4 IMO0 1) 01 MOD 1)
which e, the eslue; which giees the valie:
5 e A remandes 5 Il El
T [ramnon fepse fem
4.5 10 tha recisient 5.6 3) 40 the sander
] T it e [ 1Ko i oo it
tha now valls replaces T 11 o vk replaces
3 aco 11 5 MOD 1T
This gives: The gives
22 MO 1= 8 0400 11 SN 11)= 625 (00 11
which ghves the salue: wehich gives the value:
4. 0emanga 1) 5 4. 56 emaiedir 0]
Thus both sender and recipient end up with the same encivption and decryption
key of 9. This gives us the basis of how an enceyprion key can be generared,
-~
An:uvitys‘i
Lsa tho folkmang | h kth denrribod in Tabls &1 works:
& sereken uses fhe value x = 3 and recslver uses the valuey = 5
kII:widwlmllﬂ'nwdmx-'|‘nm‘ll‘l'.Inhwu)animm!hmy-ﬁ

Table 8.1 refers to an ENCEYPTION ALGORITHM. As we will see in Secrion 8.7.3,

meagages are put through an encryprion nlgmid\m o proiuce 3 message in
ypred foem, This algoritim uses an ¥ key 1o produce o message

which appears meaningless unless the same key i applied to ‘unlock! the

original message. The key is referred to 35 an encryption key or a decryption

key depending whether it is used ro encrypr the message o 1o decrypr the

e

The next section discusses the types of encryprion keys,

8.7.2 Asymmetric encryption

The risks surroanding symmettic encryption keys have alreacky been discussed. A
mare secure method is 0 use ASYMMETEIC or FUBLIC KEY encryption. A PRIVATE
smy andd & pubdic key are both needed:

® public key is made avsilable to everyhody

® private key is only known by the computer user,

Both types of key are needed o encrypt and decrypt messages. Imagine a user
om computer A wants o send a private message to 2 useron compater By how s
asymmetric encryption used?
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| Ui A apphias & ymomitric by b ncrypt the mesisgs l

1
f—
| 0 toth & sref §
'
| User e the memssge cver the intemet l

1

| User oyt the syrrmetrc ey by apelying ther cwn
it by

'
| ek by wner A |
bgzma s
The encryption keys are often generated by nsing 2 HASHING ALcosrmHse, This is
actually very different to an encryption algarithm. The hashing algoithm takes
a message or a key and translates it into @ string of characters usually shown in
hex notation (the length of the sting depends on the algorithm being nsed),
This essentially makes the message or key almost impossible wo read iFi is
somehow intercepted by, for example, 3 hacker. The same hashing algorithm has
1o be applicd at both ends (sender and receiver) for the message of key to be
understond.

Tin summary, the encryprion algorithm converts aessaes wsing an ncryprion
K\cy into ‘meaningbess” text; the same key bas 1o be wsed r<.den‘yp( the message.

e keys can, however, be intercepted which makes the encryption process less
secure, To overcome this problem, a hashing algorithm i applied to the message
or key, prodacing a string of characters which are virtially impossible to reak®
ifintercepred, This considerably increases the securiny of the whole process when
sending pessonal or sensitive data across, for example, the internet, The nse of
hashing and encryption is farther discussed in Section 8.7.4.

An example of a well-known hashing algerithm is MM which generates 2
128-hit string whenever 1 value is run through it. Foc exampile, the following
16-digit code:

1234 5678 D012 3456

wonld produce the fallowing valve when pur through the M4 hashing algorithm:
S4AFCTDDEAMIFSEAFR42TOCRADCAL SO

{Mote: this contains 32 hexadecimal digits {Le. 128 bits) — see Section
Strings which are 128 bits long give 3 % 105 possible combinations which

muakes them very seaere. Some newer systems se 256-bir strings which have

1 % 1077 possible combinations. Older systems emiploy strings which are only

56 Likes ins Bength, which gives them only 7 x 101¢ possibilities — this has become

relatrvely easy to break since modern computers are so fast at number crunching?
Rm it is clear that the larger the key size, the more secure the encry)

his document is available free of charge on stUdocl
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&7 Encryption

Activity 8.2
msmemmmamhbrwaudWShmMMmmmrs
(. bty hovenal orlifi -t comi,

Then ty vielous nuerbers, e serl messages fo see b he 125-bit code varies, Even
ing a few can have a i on tha it

IFG.. sis:

This - i
“This s anather exampls™ 2EAESS0EEEI0FDS 18366CE3S10TF2Y
Try cut a number of seamgles for yoursell.

8.7.3 Plain text and cypher text

Pram TEET (sometines written as a singhe word ‘plaintest’) is described as the text

or normal representation of data before it goes. dm@ an cn:n—pnnn algonthm,
CyrHER TEXT imes written as *cyph “1 15 the outpur

from an encrypting algorithn:

ey sigerth |—={ Copner vt |

Figure 8.03

8.7.4 Authentication
AUTHERTICATION i5 tsed 1o wniy thar dara comes from s trusted source, T works
with encrypticn to strengthen intemet security.

Exarnples inclisde:

s 2 nd puswrd s chackod nrsmnlk\nm-ma
e e o s
o i teried

[ b iy o 2 10 widure @

Higppiss whrs s A s 3 T b e B

. Tremeses Tl
it thiugh. numbat
aressage e P — g
aigoiten g &
T e by
1
The mesge
2 + hash e sant
':'anmmm.' e e
I The tesh &
o sa 1 the e
; = by Busng the
mezage i
Figarn 34
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asampks indudk.

* ingemprint scany
e s

e recognition fse Sacyon 5.2.1)

Vhcd feCOZPIicn (5ua Sation 5..7)

Faesgorpting sca
| hmof hDHP'!"B ore compared ageim vm

'mgx' T S e g
Imccuracy in 1 1n 500

Patina wcans

s
| hwmsdsn H!rmnulnhrbukdheqs itisa
uhing a perian 1o 8t
thﬂlh IﬂblSm\hwkmemnumm
| it serpascine dnce by s vt ound 4 ey
dupdicans the bluod wessel
Imccuracy b 1 in 10 mikion)

Figaro 834 cominiied

8.7.5 Denial of service attacks
A denial of service attack {[}08) is an attempt ot preventing users Fom accessing
part of a network, notably an internet server, This is nsually remporary but may
e a very dameaging act or a big breach of securiy. Tt doesn't just affecr nerworks;
an indmvidial can also be a target for such an attack.

The attacker may be able to prevent 3 user from:
» socessng their emails
® sccessing websites fweb pages
# accessing cmline services (such as hanking).

One method of amack is to flood the netwark with wseless wraffic, How does
this ease the problem?

When a user types in or chicks om a URL of a websire {using their web browser),
a request is sent to the intermet server which contains the website or web page.
Olbveausty, the server can oaly handle 3 finite mumber of requests, S i it beromes
ewerleaded by an artacker sending cut thowsands of requests, it won’t be able m
service the user’s legitimane requess. This is effectively a denial of service

Thit can happen to a user's email socount, for example, by an attacker sending
out many spam messages to their email account, Internet Service Pronviders (1S0s)
ony allow 2 speafic data quota for each user Consequently, if the attacker sends
ot very burge or many hundreds of emails to the user™s account, it will quickly
et choggred up and the wser won® be able to receive legitimate emails

An individoal user or a website can goard againes these stacks 1o some degres by:
® using an up-to-date mabware /virus checker
w serting up a firewall v restrict ceaffic to and from the intemer server or mer’s

camguet
w applying email filnees to manage or filter our unwanted traffic or spam emails

Signa that a wser can look out for to see if they are a victim of ane of these attacks
inchude

# slow network peetormance | {opening files or accessing certan websies|
his ot epie S Q studoct

® large amaunts of spam mail reaching the user's email account,
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aE Appiications

8.8 Applications
Online hanking and shopping are all at risk from many of the security isues
described eadier on.

W will pow consider some of the ways banks protect their customers from
online fiand, The fallowing notes are I eddition to safeguards sach as
encryption, S8L, virus scanners and many of the other ways described in the
earlier part of this chapter and refer to additional fearures yoo might see as
part of a bank's security system.

When a customer bogs on oo a banking website and carries our 3 tramsaction,
encryprion is nsed to protect the costomer’s personal dcm]s I-Iwe\\er. bianks
carry cut a number of orher p diires to give additi Mo all
ot the invethciels deweribed wiakd b tised by orie bunk. Heweres, the: wates give
same idea of the type of safeguards that might be encountered when a customer.
Rogs o Toca bank’s website,

1 Many banks use a 10- or 12-digit code unique to the customer:

Egura 345

2 You may then be asked to input three random nambers from a four-digee PIN
and for three charactees from & 10-character passwaord (this will vary fiom bank
o bank, of course

Prame enter the faollowing dagres from your i

gt
g
Mg

Fhaias intor 1 Follosing charmters fiomm your passeis d

¥
an
£

Figura 836

3 Some systens use a hand-held deviee into which the enstomer inserts their
«card. They will be asked to enter their PIN. The device will then generate an
eight-dight code which the customer types into the web page of the bank.
This eight-digit code {s generated from an internal chock and PIN. The bank's
server and the time are both synchronised with the hand-held device: the server
also stores the PN, The bank’s server will therefore know if the eight- d.ly
«code entered is correct. Bach eight-digit code s only valid for 2 few minutes
before it has to be redone.
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This gystem defiears ackers and spyware since the code will change every tme
the customer logs on to the bank's website.

Figpero 817
& Some banking systems nk the customer e koey i pearts ¢ -rrlmr s »cd using
ddrop-down boxes. Thasis ks _Each

aaf the requested :hmn:tl:n from khn: pawwurd are eneered | by selecting a character
fiocmy 2 drop-down menn using a mooss, ths eliminating the wse ofa keyboard,

H HODOER BARK

Ploasd arsr thi diwing charactirs Fom g paamwnd

[FE e [ ] [4% chawacter [WF]  [2 ot [W]

Figure 818

5 Once all these sages have been passed, some systems then ask for personal data,
il as:

s bt logged into the system on 15th Seprember 2015, Ts that correst!”

iour mobile phone aumber i 9777 111 2233, Is that correcs'

« What ix youir mother's maiden name!”

& Assuming the costomer successfully negotiates all of the security *hurdles!, they
will be sent T home page on the website. Onece you are there, it is impormnt
oo only use the bank’s navigarion tools rather than the ones at the rop of the
screen, Otherwise yoo will be logged our of the system, and you will need to
2o through all the eardier steps again.

8.9 Computer ethics
CoMPUTER ETHICS is 3 sct of prnciples set out to regulate the use of computers.
Three factors are comidered:

& INTELLECTUAL FROPERTY RIGHTS — this covers, for example, copying of software
without the permision of the owner

® PRIVACT 155UES — this covers, for example, hacking o any illegal access o
ansother person’s personal data

# effect of compurters on society — thes covers factors such as job bosses, social
impacts and 5o cn.

Use of the internet has led to an increase in plygiarion — this is when 1 person
takes another peruon's idea,/work and claims it as their cwn. Whilse it is g

his d fine o quun- mnsfarmpéw itis wscsﬁ:al Hgaﬂem *‘kmr;lcbx:gd studoc l
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&10 Frae software, freewsre and shareware

series of references ar the end of o document or fomnones on each page where 3
reference needs to be made, Software exists that can scan text und then book for
examples of plagiarism by searching web pages on the internet.

The ACM [Assaciation for Compiter Machinery) and 1EEE (Institute of
Electrical and Electronics Engineers | have published the following code of erhics:
1. 0 acvepe responsibility in making decisions consistent with the safety,
health and welfare of the public, and to dischose promprly the factoss.

thar might endanger the public or the environment;,

3. o avesd real or perceived conflicts of mterest whenever possible, and
o disclase them to affected parties when they do exist;

3. na be honest and realistic in sating claims or estimares based on
available dats;

4. o reject brabery in zll its forms;

w

L oo improve the und ding of techinol s appeopri
scatic, and potential

6. o maintain and impeove our technical competence and to undertake
rechnological tasks for others only i gualified by rraining or
expetience, or after full disclosure of pertinent [imataricons,

7. e seek, accept, and offer honest criticism of technical work,
0 acknowledge and correct ervors, and o credit properly the
contributions of athers;

8. w0 treat fairly all persons and to not engage 1n acts of dscrimination
based on race, religion, gendler, disability, age, national orgin, sexual
arientation, gender identity, or gender expression;

9. toavosd injuring others, their property, reputatzon, or employment by
false oo mabicions action;

. o pssist and ckers in their profes
and mo-support them in following this code of ethics,

Reproduced with kinit permizsion of the [EEEE

8.10 Free software, freeware and shareware

Apart from the asual il sofvare | such e spreadsl and word
processors) which are afl sold in shops foe o profic, there is 4 gmoap of soffware
which causes much confusion amenys many wsees. This group cansists of:

® free software

® frecware

® sharcware,

The final past of this chapter will explain the fundamental differences between
these types of software.
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8.10.1 Free software
Users have the freedom to run, copy, change oc adapt free software. Examples
include: F-spot {photograph manager), Scribus (DT and Abrword (word
procesn |

The originators of this type of soffwars stress this is based on ety and mor
prfee. This mseans that a user is guagsinteed the freedom o stady and modify the
software source code in any way to suit their requirements.

Basentially a user is allowed to do the following:

& run the software for any legal purpose they wish
# study the soarce code and modify it as necessary to meet their needs
® s the software (in either orginal oe modified foem) oo to friends, Baily
o colleagues.
A user of the software doest need 1o seek permission o do any of the above
actiane sinee it s’ protected by any copyright restticrions, However, it is
important to realise thar there are cortain rules that peed to be obeyed, The user
® cannot dd source code from another piece of software unless this is also
described as free software
# cannot produce software which cop iz software subject pyright laows
# cannot adapt the software in such 2 way that it infringes copyright kaws
provecting other software
® may not use the souree code o produce software which is desmed offensive by
third partics,

8.10.2 Freeware

FaEEwaRE is software 2 user can download from the internet free of charge. Onece
it has been downbosded, there are no fees associared with using the soffware
(examples include: Adobe, Skype or media players).

Unbike free software, freeware is subject to copyrght laws and asers are often
requested to tick a box to say they understand and agree to the terms and
conditioms governing the software. This basically meeans that 2 user is not allowed
o sty cor modify the source code in any way,

8.10.3 Shareware

In this case, wsers are allowed to try oot some seftware free of charge for a tral
peniod. At the end of the trial period, the suthor of the software will request

rhat you pay & fee ifvou like iv. Once the fee s paid, a oser & registesed with the
wriginator of the wftware and free updares and help are then provided, Very
often, the trial version of the sofoware is missing some of the fearares found in the
full veraon, and these don't become avaslable until the fee is paid.

Obwiousty, this type of softwans is filly proveced by copyright lsws and a nser
must make sure they don't use the soaree code n any of their own software.
Termissica needs to be obtained before this software is copied and given 1o
fiiends, family or colleagnes.

his document is available free of charge on Q stUdocl
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&10 Frae software, freewsre and shareware

Activity 8.3

A seftware company offers & suite of sharewars programs icontaining a spraadshest.
wird processor, ditahiase and dravirg packios)

\Whiat are the benefits o

® the campany

» the custones

of cHiaring software packnges & sharsware?

iMore; ethical Tssues are raised a8 electronic commnication continkes to grow,
Earlier in this chapter, issues such as hacking, viruses and other mahwase were
considered. All'oF these pot users ar risk when sing the internet or indeed any
electronic device which transemins and receives dars over a five link (22 mobije
phomes, tablets and other devices)

Many nsers are aware that coimpaters can undergo hacking or vieos attack (and
any.of the other security isues outlined earlier) but don't seein tro be aware that
devices such as mobile phones ane alsovulnerable to atrack by hackers and other
people intent on cousing harm to nsers of electronic devices. |
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9 Problem-solving and design

i this chapter you will leam abaut:
® computer systens and sub-gystems
o dow chskn
= stnuchuee disgrams

cmdmmmmm

9.1 Introduction

In order to build & computer syssem that perfoems 1 speciic task or solves 3 given
problem, the sk or problem has i be clearly defined, showing what is going 1o
e computed and how it 55 going to be computed. This chapter introduces the
tools and rechnigues thar are used 10 design 2 software solurion thar rogether
with the associared compurer hardwase will form o computer system,

9.1.1 What Is a computer system?

A COMPUTER SYSTEM 15 made up of software, data, hardware, communications and
ley each compurer spstem can be divided up inno a ser of sab-sysrems. Each

sub-system can be further divided into sub-systems and so on antil each sk

system just performs a single action.

Computer systems can be very lange or very small or any size in between; most
people interact with many different computer systems during their daily bife
without realising it, For example, when T wake up in the morniog 1 use an app on
iy sart phone foe my alarm, 1 then check the weather forecast on o comparer
efiare [ drve to work. The alanm program i a very small compuzer system;
when [ check the weather forecast | obtain infoemation from one of the langest
computer systems in the world,

Activity 2.1
Identify at lazs AT SyEITS use i your dady Ite, See i you can dacide

the size of pach system,

9.1.2 Tools and technigues

In order mo understand how a compurer system s buile up and how itwaorks, it is
alten divided ug into ssb-systems. This division can be shown using top-down
design to produce strocture diagrams thar demonstrate the modular constriction
af the system, Exch sub can be developed by a p a5 aube

o an existing libeary routine may be abready availabile Fw e, Hoaw each sib-routine
waoeky can be alown by vsang fowehars or peendocode,
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Top-down design
ToP-DOWK DESIGH i the breaking down of 2 computer system into 2 set of
sib-systems, then breaking each sub-gystem down into 8 set of smaller sab-sysrems,
until each sub-system just performs a single action. This is an ¢ffecrive way of
designing a computer systermn o provide a solation o a problem, since each part
of the problen is broken dewn into smaller meore mansgeable problems. The
process of breaking down into smaller sub-gystems is called ‘stepwase refinement”.
This structured apprasch works for the developiment of both large and small
vommpures systemis. When large comparer systems are being developed this means
that several programmers can wosk independently to develop and tess different
sub-gystems for the same system at the sme Hme. This reduces the development
and testing time.

Structure diagrams

Inn order to show top-down design i a diagrammatic form, structune diagrams
can be used. The SIRCCTURE DiaaRaM shows the design of 2 computer system in
a hierarchical way, with each level ghving s more detaibed breakdown of the system
into sub-systems.

Alarm app for a smart phone

Consider the alarm app computer system For a smirt phone. This could be
divided into three subsystems, setting the slarm, checking foe the alam tme,
sounding the alaem, Thess sob-systens conld then be further sub-divided,
the strucmire diagram makes the process clearer,

Chack tims | | Souredslam

| Sat aam |
= T Play sound for twa
[ s |[meme] [

Figroma 8,1 Stueture diagram fot dam app

| Check offsnooze. | | Beticdear alarm |

Activity 9.2

Break dosan the ‘chesck time” sub-system
from the smart phore alsm ape it further
i

Activity 9.3
Dratw @ structure chagrarm fer clsaning your
teuthy

his do
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o1 Introduction

Flowcharts
A FLOWCHART shows diagrammatically the steps required for 2 msk {sub-system)
and the order thar they are 1o be performed, These steps together with the
order are called an avcormsm. Floweharms are an effective way 1o communicare
the algorithm thae shows how a system or sub-system works. How to construct
flevecharts is covered in Chapter 10,

Have 3 look at a Bawchart for the checking-for-the-al sy

Pseudocode

PaEUDOCODE i  simple methiod of showing an algorithm, using English ke

woeds and marhemarical operatoes that are ser our o Jock ke o program.

How to write algorithins in presdocode & covered in Chaprer 10,
Have 1 look at the poeud fir the chicking-for-the-al, algorithm.

e 8.3 Fraucoonks for $a chandking Tor-thedan-Sin skacrithn

Library routines

A LIRRARY ROUTINE is 2 01 of programoming instructions for a given task thar is
already availabde fir vse, Tris pre-tested and wsaally performs a sk thar is
frequently required. For example, the task ‘get time” in the checking-for-the-
alarm-time algorithm would probably be readily available as 2 Hbrary routine.
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9 PROBLEM-SOLVING AND DESIGN

Suh routines

i a5t of for 4 given task that

ﬁ»rm;. i sub-systein, not the whole system, Sub-routines written in high-level
progrimming Bnguages are called ‘procedures” o
they are used. See Chapter 11 for forther detaiks,

funcrions depending on how

9.2 Algorithms

An ALGORITHM sets oar the steps to complete a given sk This is usally shown
as o flowcharr or preadocode. Anyone who smdies the Sowcharr or algerithm
should be able o work oot the puarpose of the task.

i )
(Activity 9.4
Ha\uahukl‘hﬁuwchmxid bl What is thy i tha
thay beth represant
What wauld bﬂulllmmf the numbers 7 and 18 wers input?

that

Figs 5,8 Feractairt

INEUT Husl, Musd
P Wual > Wz
THEN BRINT Wusl, *1u lnegest®
ELSE BHINT Mus, “iu largaut®
HATIE

\ Fajerm 8.5 Pranshocads

—

For mors .nm.-l’c redd tasks just inspecting the flowcharr or paendocode

his doctimentiis: availabierfree ot charge-gnsr i\ t d
sd approach s r:qu:rcd. This v\'E&mm th:igchu( test dafa and trace tables. a s u oc l
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23 Test data

Some rasks are required frequenty and there are smandard methods of
completing them, for example, taking the square root of a number or sorting a
list of names into alphabetical order. These standard solutions can be provided
by a high-level programming language as a standard fanction ar are,
for example, marhemarical fnction sach ax max or min, Libeary roarines are
ali available for standard methods such 35 sorting or searching.

9.3 Testdata

In order to determine whether 2 solution b working as it should, it needs.
10 be rested. Usually before a whole system is tested each sub-sysem

B testedd separitely.

AJgumimu zan be tested by 3 person working through them using any data
that is required and seeang what the result is; computer programs can be tested
by running them on 2 computer using any data that is required and seeing whas
resalt is ourpir. Tn ordes toresta solutien thosoughly it ey need oo be woeked
through several times with different sets of vest dara,

A SET 0F TEST DaTA 8 all the items of data required to work through a sobtion.
The set of test dats used in the activity above was 7 and 15,

Testing needs o be done to prove that the shution works correctly. In order
1o der this o set of test dara shoald be vsed rogether with the resulns) thar are
expecred froam that dats, The rype of test dars wsed o do this is called woRsar
DATA, this should be used 1o work through the solution to find the actual results]
and see if these are the same as the expected result]s).

For example, here is a set of normal test dm for an algorithm to record the

marks from 10 end-of- ot for & student and find
dmt avesage mark:

Mormal rest dara; 50, 50, 340, 50, 50, 50 50, 50, 50, 50
Expected resule 50

Activity 9.5
Frovkde snaiher set af vest data and its
expeciad resuli

Teaning alse nesds ro be done o prove thar the solution does nor give incarres
results. In order to do this, test data should be used that will be repected as the
walues are not suitable. This tvpe of test data is called ERRONBOUS or AENGRMAL
TEST Davs; it should be rejected by the solution.
For example erroncous,/abnarmal data for an algorithm ro resord the
ensarks from 10 end-of sons for 4 student and find
thispastan Rk eaal b

Erroncous/abnormal data: —12, eleven
Expecred resulos: these values shonld be rejected

Acr.lvity 9.6
Franvide some marne emmmw it
For this algeriihim and 1t sxpacted relts
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9 PROBLEM-SOLVING AND DESIGN

When ressing slgorithins with numerical valees, sometimes only a given range of
values should be allowed. For example, perventage marks should only be in the
range i} to 100, The algorithm should be tested with EXTREME Data, which, in
this case, e the langest and smallest marks that should be accepted. Extreme data
are the langest and smalless values thar normal dam can take.

Extreme data- (), 100
Expected resules: these valoes should be accepted

There is anather type of test data called BOUNDARY DATA; this & nsed to establish
where the lirgest and smallest values occur. For example, for percentage marks in
the range {f to 100, the algorithm should be tested with the following boandary
dara; at each bowndary two values are required, one valie B accepred and the
other value i rejected.

Boandary daza for 0 -1,

Expected results: 1 is rejected, 0 is sccepted

Activity 9.7
Prsicde bxundary data for the upper end of the mnge; assume that the perentage marks are
athways whede nuirbers

Activity 9.8
Tha and-afemn sxaminations are now marked cut of 20. Provide tha following:

a two sats of normal data and thair sxpectod resudes
dats

b and thar
© two sots of boundary data and their axpectad results.

9.4 Validation and verification

In arder for computer systems to cnly accept data mputs that ane reasonable and
aceurate, every iteim of data needs to be examined before it is accepred by the
system, Two different methods, with very similar sounding mames, are used, For
dara entry, vALIDWTION i perfiemed antomatically by che compuner system 1o
ensure that onby data s that i reasonable is accepted and VERIFICATION bs used to
check that the data does not change 2 it 15 being entered.

9.4.1 Validation

Validation & the auromared checking by a program thar dara s reasonable before
it s wecepted into a compater syseem. Different types of check may be used on
the same piece of data; for example an examination mark could be checked for
reasonableness by using & range check, 2 type check and 2 presence check, When
dara is validared by o computer system, if the data is rejected a4 message should be
earput explaining why the dara was sejected and another opportunity given
enter the data.
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o4 Vaiictation and verification

Cub
£ o i
» vt
Eharas
Tt ke
L
[

Figure $.6 Daa sy uimes messags
There are many different types of validation checks inchiding:
o range checks
o length checks
= Type checks
® charicter checks
® format checks
® presence checks
® check digirs

A gaNeE CHECK checks that ondy numbers within a specified range are sccepted.
For example percentage marks between 0 and 100 nelosive,
A LERGTH cHECK checks either:

® thar dara containg an exacr number of charactess, for example that a password
must be exacrly eaght characrerss in lengrh so thar passwords with seven or fewer
characters or nine or more characters would be rejecred

ar

® that the data entered is 2 reasonable number of characters, o example 2 family
matne conld be Berween twis and 30 charscress inclusive o thar names with one
elyaracter or 31 or more charseters would be rejecred

A Tyek cHEck checks that the daga corered is of a given data type, for example
number of brothers or dsters would be an integer {whiole numiber).

A CHARACTER CHECE checks thar when a string of characress is entered it does
not contain any invalid characters or symbols, for example a name wouold not
contain charcters such as %, and 3 telephone number would only contsin digits
or () and +.

A Forsar cHECE checks that the charscters entered confoem tooa pre-defined
panern, for example in Figare 9.6 the cuby number muast be in the form
CURD999.

A PRESENCE CHECK checks to ensure that some data has been entered and the
valuie has ot been left blank, for example an email addres must be given for an
online transaction,
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9 PROBLEM-SOLVING AND DESIGN

[

Serintn Lo dosgles attimpt

Sereen after login sttempt

Figpwem 8,7 Presenie chack emr messags
A cHECK DIGIT 1 the final dight included in 2 code; it 15 calenlated from all the
ather digits in the code. Check digits are used for barcodes, produet codes,
TInternational Szandard Book Numbers [ISEN) and Vehicle Identification
Mumbers (VIN},

Check digits are wsed o idennify ermors in dara entry coused by mis-teping
o mis-scanning a barcode. They can nsually detect the foflowing types of erfor:
® an incorsect digiv entered, for example 5327 entered instesd of 5307
® transposition errors whese two numbers have changed order, for example 5037

mszead of 5307
w omitted or extrea digits, for example 537 instead of 5307 or 53107 instead

of 5307
# phonetic errors, for example 13, thirteen, instead of 30, thirry,

N 97E.0.340-96:

R

Figrasa 8.8 158N 13 codi with chock Sgit

An examgle of s check digit caloulation is TSBMN 13, where the 13th digit of the
TSBN code is caloulated using the flowing algotithm,

1 Add all the odd sumbered digins rogether, excluding the check digit,

2 Add all the even numbered digits together and multply the result by 3,

3 Add the results from 1 and 2 together and divide by 10
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24 Vaiidation and verification

O digits.

§7T803409838 28

\V\ /// -

Bvwn dligity
Fogurn 5.8 1581

Ulsing the ISBN above @ 78 0 2 4 09 8 3 8 2 without its chieck digit:

1948+34048+8-36
23T +0+4+9+342)-75
3 (36 + 751,710 = 11 remuinder |
810 =1 =9 the check dig.

To check that an ISEN 13 digit code is correct a similar process is followed,

1 Add all the odd mumbered digits tngether, including the check digit.
2 Add all the even number of digits together and multiply the resul by 3.
3 Add the resulvs from 1 and 2 wgether and divide by 10

A The number is correct if the remainder s zeso,

Ulking the ISBN above 97 8 03409 8 3 82 9 with its check digie:
19+8+3+0+8+8+9=45
FHT+04+4+9+34=75

345 +781/10 = 12 renmindr 0
Bemainder is 0 therefore number is correct.

~
Activity 9.9
» Finditha chock digior
b A theso 8hk comact?
| STIETE 71500
I 9781234567897
~

Activity 910

 Find an IS84), then shew that its chack digi.is cormace,

 Warking in pars find twe 1SS each, <opy ana down with a transposition error and the ather
one coerectly, Swag your BEMS and see If you can find the oo with the erar,
® Look at 3 comect 158N, can you ik of an emor et this system wil not idendify and sxplain
waih an wxample whr i s the case?

Activity 9.11
Fir ut about the maduls 11 check digit calodaticn and haw 1 & e for VNG

[Ar.ﬂ\rity 9,12 _ )
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9 PROBLEM-SOLVING AND DESIGN

Activity 9.13

Whach vikdation checks coudd wou use for the following? You may decide that more than ane
validation check is required.

& Entaring a tsluphcrs rumbor,

B Erfleting a sident’s nane.

< Erileing a part ninibes in the foom X699, whene X must be 2 letie and 9 st b= 3 digh

9.4.2 Verification

Verification is checking char dara has been accorarely copied onto the compures
or transterred from one part of 3 compater system to another.
Verification methods include:

» double entry

® screen,fvismal check

» parity check

® checksiam,

For povwLe enTaY the dara is entered twice, sometimes by different operiton;
rhe compurer system comgrares both entries and ourpors an error message
requesting that the data i entered again if they are different,

Figrorn 9.8 Doubile sy

A SCREEN /VISUAL CHECK i 4 manial check completed by the nser whe i
entering the data. When the data entry &5 complete the data is displayed on
the screen and the user is asked to confirm that it is correct before contimuing.
The user either checks the dara on the screen againet a paper document tat i
breing wsed as an inpot foem or confierms from their own knowledge if the dara
i abour them.

Darity checks and checksums are discussed in Sections 2.3.1 and 2.2.3.
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LES Uising trace tables

9.5 Using trace tables

A thorough, stuctured approach s requived to find our the purpose of an
algorithm, which involves recosding and stadying the resalbts from each srep in the
algorithm. This will require the wse of test data and trace mbles.

Consider the algnrithm represented by the following Sowchart-

Fgarn $.41 Flowechart tn trace

A TRACE TABLE can be vsed 1o recond the mesults from each step in an algorithm;
it is used to record the value of an item (variable) cach time that it changes. This
manual exercise is called 3 DRE KUK, A trace table is set up with a column fior cach
wariable and a column for amy cutpur. For example

Table #.1 Trace table
[& B E; x Dutgut
[ [ 100

Test data is then nsed to dry run the flowehart and record the results on the
trace table

Test data: 9,7, 3, 12, 6,4, 15,2, 8,5
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Tubl 9.2 Complata trace tabia for fiowchart

iB € x Dutgest
1o 1on
o @
7 I
H 3
1, 12
O
&
W
2z
3
B
1 T L I

It can be seen from the outpat thae the algorithm selects the langest and the
smallest aumbers from a list of 10 positive pumbers, The saime trace table coald
have been wsed ifthe algorthm had been shown wsing peendocode,

Ae b

Heun

£ -

REEERT

T X
wraem
THEM B s X
BLSE TP & = '€
mom e -2

e Y

NI & = 10

orrr B, o

Figroma 8,12 Pt fof e sama goritten 1o s
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X Ientifing and correcting errar

ey

Activity 9.14

L the trace tabibe bakiw andd the Test data 4, 8, 19, 17,3, 10,6, 1, 13, 9 1o mcond a dry fun

of the peeudorods. :

“Table #.3 Trace tabhs i complets for e preutlocode:
[3 3 X [outpat

[ [ 100

9.6 Identifying and correcting errors

Activity 9.15
Lkaa traca fable and the test data 400, 530, 190, 170, 300, 110, 600, 150, 130, 300 0 meord
ancther cry run of the paudoads or flivehart.

Yerur completed trace table should look like this:

:U_iL
00 100

There bs an error as the smalless number has not been identified,

Activity 9.16
Lk traca fable and sama negative test data to record anather dry nn af th pseudocads ar
fiowrhart. What ammar have yau faund?
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The algorithm ooy works for numbers berween 0and 100; & betrer algosithn
could Jook fike this:

Fgresa 8,13 A& btter dgertfing

This algosichin is very similar and works for a mch langer range of nambers bag
it still does wor woek for every set of numberss. In order to do this the algoridm
needs to be rewritten to allow the largest and smallest numbers to be tested.
against numbers that appear in the list. Figure 914 shows this.
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a7 Froduding akyorithms

Figure 5,08 & rraich betier dgcathim

Change the prsudacnde so 1t warks for every st of numbsers ke the fowhart above

Activity 9.17 )

9.7 Producing algorithms
9.7.1 Stages in producing an algorithm

1 Make sure that the problem is clearly specified.

2 Break the problem down into sub-problems; ifit 35 comples, you may want to
consider writing an algosithm for each sub-problem. Most problems, even the
simiplest ones can be divided into:

» et ap

* input

* processing

* patpat of results.
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9 PROBLEM-SOLVING AND DESIGN

3 Diecide on how any data s to be obrained and stored, what 1= going to happen
to the dats and how any results are going to be displaved.

& Decide on how you are going o construet your algorithm, nsng o flosweharm
ar prendocode,

5 Comstruct your algorithm, making sure that it can be easly read and understood
by someone else. Thes involves setting it out clearhr and using meaningful
names for any data stores. The algorithma that you have Jooked ot so far in this
chapter were nor designed with readabilicy in mind becainse you needed o work
ot what the problem being solved was.

B Use several sets of rest data | normial, abnormal and boundary | and trace tables
to find any ermom:

7 If any ervars are found, repeat the process until you think thae yoar algorithm
works perfectly,

Hove a lock st 2 more readable flowchare showing the algonthm to select

the Largest and sallest mumbers from 3 Bsoof 10 numbers,

Higheot « Nusber
,m«, -
R

Coater + Counter + 1
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a7 Froducing akyerithms

9.7.2 The effectiveness of a solution

There are many different solatidns to the same problem, Tn order o consider
the effectiveness of a given solution ask the following questions.

1 Does the soluton work for all sees of datal

2 Does the solution have amy unnecessary processes that are never used?

3 Are any actions repeared more often than necessary?

& Can the sodurion be sinplified and still werk as well

Activity 9.18
Considot the fallowing akgaithen wition i pssdacods to chedk f 2 childis cld ancugh or tak
anough to gaan a par L i

OUTEUT "Blanss enter age of child lu yearet

THPTT Sige

OUTEUT *Floses sucer height of ohild in meczes?
INFUT Height

UTVUT "Pluass enter wsight of child in kilogree®
THIUT Waight

1P Bge == & THEN GUTEGT "OKY

IF Helght == 1 THEN GUTROT V0K

1P hge < 5 AMD Height < 1 THEN COTPUT ‘feu cannce cide*

Figurs .86 Pasdocodk to chack the heght and age ot a dhikd
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9 PROBLEM-SOLVING AND DESIGN

End-of-cha pter quest ions 7 'Igw E:Ihhv:h_lg o@}wii!lm "I““‘:;a:"%‘dl“:

3 ¥ . chiecks the sizes of a consignm parcels,

1 ::::“.ud describe the components of a computer G TRl e e 9 R

2 A compures system i o be developed o provide centEmEes.

a modulo 11 eheck dgir for numbers from four o
20 digirs in length, Provide o srucore diagram for
this compirter system.

3 A phone app is being developed to split the cost of
a restangant bill berween a given namber of people
Tt is being designed o work for up 1o 12 diners
and for bills from $10 w0 S504,

a What vahidation checks should be used for the
number of diners and the size of the bill?

b Provide two sets of nomal data and their
expected reslns.

& Provide some abnoemal ferronsous dara

d Identify the boundary data required and
the expected results.

4 Explain whar is meant by validation and verificarion

5 The fillosving data is o be entered onto an online
form
* name
= date of birth
® password
= phone number,

Far each frem state, with reasons, the validation
and venficatson checks that should be used.

& Usang ISEN 13:

a Find the check digin for ISBN 978034098352
b Are these ISBNs correct?

97BO521170653

STEDE96158085

Figura 837 Aowchart
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End-af.chapter questions

a Use this dara and the trace table todry run the
algoeithm.
15, 16,20, 17, 32, 10, 30, 35, 30, 15, 30, 28,
25,25, 20, 15, 40,20, 12,10
Table 8.5 Trace table t0 complebe.
Coustar [ Lusgth | Broachs [ Area

Dutgt

b Whart are the rules requised o socept a parcel?
© Comment on the effectiveness of the algosithm,
8 This algorithm written in preudocode adds up

10 positive numbers. Tt contains several errors.

Tounter - 1
BOR Coumbws 1 75 10
RERENT
FRINT 'Entar a powitive whole musbaz®
TRRT Wumbar
DRITL Bunker = 4
Totsl ~ Total + Councer
Coumtar o Counter + 1
ST Toral
HEET

Fegurs $.3 Prmurdocoae for slgonthm

2 Identify all the erroes in the dlgorithm.

b Comment on the effectivencss of the algosthm,

© Rewrire the algorithm o thar it is effective and
ermar free.

d Set up a trace table and some test dar to dry

rewritten abgorithm.

« Tdentify which irenis of your test data are

mormal, erromeons and extrease

# Srare two different vahidarion checks and give
an example of their use. Each example shoald

be different, 14]
Camivridge KPCSE Compuser Sendies T10/0420
Paper 12QP(b) Ture 2012

10 New softvrare is often developed using top-devn
{modular) desgn,
Give three benefits of using this method of
development. [3]
Cambridge IGCSE Campuser Sendses 100420
Paper 15 (2 Neveusber 2012
11 A program requires the user to type ina user [
which must be in the form:
XX999999.
where X stands fior any letter, and % sands for any
digit.
a Mame two possible validation checks that
could be applied to this wser 0. 121
b Name a validazion check that conld mot be
wased on this cocasion. Give a reason foe your

chaice. 121
Camiridge IGCSE Campuser Studics 7010/0420
Paper 13 QF Navensber 2012
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@ Pseudocode and flowcharts

I this ehapter you will leaen about

= the peeudacods far assignmant, usig —

® the paeudocode for contitiorsl statemints
IF .. THEN . ELSE .. ENDIF

WHILE - DO .
wmr«-nm ﬂmwlwﬂaumms
INEUT and OUTEUT
io.g. READ and CRINT)
# the paeudocccs for stardard acters
totaling (2.0 Sun ~ Sum + Nembar)
ounting (6. Count « Count &+ 1)
® th: stadand fowchast spmbols for the sbaw staterments, commarnds and structures. o

10.1 Introduction
Ulsing pseudocode is a clear and concise way to represent an algorithm. Data
itema to be processed by the algarithm are given meaningful names in the same
way that variables and constants are in a high-level programming language.
Pseudocode is not bound by the strict symmax rules of 4 programming lnguage.
Tr does wheat its mame savs; it pretends 1o be programiming code!

To ensnre that peudocode s easily undesstandable by others it is usefial o be
comsistent in the way that it is written. The psendocode in this book is written in
the followang way to help you understand the algorithms more easily:

 Conrier New font is used throughoat

# all keywords {words used to describe 4 specific action {e.g. IMEUT) are written
i capiral letrers

® all narnes given o dara irens and sob-rounines srart with a capiral lemer

w where conditional and loog starements are used, repeated or selected statements
are indented by twao spaces.

10.2 Assignment

Valies are assigned to an item fvariable using the — aperator: The variable on the left
of the — is assigned e vahue ofthe cxpression on the right. The expresion on the
might can be a single valie or several values combined with mathematical operatos,
Tl 1 Mt gt
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103 Conditional statements

Examples of paendocode asignments:

Coat « 10 Coat s the valoe 10

Price + Coat * 2 Price has the valoe 20

Tax + Price * 0.12 Tax has the value 2.4

EellingPrice = Price s+ Tax ZellingPrice has the value 22.4

Gender - "M" Gender has the value M

Chosen « Fales Chosen has the value False
Activity 10.1

have aftar the hanve bean compiiated?

s T
TotalPrice = Amount * 35

Discount - 0.2

FinalPrica = TotalPrica - TotaldPrice * Discount
Mama « "HikkiT

Masaaga - "Hellc" + Hama

10.3 Conditional statements
When different actions are performed by an algonthm according to the values of
the variobles, condittonal statements can be used to decide which action should
be taken.
Theee are two types of conditional starement as shown below with an example
of each.
# A condition that can be true or filse: TP _ THEN _. ELEE .. ENDIP, foc
example

[TF Age < 10
| THEN PRINT *chila®
| ELSE PRINT *Adult®

# A choice berween several different values: CASE — OF .. OTHERWISE ..
exampl

| e . pRInT rExcallants

| rB" : DRINT *Zood®

| ot . TRINT Swarage

| CTHERWISE DRINT "Inprovemant is noaded”
{mmcase

1031 IF .. THEN ... ELSE ... ENDIF
Foran IF condition the THEN path is followed if the condition s troe and the

ELEE path is Follewed if the condition is false, There may or may not be an ELEE
path. The end of the statement is shown by ENDIF.
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10 PSEUDOCODE AND FLOWCHARTS

A condition can be ser up in different ways:

» Using a Boolean varable that can have the value TRUE or FALSE (see
Section 11.4 for details of Boolean vaniables). For example

¥ Found
THEN FRINT "Your search was succossful
ELSE PRINT "¥our search was unsuccassful®
| EMmTF

# Ulsing comparison operators, 4 slmu-u m Tabée 10, 2 (‘-m\pan.wm are nudc
feom lef to righe, for example & = B means s & greaver than B Comparisons
can be smple or more complicated. For example

(T Tideight » 1) OR (Weldht = 20 R (hge » 5)) AND [Age < 701
THEN FRINT "¥ou can ride?
ELSE BRINT *Too emall, toe young or oo old®

| ENDIF

Taliks $02 Ciomgarkon opasios
[ Oparater Comgpuarison
= atst o
iz luss than

- wpidd

3= creats e of squal
= lexs than or aqual
= not equal

L o

AHE ath

il sihes
05)_7 ol

The algorithm below checks ifa percentage mark isvabid and o pass or a fl. This
miakes use of two TF staterents. The second TF statensent is part of the ELSE
path of the fiest IF stavement, This is calbed a nesred  IF.

INFUT FurcentageMack
IF EercencageMsrk « § OF Bercentagesark = 100
THEM FRINT *Irvalid Mark®

e | The percentage mark must be-
IF FurcantageMack = 4% althar fes fan v or

THEN PRINT *Paue®

FLEE FRINT “Fail® (s b0 rested IF stsberenttshown

BHGIF thﬂuueu{am
‘o incleriation. The percentage mask
oy .m»nmdummnwmnz
R L T ey
Figmen 10,1

£, 5
Activity 10.2
chnrmmmwmham&kmo and 2Dadapassmw;sn

studoct
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Tog Loop structures

10.3.2 CASE ... OF ... OTHERWISE ... ENDCASE
Far 1 CASE condition the value of the variable decides the path 1o be mken.
Several values are usually specificd. OTHERWIEE is the path taken for all ather
walues, The end of the starement ie shown by ERDCASE.

The algosithm below specifics what happens if the valoe of Chodes 51,2,3
or 4.

|cass Chalce OF

?
1

. Answer = Munl -

4

Anmwar - Hunl
o’mrmurxsx PRINT 'Please enter a valid choice”
| EnnCAgE

Activity 10.3

Lsaa
and an amar atheraise.

1y tha day o the wodk if the varabla BAY has the wlus 1107

10.4 Loop structures
When some dctions performed as part of an algorithm need repesting, this is
called fiteration’. Loop structures are used to perform the iteration.

There are three different types of loop structure:

rator
& set number of FOE _ TO . HEXT
& epeifnn, Wi he e o repests £ | BREAT _ GNEEL
et krann, that b

b T gt e i et
Tt Ko, That may feves.

Tabla 10.3

All types of loaps can perform the samie task, for example printing 10 stars.

POR Counter + 1 TO 10

PRINT *+*

HEXT
Counter « 4
REFBAT

PRINT "+%

Countat « Counter + 1
UNTIL Counter > 10
Counter « 4
WHILE ownter < 19 DO

PRINT ™

ooum.er - Counter + 1
ENDWHILE

The FOR .. TO _ NEXT inoputhcmnncﬁimmb‘nrdmtypcol‘usk
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16 PSEUDOCODE AND FLOWCHARTS

10.4.1 FOR... TO ... NEXT

A variable is set up with & start value and an end value and then incremented in
steps of one until the end value bs reached and the iteration finishes. The vadable
can b weed within the Joop so long 3 its valoe i not changed, This type of loop
s very wsefl for reading valses into fists,

Dottt starts at 3
| amt fnishes it 10

BOH Counter o 1 T0 18 e
FRINT *Gntar Bame oF Studsnt®

! rray e Chapter ﬂlmsxmmmu m|
| o Studenciame 101 have dota g

Input Studestbans [ommter] ——
nmr

Figresi 102
10.4.2 REPEAT ... UNTIL

This loop strocture i wed when the mmber of nepetitions fiterathons s not
Enown and the actions are repeated TNTIL a given condition becomes true,
The actions in thes Joop are always completed at least once.

Lt  Tatal and mark e
Matk « 0 | tadsad t 2ar0
BEFEAT o -

PEINT *Entar value for mark -1 oo Tinisk

tnput Hark e
Allnast one
UNTIL Mark = -1 ‘mark & arvisiad,
Figmem 0.3

10.4.3 WHILE ... DO ... ENDWHILE

This loog scrucure is used when the number of reperitions fiterations is not
koo and the actions are only repeated WHILE a given condition is rroe. 7
the WHILE condition is unrmie when the loog is first entered then the actiong
in the boop are never performed.

Total o =" Toral Intatied 1 200, |

PRINT “Encer valu for ik <1 ta Finden

Input Mark

BHILE Hazk «s -1 Dy =
Takal - Teral + Mack

{ Condiion tmted |

a8 start al ocp.
ERINT “Hncer value for mark, -1 te Finioh®
Trput wazk

ERIRHILE

Figparn 104
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105 input and sutput statomenty

Activity 10.4

Wit pseudkcadi o ngat 10 pasitive numbers and find the total and the aw

B Wit pseiico<ade to Inget positue numbers, — |mlﬂ6h.il‘dﬁm”mmdﬂ|em
« Explain why you chose the loop stuctues for sach task,

10.5 Input and output statements
THPUT and OUTEUT are used for the enmry of data and display of informarion.
Sometimes READ can be wied instead of INPUT; this is usually nsed for reading
from Bles, which is not covered in this textbook. Frequently BRINT i used
instead of OUTEPUT,

INBUT is wsed for data entry. Tt is wsnally followed by a variable where the data
input is stored, for example:

oupu'r,.rpp.rm' s used to display mformation either o 3 screen or printed on
paper. It is ussally followed by 2 single value that is a string or a variable oc a list
af valnes separaned by comimas, for example:

{BRINT Hana 1
| BRINT "Your name 1g¥ Hame |
{OUTRUT Mamel, Namez, Naned i

10.6 Standard actions

The ability to repeat actions is very important in the design of algarithms. When
an algorithm is ruened inroa program the same set of actions may be repeared
many theasands of times, for example, keeping 3 running rosal of the value of
gonds sold in aaupermntk:(

{Funnis

Keeping a count of the anmber of times an action is performed 15 another
ataidard action, for example;

Coanting is also ased o count down ontil @ certain value & reached, for example
the number of items in stock in 2 supermarket:

[ MumberInstock « Mumberinstock - 1 |

10.7 Examples of algorithms in pseudocode

Example 1

Tickets are sold for a concert ar 20 cach. If 10 tickets are bought then the
disconnt i 10%; if 20 tickets are bought the discount i 20%. No mare than
25 tickets can be boaght in a single transction.
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10 PSEUDOCODE AND FLOWCHARTS

& Use prendocode to write an algoethm o coloslate the cost of birving 3 grven
mumber of tickets.
b Explain how vou would test yoar algorithm
3
e
PRINT *How many tickets would you like to buy?t
THPUT HumbarofTicksts
TNTIL > 0 AND < 26
I¥ HumbarofTickets = 10
THEN Discount = O
2R
1F HunbarofTickate « 20
THEN Discount = 0.1
ELSE Disccunt = 0.3
ENDIF
ENOIF
{Cost » HumbertETickats * 10 * [1 - Discount)
PRINT *Your tickats cost®, Cost

& Womlel wse test dara with values of
1, 26 Expected result rejecred
1,25 Expected resalts 20, 400
910 Expected results 180, 180
19,30 Expected ressilts 342, 320

Activity 10.5

Far the tist data ghen in Exsple 1, jdentily the tpe of st
it used and sugest some moe test dita

Example 2

A school with 600 students wants to preduce some informatson from the results of the
fousr stancard teste it Maths, Science, English and TT. Each test is out of 100 marks.
The informaticn output shoald be the highest, lowest and average mark for each
test and the highest, kowest and average mark overall. All the marks need to be input.

a Use pretdncode mo wrire an algosithm m mmplrk this Tk,
& Explain how you would test your algorit
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or Examples of alporithm In pseudocode

overa:lll.cment - .m

OverallTctal = 0

FOR Tast » 1 TO 4
EubjactBighast ~ ©
Bubjactlowast ~ 100
EubjactTotal = 0
CASE Tast OF

1 : BubjectMame ~ "Maths®
2 ¢ SubjectBame - "Sciance”
3 : SubjectMama - "Englichr
4 : SubjectNams = "IT"
COTHERWIEE
ENDCRASE
FOR StudantMumber - 1 TO £00
REPEAT
PRINT "Entar Student”, StudantBumb<r,*'s mark for®,
EubjactBama
IHFUT Mark

UNTIL Mark < 101 AND Mark = -1
IF Mark < Overallloweet THEN OverallLowest « Matrk
IF Mark < fubjectlowest THEN Subjectlowest « Mark
IF Mark » OverallHigheat THEN OverallHigheat + Mark
IF Mark = SubjectHlghest THEN subjectHigheet - Mark
OverallTotal « OverallTotal + Mark
SubjectTotal - SubjectTotal + Mark

HEXT

SubjectAverage « SubjectTotal/eon

PRINT SubdectRame

ERINT “Avermge Ia% SubjectAverage

PRINT “Higheat Mark 18*, SubjectHighest

ERINT “Lowest Mark 1, SubjectLowest

MEXT

Overalliverage « CverallTotal/2400

PRINT “Overall Average la", Overallhverage

PRINT "Ovarall Higheat Mark ie", OverallBighast

PRINT "ovarall Lowsst Matk i, cvaralllowsst

I For the algorithm 1o be tetad hydry eunniig, it woold be 3 good ides o

reduce the number of students to 5 and the number of subjects to 2.

-
Activity 10.6

= ity the charges you woukd need to make to the akgarithm far Exampl 2 ta rducs the
murmbser af studants 1o 5 and the number of subjects 1 2. )

I idonitify tha test data neaded to 16t Exampla 2 with tha meduced numbar of studants and

subjects.
& With the set of dafa youl haee chosen, set up and complete 3 frace tebie so that fou G
\ e actual ressfs chy run the sceithen
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UVDOCODE AND FLOWCHARTS

10.8 Standard flowchart symbols

Flowcharts are drawn using standard symbols.

10.8.1 Begin/End

Teeminator symbobs are wsed ar the beginning and end of each fiowcharr

Figgwmm 10,4 Termmaior symbak
10.8.2 Process

Process symbols are used to show when values are assigned to an item /vasiable
ke an assignment in pseadocode.

g 10 Process symbel
10.8.3 Input/Output

Input/Ohutput symbols are used show mput of data and output of mformation.

Fgems 10.7 brputiOuput symbeal
10.8.4 Decision

Drecision symbaols are wsed ro decide which action is 1o be raken wexr: These can
be nsed for selection and repetition /iteration;

r.,—!n.cumm‘c,mw
10.8.5 Flow lines

Flow fines are used 1o show the discetion of Bow which is uenally, bur nor always,
pop o bottom and left 1o right

Fgrorw 10.8 Flow e
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1o.8 Standard flowchart spmbols

Example 1 (continued)

Tickets are sold for a concert ar $20 each, if 10 tickets are bought then the
isconmt is 1%, 37 20 tickers are bought the discount i 200, No mvore than
25 tickers can be boaght in a single transwction

© Draw & floswcharr fiw the algosithm to caleulare the cost of boying 1 given
number of tickers,

Butput "Row mny Elckeea
would you like te bu

[ Varizbls rame tet nurstior |
it tkats s 1 and cksecant
&m0 that the tae can it

| i th Neawehiart besss.

Dutput "Your tickets

Figura 10,18 Plsnschirt for Exangis |

Activity 10.7
Draws a Rarwchert for the algerithm civen in

Exaimpie 2.
Chaese the method yeu Think i the desrest
way ¥ show s akgenthm and esplain why
itis the clearst
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10 PSEUDOCODE AND FLOWCHARTS

End-of-chapter questions
1 Show two ways of seleeting different actions wing
e
2 You have been atked to write the pscudocods 1o
choose the correct poutine from the menu shown
below.
a Decide which type of conditional statensent you
are going ko s
b Explain your choice.
© Wiite the pendocode.
d Seleet your test data and explain why oo chose
cach vakue,

Menii
1 Set up e Account
2 Mk chianges i an Existreg Accourt
3 Chase an Accourt
A View My Orihes
5 Pacs a Mow Order
6 Al Eisbreg Cvden
o Bt
Figure 1071

H Help

3 Show three ways a loop o sdd up five numbers and
print out the total can be st up using pseadocode,
Explain which loop is the most efficient 1 use.

4 A sweet shop sells 500 different sorts of sweets.
Each sort of sweet is identified by a unique four-
digit code. All ywoets that start with a one (1) are
chocolanes, all sweets that starr with & rwo (2) are
woffees, all sweets that start with a three (3) are
fellics and all oeher sweets are miscellanecus and
can start with any other digit except zero,

a Write an algoathm, using o Bowcharr, which
puts the for-digit code for all 500 iems and
ontpsts the number of chocolates, toffees and
jellics,

b Explain how you would tes your flowchart,

© Decide the test data to use and complete a trace
table showing a dey Fun of your floweharr,

5 The tes in an apartrment must be kepr
between T8°C and 20°C. 17 the temperatire reaches
22°C then the fan s switched on; if the temperature
reaches 16°C then the heater i switched on,
otherwise the fin and the heaters are switched off.
The folbowing Library rootines arc available:
® GetTemperatire
= FanOn
= Fan(Hf
= HearerOn
® HeaterOf
White an algorithm, using pecudocode or a
flowshart, o keep the temperature at the righe level,

& Draniel fives in Traly and travels m Mexico, India
and New Zealand. The rime differences arc:

Country Haurs Minutes
Waxn 1 @
Iodia + )
Fiew Zealend 1 a

Tubite L4

Thass, if it is 10:15 in Traly it will be 14:45 in Indsa,
a Write an algorithm, wsing pseudocodes or
otverwise, whicl:
« inputs the name of the conntry
« inputs the e in Traly in hours (H) and
mminutes (M)
® calculates the Hme in the country input usng
the data from the mble
* outputs the country and the time in hoars
and mimites, 4]
b Describe, with examples, two scts of test data
vou wontld e 1o test your algorithm 1]
Cambridge IGCSE Computer Studies 7i110/0420
Paper 11 17 fune 2001

7 A school is deing a check on the heights and weights

of all its stodents, The school has 1000 students,
Write an algorithm, asing psendacods or a
Bowchare, which
« inputs the heht and weight of all 1000 students
* outpats the average {mean ) height and weight
= includes any necessary ermor traps for the input
of height and weighr. 151
Cambridge IGCSE Campurer Stwdies 7010/0420
Paper 11 Q17 Nevembir 2000
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End-ofchapter questians

B A small café sells five nypes of item:
(.50 dollars

* bun

* coffee 1.20 dolters

® cake 1.50 dollars

= sandwich 2.10 dollars
= dessert 4.00 dollars

Write an slgosithm, using pseudocode ora

program fowehart only, which

*® inputs every item sold dureng the day

® pses an item called *end” oo finish the day™s inpar

ks up the daily amount taken for each type of

item

nutputs the toed mkings (for ol items added

together) at the end of the day

aurpurs the rype of item thar had the higheso

rakings at the end of the day. (L]
Cambridgs IGCSE Compater Studies 7010,/0420

Paer 13 010 Noveaber 3012

9 5000 pumbers are being inpor which shoukd have
cither one digit |e.g. 51, two digits (.. 36), three
digits {e.g. 149) or foar digits (c.g. 8567).

Write an algorithm, using psendocode or 3
Rowehare only, which
= inpurts 5000 numbers
* cutputs how many numbers had one digie,
b diggies, three digits and four digits
+ outputs the percentage of numbers which were
oumside the range. 16]
Cambridge IGOSE Caneputer Srwdis FRIQAM20
Paper 13 (115 Navowber 2013
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1) Programming concepts

{1 hs hiapier you will leeen about

® programeTing

- dedaralion and wse of.
* varlabing
» canstarty

g
=« use of predefined procedurasfunclions, S

11.1 Introduction

Chiaprers D and 10 have enabled you 1o develop your comparational thinking
by writing algorithims to peeform varioos tasks, This chaprer will show von how
oy put your computational thinking to the oltmate test by wiiting computer
progams o perfarm tasks,

So far oo have rested your algoritms by dry rannieg. Onee you lave wiitten a
o for your algorithm, and when there are no smmax ernons (see Section 7.4,1),
o should then wse a comguares to nuin the program to complete the task you have
specificd. The computer will pesform the task exactly as you have written it you
may need to make some changes before it works exactly a5 you intend it to.

11.2 Programming

T Chaprer 7 you leamnt thar progeams coald be wiimen i high- or ow-level
Eanguages then translated and run, This chapter will introdoce you to the
programming concepts requined for practical use of a high-level language.

There are many high-level progeamining laguages mo choose from. For
Cambridge IGCSE Computer Science any high-level programming langosge may
be used, however ifyou plan to contines vour stadies with A Level Compater
Science then ane of Visual Basic, Pascal /Delphi o Python is recommuended.

Many programming knguages are Fee o download and use. This chapter
shows the use of programming 4nd should be used in conjunction with learning
the syitax oF an appropsiare progeamming Lo,

TPrograms developed i this chapree will be Blastrated using the following freely
availabe languages:

= Serarch a good basic introduction 1o programming foe beginmers that is freely
available From MIT. Scratch makes programming easy and fan o learn as it uses
visual building blocks. It 15 wseful as.an introduction.

= favaSeripn: a scipring langaage thar works in any browser, o downlos,

needed, !au\np( u\w‘\s with the HTML [ see \ccmm 1L62)
s o bisree oicnareeon - Gl STUAOCL

rapid program development and readable code.
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nz Programming

The tradit i ing 10 any laguage is ro display the
wonds ‘Hello “qri:l'on a cumpulu sereen, The programs lack very different:
frine (*ualls Warld=) | ML
<smans
STrTEs malle Werld

«TrTiEs

SCKIPT LANEGE - =dEusScriptts
Socmmne.writs (‘Hella Worldt)

< FBmERT

+ /EEAD
e
«fmooYs
ot
Soraleh Pythan JavaSerign
Wi 11,1 Pragrare to gy
Activity 11.1
Have & look a1 al three programs and decice which prograrn is the sasiest ta understand,
Scratch and Python work in thear own 1 4 Develop Es
(1DEs).

o 1
- Bap 10 FILI, LAGEMIAR) (W2 w_LdE0 ) Bdx 1= -

| Swerlied® an Thirmienil® fon e Iafuimiin.
AESTART

B 115 Sratch prograrm muinning
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11 PROGRAMMING CONCEPTS

Figrasa 1.4 5aratch DE

TavaScript waorks in s browser,
T |
ik Woekd J

Figresi 115 LiaSirtt ke in 3 bieweas

| & 8 smvcncos e (W o BB & n|

Activity 11.2
In the high-lewsd progranmmieg Linguage that your school has chosen to use, wiite and run ur
ooy priograen) that displays the waids Helko Computes Scieists’

his document is available free of charge on Q stUdocl
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3 Dwclaration and use of varialies and constants

11.3 Declaration and use of variables and constants
A VARIARLE i3 2 computey prograim is a named dara swore thar comaing 2 vafue

thar may change during the execution of the program. In order o make programs
undenstandable to others, variables shoald be giver meaningful names.

A CONSTANT in a computer program is o named data store that contans 2 value
that does ot changre during the excoution of the progrm. In order to make
programs understandabls o others, comstants should be given nseaningfiol names.

Mo all programming hnguages explicitly differenriare between constants and
variables but progrmeers should be clear which data stores can be changed and
which cannot be changed. There are several ways of doing this, for example:

& use of capital letters: BI - 3.142
» meaningful names that begin with Const:  ConstPi = 3,142

It is consdered good practice to declare at the start of a program the conssants
and variables to be used in that program. Declarations are expected in programs
wiitten for the tasks specified in the IGCSE Computer Scsence pre-release
material (see Section 1.2.3)

Fegure 11,6 Varioble and comtant dedarations in Soratch

war Plratiur, Sacoodiaes) Flrat@ar = 30
- = .30 T
sonat ConatPirat = 590, BecondComat = 100, kﬂ:mg £ L e o
- S = ane dechared in Python by
- Firatvar, Constarits faed b b Skt e Ul emigring suhues.
ar Gaccadier; aasigied Fair vaiuis wha | || or
e R Flrat¥ar, desondvar = 90, $0
conat ComstPirse - 50, o i ki o )
R TS T .l o EonatFiras, Constdecond = 500,100

Fogguina 11,7 Wariabsha and comtant dedarations In Lataipt Figurs11.8 How to dedars varisbies and comtants i Pricn
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11 PROGRAMMING CONCEPTS

Activity 11.3
In the high-knval programemng language that waur school has chasen fo uss, dedam the
wariablos and cormtants you would usa i an slgorithm 1o find the valuma of a cyindar.

11.4 Basic data types
In order for 3 computer system to process and store data effectively, different
kinds of dary are formally given different tvpes. This enables:

# data to be stored in an appropriate way, for example, as numbers or characters

® data 1o be manipalated effeetively, for example numbers with mathermatical
aperatos and charactess with concarenation

® automatic validation in some cases,

Integer
An INTEGER is  positive or negative whobe number thar can be used with
mathemarical operaross,

Beal
A REAL NUMBER is 0 positive or negative number with 2 fractional part. Real
numbers can be nsed with mathemarical operators,
Mot all programming langesges distinguish berween real numbers and integes.
TavaSeripr makes no distinerion; Python docs with the use of buile-in fanetons.
FirstInteger = int(25) sefs np an integer variable with the value of
n

B
PirstBeal = float{28} sets up a real vanable with the value of
250 in Python
Char
A variable or constant of type CHAR is o single character.
var Gender - 'B* JavaSeript

Gender = "F' orGender = "F" Python

String
A variable or constant of type STRING 5 several characters in length, Strings vary
in Jength and may even have no characters: an empry string. The characters can be
Jetters and for digits and for any other printable symbol, For example;

Var TelephoneNumber = "44121654331° JavaScript

Var FirotMame - 'Emma’' JavaSeript
Var UnBepeatable - '@!ageadf!’ JavaSeript
Telephonelumber = '44121654331° Python
FiratName = 'Emma‘ Pythen
UnRepeatable = @l ke@ai] " Pythen

Activity 11.4

I tha highrlened programmiing lansgaags that yaur schoel has dhasen 1o Lss, writs ard run
yaur cwn program that digalays the wardhs Helk <Yourameo, Lk a string vanable 1o
Toarfane,

studoct
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trs Mow to make your program work

Boolean

A BooLEAN variable can have only two values: TRUE or FALSE.
Var AgeSver2l = true JavaSerpe
AgeCver2l = true Tythan

e
Activity 11.5

A the szt of 3 program 1o store same persenal Information g reed to 56t up verlsblies to.
store the Tollowing data:

» name

= akdress

@ gender

® overfunder 18 peoes of age

# colour af hair

® shaa szs

# wight in kilagrams.

You slse nead t0 51 up canstants for male ard famale.
& Select eaninglul variabh Tyazs for yeur
b b the high-bevel that your
youre h hava uzad
constonts.

| Mk 3um that you can ivput nw values and salect sitabfa tast ceta for your program

hasen o use, weits and run

11.5 How to make your program work
Programs work by ically following one i iom adker ancther in
sequence. Look at the following examples.

EE

Firathunber = int {0}
SeconoNumber = 1nt (1)

Sum = ime (0}

Fizwthlusbe: = int (impus(
Sercnsiusber = iac (tryucl
Sum = FirscHusber ¢ Secondifabes
Print (*Ine sun eguals 7, Sam)

length | 46 nes 1§ Lail Colfal Sehad

e .

Figurs 199 Bytten pregram

Fgura 11,18 Pyfon program rumning
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11 PROGRAMMING CONCEPTS

s — + D
Be 4 et few Frmet Laguep Sefirgs Mam Ren w3 Puges fedow
e N A s IR e e =

T HeEnes
i 1

SELTLE Hemanoe

e

[CHENIPT LANCASE = SwSsrips

e oo am L47 Calid Said Detithwees 1NS 2
s e
Figrors 1111 IanuiSerpd program

BB -2 & b Sy k-G-GO 0
The sum equals 25

Fgerm 11,12 lvafcript progeam running
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s Mow to make your program work

Sommmuﬂumxnmumnwbecbewdwﬂldepmd nponwhlthualmd'y
happencd before and a selection has F ples.

i
Desnd Miele Pz 91

EIAED ["YLINI mIn mmmes 8 LIgERl *, FLESCHGEDEE)

FBIABD (“fecosd Wholy Mamkes Gn Lurgess ¥, Besoodimber)

Figrure 1113 Pyt program showving sckction

21 5T v.3800 33 Bes (2 =]

SerpyrigeET, SersSinse se "Liksse(|t Pas mese LARSSmatiss,
BERTART

Eazer Fizan wie Maminry 7
Towr Tmrena Whele

Tixar Wresia Waaber 1n Taronsh 7
we

Fegura 11,14 Python selection program nunring

4i | Firacstooer - parselsc |Firatstmer) o
it |aecanommmer = parstint ‘casnomamacery |
LT (PATACEUME: ¥ 3st0ncMMmEn)

ﬂ“vmdusil bn-3 Corid Sal:f Cemiieean AKSL it

Fogura 19,15 Javalorip sadiction program
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i 2|
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a0 ==

= 2] CAUsert Heber!\Deskts O + & || 5 Sequence x|
% C';»glt v A Sesrch - | Moreds  Signin 9 -
[ B~ B - W o- B~ ey Tk~ @- @00
Second Whole Number is largest 56

st 11,16 LinaScrigt sabiction B 1unireg
Sometinmes instructions need to be repeated several times go a final resole can
be obesined, this often invohes the og of otalling and counting. Look at the
foflovaing examples,

Figress 11,17 Python rapatifc pao gram

his document is available free of charge on Q stUdOCl

D@vnloaded by thomas donnay (kunal.ucluhsoc@gmail.com)


https://www.studocu.com/en-gb?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=cambridge-igcse-computer-science

s How to make pour progrim work

I3 148 {M3C v.3000 3% Bic (IR 2

TyEw ccoprraghtt, Porssloe oe licemaw||% fozomezs lnformacies
P sEsTRET

e
fmcer o Wole Nanber:
E=tar a Maoie

Excer a Waoie Wanber:
Eoter « Manie Wember:
Tocer a Ginle Wanber:
Som ot fivs usbers fa 4D
|

Leman

Figura 13,18 Python repetition program rinning
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war Coant = 20

:
1
E oI LINELEE = SIwaRmptis
.
b | g
s

)
2 '
1 Bz = yiodoy_proepre fiies wiiie sseies 01 f
13 Suer - parselsc (Nukier: |
5 Zum = Dt Duskers
e Coumt = Cott 4 1
7

(
in | smite feoanc < ab)

77 [ docomtvrttng e ot i e a2
N e

i o
IF  flamome
3 fermoon
e
| ICEE InE G fent I
Fogurn 13,18 dacrit repition pecgram
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1S Mow to make your program work

11.5.1 Seqguence

Statements are followed in sequence so the order of the smtements in 2 program
s important, Assignment statements rely on the vanables nsed in the expression
o the rght-hand side of the. suatement all having been given values. Inpur
aratements ofien provide values for Ourpur

aften use the resalts from asignment starements.

[Pirathunber = int{imput| 'Enter Firet Whola Humbar: '|)

| BecondMumbar = int [input{ "Entsr Sacond Whola Humbsr: ')
{Eum = FirstWumbar + BecondWumber

{print ('The sun equals !, sum)

11.5.2 Selection

Selection is a very useful technique, alloving data items w0 be picked out
according to given critenia, for example sclecting the largest value or the smallest
value, selecting items owes a certain price, sclecting everyone whi is male, Thisis
diome with the use of 1f and case stements,

[ Fythor s eekncicn 10
| dentty which statemants
| il wwe e the.

| s & largw than e
| igpase

LE umbur > Highesto
Highsat = Husbex
priot (‘A largue mnbar hes beas found! |

1f (Himber » Highest]

|
ey
| davaticrpt e curly. Higheot = Husber

 Bstpesedar ket drcurmnt write |'A lerger mmber fus been found')

tements wil
et |
GO |

Figern 1131 Selecion

-

Activity 11.6

Lzing tha high that your 1o s, find cut sbout
oFLT_than_alnaand Mat Languages rchida

| he use of 4 came statesment.

11.5.3 Repetition

Muost programming languagss sapport three types of loop:

= o fived number of repetitions

# an unknown pumber of reperitions with ar beass one reperition, as the condition
is tested at the end of the loop

& an anknewn number of repetitions which may not be complesed at all, as the
condition is tested ar the beginning of the loop
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i
8\ fox Countac in senge (1, 300
BN 7 T P B B =
et tobe| T ! o s
'mm"'"'" | for Ivar Councer - 1, founcer <= 10; Counter = Sounter + 1}
mused tsctup | 1 - -
1 towribn (1)
et S o fentify the statements f
— be enaited, 2 new vanable
‘with  sharting wakue. condtion
and inrement & et up for the
koop curier.
Faggana 1122 Fid nusmbier of rpetions

de
I

ealnlue = Window pronpt ' Fleass enter a positive number', '');
Hewtinlos = paresFlost [Hewialus]
b

whilu (Mawtiulos < 6}

it uses curfy bracket: o
dentity the sTataments 16 b

anpcutied, the condition is teeed at
| the endof the lacp

Figr 1123 o rpatitare, e

HewYalus = Cleat linput(‘Flease snter & nagative momber ° )

while Bewtalos == O:

{ -

atitements b b exeastad the conditicn
-[ fastid at this §1201 f ha bosp
e Tim - windee |

wnERT u hagetive wmber
WewValun - pares¥loat (Rewialus] |
whila [MiwValos = 8]

Bawialus o Flost {input | Plesss snter o ERGATIVE nusbes 1))

Pyttt Iydsntation o ikntify th

Beatialie « window prowpt | Flesss ssiter o BEGRTIVE nusbex', ';
Bewilue = paroefloat (Bewlslue)

it uses cury Erakets tn dentiy the

—lmmmu 10 b o iitad; 2 con o

Nt it start o e I
Figess 1124

repatitars,

e b sz
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trs Mow to make your program work

11.5.4 Totalling
Totalling is used with repetition with the total updated every tme the loop
s repeated. Keeping a running total is ane of the mast frequently used
programming techniques in many compurer systems, for example, the toml on a
mmp( ar 4 supermarker checkour,

i 1 - 1

11.5.5 Counting

Counting is used with repetiticn with the counter increased by | every time the
loop is repeated. Counnng items or events i ancther of the most frequently ased
programining trechniques, for example, counting the number of items sold in &
singhe tramsaction ar a sopermarker,

| Mumbarcfitems = Mumberofltems + 1 |
As well a3 connting upwards, a counter can be nsed to connt down with the
comnrer b:mg decreased by 1 every time the Imp is pepeated, for examgle,
removing an item from stock every Hme one is sold.

[imberThitock - Wumberinstock - 1

11.5.6 Writing programs

Example 1

Tickers are sl fior o concert st 320 each, i 10 tckers are bought then the discoant
15 1%, if 20 tackets are boughe the discount 15 20%. No more than 25 tickers can
e bought m a single ransaction.

4 Wirite a program to calculate the cost of buying a given number of tickets.
& Show how you would test your program.

Fgarn 11.3% Exymple 1 in Python
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s Mow to make your program work

QL T —————

2Pk LB

Fegurn 11,38 Program testrg Exampie | in lavaSonpt

Activity 11.7
o Exarngio 1. Lack ottt el
0 p et dlati 1 hat your progr ly .
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End-of-chapter gquestions

1 Explain the differerice between a variable and a
canstant in A program,

2 Suate foue different basse dara types. Tlhstrase your
answer by dechiring avariable for each one and
assigning it 3 value.

3 A school with 600 stdents wants o produce some
infarmation from the results of the four standard
vests in Maths, Science, English and [T, Each test is
cait of 100 marks. The information output should
be the highest, lowest and average mark for cach
rest and the highest, lowest and average mark
owerall, All the miarks need to be inpat.

a Write a program to complete this task.
b Explain how you would ress yous program.

& Wirite three programs shewing the differcnr ways
that can be used to add up five numbers and pring
st the total. Explan which loap bs the most
efficient to use

5 A sweer shop sells 500 different sorts of sweets.
Bach sorr of sweet is identificd by a unique four-
digit code. All sweets that start with a ane (1) are
chocolates, all sweets thar start with a two (2] are
tffees, all sweets that start with a three (3) are
jellies and all other sweets arc mviscellancous and
can start with any other digit cxeept zero
4 Write a program, which inpats the for-diggit

code for all 500 iterms and outputs the member
of chocotates, tatfees and jellies.
b Explain how you would test your program,

his document is available free of charge on Q StUdOCI.
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Data structures: arrays
and using pre-release material

in this chapter you il lcam sbaut:
# dedaration of cnedimensiondl arrar

® the use of credimensonal amays

® thausa of a vanablo 2= an indox in an aray.

» mading and writing vahuss in an aray sing a FOR _ TO .. HEXT loop
® Lzing peo-eleasn material.

12.1 Introduction
One of the advantages of using computer systems is their ability 1o aconsately
sepeat the same tasks many times, for example, producing electricity bills o
caleulating exam scores. In oeder to do this, programs are wntten with loops for
repetitions 1o work with lists of similar items,

These Bsrs are idenrified by the use of 4 single name and each item in the list
<an be found by an index nnmber showiing the phace in the Gist, This gype of list 5.
called a one-dimensional array. The items o the list are the clements of the array.

Figern 12,1 Lt nne-hmericnel array

12.2 Arrays
12.2.1 One-dimensional arrays

In order tr use 2 one-dimensonal array in a computer program, vou need o
consider:

w what the array is going to be used for, so it can be grven a meaningfl name
& how many items are going to' be stored, so the size of the array can be

derermined
® what sortof dara is to be snored, so thar the aresy can be the approgriare

data type.
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12 DATA STRUCTURES: ARRAYS AND USING PRE-RELEASE MATERIAL

For exarple, iF a one-dimensional array for all the stdenrs” rest marks ina class
was to be set up!
® array name StudentMarkTeat

# number of items = number of students i the class, this conld be a constant
HoStudenta

» whode numbers need m be stored, data type Integer.
Arrays usuatly start at element ) or element 1 Often if an army starts at element 0,
the size of the array is given as one more than required and element 0 is not used,

[ Loyt omays start t zore, o i thera |
a1 30 students’ marks 1o ba s1ored at

asitisns 1 to 30 the nimbsr of slanwrts

i airay ok t £ 31

conss RoBcidenca = 30; =

o e Ay 4 ah

Fgrorw 12.2 feray declaraion in lreSorpt

. Tow vy e s e |
mporird from the Prihon vy |

Lepart aeray ————
ConnEWaGtadents - int (30}

BEndentMAFKToot = avesy.aresy |*17, rangeiConatBostudenca » 111

\.l' Pythar arvays 4t of Taes, 50 I tira are |
30 audants’ maeks to be seeeud 21
pitions 1 .30 the nurrier of dmants

| in the aray s s 3

Asray daclaration In Python

Lis dectaration i Pythan
e

gy it thae
| 30 b aendsd /

Figress 12.3 Dictaration of ksts andd amargs in Pt

(Activity 12.1 )

Using tha higkrlavul programming languads that yaur schoek has chaser, find ot abcut armsps.
& kb first demant | of 07

& Haw do you declane the size of an armay?

& €an you dedars the typs of the army]

| Declars an amay ta o tha S bl et
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122 Arrays

12.2.2 Using a variable as an index in an array

In order to repeat the same msk many tmes for all the tems in a list, each iem
needs i be referred toini the same way using the index number for each element
af the ane-dimensional array. IF 2 variable is need for this index number, then the
same code can be re-wsed for each irem,

e - BnEar MaTk®i) ......
Pythan
[Comtar] - window fncaz Mazk!, ')
= i
Javatserkgt

Fogurn 124 Ling a vorabole 3= an inchex 1n an amay

This allows several arrays to be used together with the same index number m
show related information, for example, cach student could sit more than oae best
and the name and gender of the snadent coald also be recorded.

= wind Brudent fawe, 1
I 1« window. |
Icounter] - wind el
Toounter] = b ICounte!d |
BtudemtiackTestd [Countar] « window.proeps ('Bnter Gtudunt Mark far Tast 27, 0y
ter] -
the indes: for four
AFlsacrt e
PtudestBines . append {Lnpur {VEleade Encer grudent Nams®)) Fythen
FtudemtGendar appand {inpue{*Flesan Gntac Gtudent Gender=) )
ICounter] - Hnter Mark Coe Test 1%}
o 1= e Onkar Wark £2c Tant 30H)
%

—_— Y
S warlad b s 38 e inchn 120 the
v At fod the nuamitcal vabscs.

Lists s o] fo thie S anid
chanactis vaki

Fegurn 12,5 Use of multiple amays wath the same index

12.2.3 Read or write values in an array using a

FOR ... TO ... NEXT loop

ATPOR . TO . NEXT loop uses a fived number of repeats so it is ideal o use
with an arvay, when the number of elensents is known, & the loop counter can
e nsed a8 the array index. For example s FOR .. TO .. NEXT boop could be
nsed to read values into twe arrays o store two sers of tess marks for o class of 30
students.
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12 DATA STRUCTURES: ARRAYS AND USING PRE-RELEASE MATERIAL

(" Pghan, the loop
J it range. et

Connthodtudencs = Lnc(30]
for Countar in mmoge (1, ConmMaBtudentmsl) | —==
Mark for Test 11)) Fiihem
Mack Far Tamt 273}

the firas valie.

teounter] = Lt iLnp

- inp

coust Rogtudenca = 30 Jawasaript
for fmr Counter « 1; Counkas <= NoStulsnts| Countes . Counter o 1)

L

s A e t['Bntur Mark far Test 10, 04|,

A oumtarl by

ECounte] =
= whnd | ‘Rntar Mark Far Tast 29, C0))

3

1

Figpaen 126 Rsaacing valuses e an arvay
Another FOR. . T0 .. HEXT loap could be used to show values in the armays
ehat stare two sets of best marks fora class of 30 stadents.

BT Tython
Tor Center in venge (1, ConptModtudsntesll
print (SzudantMazkTastl [Countar])

pring {BcudencMavkTears [Countarl}

for {var Countes = 1; Countey == Nofrudente; Counter = Counter + 1)
( sawasarigt
document write (AtudentMarkTestl[Counterl)
document writs (GtudentMackTant: [Countur) )

)

Fagesi V2.7 LUlpE1000) vaLics akasdly storad i Ty

-~
Activity 12.2
Using tha high-leval programming languags that yaur schoel bas chaser, dachire amays ta stors
@ the narras of a cass of 30 studunts
 the gender aof each student 2 Mor F
\» the marks far twa tests or a class of 30 studants.

When storing valnes thar are input in any variable or areay, validation checks
shonld be vsed (see Section 9.4, 1), For example when inpurting the gender for
the activity above cnly M oe Fshould be allowed

his document is available free of charge on
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122 Arrays

el
Activity 12.3

The examples below test for M

GeudentBanias. appand |Lnput|“Plesss Snter Student Gesdert] |
while @rudencdendssioomtas] (= M=
= limputl

Fyshon

Entar Student Gemder Moz 0|

TavaSeript

Student Gandar{Countazr] » window prospt |*Rnter Student Gender',
lille (Brudsncfender[Countar] (= 'M')

StudunsOandes|Countas] = windaw prompt ("Snter Stodent Gaodsr M or ¥, *7]

1]

Figgurn 12,8 Chscking i gencer Wi
Externd your progeam 10 test for

@ bioth M and F in your shudent gencer seray
- m;mnanawiuhmnm
L.mad:s betwaen 0 and 100 for the second test

The two previcas activittes have enabled vou to store vabidated dar in four arrayvs;
emoe this dain 15 stored vou can use it to extract useful information. For example
o may want to find the stadents with the highest and lowess mark for each test,
the average mark For cach rest, the average mark overall and the number of male

and female students in each class.
Your can find a student with the highest mark for test 1 Bke this

HigheutHaskTaat] = Lnc 10} Fythan
HighantTndnsTankl = ink (o)
for Sounter in vange. 11, ConstRoStudentesl) s
i [Cantac] *
- [
Wighant IodexTust] « Counter
SavaSerlgt

var HighestHackTsocl = 0
war HighestIndexTastl = 6;
for {var Counkwr - 1/ Countar <. BaStodents; Csmter - Counter + 1)

1

[Eratinif =

£
|

HigheerTnderTent] = Coumter;
|

Fogurn 12.9 Firvdireg the stucket with the Nghest mark for test 1 )
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12 DATA STRUCTURES: ARRAYS AND USING PRE-RELEASE MATERIAL

Activity 12.4
Picwat axterl your program as folows:

& Fired the average mark for sach fest. Hint: use a nanning total and divide by the number of
shudents 31 the el

d Find the number of mala and female students. Hint: count sither males or females and
zakculati the ceher by taking away froem 30,

12.3 Using pre-release material
I arder po answer practical questions based on pre-release marenial, you will peed
o practase the skills vou have learnt so far. The pre-release material will arrive o
few months before your examination; vou can discoss it with your teacher and
yaur fellow students,

Yoir need 0 practise applying your skills 1o the rasks mentoned in the scenario,
which is different for each examination series,

Her is a checklist of useful things to da.

1 Bead through the pre-release material several nmes, Check with your eacher i
there i anvthing at all that you do not understand.

2 Bor each task, write an algorithm using bath psendocode and o Bowchare to
abwsy wivar e required,

3 Choose sers of tesr data thar you will peed 1o ue, and work out the expected
resalts. Rerember to use normal, boundary and erroneoas data. Be able 1o
gve reasons for vour choice of test data.

4 Complete trace tables m test your psendocode and flowel This will enabl
yoia 1o ensure thar borh the peesdocode and the Aowcharss work properly, Tris
a o] idea mo ger anocher stdent to trce your algorithms as well,

5 Decide which woks best for each task, paendocode or & Bowchart, and why,

& Before starting to write your program for cach task:

# decide the variables, including any arrays, and constants you will need
® devide the data types required for thess

= decide the meaningfil names vou will nse

= b able roexplain vour decisions.

7 1f yon are asked o repeat the same thing many times, for example adding
up totals, complete the task for one and check it works bebore repearing it
many times,

B Wrine and rest each rask. You can wse the same test dana as vou wsed for youre
prendocode and fowcharns

Activity 12.5 ]

\Wicek thraugh the chockist with the pra-relaasa materal for your axamination
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13 Databases

T this chapter you will leam sbaut-

‘@ practical uses of a databasa.

13.1 Introduction

A DATARASE §s 2 structured collection of data that allws people fo extract
information im a way that meets their needs. The data can melode text, numbers,
pictures: anything that can be wored in a compater.

Duarabases are very useful in preventing dats problems occurring becase:

& data is only sored once — no data duplication

® ifany chonges or additions are made i only has 10 be dose once — the data is
AMSETEnT

& the same data is used by everyone.

13.2 What are databases used for?

To store information about people, for example:

® patients i & hospatal

® students at a schoal,

T store information about things, for example;

® cars oo be sold
® books in 3 Bbrary.

To stoee information abour events, for example:

# hotel bookings
® results of races.

Activity 13.1
Fand fiva e usss for databases, and for sack sort ot information is bang
stanad.

13.3 The structure of a database

Tnside & database, davs s stored in Tastes, which consists of many REcoRDS and
each record consists of several FIELDS,

I T T TER T
I T T TER LT
a a o
a I o
a a o
a a o

Figurs 13.1 Stnuctus ol 3 datidass table

Downloaded by thomas donnay (kunal.ucluhsoc@gmail.c@n)



13 DATABASES

Tables contain data aboat ooe type of item, person or eveir, e examphe!

® 3 rable of paticnts
® a bl of books
# u table of doctos's appointments.
Each record within a table contains dars sbour a single item, person o event, for
example:
® Winnie Sing [a bospital patient)
& IGOSE Computer Science {3 book)
& the 15:45 appointment on 27 January 3014,
Each field conts specific phece of inf about a single item, person
ar event, for example:
# For a hospital patsent the fields could include:
* frst name
* family name
= date of admission
= consaltant
* ward number
* bed number.
# For a book the Belds could nclude:
= title
= author
» ISEN.

Activity 13.2 )

Vihat fishis woudd you axpact to find in sisch record far a doclo's appointmants?

I oorcder oo be sure that exch record can be foaond easily and o prevent more than
o copy of the same record being kept, cach record includes o rrisany sy field,
Each primary key feld in the table & sniqoe.

Becord 1| Pimarykey | Field Fieid Fieid Fied
marykry | Fied 1| Fiekid | Fieidd | Feldd |
narykey_| Aad Fickl Rk Pk
merykey | Aad1 | e | w3 | head |

Pinary kiy_| A Aadl | Rwdd | raas |
Pinary kuy_| Fidd Fukd Rkl Fkd

Figress 132 Structursvc 4 chatabase tabks nckading 3 primry bay

The primary key can be a field thar is already used, prosided in is unsque, for
example the ISEN in the book table, or a new field sdded to each record, for
cxample, a unique hospital number could be added to each hospital patient’s
recond.

Sometines, a primary key cin be formed by using rwo or more existing fiebds, for
example, the doctor’s appeantments coald have a prmary key made from the date

and the time of each appointment.
his document is available free of charge on Q stUdocl
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134 Practical usé of & database

13.4 Practical use of a database

As a Cambridge IGCSE Compater Scaence student you need to be able 1o do the
following:

# define a single-table database from given data storage requirements

® choose a sitable primary key for  database table

® perfoem a query-by-example from given search erineria.

In order 1o do this you will need to use a relanonal database management system.
The following case soudy shows how toser up a database with Microsoft Access
and complere the ks described sbove.

Case study

L i The ages ot o ke Joie 3 cub scontt group it
«.-uknn- thﬂ‘CuE_Sjwl}
oot graup reeds b keep records about its members. host groups wil keep the

Ibﬂamqhhlmuhm about sach tub in their group

Farsonal Datais Farm
Ta drelisa oo please il cut ab ot
sl With: mmynummu'

7 mestinge/actnities,

Dt b
‘Figure 13.3 Data colaction farm

13.4.1 Defining a database
This seetion shows you bow to define a singhe-table darabase from given dara
storage requirements and choose a suitable primary key,

To create the cubi'seout database. open Access, select the Blank database template

st i Toipliven

a o

g s 5 w8

[ et e P Ayt
G Temgsrs Ramih .

Figurs T3.4 Bank databas

and typa ubScout the C
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Bar datsbmn

Figuna 13.5 Cruatieg 1w cubs scout ditabad

Selact tha tablo dascn ew

Figura 106 Demign View
e the table Cub,

St the fisdcks 1 match thie data collection fomm and nckide the primary kise Each fisld
‘wall requies & mesnirgful name and a data type must be sshacted. The basic data types wees
e in Section 11,4, They ane avatable in Access but the names ae differert

Comguitar grograss | Arcuss

Integer Homberintage
Aeal Namber

[ Char Teteld lengh |
Sting 3

[

his document.is.available free:of.charge.on Q studoct
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134 Practical usé of & database

e T
= Faald tiame e Typa Frimany oy
¥ Cottvamesr ot

| P

| Dot ot Sate/Time

|dovess Teut

| Gande Teat

| Schoed Taxt

Taleghans fnbse et

| Bate sgineel fataTime
‘Figure 138 Cub a4k el

Access alows validstion chacks to ba built in for sach fickd, for examplo the gender fiokd:

e et =
et -
Pase— et
tenma bl

) (B

et Til et i e it

Figure 118 Gender fieit abdation

Activity 13.3
Deckde wihich other fiokds should be validated.

13.4.2 Getting information from a database
This section shows you low to perform o query-by-sxample (QBE) from given

search eriteria.
The cub luancher b iy roesting in the month of any cub
scouts wha wil have & birtbeday that month.

Tt up o quary-by-exampla to parform this task, apan the detsbuss CubSeaut, sshact tha
Craat tab foliowed by Gusry Desigr.

Figurs 1390
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13 DATABASES

Thers add table Cub.

Figurs 1881
Thee cu soout ks winits ta see the s af any cub with 3 Dare of Bvth this manth

Sekect the fields Name and Dafe of Birth, check the box to display the Mame and check that the
menth of thae Dare of Birth bs the same a3 the cument menth,

e e

o st by

—= , )
st ke o D e Run
Figure 1312 Figasa 12.13

Theers rur thee query to lest it

Activity 13.4
Set up & cub soout dassbase with 10 reconds i it include appropeiate vakdation. Lising queny-
by-cxample. wt  query to pick out any cubs bom this manth,

suis avaiiapte es ot charge on - - - StUAOCL
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End-of.chapter questions

End-of-chapter questions
1 A dotabase of students is to be set np with the following felds:
« Family name
= Onher mames
* Snudens 1D
= Dhre of bivth
 Date of entry to:schoal
* Current class
= Current school year Agrade
= Ermnil address.
@ Select a dara type For each field.
b Which ficlds should be validated and which fields should be verified?
© Decide the validation rules for those fickds which should be validated.
o Which field would you choose for the primary key?
& Choose a suirable foemat for the smdent D,
£ Build a darabase with ar least 10 records, Tnclade sll your validarion checks.
Ensure there are at least three different clases and two different vears /grades,
& Setup and test QBEs to:
i Print Ocher nanes, Family name and Email addees in alphabetical order of
family mame
i Seleer all the students from a given class
fiiSelece all the stdents for a year/grade and print Other names, Family name
and Data of birth, grouping the stadents by class,
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13 DATABASES

2 A motoe car manufacturer offers variows combinations of

* seat colours
* seat materiale
* car paint colous.

A darabase was set up o belp customen choose which sear and paing

wombrinations weee possible.

Navei: N = n, ot v porsible coieivinsation, 1 = yes, combination i positle.

Figgern 1,14

a How many records are shown in the database?
b The fillowing search condition was entered using a query-by-cxamgle grid

Rt fdotn o pinacdours | cods

Tkt [ st renerial [ zent maerial.
el || ] <10

iz |- -

o

Figuma 1115

Wha will be displayedt

A cnstormer wants 10 know the possible combination

seats and either sibver or grey paint.

What search condition needs to be nput? Copy and

Fisld

Tabhe:

sart:

st | 0

Criteria

o

Figura 13.15

his document is available free of charge on

complete the table;

soat matarial car pat colaurs
seat

code  |cloth |beathur |coiour | white |md |tk |shw | grean |siber |arey
B v N Hack Y Y hs Y ¥ ¥ ¥
W W ¥ [T ] N [ [ ¥ ¥
o ¥ H R L M v v H N N
Lo N b R N b b ks N N ¥
| [ 7o | N v ¥ ¥ G v W
LG N 14 ey N N N ¥ N i3 ¥
R ¥ N il hs M Y L L ¥ ¥
[ [ ¥ ¥ [ ¥ [ W ¥ ¥
[=5 r N e N N M Y N H N
u [ ¥ e |1 [ ¥ v ¥ [ 0

s fior o car with feather

studoct
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End-af.chapter questions

3 A darabuase was ser up to compace oil companies, A secrion of the darabase i

shown below:
Code Wamaol Moot Mool | Headafts | Frofits Shar
sompany | smployen | coumivies Botion §) | price o)
T Ao | 50000 ) = T Suc0
[ Gampeti _3 [ i Ahwa 5.0 a4
K1 Koroon A0 000 12 Aimerices 100 18,55
[ . B 1 | 40 e
500 Sard N 102 000 1 Europe. 128 1530
Souittarn CH | 50 000 = = N ]
B I BT 51 Amanici__| 00 s1m
i Sumenaton | 70000 A0 Eurcpe. 20 3040
W Waap Petrl | 0000 | Eirope 55 E
Fogurs 1217
& M R i tens i etk il 1

I The following search condition was eanered:
(Mo of countrics < 30} AND Head office = “Americas™)
Using Code only, which records wonld be ourpar? [2]
© What search condition is needed to find out which oil companies have o
share price less than $50 or whose profits were grester than 8 billion
dollars? [2]
Cambridge TGCSE Computer Studics TI0/0420 Paper 13 Q1T June 2013
4 A davabuse was ser up to keep track of goods ina shop, A section of the
dhitabuse is shown below

Toom coda | Rumibur bn | Revardar Fric of Valts ot Thams ursurid
stack L) e (3] sock (9)
[IE] 155 00 X 23250 s
1124 Bt 50 21000 Mo
10 El 60 150.00 L)
5] B0 o0 enn o0 Na
1515 9 100 180 00 Ha
=] = 50 23200 Na
1501 ] 100 =00 48000 o
154 155 2 1.50 20250 es
Fagarn 1118
2 Horw many records are shown in this section of database? [1]
b i Ulsing Trem code anly, whar woald be curpur if the following search was
carried oug?
(Numbser instock < Re-order level) AND (Items ordered = “No™) [2]
#i What usefisl infarmation des this search prodice? ]
«© Write a search condition to locate items costing more than §2.00 or whach
Isave a stock value exceeding $300.00, [21

Cambridge IGCSE Caneparer Snudies 700420 Paper 13 G Novewiver 2013
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