Chapter 15 - Security

Terms

This Windows SharePoint Services Operations Guide (WSSOPS) from the Computer Information Agency is
provided as is. Every effort has been made by the author to ensure that information provided is correct
however this cannot be guaranteed.

By using the Guide you also acknowledge that any work performed on production systems is a potentially
dangerous act and may involve significant business risk and downtime. You hereby agree to release, waive
and discharge the Computer Information Agency and/or the author from any liability incurred to yourself,
your business or customers for any and all loss or damage, and any claims or demands therefore on
account of problems arising from the use of this Guide.

By using this guide you hereby assume full responsibility for any risk to computer systems, now and
forever arising out of, or related to the use of this Guide on any computer system.

Distribution and Duplication Guidelines

This document is copyright and only available directly from the Computer Information Agency. This work
is now licensed under Creative Commons.

http://creativecommons.org/licenses/by-nc-sa/4.0/

By using this Guide you agree to these terms.
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Chapter 15 - Security

15.1 Scope

Windows SharePoint Services v3 (WSS v3) security relies on external security providers
which are typically Windows Domains to control user access to the WSS v3 server.
Security can also be provided through an SQL database. By default, you will need to add
network users to a WSS v3 site and provide them with suitable rights. It is important to
note that these rights can be independent of other network rights if desired.

This chapter will provide you with an understanding of the security mechanisms that are
incorporated into WSS v3.

15.2 Security

Access to the SharePoint Central Administration web site is restricted to any user or
group that is a member of the Local Administrators group on the WSS v3 server. By
default the network domain group, Domain Admins is always a member of the Local
Administrators group and thus every network domain administrator has full access to
the Central Administration web site.

Domain Admins by default do not have access to WSS v3 data sites. However, if they can
access the Central Administration web site then they can easily add themselves as
Owners to any user site.

You can grant any user account from a network domain or a local server account, access
to any WSS v3 site. You can also do the same using security groups.

By default all WSS sites have these permission levels defined:

Limited Access — this allows a user to access information in a specific list or
document library but not the WSS v3 site. What good is that you may ask?
Don’t forget that access to WSS v3 content is not only via a web browser. It is
also possible to access WSS v3 content from products like Microsoft Office.
Thus, you can use a Limited Access account to allow a user access to the data
contained in any WSS v3 site, without giving the ability to actually view the site.

Read — a user with these rights can read, copy and print WSS v3 content as well
as create alerts. They can’t however make changes.

Contribute — a user with these rights has all the rights of a Read user but can
also create, modify and delete WSS v3 content. They can also make personal
views of lists, libraries and web part pages.
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Design — a user with these rights has all the rights of a Contribute user but can
make changes to the global view of lists, libraries and web part pages. They are
also bale to create new document libraries and lists.

Full Control — a user with these rights has full access to all content and security
of the WSS v3 site. They can also create sub-sites.

Default WSS v3 Groups

Some of the default WSS v3 groups are:

15.4

Visitor: allows the user to open and read information, including documents,
pictures and list contents. The user cannot however modify or delete
information.

Member: allows the user to do everything that a visitor can do as well as create,
modify and delete information including news, documents, and contacts.
Owner: has complete access to the site. Can add and delete other members and
change their access. Think of a WSS v3 site over as a WSS v3 administrator.

Adding users to WSS v3

{2 Home - Saturn Alliance Sharepoint Demo - Windows Internet Explorer
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To add users to your WSS v3 site logon to your site as an administrator and select the
People and Groups from the lower left of the Quick Launch bar on the left.
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/2 People and Groups - Windows Internet Explorer
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In the top right of the Quick Launch bar you will see a list of WSS v3 groups (normally
Team Site Members, Team Site Visitors and Team Site Owners). Click on any of these

groups to display their members. In the case above we have selected Team Site

Members.

/2 People and Groups - Windows Internet Explorer
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All People
Site Permissions
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Pictures
* Images
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To add users select New | Add Users from the menu across.
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/2 Add Users - Windows Internet Explorer
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Saturn Alliance Sharepoint Demo

.m' Saturn Alliance Sharepoint Demo

ALLLANCE

jHomey Socal Club

Use this page to give new permissions.
Add Users

You can enter user names, group names, or e-mal addresses. Separate them
with semicolons.

Add all authenticated users.

Give Permission

Choose the permissions you want these users to have. You can add users to a
SharePoint group (hich is already assigned to a permission level), or you can
add users individually and assign them to a specific permission level.

SharePoint groups are recommended as they allow for ease of permission
management across multiple sites.

saturn Alliance Sharepoint Demo > Site Settings > Permissions > Add Users

Add Users: Saturn Alliance Sharepoint Demo

Welcome Sharepoint Administrator

®

Site Actions ~

Users/Groups:

Give Permission
' Add users to a SharePoint group
Team Site Members [Contribute] =
View permissions this group has on sites, lists, and items...
€ Give users permission directly

¥ Ful Control -Has full contral.

[} Design - Can view, add, update, delete, approve, and
customize,

¥ Contribute - Can view

[T Read - Can view anly.

, add, update, and delete.

K. Cancel

distart| | (g} @ (|| @ Add users - windows ... (& Services an Server - in...

i
IESUTRENY
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[/ Trusted sites

You should now see the above screen. Into the top area under Users/Groups you can
enter the name of network users or groups. The lower section allows you to define what

permissions these users have.

/2 Add Users - Windows Internet Explorer
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Saturn Alliance Sharepoint Demo

% - B - = - page - CiTools - 7

.ﬂ. Saturn Alliance Sharepoint Demo

ALLIANCE

jtiomey Social Club

Use this page to give new permissions.
Add Users

You can enter user names, group names, or &-mail addresses, Separate them
with semicolons.

Add all authenticated users

Give Permission

Choose the permissions you want these users to have. You can add users to a
SharePoint group (which is already assigned to a permission level), or you can
add users individually and assign them to a spedific permission level,

SharePoint groups are recommended as they allow for ease of permission
management across multiple sites.

avaseript:

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Add Users

Add Users: Saturn Alliance Sharepoint Demo

Welcome Sharepoint Administrator =

Site Actions ~

Users/Groups:

{robert crane]

& 1w
[Check Hames
e (Gt
" Add users to a SharePaint group
Team Site Members [Contribute] =
View permissions this group has on sites, lists, and items...
" Give users permission directly
¥ Ful Control - Has full contral.

[ Design - Can view,

2dd, update, delete, approve, and
customize,

I7 Contribute - Can view, add, update, and delete,

= Read - Can view arly.

K. Cancel
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You can enter new users simply by typing their name or network logon. In some cases
you may need to use domain/login name. To ensure that WSS v3 can add the specified
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user press the Check Names icon in the lower right of this box (i.e. the one with the little
check next to it).

/2 Add Users - Windows Internet Explorer &) x|
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Welcome Sharepoint Administrator = | (@

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Add Users
Add Users: Saturn Alliance Sharepoint Demo
Use this page to give new permissions.
Add Users Usersferaups:
You can enter user names, group names, or e-mail addresses. Separate them Robert Crane
with semicolons.
Add all suthenticated users
i
_ . Check Name:
Give Permission Give Permission
Choose the permissions you want these users to have. You can add users to @ o o AT
SharePaint group (which is already assigned to a permission level), or you can
add users individually and assign them to a specific permission level. Team Site Members [Contributs] x
View permissions this group has on sites, lists, and items...
SharePaint groups are recommended as they allow for ease of permission g -
management across multiple sites. Ive Users permission drectly

¥ Ful Control -Has full contral.

[} Design - Can view, add, update, delete, approve, and
customize,

= Contribute - Can view, add, update, and delete,
[T Read - Can view anly.

= ] e |
[0 [ [T [ [ mrusted ses ESAE

J| W s |

avaseript:

@istart| | (G @ (- |[@ AddUsers - Windows .. (@ services on server - win.

When you press Check Names WSS v3 will check that the user details you entered are
correct. If so it will place an underline below the name.

/7 Add Users - Windows Internet Explorer
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If you are unsure of the user details you can press the Select People icon, which is also in
the lower right of this box (and appears like an open book). When pressed, you will see

a window like that shown above. Simply enter the details of the user and press the Find
button.

(: Add Users - Windows Internet Explorer

PEIET
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jHome] Socisl Club Find |doug ] Site Actions ~
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Add U Display Name Titie Department E-Ma AccountMame |
4 Doug Wilson  Director Finance doug@saturnalliance.com.au  WIN2003ENT \doug
Use this page
Add Users
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Add all authe
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Give Permi
Choose the g
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-
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oK | Cancel
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If that user can be located on the network then it will be displayed in the lower part of
the window. Simply select the user and press that Add button at the bottom of the

screen so the name appears next to the Add button. Press OK when you have completed
finding all the users.
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/2 Add Users - Windows Internet Explorer

JNETES|
@_\-‘f/ )~ [] hitp: vinz003ent_Jayoutsacliny. aspxaroupld=SaSource=http®3A%2F %2F winZ003ent%2F % SFlayouts TzFpeopleoze 7| 4| X | [Live search £~
fle Edt Yiew Favortes Tools  Help

TF A add Users | |

Saturn Aliance Sharepoint Demo

ﬂ' Saturn Alliance Sharepoint Demo

ALLLANCE

- B - - 2 Page - GiTodls - 7
= L5 L=

Welcome Sharepoint Administrator = | @ &

Home | Social Club
|

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Add Users
Add Users: Saturn Alliance Sharepoint Demo
Use this page to give new permissions.
Add Users Users/Groups:
You can enter user names, group names, or e-mail addresses. Separate them Aobert Crane; Doug Wilson
with semicolons.
Add all authenticated users
8w

Give Permission Give Permission
Choose the permissions you want these users to have. You can add users to a

5 " & Add users to a SharePoint group
SharePoint group (which is already assigned to a permission level), or you can
add users individually and assign them to a spedific permission level. Team Site Members [Contribute] =
= Contro , and items...
SharePoint groups are recommended as they allow for ease of permission

. ¢ [Team Site Visitars [Read]
management across multiple sites. [Team Site Members [Contribute

[T Contribute - Can view, add, update, and delet=.
[T Read - Can view anly.

K. Cancel

K]

[0 [ [T [ [ mrusted ses ESAE
distart| | (g} @ (|| @ Add users - windows ... (& Services an Server - in... J| ) 851 am

Once you have selected the users you wish to add you can now select whether you wish
to add the users to an existing WSS v3 group or configure these rights manually. It is

normally best practice to add users to WSS v3 groups and assign rights to these groups
throughout the site.

If you enabled outgoing emails in WSS v3 (see Chapter 9 — Advanced Configuration) you
will also be prompted to send an email to the user.
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- 1&| x|
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You can enter User names, Group Names, of e-Mall a00Tesses, Separate
them with semicolons,

Add all authenticated users

Give Permission

Choose the permissions you want these users to have. fou can add users to
a SharePoint group (which is aready assigned to a permission level), or you
can add users individually and assign them to a specific permission level.

SharePoint groups are recommended as they allow for ease of permission
management across multiple sites.

Send E-Mail
Use this aption to send e-mail to your new users, You can personaiize the
message that s sent

Links and information about the site will be added below your personal
message.

Kevin Jones -]

8 @

Give Permission
& Add users to  SharePaint group
[Team Site Members [Contribute] =]
View permissions this group has on sites, ists, and items...
€ Give users permission directly
= Ful Control - Has full control.

[ Design - Can view, add, update, delete, approve, and
customize.

[T contribute - Can view, add, update, and delets.
IT Read - Can view only.

T Reader Plus -

[¥/ send welcome e-mail to the new users
Subject:
[welcome to the SharePoint group: Team Site Members for site: Sz

Personal Message:
Welcome to Windows Sharepoint Services] =

|
oK. Cancel

i
[ [ [ [ [ trusted sites ESAE

[
distart| | (i} @ . | @ Home - satum aliance s... | & cperstions - windaws In... || & addUsers - Windows ... 2] Computer Management

J| () 433PM i

The email address for this network user must be correctly configured along with the

outbound WSS v3 settings otherwise you will receive an error.

Once you have completed assigning rights press OK to continue.

I
@;: s v | ] hitp:win2003enti_layautsipeaple.asp?MembershipGraupld=s (=] 42| [ uive search Pl
File Edit View Favorites Tools  Help
98 @ @ Feaple and Groups | | % - B - = - page - CiTools - 7

Saturn Alliance Sharepoint Demo

Welcome Sharepaint Administratar = =

.ﬂ. Saturn Alliance Sharepoint Demo

ALLIANCE

| | Home,| socal Club

View Al Site Content
Surveys
= Customer feedback

r = WIN2DO3ENT \martin
Pictures j

» Images

Documents

» Polices

= Knowledge Base
Lists

» Calendar

= Tasks

= Suggestions

* Staff Detalls

EaTa

Saturn Alliance Sharepoint Demo > People and Groups

People and Groups: Team Site Members
Groups Use this group to give people contribute permissions to the SharePaint site: Team Site
 Team Site Members New =  Actions = Settings = View: Detail View -
O U= SRS O @ ) Name Job Title Department
* Team ite Quners i = Kevin Jones Warehouse Manager Production
* More...
All People &
Site Permissions

- . Nancy wiliams Accounts Payable Accounts

i)

pore I I

@istart| | (G} @ (-~ |[@ people and Groups ... (@ services on server - win.

[/ Trusted sites

IESUTRENY

| | () 943 M

The users you added should now appear under the respective groups you allocated. To
view and edit the details of a user simply click on their name or photo (if it exists).
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{2 Personal Settings - Windows Internet Explorer = =] x|

m ~ [ http: ininzn03ent_layoutsfuserdisp.aspx?I0=1 18Source=https3Ats2F 1o2FinZ 0056t %2FoSFlayouts 2P peopleezEas 7| | #3| K| [Liv Search

28

fle Edt Yiew Favortes Tools  Help

S8 40 @rersona Settings | |
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Saturn Aliance Sharepoint Demo

Viekcome Sherepaint Adminstrator - | @ =1

m Saturn Alliance Sharepoint Demo

ALLLANCE

| Homey| sodl club

saturn Alliance Sharepoint Demo > People and Groups > User Information

User information: WIN2003ENT\martin - WIN2003ENT\martin

Close

[GZFdit ttem | X Delete User from Site Colection |

Account WIN2003ENT \martin

Name WIN2003ENT\martin
E-Mail

About Me

Picture

Department

Job Title

SIP Address

Created at 14/05/2008 9:43 AM by Sharepoint Administrator
Last modified at 14/05/2008 9:43 AM by Sharepoint Administrator

[/ Trusted sites

distart| | (2} @ (. || @ personal Settings - W... (& Services an Server - in...

ESAE

| | () 943 M

Once you click on the user you are able to go in and edit their details by selecting Edit

Item from the menu.

£Z Edit Personal Settings - Windows Internet Explorer TS|

m + ] hitp: fiwin2003nt_layoutsiuseredt aspx?ID=115Source=hbtpth 3% 2% 2F win2003ent % 2P %SFlayoutsth2Fpeapleth2Eas = | 4| X [live search

(=[]

File Edit View Favorites Tools  Help

Ty e (@ Edit Personal Settings | |

% - B - = - page - CiTools - 7

| Homey sodal club

=t

Saturn Alliance Sharepaint Demo > People and Groups > User Information > Edit Personal Settings

User Information: WIN2003ENT\martin - WIN2003ENT\martin

ok | e |

[0 attach File | % Delete User from site Collection |

Account WIN2003ENT\martin
Name * [Martin Jones
E-Mail [martin@saturnalliance.com.au
About Me
My mobile is 555 9000 =
Picture Type the Web address: (Click here to test)
[http:2r
Type the description:
Department T
Job Title [Production Manager
SIP Address

Created at 14/05/2008 9:43 AM by Sharepoint Administratar
Last modified at 14/05/2008 9:43 AM by Sharepoint Administrator

Lok | e |

Done

distart| | (i} @ (. || @ edit Personal Settings... (& Services an Server - Win...

[/ Trusted sites ESAE

| | () 945 A

Once you have completed editing the information press OK to save and continue.
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Personal Setting: dows Internet Explorer = =] x|
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S8 40 @rersona Settings | | 3 - B - e - 2 Page - GiTodls - 7

Saturn Aliance Sharepoint Demo Welcome Sharepoint Administrator + | @ 2]

.m' Saturn Alliance Sharepoint Demo

ALLLANCE

saturn Alliance Sharepoint Demo > People and Groups > User Information

User information: Robert Crane - WIN2003ENT\robert

Close

£ AEdit Item | X Delete User from Site Collection

Account WIN2003ENT\robert

Name Robert Crane

E-Mail robert@saturnalliance.com.au
About Me

Picture

Department Marketing

Job Title Marketing Director

SIP Address

Created at 21/11/2007 9:53 AM by Sharepoint Administrator Close
Last modified at 21/11/2007 10:10 AM by Sharepaint Administrator

|
[T T T T [ [ trustedsites ESAE

(i) 9:08 M

distart| | (2} @ (. || @ personal Settings - W... (& Services an Server - in...

It is also possible to delete a user from WSS v3 here by simply clicking the Delete User
from Site Collection on the menu bar.

15.5 WSS v3 permissions

aturn Alliance Sharep =12 x|
6:\:: + [&] hitp:fwinz003ent_layoutsiuser aspx 41| x| [Live search £~
File Edit View Favorites Tools  Help
= z »
5% @0 @ Fermissions: Saturn Aliance Sharspoint Demo | | & - B - = - o Page - (0 Tooks -
Saturn Alliance Sharepoint Demo Velcome Sharepoint Administrator = =
.ﬂ. Saturn Alliance Sharepoint Demo
| | Home,| socal Club
Saturn Alliance Sharepoint Demo > Site Settings > Permissions
Permissions: Saturn Alliance Sharepoint Demo
Groups. Use this page to assign permission levels to users and groups. This is a top-level Web site.
= Team Site Members T —— Settings + |
= Team Site Visitors Il T . - "
3 Users/Groups Site Collection Administrators Permissions
. ite O Add and remove Site Collection
Team Site Owners C Teamsite venb e Contribute
* More...
Permission Levels
All People 7 Team Site Ouney Configure the avalable permission ot
_ _ levels on this site,
Site Permissions r Team Site Visitor Read
Group
View Al Site Content
Surveys
= Customer feedback
Pictures
= Images
Documents
= Policies o
= Knowledge Base
Lists
= Calendar
= Tasks
= Suggestions
= Staff Detalls o
Done [T T T T [ [ trustedsites ESAE
dseane| | 3 @ 1 || @ issions: Saturn A... (@ Services an Server - Wi, | | () 10:05 am
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It is best practice not to make changes to the standard WSS v3 groups as this may cause

confusion at a later stage. A better idea is to create new groups with the desired rights
based on an existing group.

To create a new WSS v3 group select Site Permissions from the Quick Start menu and
then select Settings | Permission Levels from the menu bar.

/2 Permission Levels - Windows Internet Explorer

JNETES|
@;t )~ [] hitp: fninz003ent_Jayoutsirole, aspxeSource=https3a% 2 sz Fuinz003ent %2 SFlayouts % 2Fuser % ZE aspx =] #2 ]| % [ uive Search £~
fle Edt Yiew Favortes Tools  Help
S b @ remissontevels | | i - B - - < page - GiTocks - 7
Saturn Aliance Sharepoint Demo Welcome Sharepoint Administrator = | @ 2]
Saturn Alliance Sharepoint Demo
ALLLANCE
Home | Socal Club
saturn Alliance Sharepoint Demo > Site Settings > Permissions > Permission Levels
Permission Levels
This Wb sits has urique permission levels,
SAdd a Permission Level | ¥ Delete Selected Permission Levels
Permission Level Description
r Full Control Has full control.
[T Desgn Can view, add, update, delete, approve, and customize
r Contribute Can view, add, update, and delete,
r Read Can view only.
T Umited Access Can view specific ists, document libraries, list items, folders, or documents when given
permissions.
0T [ Trustedsices [ -
) start J & @ - J @ Permission Levels - W... (€ Services on Server - Win... J | (1) 10106 AM

You will now see a list of existing WSS v3 permissions. If we wish to base our new group
on the existing Read permissions select this from the list by clicking on the word Read.
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dows Internet Explorer 5| x|

@ ~ [] hitp: fwinz003ent]_Jayoutsfeditrole, asprrole=Read @ @ [Live Search L :

fle Edt Yiew Favortes Tools  Help

TP 40 @Edt Fermission Level | | fir - B - -

Saturn Aliance Sharepoint Demo Welcome Sharepoint Administrator = | @ &

ﬂ Saturn Alliance Sharepoint Demo

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Permission Levels > Edit Permission Level

Edit Permission Level

- Page - (0: Togls +

Name and Description =
Type a name and description for your permission level. The name is shown on the [feed
permissions page. The name and description are shown on the add users page.
Description:
lcan view only. =]

|

Permissions Select the permissions to include in this permission level
Edit which permissions are included in this permission level, Use the Select All check [~ selectall
box to select or dear all permissions.

List Permissions

[~ Manage Lists - Create and delete lists, add or remove columns in
list, and add or remove public views of a lst.

[~ Override Check Cut - Discard or checkin a document which is

ecked out to another user.

Add Items - Add items to lists, add documents to document ibraries,
and add Web discussion comments

[ EditItems - Edititems i lists, edit documents in document libraries,
edit Web discussion comments in documents, and customize Vb
Part Pages in document lbraries.
Delete Items - Delete items from a list, documents from a document
library, and Web discussion comments in documents.

[ View Ttems - View items in lists, documents in document fibraries,
and view Ve discussion comments.

. — |

Done [ \Vﬁ\ [ |77|?7T1Lstedsite’si - W|Q;7mn% - A

distart| | (2} @ (. || @ edit permission Level... (& Services an Server - Win... | B | () 10:07 am

This will now show you all the rights the Read permission has. Scroll down to the bottom
of the page.

Edit Permission Level

dows Internet Explorer

@ + [&] hitp: fiwinz003enti_layoutsiedrole. asperale=Read

File Edit View Favorites Tools  Help

S8 @ 8 Edt Permission Level

[~ Create Groups - Create a group of users that can be used
anywhere within the site collection.

[~ Browse Directories - Enumerate files and folders in a Web site using
SharePoint Designer and Web DAV interfaces.

[¥ Use Self-Service Site Creation - Create a Web site using Self-
Service Site Creation,

[¥| View Pages - View pages in a Web site

Enumerate Permissions - Enumerate permissions on the Web site,
list, folder, document, o list item.

[ Browse User Information - View information about users of the Web
site.,

[T Manage Alerts - Manage alerts for all users of the Web site.

Icd Use Remote Interfaces - Use SOAP, Web DAV, or SharePoint
Designer interfaces to access the Web site,

|7 Use Client Integration Features - Use features which launch dient
applications. Without this permission, users wil have to work on
documents locally and upload their changes.

[ Open - Allows users to open a Web site, list, or folder in order to
access items inside that container,

(m| Edit Personal User Information - Allows a user to change his or her
own user information, such as adding a picture.

Personal Permissions
Manage Personal Views - Create, change, and delete personal
views of sts.

[~ Add/Remove Personal Web Parts - Add or remove personal Web
Parts on a Web Part Page

Update Personal Web Parts - Update Web Parts to display

personalized information.

CopyPermissonLevel | submit | Cancel

Done [0 [ [T [ [ mrusted ses ESAE

distart| | (i} @ (|| @ edit permission Level... (& Services an Server - in... | | (1) 1007 M

Here you will see a Copy Permission Level button. Press this to make a copy of this.
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/2 Copy Permission Level - Windows Internet Explorer

Security

mEIET
@: )~ [] hitp: ninz00ent_Jayoutsicopyrole aspxerole=read (=] [ #2]| % [ [uive Search £~

Fle Edt View Favories Tools Hep

SF 40 @ copy Permission Level | | 3 - B - e - 2 Page - GiTodls - 7
Satum Aliance Sharepoint Demo

.m' Saturn Alliance Sharepoint Demo

ALLLANCE

E Sodal Club
Copy Permission Level "Read"

Name and Description

Type a name and desaription for your permission level. The name is shown on the
permissions page. The name and description are shown on the add users page.

Permissions

Choose which permissions to induds in the new permission level. You can keep the
permissions from the original permission level or make changes. Use the Select All
checkbox to assign all user permissions to the permission level,

Done

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Permission Levels > Copy Permission Level

Welcome Sharepoint Administrator = | (@

| site Actions ~ [}

Name:
[reader Plud

Description:

|
L |

Select the permissions to include in this permission level.
[ selectall

List Permissions

[ Manage Lists - Create and delete ists, add or remove columns in a
list, and add or remave public views of a ist.

[ Override Check Cut - Discard or check in a document which is
checked out to another user.

[ Add Items - Add items to lsts, add documents to document braries,
and add Web discussion comments,
EditItems - Edititems in lists, edit documents in document libraries,
edit Web discussion comments in documents, and customize Web
Part Pages in document libraries.

r Delete Items - Delete items from a list, documents from a document
lirary, and Web discussion comments in documents.

[ View Items - View items in lists, documents in document libraries,

and view Web discussion comments.

distart| | (2} @ () || @ copy permission Leve... (& Services an Server - in...

[/ Trusted sites

T

| (i) 10:07 Ak

Give the new permission an appropriate name and then the appropriate rights. As you
scroll down the list you will see the list of permissions that have already been copied

from the previous permission level.

When you have completed your selection press the OK button at the bottom of the

screen to continue.

ermission Levels

indows Internet Explorer

/ =l x|
@1; s v | ] rttp:pwin2003enti_layoutstrole. aspx (=] 42| [ uive search £l

File Edit View Favorites Tools  Help

¢ 4 Fermission Levels | | % - B - = - page - CiTools - 7
Saturn Alliance Sharepoint Demo

.ﬂ. Saturn Alliance Sharepoint Demo

ALLIANCE

E Sodal Club

Permission Levels

This V'

site has urique permission levels.

(SAdd a Permission Level | X Delets Selected Permission Levels

Can view only
Limited Access
permissions.

ooaaanan

Reader Plus

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Permission Levels

Permission Level Deseription

Full Control Has ful control,

Design Can view, add, update, delete, approve, and customize,
Contribute Can view, add, update, and delete.

Read

Can view spedific ists, document libraries, list tems, folders, or documents when given

@ =

Welcome Sharepoint Administrator =

[Sic actons

Done

L]

distart| | (i} @ (. || @ permission Levels - W... (& Services an Server - Win...

[0 [ [T [ [ mrusted ses ESAE

() 10:08
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You should now the new permission in the list as shown above.

15.6 WSS v3 Groups

eople and Group: dows Internet Explorer

Fle Edt Yiew

mEIET
(=] [ #2]| % [ [uive Search P

~ [&] hitp: fminz003ent_Jayoutsipeople.asprMembershipGroupld=5

Favorites  Tools  Help
P 47 @reople and Groups | |

Saturn Aliance Sharepoint Demo

.m' Saturn Alliance Sharepoint Demo

| |Home,| socal Ciub

i - B) - - pege - (G Teds - 7

Welcome Sharepoint Administrator = | @ &

Saturn Alliance Sharepoint Demo > Peaple and Groups

People and Groups: Team Site Members
Use this group to give people contribute permissions to the SharePaint site: Team Site
Actions = Settings ~

L] ) Name

Kevin Jones

Groups.

= Team Site Members
= Team Site Visitors

New = View: Detail View =

Job Title Department
= Team Site Onrers

Warehouse Manager Production
= More...

All People

Site Permissions

Martin Jones My mobile is 555 9000 Production Manager

View Al Site Content
Surveys

» Customer feedback
Nancy Willams Accounts Payable

Accounts
Pictures

= Images

Documents
= Palicies w
» Knowledge Base
Lists

» Calendar

» Tasks

= Suggestons

* Staff Detals

K]

IESUTRENY

| | () 1002 am

tcpe/fwin2003ent]_layouts/user.asp= | I O I

istart| | (G} @ - |[@ People and Groups ... (@ services on server - win..

[/ Trusted sites

To create a new WSS v3 group select Site Permissions from the Quick Start menu.

Saturn Alliance Sharepoint Demo - Windows Internet Explorer

@:_j + [&] hitp:fwinz003ent_layoutsiuser aspx

NEET
=4 [ v search B

File Edit View Favorites Tools  Help

e e (& Permissions; Saturn Alliance Sharepoint Demo | |

% - B - = - page - CiTools - 7

Welcome Sharepaint Administrator = =

Saturn Alliance Sharepoint Demo

.ﬂ. Saturn Alliance Sharepoint Demo

| | Home,| socal Club

Saturn Alliance Sharepoint Demo > Site Settings > Permissions
Permissions: Saturn Alliance Sharepoint Demo

Use this page to assign permission levels to users and groups. This is a top-level Web site.

Groups.

View All Site Content
Surveys

» Customer feedback
Pictures

= Images
Documents

= Polcies

» Knawledge Base
Lists

= Calendar

* Tasks

» Suggestions

= 5taff Details

= Team Site Members WEWT] | Actions </ |1 Setings

* Team Site Visitors Add Users User Name Permissions

» Team Site Ovners Add users or groups to this site. e Site Herbers Contrbute

* More... T

All People Create a new SharePoint group. Team Site Owners Ful Control
P Group

Site Permissions [C TeamSite Visitors SharePoint  Team Site Visitors Read

Group

i)

Done

dseane| | 3 @ 1 || @ issions: Saturn A... (@ Services an Server - Wi,

Trusted sites = A00% -
)

| | () 1002 am
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You should now see the list of WSS v3 groups.
Group from the Menu bar.

To add a new group select New | New

@ ~ [ ] hitp: fminz003ent_layoutsinewgrp.aspx =] \E \E [Live Search \E
Fle Edt View Favories Tools Hep
0B Evew o | | - B - i v i page - (i Tooks + 7

Saturn Aliance Sharepoint Demo

ﬂ Saturn Alliance Sharepoint Demo

ALLLANCE

| Homey| sodl club

Welcome Sharepoint Administrator = | @ &

saturn Alliance Sharepoint Demo > People and Groups > New Group

New Group

Use this page to create a group.

Name and About Me Description
Type 2 name and description for the group.

Owner

The owner can change anything about the group such as adding and removing
members or deleting the group. Only ane user or graup can be the owner.

Group Settings

Specify who has permission to see the list of group members and who has
permission to add and remave members from the aroup.

Name:

[site Super Readers

About Me:
A9 C @ T 2dB
AA B I U, == A G
These users can do more than just read.| =
Group owner:
|Sharepoint Administratar | 8 2

Who can view the membership of the group?
% Group Members 1 Everyone
Who can edit the membership of the group?

¥ Group Owner 1 Group Members

Done

distart| | (& @ () || € New Group - Windows... (& Services an Server - in...

[/ Trusted sites ESAE

| | () 10:09 M

Complete the information about the new group, like the name, owner and its group
settings. Scroll down the screen for more options.

/= New Group - Windows Internet Explorer

==1x|
@ + [&] retpriminzonzert Jayoutsinengrp. ssex =l \E \E JLive search 2
File Edit View Favorites Tools  Help
Ty e & vew Group | | ﬁ © - @ ° @Eﬂue © @Tguls -
Owner

The owner can change anything about the group such as adding and removing
members or deleting the group. Only one user or group can be the owner.

Group Settings

Specify who has permission to see the list of group members and who has
permission to add and remove members from the group.

Membership Requests

specify whether to allow users to request membership in this group and allow
users to request to leave the group. All requests will be sent to the e-mail
address specified, If auto-acceptis enabled, users will automatically be added
or removed when they make a request.

Caution: If you select yes for the Auto-accept requests option, any user
requesting access to this group wil automatically be added as 2 member of the
group and receive the permission levels assocated with the group.

Give Group Permission to this Site

Specify the permission level that you want members of this SharePoint group
to have on this site. If you do not want to give group members access to this
site, ensure that all checkboxes are unselected,

View site permission assignments

Group owner:
|Sharepoint Administrator

Who can view the membership of the group?
& Group Members © Everyone
\iho can edit the membership of the group?
& Group Owner ' Group Members
Allow requests to joinleave this group?
Cves o
Auto-accept requests?

€ Yes

@ No

Send membership requests to the following e-mail address:

[administrator@saturnalliance.com.au

Choose the permission level group members get on this site: http:/fnin2003ent
I Full Control - Has full control.
[T Design - Can view, add, update, delete, approve, and customize.
I™ Contribute - Can view, add, update, and delete.
I Read - Can view only.

¥ Header Bl

Done

distart| | (i} @ () || @ New Group - Windows... (& Services an Server - Win...

ESAE

| | () 10:09 M
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At the bottom of the list you will see all the WSS v3 permissions that are available. As
mentioned previously it is best practice to create new permissions rather than change

any existing WSS v3 permissions. After this you can assign these new permissions to the
new group you are creating.

When complete press Create to continue.

/2 People and Groups - Windows Internet Explorer

mEIET
@i‘: ~ [] hitp: fninz003entj_Jayoutsipeople.aspitembershiparoupld=12 =] #2 ]| % [ uive Search £~
Fle Edt View Favories Tools Hep

W & @@ people and Groups | |

i - B - - rpege - (GTeds - 7
Saturn Allance Sharepoint Demo

Welcome Sharepoint Administrator = | @ A1

Saturn Alliance Sharepoint Demo
ALLLANCE

Home | Socizl Club
|

saturn Alliance Sharepoint Demo > People and Groups
People and Groups: Site Super Readers
Groups These users can do more than just read.
= Team Site Members Mew v Actons v | Settings v View: Detail View
* Team Site Visitors 0 e Name Job Title Department
* Team Site Ouwners Il Sharepaint Administrator The Boss Heaven
= Site Super Readers
» More...
All Peaple

Site Permissions

View Al Site Content
Surveys

» Customer feedback
Pictures

= Images
Documents

* Policies

» Knowledge Base
Lists

= Calendar

» Tasks

= Suggestions =1
Done

0T [ Trustedsices [ -
i start J & @ - J & People and Groups -... (€ Services on Server - Win... J | (5) 10:09

The new group is now displayed, the only member will be the group administrator you
specified previously. You can add users to this group by selecting New | Add Users.
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JN-TES|
@_\-‘f/ )~ [] hitp: vinz003ent_Jayoutsacliny. aspxaroupld=1 28Saurce=httpaAt2F 2P winZ03ent % 2F %5 layouts e 2Fpeoples 2t 7| 4| X | [Live search R~
fle Edt Yiew Favorites Tools Help
o S @ acdeers | | 3 - B - i - [rPage - GiTods +
Saturn Allance Sharepoint Demo Vielcome Sharepoint Administrator = | @ 2
ﬂ' Saturn Alliance Sharepoint Demo
ALLLANCE
Home | Social Club
saturn Alliance Sharepoint Demo > Site Settings > Permissions > Add Users
Add Users: Saturn Alliance Sharepoint Demo
Use this page to give new permissions.
Add Users Users/Groups:
Vou can enter user names, group names, or e-mail addresses, Separate them ]
with semicolons.
Add all suthenticated users
8w
Give Permission Give Permission
Choose the permissions you ant these users to have. You can add users to e
SharePoint group (hich is already assigned to a permission level), or you can
add users individually and assign them to a specific permission level. [Site Super Readers [Reader Plus] x]
View permissians this group has an sites, lists, and items. .
SharePoint groups are recommended as they allow for ease of permission o rect
management across multiple sites. ive users permission directly
¥ Ful Control -Has full contral.
n view, add, update, delete, approve, and
[T Contribute - Can view, add, update, and delet=.
[T Read - Can view anly.
[T Reader Plus - =
o« | caa | | =
Done [T T T T [ [ trustedsites ESAE
distart| | (g} @ (|| @ Add users - windows ... (& Services an Server - in... | | () 10:24 Ab

Add the desired network users to the upper window and select OK to continue.

15.7

Enabling anonymous site access

Any anonymous access to WSS v3 needs to be considered carefully. This is especially
true if the site is exposed on the Internet. With anonymous access enabled
unauthenticated users will be able to access the site. This access can be controlled via

low level WSS v3 permissions but initially the site must be enabled for anonymous
access (since it isn’t by default).
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pplication Management - Windows Internet Explorer

JN-TES|
(S [ hitp: fwinz003ent 46362 _achminapplications. aspx (=] [ #2]| % [ [uive Search £~
Fle Edt View Favories Tools Hep

TP &7 @ application Management | |

i - B) - - pege - (G Teds - 7

Central Administration
% Central Administration
Home  Cperations | Application Management
Central Administration > Application Management

Application Management

View Al Site Content.

This page contzins links to pages that help you configure settings for appiications and components that are installed on the server or server farm.
Central

ion

Web SharePoint Site Management
= Operations

= Create or extend Web appiication
= Application

Management B Remove ShareFoint from IIS Web site

@ Create site collection
© Delete site collection
© Delete Web application © Site use confirmation and deletion

o Quota templates

& Recycle Bi
i/ Recycle Bin 8 Define managed paths

8 Web application outgoing e-mail settings 8 Site collection quotas and locks
8 Web application general settings

@ Content databases

& Site collection administrators

® Site collection list
8 Manage Web application features

5 Web application ist External Service Connections

B Records center
Application Security

B HTML viewer
o Security for Web Part pages o Document conversions
B Selfservice site management

8 User permissions for Web application

& Policy for Web application

@ Authentication providers

Workflow Management

B Workflow settings

Welcome WINZ003ENTadministrator = | @

B

=]

= T I

'/ start J @ @~ J {& Harne - Saturn alliance 5., || @ Application Managem...

[/ Trusted sites

IESUTRENY

| | () 10:30 M

To allow anonymous access logon to the Windows SharePoint Services Central
Administration. On the Application Management tab under Application Security select

Authentication Providers.

Authentication Providers - Windows Internet Explorer

1Bl

ey i it 41 adrin/utt r\ =+ -
@::. |& htpininz0n3ert: ¥ (=] 42| [ uive search )
File Edit View Favorites Tools  Help

W (& Authentication Providers | |

Central Administration

% - B - = - page - CiTools - 7

% Central Administration
Home  COperations | Application Management
Central Administration > Application Management > Authentication Providers

Authentication Providers

View Al Site Content.

Central
Administration

* Operations Zone Membership Provider Name
» Application Default Windows
Management

1Z Recycle Bin

Done

Welcome WIN2003ENT \administrater = ;I

[ Site Actions |

Vb Application: | http://win2003ent/

]

[T [T [ Trusedsies

distart| | (i} @ | | @ Home - satum pliance 5., || @ Authentication Provid..

IESUTRENY

| a1

() 10:31 &k

Click on the Default Zone.
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dows Internet Explorer

=18l ]
@C )~ [] hitp: fvinz003ent: 46362 _adminféuthentication. aspx?WebAppld=c93a522c720 1 a1 5%2D463%20b727 % 2D0Sc0fdd14bba 7 | 44| K | [Live search R~
fle Edt Yiew Favorites Tools Help
TP 47 @Edt Authentication | | &5 - B -t v hPage -+ (0FTodks v
Edit Authentication
view Al site Content
Central
e Web Application Web Application: http:/ fwin2003ent/
= Operations
= Application Zone Zone
Management. These authentication settings are bound to the following zone. Default
12] Recycle Bin
Authentication Type Authentication Type
Choose the type of authentication you want to use for this zone. Learn about B
configuring authentication.
* Forms
' Weh single sign on
Anonymous Access I¥ Eoable Anenymens ackess
You can enable anonymous access for sites on this server or disallow anonymous
access for al sites, Enabling anonymous access allows site administrators to turn
anonymous access on. Disabling anonymous access blocks anonymous users in the
web.config file for this zone,
TIS Authentication Settings [¥ Integrated Windows authentication
Kerberos is the recommended security configuration to use with Integrated Windows P
authentication, Kerberos requires the application pool account to be Network Service: ¥ Negotiate (Kerberos)
or spedial 1 by the domain admini: . NTLM authentication wil work € NTLM
with any application pool account and the default domain configuration.
[ Basic authentication (password is sent in dear text)
Client Integration Enable Client Integration?
Diszbling client integration will remove features which launch dient applications. Some v
authentication mechanisms (such as Farms) don't wark well with diient applications. In Yes {No
this configuration, users will have to work an dacuments locally and upload their _|
changes.
save |
Done [0 [ [T [ [ mrusted ses
distart| | (g @ () | @ Home - satum aliance 5... || @ Edit Authentication - ..

Locate the option under the section Anonymous Access and click to enable it. Select the

Save button at the bottom of the screen to save the changes.

Authenti

Providers

indows Internet Explorer

=l x|
(S i it 41 adhvin/autt P -|+ -
@1; |& htpininz0n3ert: ¥ (=] 42| [ uive search )
File Edit View Favorites Tools  Help
S¢ @ @ authentication Providers | | % - B - = - page - CiTools - 7
Central Administration Welcome WIN2003ENT administrator = B
% Central Administration
Home  COperations | Application Management [“Site Actions " |
Central Administration > Application Management > Authentication Providers
Authentication Providers
View Al Site Content
Central Web Application: | http:/fwin2003ent/ *
Administration ‘eb Application: p:/ fwin: !
» Operations Zone Membership Provider Name
+ Applcation Default Windows
Management
1Z Recycle Bin
Done [T T T T [ [ trustedsites ESAE
distart| | (i} @ | | @ Home - satum pliance 5., || @ Authentication Provid.. | | () 10:32 b

You will be returned to the Authentication Providers screen.
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Since WSS v3 is a web application that uses Internet Information Services on the host
Windows Server where you are running WSS v3 anonymous access also needs to be
granted here. By going through the above process the necessary steps have been
completed by WSS v3. To check this, log in to the WSS v3 server as an administrator and
select Start | Administrative Tools | Internet Information Services Manager.

W Internct Infarmation Services (115) Manager |
¥9 Fle  Action Vew Window Help | —1=] %]
e AEXFRR|(EE 2] n 0
T Tnternet Information Services Name [ Path [ status [
48 WINZOD3ENT (local camputer) @ _controtemplates C/\Frogram FilestCommen Flesiicr..
) Application Pools @ ayouts C:\Program Files\Comman FilesyMicr. ..
(=) web Sites @ _tibin C:\Pragram Files\Common FilesiMicr. ..
Default Web Site (Stopped) @ _wpresources 1\Program Files\Common FilesiMicr. .
SharePoint Central Administration w3 _ App_Browsers
arePoint - 80
Sxplore | GiobalResources
- eb Service Extens &
Open it _client
Permissions
Browse sources
- btn
Sttt ot
Stop Hl.asax
Pause config
ew »
Al Tasks 5
View 3

hew Window from Here:

Delete
Rename
Refresh
Export List. .,

Propertiss

Help

distart] | (2 @ |- | & Home-Satum allance .. | & authenticstion Providers. .. |[ €3 tternet information ... | | () 10:53 Am

Locate the WSS v3 site under the Webs Sites folder (here it is called Sharepoint — 80).
Right mouse click and select Properties from the menu that appears.
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ETET
€4 Fle Acton Vew Window Help |_51 =
e | BEXEBR|(PmEE[r

SharePaint - &0
_J Web Service Extensions

) Tnternet Information Services Name [ Path [ Seatus |
-8 WINZODZENT (local computer) @ _controlemplates C:\Program Flles\Common FilesiMicr. .
_J Application Pacls @ Jayouts :\Program FilestCommon Flesificr, .
(=) Web Sites @ C:\Pragram Files\Comman FilesiMicr. .
e o) [sharepoint - g0 properties
[SharePoint - 80 Properties 7| x
sharePoint Central Administration v3 B i

WebSte | Performance | ISAPIFiters | HomeDirectory | Documents |

Directory Security | HTTPHeaders |  CustomEmars | ASP.MNET

[~ #Authentication and access control

b5

Enable anonymaus access and edt the

authentication methods for this resource.

[P address and domain name r

®

Grant or deny access o this resource using

1P addresses ar Inksrmet domain names.
Ed..

[~ Secure

=B

Require secure communications and
enable cliert: certificates when this
resource is accessed,

Server Certificate. .
ey Certificate. .
Edt..

Cancel | Apply | Help |

distart| | (i} @ . | @ Home - satum aliance s... | & authertication praviders. . |[ 75 nternet nformation ..

| (i) 10:53 Am

Locate the Directory Security tab and click the Edit button in the Authentication and

access control section.

nternet Information Services (T15) ager =12 x|
€9 Ele Acton Vew Window Help | 131 x|
e |AEXEFRR|(@E 2] =m0
€3 Intermet Information Services Name [ Fath [ status [
(=58 WINZODIENT (local computer) @ _controkemplstes C:\Program Files\Common FilesiHicr. ..
) Application Pools @ layouts C:\Program Files\Common FilesiMicr. ..
E_J Web Sites C:\Pragram Files\Comman FilesiMicr. .
Default web Site (Stopped) 2
2| x
SharePoint Central Administration v3 x| 2=
st 200 560 b _p Enable anonymaous access ents |
) Web Service Extensions Dire k g =
Use the Following Windows user account For anonymous access:
TAU | User name: TUSR_WINZODZENT Browse.. i
1| password:
rPa =
- Authenticated acce:
For the Following authentication methods, user name and password
are required when:
- anonymols access is disabled, or
- access is restricted using NTFS access control ists ||
=] ¥ Integrated Windows authentication [
I™ Digest authentication For Windows domain servers
< | I” Basic authentication (password is sent in clear text)
* | I MET Passport authenticatian
DeFault domain; Selech,
Feaim; Select.., [
ok | Concel | | 5

I
| (1) 10:53 &k

distart| | (i} @ ) | @ Home - satum aliance s... | & authertication praviders. . || T3 tnternet mformation ...

You should see that anonymous access is enabled for this site.
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£2 Home - Saturn Alliance Sharepaint Dema - Windows Internet Explorer JN-TES|
@: ~ [] hitp: fninz00sentjdefault, aspx (=] [ #2]| % [ [uive Search 2~

fle Edt Yiew Favortes Tools  Help

5% 47 @ Home - Satum Allance Sharepoint Dema | |

i - B) - - pege - (G Teds - 7

Saturn Aliance Sharepoint Demo

.m' Saturn Alliance Sharepoint Demo

ALLLANCE

| |Home,| socal Ciub

Welcome Sharepoint Administrator ~ | @ 21

[This site =] P

icn AR Sis Content This is a Sharepoint demonstration site created by Saturn Alliance.
Surveys
Qur Core Values M

Ot Our Mission Statement - Keeping IT simple

Pictures

= Images Our Goals :

Documents . N - -

s 1. Respond to engiries within 60 minutes

2. Solve the right problem
3. Listen first

» Knowiedge Base

Links M
a Saturn Alliance

a sharepoint information

a Sydney Morning Herald

Lists

= Calendar

= Tasks Announcements M
» Suggestions Christmas shutdown 21/11/2007 1:58 PM
« Staff Detais by Sharepoint Administrator

e pzwgoassa note that our offices wil be closed from 25th of December ( Christmas day) untl the tst of January,

Discussions Please welcome Han

by Sharepoint Administrator
Nancy Williams has just cammenced in aur accounts department. Please stop by and intraduce yourself to
her and welcome her to our business.

21/11/2007 1:56 PM
= Team Discussion
Sites

= Social Cub

& Add new announcement
People and Groups

1] Recycle Bin Calendar -

8 Hawaian Air

= Add new link

Quarterly goals M
1. Increase sales by 10%

2. Convert 10 new
prospects into customers

3. Boost revenues beyond

Location End Time

Office

Start Tme
15/12/2007 12:00 AM

O 0 g Tie All Day Event

Casual

15/12/2007 11:53PM  Yes

$ 1 million

K]

bttp: /fwin2003enty_layouts/people. aspx ]

distart| | (& @ (. || @ Home - Saturn Allianc... (€ nuthentication Providers...

[/ Trusted sites

IESUTRENY

| | () 1125 am i

Now that the WSS v3 web application has been enabled for anonymous access it also
has to be enabled on each WSS v3 site. To do this simply login to the WSS v3 site as an
administrator then select People and Groups from the Quick Start menu on the left

hand side.

/2 People and Groups - Windows Internet Explorer

=18l %]

@“‘\_j s v | ] hitp:win2003enti_layautsipeaple.asp?MembershipGraupld=s

(=] 42| [ uive search

File Edit View Favorites Tools  Help

e e (& People and Groups | |

% - B - = - page - CiTools - 7

Saturn Alliance Sharepoint Demo

.ﬂ. Saturn Alliance Sharepoint Demo

ALLIANCE

| | Home,| socal Club

Welcome Sharepaint Administratar = =

= Customer feedback
Pictures

= Images
Documents

= Policies

= Knowledge Base
Lists

= Calendar

= Tasks

® Suggestions

EaTa

Saturn Alliance Sharepoint Demo > People and Groups

People and Groups: Team Site Members
Groups Use this group to give peaple contribute permissions to the SharePoint site: Team Site
 Team Site Members New =  Actions = Settings = View: Detail View -
= Team Site Visitors I.—_] "] ) Name Job Title Department
* Team Site Quners i i Kevin Janes Warehouse Manager Production
» Site Super Readers
All People
Site Permissions (] & Martin Jones My mobile is 555 9000 Production Manager
WView All Site Content i
Surveys

- Nancy Williams Accounts Payable Accounts

i)

[http:/jwin2003ent]_layouts/user asps ]

istart| | (G} @ (-~ |4 people and Groups ... @ Authentication Providsrs...

[/ Trusted sites ESAE

| | () 1125 am

Now select Site Permissions from the Quick Start menu.
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/2 Permissions: Saturn Alliance Sharepoint Demo - Windows Internet Explorer = =] x|

(22 [ hitp: ffwinz003entj_Jayoutsjuser aspx (=] [ #2]| % [ [uive Search £~

fle Edt Yiew Favortes Tools  Help

% &7 @ Fermissions: Saturn Alliance Sharepoint Demo | | 3 - B - e - 2 Page - GiTodls - 7

Saturn Aliance Sharepoint Demo

.m' Saturn Alliance Sharepoint Demo

ALLLANCE

| |Home,| socal Ciub Site Actions ~

saturn Alliance Sharepoint Demo > Site Settings > Permissions

Permissions: Saturn Alliance Sharepoint Demo

Welcome Sharepoint Administrator ~ | @ 21

Groups. Use this page to assign permission levels to users and groups. This is a top-level Web site.
= Team Site Members Mew = | Actons ~ || Settings - |
= Team Site Visitors (] ) Users/Groups Site Collection Administr Permission
« Team Site Owners O SiosumerResd Add and remove Site Coliection Reader Plus
Administrators.
= Site Super Readers
u More... r Team Site Memb SIS B Contribute
Manage anomymous access o this
site.
All People M Teamsite Owne — Ful Control
Site Permissions Permission Levels
Configure the available permission -
. = ea
View Al Site Content O TRy levels on this site.

Surveys

» Customer feedback
Pictures

= Images
Documents

= Policies

» Knowledge Base
Lists

= Calendar

» Tasks

» Suggestions

K]

Done [0 [ [T [ [ mrusted ses ESAE

'/ start J@ @ ) J @ issions: Saturn A.. € Authertication Providers... J| () 1126 AM

Now select Settings | Anonymous Access from the menu bar.

/22 Anonymous Access dows Internet Explorer =12 x|

@“‘\; s v | ] hitp:win2003enti_layoutsisetanan, aspxrobi=http% 3% 2 % 2Fnin2003enk %2CWER (=] 42| [ uive search £~

File Edit View Favorites Tools  Help

¢ @0 @ Anonymous Access | | % - B - = - page - CiTools - 7
Saturn Allance Sharepaint Demo Velcome Sharepoint Administrator = B

.ﬂ. Saturn Alliance Sharepoint Demo

E Sodial Club Site Actions ~

Saturn Alliance Sharepoint Demo > Site Settings > Permissions > Anonymous Access

Change Anonymous Access Settings: Saturn Alliance Sharepoint Demo

Use this page to specify what parts of this site anonymous users can access,

Anonymous Access Anonymous users can access:

Specify what parts of your Web site (if any) anonymous users can access. If you select [
Entire Wieb site, anonymous users will be able to view all pages in vour Web site and

view alllists and items which inherit permissions from the Web site. If you select Lists € Lists and libraries
and lbraries, ananymaus users will be able to view and change itsms only for those lists ot

and libraries that have enabled permissions for ananymous users. oting

oK. Cancel

i
Done [0 [ [T [ [ mrusted ses ESAE

'/ start J @ @~ J @ Access - .. @ Adthentication Providers. ., J | () 1126 AM

Select what level of anonymous access you wish to enable. The options are:

Entire Web site: any user can access any part of the WSS v3 site including any sub-
sites that inherit their permissions from this parent site.
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Lists and libraries: any user can access any list or library in any part of the WSS v3
site that has been explicitly enabled for anonymous access. They are unable to

navigate by viewing other pages and can only access the list or library via a direct
link.

Nothing: unauthenticated users have no access.

/2 Home - Saturn Alliance Sharepaint Demo - Windows Internet Enplorer TS|

@_\‘f/ ~ [] hitp: ninz00sentjdefault, aspx =] #2 ]| % [ uive Search £~

Fle Edt View Favortes Tools Help

95 & @ Home - Saturn Allance Sharepoint Demo | | 3 - B - i v srRege - [iTeols v 7

Saturn Aliance Sharepoint Demo sinin| @ =
[This site =] Fe)

Saturn Alliance Sharepoint Demo
ALLIANCE

Home, | Social Club
|

View Al Site Content This is a Sharepoint demonstration site created by Saturn Alliance.
Surveys
etback Our Core Values
= Customer feedba — - -
Our Mission Statement - Keeping IT simple
Pictures
* Images Our Goals :
Documents L L .
e 1. Respond to engiries within 60 minutes
Sl >. Solve the right problem ks
Lists a. Listen first a Saturn Alisnce
« Calendar @ Sharepoint information
a Sydney Morning Herald
= Tasks Announcements a Hyawaihvarv Air :
* Suggestions Christmas shutdown 21/11/2007 1:58 PM
= Staff Details by Sharepaint Administrator
O T TS Please note that our offices will be closed from 25th of December { Christmas day) until the 1st of January, Quarterly goals
2008, 1. Increase sales by 10% _
Discussions Please welcome Nancy 21/11/2007 1:56 PM
= Team Discussion by Sharepaint Administrator 2. Convert 10 new
Nancy Wiliams has just commenced in our accounts department. Please stop by and introduce yourself to P
Sites her and welcome her to our business. prospects into customers
= Social Club
Ccalend 3. Boost revenues beyond
People and Groups ndar $ 1 million
O 0 g Te Location  Start Time End Tme All Day Event
Casual Office 15/12/2007 12:00 AM  15/12/2007 11:59PM  Yes
Friday Suggestions
Christmas 25/12/2007 12:00 AM _ 25/12/2007 11:59PM _Yes AdA maan b mas 9711119007 40:47 AN hd|
http: /fwinZ003enty_layouts)Autherticate, aspx?Source=%2Fdaf aul- % 2Easpx 0T [ Trustedsices [ -

distart] | (2 @ |- | & Home-Satum allance .. | [ authenticstion Providers. .. || vame - saturn allianc... | | () 1137 Am

If you now open a new browser window and access your WSS v3 site you should find
that it is displayed as normal. However, in the top right of the screen you will see that
instead of being logged in as a network user you are not logged in (denoted by Sign In).
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/2 Home - Saturn Alliance Sharepoint Demo - Windows Internet Explorer

@: ~ [] hitp: fninz00sentjdefault, aspx

(=] [ #2]| % [ [uive Search e

JNETES|

fle Edt Yiew Favortes Tools  Help

5% 47 @ Home - Satum Allance Sharepoint Dema | |

i - B - dh - |k Page - G Took -

Saturn Aliance Sharepoint Demo

.m' Saturn Alliance Sharepoint Demo

| |Home,| socal Ciub

Welcome Sharepoint Administrator = | (@

[This site =] P

icn AR Sis Content This is a Sharepoint demonstration site created by Saturn Alliance.
Surveys
Qur Core Values M

Ot Our Mission Statement - Keeping IT simple

Pictures

= Images Our Goals :

Documents ~ N - -

s 1. Respond to engiries within 60 minutes

2. Solve the right problem
3. Listen first

» Knowiedge Base
Lists
» Calendar

= Tasks Announcements M

» Suggestions
= Staff Details
= Dally reception tasks

Christmas shutdown

by Sharepoint Administrator
Please note that our offices will be dosed from 25th of December ( Christmas day) unti the 1st of January,
2008,

21/11/2007 1:58 PM

LIEEESD lease welcome Nan

by Sharepoint Administrator
Nancy Williams has just cammenced in aur accounts department. Please stop by and intraduce yourself to
her and welcome her to our business.

21/11/2007 1:56 PM
= Team Discussion
Sites

= Sodal Club
B Add new announcement

People and Groups

1] Recycle Bin Calendar -

O 0 g Tie

Casual

Start Tme End Time
15/12/2007 12:00 AM  15/12/2007 11:59PM  Yes

Location All Day Event

Office

2w e’

Links M
a Saturn Alliance

a sharepoint information

a Sydney Morning Herald

a Hawaian Air

= Add new link

Quarterly goals M
1. Increase sales by 10%

2. Convert 10 new
prospects into customers

3. Boost revenues beyond
$ 1 million

K]

pore i

distart| | (i} @ . | @ Home - satum aliance s... | & authentication praviders. . || & Home - saturn Allianc...

[/ Trusted sites

IESUTRENY

| (i) 11:39 M

If you click the Sign In link you will automatically be logged into WSS v3 as the current

network user.

% Home - Saturn Alliance Sharepoint Dem

dows Internet Explorer

JSETE|

@:_j + ] hitp: fwinzo03entidefault. aspx

95| Juve search P

File Edit View Favorites Tools  Help

e e (& Home - Saturn alliance Sharepoint Dema | |

@'m '&‘;ﬁEﬂGE'@TgDIS~

Saturn Alliance Sharepoint Demo

.ﬂ. Saturn Alliance Sharepoint Demo

| | Home,| socal Club

| Welcome Sharepoint -

&

View Al Site Content
Surveys

This is @ Sharepoint demonstration site created by Saturn Alliance.

Our Core Values M

* Customer feedback Our Mission Statement - Keeping IT simple

Pictures

= Images Our Goals :

Documents . . . .

« Polcies 1. Respond to engiries within 60 minutes

2. Solve the right problem
a. Listen first

» Knowledge Base
Lists

 Calendar

» Tasks A -

= Suggestions
= Staff Details
= Dally reception tasks

‘Christmas shutdown

by Sharepaint Administrator
Please note that our offices will be dosed from 25th of December ( Christmas day) until the 1st of January,
2008

21f11/2007 1:58 PM

LEEETD Please welcome Nany

by Sharepeint Administrator
Nancy Williams has just commenced in our accounts department. Please stop by and introduce yourself to
her and welcome her to our business.

21/11/2007 1:56 PM
= Team Discussion
Sites

= Sodal Club
Bl Add new announcement

People and Groups

1z Recycle Bin Calendar -

o0 gl Tite

Casual

Start Tme End Time
15/12/2007 12:00 AM  15/12/2007 11:59PM  Yes

Location All Day Event

Office

i

My Settings
Update your user information,
regional settings, and alerts.

e

Sign in as Different User
Login with a different account.,

Sign Out
Logout of this site
Personalize this Page

Add, remove, or update Web Parts on
this page

Links M
a Saturn Allance

a Sharepoint information

@ Sydney Morning Herald

a Hawaian Air

= Add new link

Quarterly goals M
1. Increase sales by 10%

2. Convert 10 new
prospects into customers

3. Boost revenues beyond
$ 1 million

|»

M

i)

pore i

distart| | (i} @ ) | @ Home - satum aliance s... | & authertication praviders. . || & Home - saturn Allianc...

[/ Trusted sites

IESUTRENY

| (1) 1140 &k

If you pull down the arrow to right next to the login name you are able to select the

option from a menu to Sign Out.
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¢/~ Sign Out: Close Browser To Complete Sign Dut - Windows Internet Explorer

JNETES|

G?ﬂ ~ [ ] hitp: minz003ent_layoutsiSignGut. aspx

T[] [ove e

28

fie Edt Yiew Favortes Tools  Help

¢ 47 @ sign Out: Close Browser To Complete Sign Out | |

i B -t v rPage - (iTools v 7

s

@ -

Go back to site

Sign Out: Close Browser To Complete Sign Out

O

You must close your browser to complate the sign out process.

Windows Internet Explorer =l
@ | Thewebpage you are viewing s trying to dose the window,
\é )

Do you want: to close this window?

; tio

pore L I

distart| | (i} @ . | @ Home - satum aliance s... | & authertication praviders. . || & sian Dut: Close Brows...

[/ Trusted sites ESAE

J| W 1atan |

You will be signed out of the site. If you return to the WSS v3 site again in your browser

you will see that you are no longer logged in.

/2 Home - Saturn Alliance Sharepoint Demo - Windows Internet Explorer

JSETE|

‘o v & httpiwin2003ent idef aul. aspx

=l )< fove soaen

(=[]

File Edit View Favorites Tools  Help

e e (& Home - Saturn alliance Sharepoint Dema | |

% - B - o= - s rpage - (i Took -+ 7

Saturn Alliance Sharepoint Demo

Signn| -

.ﬁ Saturn Alliance Sharepoint Demo

ALLLANCE

| tiomey socal club

[Tris site =] Fe

sl =Cogent This is a Sharepoint demonstration site created by Saturn Alliance.

Surveys
= Customer feedback

‘Our Core Values
Our Mission Statement - Keeping IT simple

Pictures

» tmages Our Goals :

Documents .. . . .

= 1. Respond to engiries within 60 minutes

2. Solve the right problem

= Knowledge Base Links

Lists 5. Listen first @ Saturn Aliance

= Calendar a Sharepoint information

« Tasks A a Sydney Morning Herald
a Hawaian Air

" Suggestions Christmas shutdown 21/11/2007 1:58 PM

» Staff Detals by Sharepoint Administrator
Quarterly goals

Please note that our offices will be dosed from 25th of December ( Christmas day) until the 1st of January,
2008,

= Dally reception tasks

LIS Please welcome Nan:
by Sharepoint Administrator

Nancy Wiliams has just commenced in our accounts department. Please stop by and intreduce yourself to

21/11/2007 1:56 PM
» Team Discussion

Sites her and welcome her to our business.
* Sodial Club
lend 3. Boost revenues beyond
People Calendar $ 1 million
o 0 g Tite Location  Start Time End Time All Day Event

Casual Office  15/12/2007 1200 AM  15/12/2007 11:59PM  Yes

Fricay Suggestions

Christmas 25/12/2007 12:00 AM  25/12/2007 11:59PM _ Yes P Sy —— hd

2. Convert 10 new
prospects into customers

1. Increase sales by 10%

pore L I

distart| | (i} @ ) | @ Home - satum aliance s... | & authertication praviders. . || & Home - saturn Allianc...

[/ Trusted sites ESAE

J| W 1azan |

You must again select Sign in the top right of the window to log in as a network user to

this WSS v3 site.
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EIET
@: )~ [] hitp: fvinz003entiLists/Suggestions/Alltems, aspx (=] [ #2]| % [ [uive Search £~
fle Edt Yiew Favorites Tools Help
S5 dr @ suggestions | | - B - v o page - (CiTook v 7
Saturn Allance Sharepoint Demo Vielcome Sharepoint Administrator = | @ 2

[This List =] P
.m' Saturn Alliance Sharepoint Demo
ALLANCE
| |Home,| socal Ciub ETrTa
- saturn Alliance Sharepoint Demo > Suggestions
Eg_‘J Suggestions
View Al Site Content Feel free to add your suggestions on how we can improve the way that we deal with our staff and customers.
Surveys New - Actions v | setings <~ | view: | All items: -
0 S e 0 Tite Create Column Modfied
Pictures Add map to our nebs :ﬂj ;‘35,;;3[,“:‘ e ﬁ::.ma‘ 22/11/2007 10:47 AM
0 LrES . CreateView
Pa— I )
= Policies — e
» Knowledge Base 1 {E? B e Pttt
columns, views, and policy.

Lists
= Calendar
= Tasks
* Suggestions
= Staff Details
* Daly reception tasks
Discussions
= Team Discussion
Sites
= Social Club
People and Groups o
18] Recycle Bin =l

Done [/ Trusted sites ESAE

distart| | (i} @ | | @ Home - satum dliance 5., | & operstions - windaws In.. ”m Qcomputarmanagement | .| ) 439pM

Finally, you need to allow anonymous access to the items in WSS v3. To do this, for

example on an existing list, go to the list and select Settings | List Settings from the
menu bar.

/22 Customize - Windows Internet Explorer =12 x|
@‘\_j s v | ] hitp:win2003enti_layoutslstedt aspxPList=27B5AF 26096%2DEBEE %, 2D4AEF %, 2D8DD5: 2DCCAC 141 285B0% 7D (=] 42| [ uive search £~

File Edit View Favorites Tools  Help

W @ customizs | | %5 - B - =~ page - CiToos - 7

Saturn Alliance Sharepoint Demo

.ﬂ. Saturn Alliance Sharepoint Demo

ALLIANCE

E Sodial Club Site Actios

Saturn Alliance Sharepoint Demo > Suggestions > Settings

Customize Suggestions

Welcome Sharepaint Administrator = =

List Information

Name: Suggestions

Web Address: http: fwin2003ent/] " .

Description: Feel free to add your suggestions on how we can improve the way that we deal with our staff and customers.
General Settings Permissions and Management Communications

i o Delete this st 8 RSS settings
= Versioning settings © Save list as template

& Advanced settings & Permissions for this list

8 Workflow settings -

Columns

A column stores information about each item in the list. The following columns are currently available in this list:

Column (diick to edit) Type Required

Title Single line of text v

Body Multiple lines of text

Expires Date and Time

Created By Persan or Group

Modified By Person or Group |
http:/jwin2003ent]_layouts/user. asp<obj=7BBAF 26DI6%2DEBEE % 2D 4AEF %2 DADDE % 2DCCBC1 4128580%7D st isk=%76E [ | | [ Trusted siees ESLE

distart| | (i} @ ) | @ Home - satum aliance s... | (& Operations - Windows In.. | @ tustomize - Windows ... l@computerManagement | | ) 40pm

In the list settings select Permissions for this list from Permissions and Management
section.
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— =] x|
‘E‘ |E| ILive Search ‘EE|

m - IE http: { fwinz003ent/_layoutsiuser, aspx?obj=%7ESAF 260969 2DSBEE % 2D4AEF % 2DBD05% 2D CEC 14 1285B0% 70, listadist=

File Edit ‘iew Fawvorites Tools Help
ﬁ & @Permlsslons: Suggestions | | @ = T @ - @Eage - @Tguls . ?

‘Welcome Sharepoint Administrator ~ | ;ll

Saturn Alliance Sharepoint Demo

.ﬁ Saturn Alliance Sharepoint Demo

ALLIAMNCE

E Social Club Site Actions

Saturn Alliance Sharepoint Demo > Suggestions > Settings > Permissions
Permissions: Suggestions

This list inherits permissions from its parent Web site. To manage permissions directly, dick Edit Permissions from the Actions menu,

Actions ~ |
Manage Permissions of Parent User Name Permissions
This list inherits permissions from its
parent. Site Super Readers Reader Plus
Edit Permissions Team Site Members Contribute
Copy permissions from parent, and
then stop inheriting permissions.
TESIT SITE LIWNET rATer O Team Site Owners Full Contral
Group
Team Site Visitors SharePeint Team Site Visitors Read
Group

-
Done ’_ ’_ ’_ ’_ ’_ ’_ ‘J Trusted sites | H100% <
mstartl J B &~ J /& Home - Saturn Alliance 5... I /& Operations - Windows In... ” & Permissions: Suggesti... (=], Computer Management | J | (1) darm

By default, the list will normally inherit its permissions from the parent site. To prevent
this select Actions | Edit Permissions from the menu bar.
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/7 Permissions: Suggestions - Windows Internet Explorer |
m ~ [ ] hitp: fninz003ent]_layoutsjuser aspx?obj="7B8AF 26096 % ZDSBEE 15204 AEF%:2DBDDS2DCC BT 14128560% 70, lstadist= | ¥4 X [Live search (2]~

fie Edt Yiew Favortes Tools  Help

SF 40 @ Fermissions: Suggestions | | 3 - B - e - 2 Page - GiTodls - 7

Saturn Aliance Sharepoint Demo

m Saturn Alliance Sharepoint Demo

ALLLANCE

saturn Alliance Sharepoint Demo > Suggestions > Settings > Permissions

Permissions: Suggestions

Viekcome Sherepaint Adminstrator - | @ =1

This list inherits permissions from its parent Web site. To manage permissions directly, dick Edit Permissions from the Actions menu

Actions - |
DUsers Tune. e e
site lows Internet Explorer x|

N P ) Vou are about to create unique permissions for thi lst. Changes made to the parent site permissions will no longer
e )

affect this list,
Cancel

Team

Group

[/ Trusted sites ESAE

distart| | (i} @ () | @ Home - satum aliance 5. | & operstions - windows In... | [ @ issions: 5 tioe 3 Computer Management | | | ) 44 pm

pore I I

Press the OK button to accept the changes and continue.

uggestions - Windows Internet Explorer

=l x|
m + ] hitp: finin2003enti_layoutsiuser. aspx?obi="%TBBAF26096%2DSBEE 42 D4AEF%:2DADD5,2DCCAC 14128560%: 7D, lsthl ist=" = | \5\ \Z\ [Live Search \EE\
File Edit View Favorites Tools  Help
Ty e (& Permissions: Suggestions | | & - - f=h v - Page - (FTodks v

Saturn Alliance Sharepoint Demo

Iﬂ Saturn Alliance Sharepoint Demo

ALLIANCE

| Homey sodl club Site Actions ~

Saturn Alliance Sharepoint Demo > Suggestions > Settings » Permissions

Welcome Sharepaint Administrator = | =

Permissions: Suggestions

Use this page to assign users and groups permissian to this ist. This list does not inherit permissions fromits parent Web site.
Mew = | Actions ~ || setings ~ |
0 OuUsers/Groups Access Requests Permissions
I Ste Suerkesd Ensbe o dssble acces requests for Reader Flus
[T TeamSite Memb ;:;;‘;’::;‘: Ym’mﬂ p— Contribute
[ TeamSic Onners SharcPoint  Team Site Owners Ful Control
Group
[ TeamSite Visitors Sharspont  Tean e istors Read
roun

||
[0 [ [ [ mrusted stes ESAE

[
distart| | (i} @ () | @ Home - satum Aliance 5. | & operstions - windows In... | [ @ issions: 5 tioe 2] Computer Management | | | ) 44 pm

Done

You will be returned to the Permissions window. You will notice that menu bar now
contains a number of additional options. To enable anonymous access select Settings |
Anonymous Access from the menu bar.
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/2 Anonymous Access - Windows Internet Explorer

@_‘\ )~ [&] hitp:vinz003ent_Jayoutssstanan, aspxiobj=%7B8AF 26096 % DSBEE T2 4AEF %ZDADDS%2DCC 6141 28560% 70721 | %4 X | [live search £~

Fle Edt View Favories Tools Hep
TP &7 @ anonymous Access | |

Saturn Aliance Sharepoint Demo

.m‘ Saturn Alliance Sharepoint Demo

ALLLANCE

3 - B - e - 2 Page - GiTodls - 7

Welcome Sharepoint Administrator + | @ 2]

B o G [ Site Actions - |

saturn Alliance Sharepoint Demo > Suggestions > Settings > Permissions > Anonymous Access

Change Anonymous Access Settings: Suggestions

Use this page to allow anonymous users to access this list,

Anonymous Access Anonymous users can:
Specify what permissions anonymous users have in this list. Add Items - Add items to lists, add documents to document

libraries, add Web discussion comments.
[T Edit Items - Edititems in lists.
I Delete Items - Delete items in lists.

[ View Items - View tems in lists, documents in document lbraries,
view Web discussion comments, and set up e-mal alerts for fists.

oK. Cancel

=
Done [0 [ [T [ [ mrusted ses ESAE
distart| | (i} @ . | @ Home - satum aliance s... | & cperstions - windaws In... || & Anonymous Access - .. 2] Computer Management | | ) 46 PM

Set the permissions for anonymous users on this list and press OK to continue.

Any items already in the list will now inherit their permissions from the options that you
have now set (including anonymous access).

15.8 SharePoint elements security

SharePoint security operates in a manner very similar to that found on normal files and
folders. It is generally the case that security rights are inherited and flow down through
the SharePoint site structure. This means that unless explicitly set, anything you create
will have the same rights as that of its parent. Thus, if you create a new Document
Library it will, by default, have the same rights as the site in which you created it. This

does not mean that these rights can’t be changed but this is generally how security is
assigned by default.

The following example will take your through changing the rights in a Document Library.
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CIAOPS Sharepoint Dema Wielcome Sharepaint Administratar ~ | (@)

CIAOPS Sharepoint Demo Thstst =l 18]
Metwork Search | Site Actions - |

CIAOPS Sharepoint Demo = Policies

Policies
iew Al Site Content Compary Policies
Surveys Mew - Upload ~  Actions - Sebtings - View: | New -
= Customer feedback Title Type  Name tadified File Size Version
Pictures Sum = 699970
= Images Dress Code Policy @] Philosophy and Purpose 9/06/2009 10:11 M 20KB 1.1
Documents Sample Workplace Alcohol Palicy @] appendi I alcohol_policy 25[02/2010 10:46 &M 43 KE 1.2
= Policies Complete Technology Services Remots Monitoring Servics 8] Remote Maritoring ! rew 25/02/2010 1049 &M 51K 1.0
= Knowledge Base Equal Oppartunicy Palicy B)  equal_oppartunity 25/02/2010 10:52 &M 95 KE EX
= Demanstration Sexual Harassment Policy T sexusharassmentpolicy 22[11/2007 11:44 AM 101 KB 1.0
i Internet Usage Palicy M wee 22/11/2007 1145 AM  122KEB Lo
= Calendar B ws5_quick Reference_Guide 1hEw 25/02/2010 10:14 AM 252 KB 0.1
= Tasks

= Suggestions
= Staff Details

= Daly reception tasks
= Prajects
Discussions

= Team Discussion
Sites

= Sodial Club

Firstly, go to the Document Library using the browser.

CIAOPS Sharepoint Dema Wielcome Sharepaint Administratar ~ | (@)

CIAOPS Sharepoint Demo Thstst =l 18]
Social Club | Metwork Search | Site Actions - |

CIAOPS Sharepoint Demo = Policies

Policies
igw Al Site: Cantent Corpary Policies
Surveys Mew = Upload +  Actions || Settings - | View: | New -
pleustonegfesdaac Title Create Column Modfied File Size version
= j ﬂ add a calumn ta store additional _
(AL infarmation about each ke, Sum = 699970
= Images Dress Code Policy o |G e 9J06/2009 10:11 AW 20KE 11
[T]C) | Create a view ta select columns,
Sample Workplace Alcohol Pal Q g i 2502/2010 10:46 &M 43 KB 1.2
oo ample Workplace Alrool Policy Filters, and other display settings, Py 027
. i nEw : K
Folicies Complete Technalogy Servizes Remote b ings 25/02/2010 1049 AM 51K 1.0
= Knowledge Base Equal Opporturity Policy {u? Malnaqe settings su5h als permissions, 25[02/2010 10:52 AM 95 KB 2.0
. columns, views, and palicy.
Temostaton) Sewual Harassment Policy s licy 220112007 11:44 &M 101 KB 1.0
Lists Internet Usage Policy T wee 22{11/2007 11:45 AM  122KB 1.0
= Calendar ] wss_Quick Reference_Guide Trew 25/02/2010 L0:14 AM 252 KB 0.1
= Tasks

= Suggestions
= Staff Details

= Daly reception tasks
= Prajects
Discussions

= Team Discussion
sites

= Sorial Club

From the Document Library menu select Settings then Document Library Settings.
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CIADPS Sharepaint Demo
[=] ' 3 .
CIAOPS Sharepoi

Homey Socisl Club | Metwork Search
|

Mame:

@ Advanced

Columns

Column (clc
Title

Created By
Modfied By

nt Demo

List Information

Web address:

Description:

General Settings

a Title, description and navigation

8 Yersioring settings

settings

K to edi)

Checked Out Ta

CIAOPS Sharepoint Demo > Policies > Settings

Customize Policies

Policies
hitp: fwin2003entjShared Documents/Forms/Mew. aspx

Company Policizs

Permissions and Management

8 Delste this documert library

8 Save document library as template
5 Permissions for this document library
8 Manage checked aut fies

8 Warkflow settings

A column stares information sbout each document in the document library. The Following columns are currently available in this document brary:

Type Required
Single line of text

Person or Group

Person or Group

Person or Group

“welcome Sharepoint Administrator ~ | (@)

Site Actions -

Communications

5 RSS settings

From the section Permissions and Management in the centre of the page select
Permissions for this document library.

febwork Search

Permissions: Pol

icies

CIAOPS Sharepoink Demo = Policies = Settings > Permissions

This library inherits permissions fran its parent Web site, To manage permissions directly, click Edit Permissions From the Actions menu,

Ackions ~

UsersiGroups Type User Marne Permissions

Team Site Members SharePaint Team Sike Members Zonkribuke
Group

Team Site Owners SharePaint Team Sike Dwners Full Control
Group

Team Site Visitars SharePoint Team Sike Wisitors Read
Group

You should now see the securities for the Document Library as shown above. Here you
will notice the information line just above the Actions option on the menu — “This library
inherits permissions from its parent Web site. To manage permissions directly, click the

Edit Permissions from the Action menu”.

This means that the securities for the Document Library are being inherited from the

parent site.
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CIAOPS Sharepoint Demo

wielcome Sharepoint Administrator = | (@)

CIAOPS Sharepoint Demo

Social Club Mebwark Search

Site Actions —

CIAOPS Sharepoint Demo = Paolicies = Settings > Permissions

Permissions: Policies

This library inhetits permissions from its parent \Web site, To manage permissions dirsctly, click Edit Permissions from the Actions menu,

Actions = |
Manage Permissions of Parent User Mame Permissions
This document library inherits ;
permissions From its parert. Tearn Site Members Contribute
i R D Team Site Owners Full Contral
Copy permissions from parent, and
then stop inheriting permissions,

—Team Se WEmors  Jnarsrome 1 ean Sike Visitars Read

Group

Since we wish to change the permissions here select Actions then Edit Permissions.

CIAQPS Sharepaint Demo

Social Club

Welcome Sharepaint Administrator ~ | (@)

CIAOPS Sharepoint Demo

Netwark Search Site Actions ~

CIAQPS Sharepoint Demo > Palicies > Settings > Permissions

Permissions: Policies

This library inherits permissions From its parent Web site, To manage permissions directly, click Edit Permissions from the Actions menu.

Adtions - |

) Usersisrouns Tune | sar Mame Prrmissinns

X
Pl Mes5age from webpage [ ]

Tean ] Youare about to create unigue permissions for this document lbrary. Changes mare to the parent sie permissions

wil no longer affect this document library.
! Canicel

Tean

You are now prompted with a warning that are about to break the inheritance of the

Document Library

and create unique permissions.

Press OK to continue.
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TR SEdTLTT
ZIACPS Sharepoint Demo = Policies = Settings = Permissions

Permissions: Policies

|Jse this page to assign users and groups permission ko this library, This library does not inherit permissions from its parent Web site,

Mew = Ackions =

- UsersfGroups Type Usetr Marme Permissions
Il Tearm Site Members SharePoink Tean Sike Members Contribuke
Group
[l Tearn Site Owners SharePoink Tean Sike: Owners Full Contral
Group
- Team Site Visitars SharePoink Tean Sike Wisitors Read
Group

You will now be returned to the Permissions window but you will notice a number of
changes. Firstly you will see that the informational line above Actions on the menu bar
now reads — “Use this page to assign users and groups permissions to this library. This
library does not inherit permissions from its parent Web site”. This therefore means that
the users or groups you see listed below are the only users or groups that have rights to
this document library as they have been copied from the previous instance when the
rights were inherited.

Another point to consider is that because SharePoint now supports security trimming
users who do not have explicit rights to this Document Library will not even see it
displayed on the Quick Start menu. You can also tell the rights are explicit because of
the selector boxes at the left of each user or group. These checkboxes allow you to
select one or more entries and make changes to these entries via the options in the
menu.

T TOT ST T ST T

Hetwork, Search
CIADQPS Sharepoint Demao = Policies = Settings = Permissions

Permissions: Policies

Use this page ko assign users and groups permission ko this library, This ibrary does not inherit permissions From its parent Web site,

Mew |'| Ackions -

Add Users User Marne Permissions
i?bc:,daru;ers €7 rees o (s e Ut Team Site Members Zontribute
| Team Site Cwners SharePoint Team Site Cwners Full Conkrol
Group
- Tearn Site Yisitars SharePaoint Tear Site Yisitars Read
Group
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To permit a new user rights to this Document Library now you much select New then
Add Users from the menu bar.

vtk Search Site Actions ~
CIACPS Sharepoint Demo > Policies > Settings = Permissions > Add Users
Add Users: Policies
Use this page ko give new permissions,
Add Users Users/Groups:
‘fou can enter user names, group names, or e-mail addresses, Separate them Robert Crane
with semicolons,
Add all authenticated users
&
Give Permission Give Permission
Choose the permissions you want these users to have, You can add users to & € ndd users to a SharePaint group
sharePoint group {which is already assigned ko a permission level), or you can - -
add users individually and assign them bo a specific permission lewvel, ITeam Site Mernbers [Contribute] [
‘iew permissions this group has on sites, lists, and ikems. ..

sharePoint groups are recommended as they allow For ease of permission @ G ission direct]
management across multiple sites. et WELElE (HEEETE ClEaE

I~ Full Contral - Has Full cantral,

[v Pesidn - Can

[T Contribute - Can view, add, update, and delete,

I~ Read - Can view only,

Ok Cancel

An Add Users window will appear. In the section at the top of the screen called Add
Users enter the names of the users or groups you wish to add. You can check that a user
is valid by clicking on the person and checkmark icon at the bottom of the box. You can
also use the book icon to look up users already known by the system.

Once you have added the user correctly you should see it underlined.

In the bottom of the window you can now select exactly which rights you wish to give
these users. You may firstly choose to add the user to an existing SharePoint group or
you may choose to provide them individual rights to the Document Library including:

- Full Control: all rights

- Design: View, add, update, delete, approve and customize.
- Contribute: View, add, update and delete.

- Read: Can view only.

All rights automatically include the rights of the items below them. Thus, the Contribute
right includes all of the rights associated with Read as well as the ability to add, update

and delete. You can also only select one of these rights for the user.

When this is complete, press the OK button to save the settings.
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Any changes to rights take effect immediately although some users may be required to
log out and log back into the system for these to completely take effect.

CIAOQPS Sharepoint Demo > Policies » Setkings = Permissions

Permissions: Policies

Use this page ko assign users and groups permission to this library, This library does nok inberit permissions from iks parent Web sike,

Mew = Bekions =

r Users/iaroups Type User Mame Permissions

- Robert Crane User WINZOOZENT robert Design

- Team Site Members SharePoint Team Site Members Contribute
Group

- Team Site Cwners SharePoint Team Site Cwners Full Central
Group

- Team Sike Visitors SharePoint Team Site Visitors Read
Group

When you are returned to the Permissions page you should see the new users in the list
with the set of rights that were just assigned (in this case Robert Crane with Design
rights at the top of the list).

CIAQPS Sharepoint Demao = Policies = Settings > Permissions

Permissions: Policies

Use this page ko assign users and groups permission ko this library, This ibrary does not inherit permissions from its parent Web site,

Mew - Ackions = |

| | Remove User Permissions Hame Permissions

r o Rermove selected user permissions. O3ENTirabert Design
Edit User Permissions B ]

r Tl Edit selected user permissions. Site Members Contribute
Inherit Permissions L.

r T Inherit permissions from parent, pite: Cwners Full Contral

[ Team Site Wisitars SharePoint Team Site Yisitors Read

Group

If you wish to remove users rights from the Document Library simply click in the selector
box to the left of their name and from the menu choose Actions then Remove User
Permissions. You will be prompted with a warning before any users are removed.

Likewise, you can edit the rights of any user who already appears in the list by again
clicking on the selector box to the left of their name and choosing Actions then Edit
User Permissions from the menu. This will take you back to a window very similar to
Add Users one shown previously where you can adjust any rights as necessary.
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Finally, you can also revert the rights back to where they were inheriting from the
parent. To do this simply select Actions then Inherit Permissions from the menu bar.
You will asked to confirm the action and when complete, all the existing rights will be
removed and the Document Library will once again inherit the rights from its parent as it
did by default.

CIADPS sharepoink Demo = Policies

Policies

Company Policies

Mew = Upload = | Actions = Settings ~

Title Type  Mame Modified
Dress Code Policy EE“IJ Philosophy and Purpose « | 9062009 10:]
Sample Workplace Alcohol Policy @ a Yiew Properties Z5/02)2010 10
Complete Technology Services Remaote Monitoring Service @ = _j Edit Properties 2500212010 10
Equal Oppartunity Palicy @ 2 3_3 Manage Permissions 25/02/2010 10
Sexual Harassment Policy m s i) Edit in Microsoft, Office Word 22{11/2007 11
Inkernet Usage Palicy m X Delste 22/11}2007 11
| Send To ¥ | 250242010 10

_é Check Gk

@j Publish a Major Yersion

__,] Wersion Hiskary

Alert Me

One of the big advantages that WSS v3 brought was the ability to assign rights or
permissions for individual items in a Document Library. To do this go to the Document
Library where the item you wish to individually secure resides. Select the properties
menu for that item by selecting the pull down menu at the right of the linked item field
as shown above.

From the menu that appears select Manage Permissions.
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CIADQPS Sharepoint Demo = Policies > Philosophy and Purpose = Permissions

Permissions: Philosophy and Purpose

This document inherits permissions Fron its parent Folder or library, To manage permissions directly, click Edit Permissions From the Actions menu,

Actions =

sersiGroups Tvpe User Mame Permissions

Raobert Crane User WINZO0IEMT robert Design

Tear Site Members SharePoint Team Site Members Contribute
Group

Team Site Owners SharePaoint Team Site Owners Full Control
Group

Tear Site Yisitars ShareFoint Team Site Visitors Read
Group

You will then be taken to the Permissions for that item (in this case Philosophy and
Purpose). This is very similar to the Add User permissions window mentioned previously
in that you should firstly see that the item is automatically inheriting its rights from its
parent (i.e. the Document Library). You can tell this by what is shown in the
informational line displayed just above the menu bar. In this case it reads “This
document inherits permissions from its parent folder or library. To manage permissions
directly, click Edit Permissions from the Actions menu”.

This means that to create unique rights for this document this inheritance needs to be
broken.

CIADQPS Sharepoint Demo = Policies > Philosophy and Purpose > Permissions

Permissions: Philosophy and Purpose

This document inherits permissions from its parent Folder or library, To manage permissions directly, click Edit Permissions From the Actions menu,

ackions - |

Manage Permissions of Parent User Mame Permissions

This folder inherits permissions From )

its parent., WINZO03ENT robert Design

Edit Permissions Team Site Members Conkribute

Copy permissions from parent, and

then stop inhetiting permissions. Team Site Owners Full Control
Group

Team Site Yisitars SharePoint Team Site Yisitors Read

Group

To break this inheritance select Actions then Edit Permissions from the menu bar as
shown above.
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CIAOPS Sharepoint Demo Wwelcame Sharepoint Administrator = | . 4

c i A .
CIAOPS Sharepoint Demo

Homey Social Club  Mebwork Search Site Actions ~

CIAQPS Sharepoint Demo = Policies = Philosophy and Purpose = Permissions
Permissions: Philosophy and Purpose

This document inherits permissions from its parent Folder ar library, To manage permissions directly, click Edit Permissions From the Actions menu.

Actions |
) sers/Grauns Tune | lsar Mams Parmissinns
Message from webpage X
Rabert g L=t E

Team: P “ou are about ko create unique permissions For this document. Changes made ko the parent falder or document
‘\'/ library permissions will no longer affect this document.

Cancel |

Team £

Team £

Group

You will be prompted to confirm this action.

Press OK to continue.

CIAQPS Sharepoint Demo = Policies = Philosophy and Purpose = Permissions
Permissions: Philosophy and Purpose

Use this page to assign users and groups permission ko kthis document, This document does not inherit permissions from its parent Folder o library.,

Mew - Actions =

- 'Users/Groups Type Lser Mame Permissions

- Rabert Crane User WINZO0IEM T robert Diesign

- Tearn Site Members SharePaink Team Site Members Caontribute
Group

[l Team Site Owners SharePoint Team Site Owners Full Control
Group

- Team Site Yisitars SharePaink Team Site Yisitors Read
Eroup

You will then be returned to the Permissions window where you will now see selector
boxes next to each user. You will also note that the informational line reads — “Use this
page to assign users and groups permissions to this document. This document does not
inherit permissions from its parent folder or library” ,indicating that permissions for this
item are unique.
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CIACPS Sharepoint Demo = Policies = Philosophy and Purpose = Permissions

Permissions: Philosophy and Purpose

Use this page to assign users and groups permission to this document, This document does not inherit permissions from its parent Fo

Mews | = | Actions -

Add Users User Mame
Add users or groups ko this Folder, WINZODSENTirobert
- Team Site Members SharePoink Team Site Members
Eroup
- Team Site Cwners sharePoink Team Site Owners
Group
I_ Team Site Yisitors SharePoink Team Site Yisitars
Eroup

Permissions

Design

Contribuke

Full Contral

Read

As mentioned before, to give users the rights to this item simply select New then Add

Users from the menu bar and assign them the desired rights.

Permissions: Philosophy and Purpose

CIACPS Sharepoint Demo = Policies = Philosophy and Purpose = Permissions

|Jse this page to assign users and groups permission ko this document, This document does not inherit permissions From its parent Fo

Mew = Ackions = |

r i Remove User Permissions arne

r R Remove selected user permissions, 03ENTirobert
Edit User Permissions B

r T Edit selected user permissions. Bite Members
Inherit Permissions e O

r T Inherit permissions from parent., pILE LIINers

|l Team Site Wisitors SharePaink Team Site Wisitors

Group

Permissions

Design

Contribute

Full Control

Read

In much the same way as mentioned before, from the Action menu you can select to:

- Remove User Permissions by selecting the check box to the left of the user and
then selecting this option. After a confirmation warning, this user will no longer

have any rights to the item.

- Edit User Permissions by selecting the check boxes to the left of the user and
then selecting this option. You will be taken to the permissions area again where

you can make any desired changes.

- Inherit Permissions, allowing the item to return to obtaining its rights from its

parent (in this case the document library).
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Some general points to consider here are that assigning to security rights in SharePoint
is a very manual task and needs to be generally done on each element by firstly breaking
the default inheritance and then assigning the desired rights. It is therefore best practice
to assign rights directly to either Active Directory groups or SharePoint Groups and then
add users to these groups. This generally means that the process of assigning rights to
individual elements only needs to be done once.

Assigning individual users rights at different locations in SharePoint can make
troubleshooting at a later stage time consuming and should be avoided where possible.

15.9 Conclusion

This guide continues to be a work in progress and | encourage comments and feedback
of any type. The only way that the Guide will improve if these is continued feedback.

Please send your comments and feedback to director@ciaops.com.
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