Lab - Creating an Unattended Virtual Install of XP Using VirtualBox

Overview

In this lab, students will create a virtual unattended install of Windows XP Pro SP2 using
VMWare. This will be one of the attack victims used in the lab. Creating this VM of Windows

XPSP2 is very straightforward.

The Windows XP SP2 Unattended Install 1ISO can be downloaded using this link: Download
Windows XP SP2 Unattended

Once the Dropbox download site appears, go to the upper right corner, and click on the three
dots. This opens the context menu and presents you with a download option. Click on
download.
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.iso files can't be previewed.

Windows XP Professional SP2 Unattended .iso - 587.38 MB

Learn more.

Save the ISO download to a location on your local machine. Remember the location!
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You have chosen to open:

_@ows XP Professional 5P2 Unattended .iso

which is: iso File (587 MB)

from: https://dl.dropboxusercontent.com
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https://www.dropbox.com/s/zp4m9lzduqh3vgj/Windows%20XP%20Professional%20SP2%20Unattended%20.iso?dl=0
https://www.dropbox.com/s/zp4m9lzduqh3vgj/Windows%20XP%20Professional%20SP2%20Unattended%20.iso?dl=0

This is the direct link:
https ://mww.dropbox.com/s/zp4m9lzdugh3vgj/Windows %20 XP%20Professional%20SP2
%20Unatte nde d%620.is0?dI=0

Creating a New Virtual Machine in VirtualBox

To create a new virtual machine in VirtualBox, click on New. The Create Virtual Machine
wizard opens. Give your new machine a user-friendly name. Under type, select Microsoft
Windows and under version, select Windows XP (64-bit). Click Next.
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) Create Virtual Machine
Name and operating system
Flease choose & descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose wil
be used throughout VirtualBox to identify this machine.
=
Mame:  Windows XP
Type: [Microsof't Windows h ] F.n!
P
Version: [Windcws XP (32-bit) i ]
vy
’ Expert Mode ] [ MNext ] [ Cancel ]

If you can spare the RAM, bump it up to 1024 MB. If not leave it at the default of 512 but if your
XP machine is slow to boot or non-responsive, this is where you need to look to fix the issue.
Click next.
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@ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 192 MB,

rJ 1024 5 MB
4MB 16384 MB

[ Mext ]l Cancel l

For the hard disk, accept the default to create a virtual disk now. Click Create.


https://www.dropbox.com/s/zp4m9lzduqh3vgj/Windows%20XP%20Professional%20SP2%20Unattended%20.iso?dl=0
https://www.dropbox.com/s/zp4m9lzduqh3vgj/Windows%20XP%20Professional%20SP2%20Unattended%20.iso?dl=0

@ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either
create a new hard disk file or select one from the list or from another location
using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk iz 10.00 GB.

) Do not add a virtual hard disk
@ Create a virtual hard disk now

) Use an existing virtual hard disk file

Empty Ly

[ Create ]l Cancel l

In the next window, accept the default hard disk file type, VDI. Click next.
[ L2 [

&) Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual hard disk. If you
do not need to use it with other virtualization software you can leave this setting
unchanged.

@ VDI (VirtualBox Disk Image)
() WHD (Virtual Hard Disk)
() WMDK, (Virtual Machine Disk)

[ExpertMode] [ Mext J [ Cancel ]

Accept the default storage type as dynamically allocated.
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Q Create Virtual Hard Disk

Storage on physical hard disk

Pleaze choose whether the new virtual hard disk file should grow as it is used (dynamically
allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your physical hard disk as it

fills up (up to @ maximum fixed size), although it will not shrink again automatically when
space on it is freed.

A foced size hard disk file may take longer to create on some systems but is often faster to
use.

@ Dynamically allocated

() Fixed size

[ Mext H Cancel ]

For Windows XP, 10 GB of dynamically allocated storage space is plenty. We will not be
updating Windows XP as it needs to remain unpatched.
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Q Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick on the
folder icon to select a different folder to create the file in.

Windows %P a3

Select the size of the virtual hard disk in megabytes. This size is the limit on the amount of
file data that a virtual machine will be able to store on the hard disk.

r) 10.00 GB
4.00 MB 2,00TE

[ Create ][ Cancel ]

This creates the machine. We now need to create an install of Windows XP onto the machine.
Select your Windows XP machine and click on the green start button.
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Mew Settings Discard

For this step, we must select a start-up disk. Click on the browse button and browse to the

download of your Windows XP Professional SP2 Unattended.iso image. Click on start.
The Windows XP setup begins.

B Windows XP [Powered Off] - Oracle VM VirtualBox = B &

e Select start-up disl

Please select a virtual optical disk file or a physical optical drive containing
a disk to start your new virtual machine from.

The disk should be suitable for starting a computer from and should
contain the operating system you wish to install on the virtual machine if
you want to do that now. The disk will be ejected from the virtual drive
automatically next time you switch the virtual machine off, but you can
alzo do this yourself if needed using the Devices menu.

Windows XP Professional SP2 Unattended .iso (587, 38 MB) ~| &

[ Start H Cancel |
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At the first screen, accept the default partition size and hit enter.



Windows HP Professional Setup

The following list shows the existing partitions and
unpartitioned space on this computer.

Uze the UP and DOWN ARROW keys to select an item in the list.
= To set up Windows HP on the selected item. press ENTER.
= To create a partition in the unpartitioned space. press C.

= To delete the selected partition. press D.

18237 MB Dizsk B at Id B on bus B on atapi [MERI]

Partitionl [Mew (Raw>] 10229 MB ¢ 18228 MB freel
8 MB

Unpartitioned space

ENTER=Install D=Delete Partition F3=Quit

B O @] = @ 0@ ®) rihtcy

Accept the default format type of NTFS.

J _| Windows XP [Running] - Oracle VM VirtualBox = | = P

Windows HP Professional Setup
The partition you selected iz not formatted. Setup will now
format the partition.

Use the UP and DOWN ARROY keys to select the file system
you want. and then press ENTER.

If you want to select a different partition for Windows HP.
press ESC.

Format the partition using the NTFE file system (Quick>

Format the art 5 the FAT file system {Quick)>
Format the part ion usi the MTFS file svustem

Format the partition using the FAT file system

ENTER=Continue ESC=Cancel

B O] =@ @@ @ Rt

Allow the install to format the virtual disk.




E?J Windows XP [Running] - Oracle VM VirtualBox

Windows HP Professional Setup

Please wait while Setup formats the partition

C: Partitionl [New C(Rawd] 18229 MB ( 18228 MB freed

on 18237 MB Disk B at Id 8 on bus B on atapi [MBRI.

Setup iz formatting...
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Setup copies files over to the disk.

f?_' Windows XP [Running] - Oracle VM VirtualBox

Windows XP Profe

Please wait while Setup copies files
to the Windows installation folders.
This might take several minutes to complete.

Setup is copying files...
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Copying: srgh.icm
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After the file copy process, the machine restarts.

After the restart, the GUI portion of the install begins.
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File Machine Input

%5 Windows

Collecting
information

Dynamic
Update i eek Io and appealing colors with :
«weptionally streamlined navigation.
Preparing
installation
information and to access the progran
frequently,

@ Finalizing
installation
Setup will complete in

approximately:
36 minutes

Installing Devices

[ —

BOR @] =@ @ S @ rohtc
Set your date and time and time zone.

———
3 Windows

Windows XP Professional Setup

Date and Time Settings
Set the corect date and time for vour Windows computer.

—Date & Time

IThursday, March 30,2017 j |3:39:53PM =

— Time Zone

@ I[GMT-DB:DD] Pacific Time [US & Canada; Tiuana

v Automatically adjust clock for daylight saving changes

The install continues. Allow the install to complete, reboot and to come back up and should
automatically boot to the desktop. The administrator password is password all lower case.



Windows XP [Running] - Oracle VM VirtualBox ‘EM_ |

File Machine View Input Devices Help

° Your computer might be at risk

* Mo firewallis turned on
+ Automatic Updates is turned of f
* Antivirus software might not be installed

Click this balloon to fix this problem.

BOFoiHW O G [ rgntcyl

Install the guest additions. Click Devices and from the context menu select install guest
additions.

Devices | Help
Mount CDYDVD-ROM 3
Unmount CO/DVD-ROM

Meount Floppy [
Unmount Floppy

Metwork Adapters k
LISE Devices »
Shared Folders...

Remote Display

S ED %S EE@OC

Install Guest Additions...

Step the installation wizard to install the guest additions.



Welcome to the Oracle VM
VirtualBox Guest Additions 5.2.6
Setup Wizard

|  This wizard wil guide you through the installation of Oracle
WM VirtualBiox Guest Additions 5.2.6.

P=  Itis recommended that vou clase all other applications

r before starting Setup, This will make it possible to update
relevant system files without having to reboat your
computer,

Click Next to continue,

Cancel

To prevent Windows XP from logging you out after 10 minutes of inactivity, remove the
screensaver.

Right-click anywhere on the screen, and select properties. Click on the Screen Saver tab, and
from the pull-down menu, select none.

qg Windows XP Professional - VMware Workstation 12 Player (Non-commercial use only) E‘M |
Player v | Il » cm I [h «| B

Display Properties

Screen saver

sit 10,2 | it On resume,

Monitor power

Tt_: adjust monitor power settings and save enerqy,
@ ChkEGer g Your computer might be at risk %
+ Automatic Updates is turned of f
+ Antivirus software might not be installed

0K Cancel L Click this balloon to fix this problem.

Make sure you shut down your XP machine gracefully using the start menu. Shutting XP
down improperly will corrupt either Kali and Windows XP.
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Windows XP [Paused] - Oracle VM VirtualBox [o = x ]

File Machine View Input Devices Help
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Use the Power button to reboot or shutdown your Windows XP machine.

L

7] Run...
&ll Programs D

@| Log OF* rﬁ) | Turn OFF Cormpuker

Turn off computer

End of the lab!

11



