Lab - Create a Virtual Install of Server 2019 Core Using VirtualBox

Unlike some previous releases of Windows Server, you cannot convert between Server 2019
Core and Server 2019 with Desktop Experience after installation. If you install Server Core and
later decide to use Server 2019 with Desktop Experience, you should do a fresh installation (and
vice versa).

Overview
In this lab, students will create an installation of Server 2019 Core using VirtualBox.

The Server Core installation installs the operating system in non-GUI with minimal footprint and
helps to secure the server. The benefits of using core server are:

e Reduced attack surface
e Reduced maintenance
e Consume fewer hardware resources
e Increased stability due to fewer running applications
System requirements for creating a virtual install of Server 2019 using VirtualBox.

Windows Server 2019 is a 64-bit operating system. This lab will only work on 64-bit hardware.
You can get a free copy of VirtualBox by using this link Download VirtualBox.

After downloading VirtualBox, browse to where you saved it, and double-click to start the
installation. You can just accept the defaults by clicking Next through each screen.

If you already have VirtualBox downloaded and installed, you do not need to download and
install it a second time.

This lab is very basic and has just two requirements:

¢ Installation of VirtualBox onto your local system.
e An ISO image of Server 2019 is readily accessible on your local network.

Download direct from Microsoft: https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-server-2019

If you have a previous download of Server 2019, you do not need to download it again. You can
use the same 2019 ISO image for Server 2019 time again.


https://www.virtualbox.org/wiki/Downloads
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019

@ Windows Server 2019

Evaluations | 180 days

In addition to your trial experience of Windows Server 20
additional features from the Desktop Experience to impro
features on demand can be added to images prior to dep
Compatibility FOD. Download this FOD. To learn more ab

@ Start your evaluation

Please select your evaluation file type:
O Azure

® 150
O VHD

Fill in your information.
@ Start your evaluation

Please complete the form to continue:

* First name

|
* Last name I
* Company name I

* Company size I Select one

* Job title I Select one

* Work email address I

* Work phone number I

* Country I Select one

* Indicates a required field

Next page.... select your language.



@ Start your evaluation

Please select your language:

| English v

oo [ o

Click the download button. Save the file locally on you machine or network and then clock, OK.

You have chosen to open:

|:] v 0006.r55_release_swvc_refresh_SERVER_EVAL x64FRE_en-us.iso

which is: iso File (4.6 GE)

) id a new feature on demand for
from: https://software-download.microsoft.com

of Server Core for apps and toc
Iy running computers, using the

. .
What should Firefox do with this file? | and the DISM command, plea:

() Open with Browse... 3
2 (® Save File

Do this automatically for fifes-dikee this from now on.

1

17763.253.190108-0006.rs5_release_svc_refresh_SERVER_EVAL_x64FRE_en-us.iso

Check yourself....

Server 2019 1SO ready for installation.

Download VirtualBox for Windows. The version may be updated, but it is still the same
software. Act accordingly.

Install VirtualBox and follow the simple instructions given below to install Windows Server
2012 on VirtualBox. Install the virtual adapters if prompted.

Begin the lab!


https://www.virtualbox.org/wiki/Downloads

To begin creating a 2019 Core installation, open VirtualBox and from the upper left corner, click
on Machine and from the context menu. Select new.

@ Oracle VM VirtualBox Manager
Machine | Help

(2 [ New... | Ctrl+N

gf  Add.. Ctrl+ A

~ Server 2016

sl | Windows 10
-:-:ITIJ' @) Powered Off

=2l | 2016 DC1
-zrn'ﬁ" @) Powered Off

This starts the Create Virtual Machine Wizard.

Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new wirtual

machine and select the type of operating system you intend to install on it.
The name you choaose will be used throughout VirtualBox to identify this

machine,

Mame: ||Ser1.fer 2019 Core |

Machine Folder: | Ci\Users\ExpatirtualBox VMs b
Type: | Microsoft Windows | - El'..
ST

Version: | Windows 2016 (64-hit) | -

giliiy

LUntil WB adds in a Server 2019 option, use the Server 2016 (64-bit) option

Expert Mode Cancel

On the next window, accept the default of 2048 MB of RAM. Click next.




=  Create Virtual Machine

Memory size
Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memary size is 2048 ME.
' 2043 = MB

4 MB 156334 ME

On the next screen, accept the default to create a virtual hard disk now. Click create.

[ £ Create Virtual Machine
f

Hard disk

If you wish vou can add a virtual hard disk to the new machine, You can
either create a new hard disk file or select one from the list or from another
| location using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 50.00 GB.

i) Do not add a virtual hard disk
(®) Create a virtual hard disk now
| () Use an existing virtual hard disk file

Server 2012 ADDS. vwdi (Mormal, 50.00 GEB)

Create Cancel

Accept the default for the hard disk type as VDI. Click next.



Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

(®) VDI (VirtualBox Disk Image)
() VHD (Virtual Hard Disk)
() WMDK {virtual Machine Disk)

Expert Mode Mext Cancel

On the next screen, accept the default for the storage on the physical hard disk to be dynamically
allocated.

€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
{dynamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up {(up to a maximum fioced size), although it will not shrink
aqgain automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use,

(® Dynamically allocated
() Fixed size

Next Cancel
|

On the next screen, accept the default for the file location and size of 50 GB. Click create.



pes

4 Create Virtual Hard Disk

File location and size

Flease type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

Server 2019 Core | @

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

D

4,00 MB 2.00TB

Create Cancel

From the left window pane, ensure your disk for Server 2019 Full Install is highlighted and from
the grey taskbar, click on the start arrow.

U e TRy

> Server 2016 =] Geperal

Mame: Server 2019 Core
o Server 2019 Operating System: Windows 2015 (64-bit)

Settings File Location:  C:\Jsers\Expat\VirtualBox VMs\Server 2019\5erver 2019 Care
G = 5 2019

EI7] Server 2018 Full Install reups ErVEr

f (@) Powered OFF =] system

Base Memory: 2043 MB

El'. Server 2019 Core 0] Boot Order: Floppy, Optical, Hard Disk

Tﬂ‘fﬁ' @ Powered OFF = Acceleration:  VT-x/AMD-V, Mested Paging

From the select Start-up Disk screen, click on the folder browse button and browse to the
download location for your ISO image of Server 2019. Double-click the 1SO image and click the
Start button.



h{ﬂ Server 2016 [Powered Off] - Oracle VM VirtualBox

o dis

Flease select a virtual optical disk file or & physical optical drive containing

a disk to start your new virtual machine from.

The disk should be suitable for starting a computer from and should

contain the operating system you wish to install on the virtual machine if
you want to do that now. The digk will be ejected from the virtual drive
automatically next time you switch the virtual machine off, but you can

also do this yourself if needed using the Devices menu.

143593.0.161119-1705.R51_REFRESH_SERVER_EVAL_XG64FRE_E ~ |

| Start | | Cancel |

kLo

(%] Right ctrl

&

Begin the lab!

To begin the 2019 creation process, open VirtualBox and from the upper left corner, click on

Machine and from the context menu, select New.

'.l'i Oracle VM VirtualBox Manager

nEckd  New. Ctrl+N ~
ﬁ%l 5F  Add.. Chrl+ A
] W) Settings... Ctrl+5
fo 'L;? Clene... Ctrl+0
B Move.
% 23 Remove...
@ Group
[s2}
Start 2
K~
Pause

This launches the Create Virtual Machine Wizard.

e R

T WS -
Mew Settings Discard Start
@ General

Name: Server 2019 Core
COperating System: Other Windows (64-bit)
Settings File Location:  C:\Users\Expat!virtualBox YMs'\Server 2019 Core

|1| System

Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-xfAMD-V, Nested Paging, PAE/NX



Create Virtual Machine

Name and operating system

Flease choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this
machine.

MName: |Server 2019 Full Install |

Machine Folder: | C:\Users\Expat\VirtualBox YMs ~ |
Type: |Microsoft Windows = %: I
Version: | Other Windows (54-bit) i
Expert Mode Mext Cancel

On the next window, accept the default of 2014 MB of RAM. Click next.
. = .

PN
@ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 2048 MEB,
U 0% 2] MB

4MB 15384 MB

[ Next ] [ Cancel ]

e

On the next screen, accept the default to create a virtual hard disk now. Click create.



p
Q Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either
create a new hard disk file or select one from the list or from another location
using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 50.00 GB.

7) Do not add a virtual hard disk
@ Create a virtual hard disk now

7)) Use an existing virtual hard disk file

Empty &S

[ Create ]’ Cancel ]

Accept the default for the hard disk type as VDI. Click next.

)

Create Virtual Hard Disk

Hard disk file type

FPlease choose the type of file that you would like to use for the new virtual hard disk. If you
do not need to use it with other virtualization software you can leave this setting
unchanged.

@ VDI (VirtualBox Disk Image)
() WHD (Virtual Hard Disk)
) VMDK (virtual Machine Disk)

[E)cpertMode] [ Next ] [ Cancel

]

.

",

On the next screen, accept the default for the storage on the physical hard disk to be dynamically
allocated.

10



P
@ Create Virtual Hard Disk

Storage on physical hard disk

Flease choose whether the new virtual hard disk file should grow as it is used (dynamically
allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your physical hard disk as it
fills up (up to @ maximum fixed size), although it will not shrink again automatically when
space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is often faster to
use,

@ Dynamically allocated

() Fixed size

[ Next ][ Cancel ]

. W,

On the next screen, accept the default for the file location and size of 50 GB. Click create.

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

Server 2019 Full Install | [a

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

0

4.00 MB 2.007TB

From the left window pane, ensure your disk for Server 2019 Full Install is highlighted and from
the grey taskbar, click on the green start arrow.

11



m
=}

= 0@ 9.

Mew pitffios  Discard  Start
w.~ New group
M| general
E’. Server 2019 Full Install Mame: Server 2019 Full Install
""l M Powered Off Operating System: COther Windows (54-bit)
Settings File Location:  C:\Users'\ExpatiVirtualBox
Groups: Mew group

From the select Start-up Disk screen, click on the folder browse button and browse to the
download location for your ISO image of Server 2019. Double-click the 1SO image and click the
Start button.

Select start-up disk

Please select a virtual optical disk file or a physical optical
drive containing a disk to start your new virtual machine
from.,

The disk should be suitable for starting a computer from and
should contain the operating system you wish to install on
the virtual machine if you want to do that now, The disk will
be ejected from the virtual drive automatically next time you
switch the virtual machine off, but you can also do this
yourself if needed using the Devices menu,

17763.1.180914-1434.rs5_release_SERVER_EVAL_ * | [l

Cancel

VirtualBox begins the install.

12



4 Windows Setup

Windows Server: 2019

. Alll rights reserved.

Language to install: [English (United States) -
AL RN SR I E T English (United States) -

Enter your language and other preferences and click "Next” to continue.

Click on Next to start the Windows Server 2019 installation.

Click on Install now

4 Windows Setup

Windows Server- 2019

Install now

Repair your computer

poration. All fights reserved

On the next screen, click, ‘I don’t have a product key’ to start your 180-day evaluation of Server

2019.

13



WS

] @ Windows Setup

Activate Windows

If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in.

The product key looks like this: X0CGO- 00O X000 X000 0000

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

T

Privacy statement I don't have a product key MNext

16. Select the operating system that you wish to install. Regardless if you install the Server 2019

Datacenter or the 2016 Standard version, you want the installing package that includes the
Desktop Experience. Otherwise, you end up with just the Server 2019 Core and no GUI.

Datacenter can handle more RAM and CPU options, but they are identical operating systems.

Students may use either for their labs.

(S, @ Windows Setup

Select the operating system you want to install
Operating system Architecture Date modified
Windows Server 2019 Standard Evaluation 4 9/15/2018
Windows Server 2019 Standard Evaluation (Desktop Experien... 4 8/15/2018
Windows Server 2019 Datacenter Evaluation w64 9/15/2018
Windows Server 2019 Datacenter Evaluation (Desktop Experi... 64 8/15/2018

Description

(Recommended) This option omits most of the Windows graphical environment. Manage with a

command prompt and PowerShell, or remotely with Windows Admin Center or other tools.

Next

Accept the license agreement.

14



@ é] Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS) 2]

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the "Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (i) understand device quality, and application usage and
compatibility; and (iii} identify quality issues in the use and performance of
the operating system and applications.

17 i“gccept the license term

Select Custom Install Windows only (advanced).

@ ) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is enly
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this eption. If you want to
make changes to partitions and drives, start the computer using the installation disc, We
recommend backing up your files before you continue,

Help me decide

Nothing to do here but click Next.



@ él Windows Setup

Where do you want to install Windows?

Name Total size Freespace Type
7 Drive 0 Partition 1: System Reserved 549.0 MB 5320MB  System
— Drive 0 Partition 2 31aGE 209 GE Primary
#4 Refresh ‘F Delete o Eormat Mew

&4 Load driver ﬁ Extend

Server 2019 beings the file copy process. Take a break while the installation finishes.

B

f| Windows Setup

Installing Windows

Status

J' Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

Windows will reboot. Be patient!

The Installation restarts.
At the next screen, hit enter to accept the changing of the administrator’s password.



7 ChWindows\system32\Logonll.exe EEE

Type in your new administrator password. Hit the tab key to move the confirm password line.

5 CWWindows\systern32tLogonll.exe IE”E”E

Enter new credentials for Administrator or hit ESC to cancel
ew password =
onfirm password :

Your password change is confirmed. Hit enter.

i CAWindows\system32\Logonll.exe E”E”E
Administrator

our paszsword has been changed.

0k

You are now at the command prompt for Server 2019 Core.

Installing the VirtualBox Guest Additions
We next need to install the Guest additions using the command prompt.

From the VirtualBox tools menu, click on Devices and from the menu, click on. “Insert Guest
Additions CD Image.”

O] Optical Drives 4
{8 Audic ’
@ MNetwork 4
£ usB 4
[l Shared Folders 4
[7]  Shared Clipboard ’
] Drag and Drop L
|<§p Insert Guest Additions CD image... ‘

At the command prompt cursor, change drives from your C:\ to your D:\ by typing in, d: and
hitting enter.



At the D:\> prompt, type, dir, hit enter.

Follow along with the steps shown in the image.

B Administrator: C:\Windows\system32\cmd.exe

.tool

Wait for the Guest Additions wizard to launch, step through the wizard accepting all the defaults.

Install any additional drivers as prompted.

VA Oracle VM VirtualBox Guest Additions 6.0.4 Setup - o

Welcome to the Oracle VM VirtualBox
Guest Additions 6.0.4 Setup Wizard

This wizard will guide you through the instaliation of Oracle
VIl VirtualBox Guest Addtions 6.0.4

R is recommended that you close all other appications
before starting Setup. This will make & possible to update
relevant system fies without having to reboot your
computer

Chck Next to contnue

Next> | | Cancel

Reboot when prompted. Log back in.

18



BN Select Administrator: C\Windows\system32\cmd.exe

\VAdministrator:

Since we’re doing the Core installation, all you get is a command line window which you use to
configure the server via commands and/or scripts including PowerShell. To start your initial
server configuration, type “Sconfig” command to start the server configuration.

B Administrator: CA\Windows\system32\cmd.exe

‘Administrator»sconfig

You are greeted with the default parameters and options that you can change.

E® Administrator

\Windowshsystem32\cmd.exe - sconfig E“E“Z‘
~

Enhanced

n option: ~

To change the Computer name, choose option 2. Once submitted, a restart will be required.

19



Enabled

DownloadOnly

Disabled

You must restart your computer to apply these changes.
Restart now?

Use your VM to send a Ctrl+Alt+Delete message to the prompt.

i ChAWindows\systern32\Logonll.exe IE“E”E‘

Prezz Ctrl-Alt-Del to unlock

Type in your administrator password.

i CAWindows\system32\Logonll.exe E”E”E

Enter credentials for Administrator or hit ESC to switch usersssign—in methods
assuul‘ld = eEJEeE-Ieb-deE-JeE-Jef-Jnf-Jef-eE-E-E

You are now back at the command prompt.

BN Select Administrator: C\Windows\system32\cmd.exe

\Administrator:

Additional configuration of your Server to include configuring the network adapter and joining
the domain will be completed in Section 3 of the course.

To gracefully power off your Server Core installation, at the prompt, type shutdown -s.

20



BN Administrator: CAWindows\systerm32\emd.exe

On the next screen, press the Close button.

You're about to be signed out

Windows will shut down in less than a minute.

We will configure the network settings and join the Server 2019 Core to the domain in Section 3
of the course.

End of the lab!
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