
Secure Dynamic DNS

• Windows Server supports Dynamic DNS updates, which 
is where dynamic DNS records are created by 
computers, rather than manually by an administrator. 

• This cuts down the administrative load because admins 
no longer have to manually manage DNS records.

• If Dynamic DNS updates are enabled, they should be in 
“Secure only” mode. This ensures that only computers 
that are a member of an Active Directory Domain can 
create DNS records on the DNS server.

• If “Nonsecure and secure” mode is selected, Dynamic 
DNS updates are accepted without checking if the 
source of updates is trusted or not.


