FSO and NISPOM Certification Course

Justification and Agenda

Recommended CEUs - 20
The FSO and NISPOM Certification Course is a deep dive into NISPOM and
is appropriate for those who want to understand how to perform under
classified contracts, including: senior management officials, Insider Threat
Program Senior Officials, Facility Security Officers, Cleared Defense
Contractors, Cleared Employees, and those studying for Industrial Security

Professional (ISP) and Industrial Security Professional Oversight Certification
(ISOC).

The purpose of this training is to equip FSOs to establish a security program
to protect classified information. Aside from being NISPOM compliant, the
student will learn how to communicate the security program to C-suite
leadership and help the Senior Management Officials and other Key
Management Persons execute their tasks.

Jeff provides this same training to his clients as he trains new FSOs and others
who may not be security professionals. This training brings them to the next
level of compliance and capability. Itis also provided as a face to face training
event covering 20 hours. Many FSOs have benefitted from this course and
have applied lessons learned.

This training includes ALL the NISPOM. We go through all the chapters and annexes.

NISPOM Deep Dive for 32 CEFR Part 117

o NISPOM Overview (24:29)
e NISPOM Procedures (49:00)
o NISPOM Reporting (34:56)
e Security Clearances (39:41)
o Security Clearance Reciprocity (23:48)
o Insider Threat Training (59:28)
o SF-312 Briefing (60:58)
« FOCI (42:10)
e Security Training and Briefings (19:12)
e Derivative Classification (24:23)

o C(lassification System (24:49)



o Safeguarding Classified Information (39:32)

e Information Controls (14:20)
e (lassified Information Transmission (18:36)
o C(lassified Information Disposition and Release (27:32)
o SMO Briefing (9:48)
o Foreign Travel Briefing (15:02)
e ITP: Option 1 (17:53)
o ITP: Option 2 (16:00)
o Derivative Classifier Training: Option 1 (13:56)
o Derivative Classifier Training: Option 2 (14:37)
o CUI Briefing (26:20)
o C(lassified Visits and Meetings (16:27)
o (lassified Subcontracts (16:27)
o Marking, Storing and Disposition of Foreign (16:32)
Government Information
e International Transfer of Classified Information (28:12)
o International Security Requirements (24:30)
e International Transfer and Visits (27:38)
o International Transfers Safeguarding (13:18)
Classified Information
e NATO Information Security Requirements (27:04)
e Transfer of Articles Under "The Treaties" (9:05)
« CNWDI (9:54)
Soon to be published:
o COMSEC
o DHS CCIPP.

o Supplement To This Rule:
o Security Requirements For Alternative Compensatory Control Measures
(ACCM)
o Special Access Programs (SAPS)
o Sensitive Compartmented Information (SCI)
o Restricted Data (RD)
o Formerly Restricted Data (FRD)
o TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION (TENI)
o AND NAVAL NUCLEAR PROPULSION INFORMATION (NNPI
o COGNIZANT SECURITY OFFICE INFORMATION.
e Conclusion (1:56)



Reinforcement training based on prior NISPOM
e Preview and Introduction
e Chapter 1: Lecture 1
e Chapter 1: Lecture 2
e Chapter 1: Lecture 3
e Chapter 1: Lecture 4
e Chapter 1: Lecture 5
e Chapter2
e Chapter 3
e Chapter4
e Chapter5
e Chapter6
e Chapter?7
e Chapter 8

(11:32)
(1:57)

(19:21)
(67:39)
(27:22)
(32:03)
(70:25)
(20:41)
(49:29)
(43:10)
(26:06)
(8:24)

(56:40)



