
 

 
©2020 Skylines Academy, LLC All rights reserved  

 

Study Material 

 

Section 2: Implement M365 Security and Threat Management 

Study Material for Exam MS-101 

Microsoft 365 Mobility and Security 

 

Implement M365 security and threat management (30-35%) 

 

Below you will find helpful links to Microsoft docs and blogs which will enhance your learning 

and understanding around the MS-101 topics covered. The topics align with subjects found in 

each module of the Skylines Academy MS-101 course. 

Implement Cloud App Security (CAS) 

• Basic setup for Cloud App Security 

• Microsoft Cloud App Security documentation 

• Network requirements 

• Control cloud apps with policies 

• Protect apps with Microsoft Cloud App Security Conditional Access App Control 

• Connect apps 

• Quickstart: Get started with Microsoft Cloud App Security 

• What are the differences between Microsoft Cloud App Security and Office 365 Cloud App 

Security? 

• Manage alerts 

• Configure automatic log upload for continuous reports 

• Create snapshot Cloud Discovery reports 

 

Implement threat management 

• Protect against threats in Office 365 

• What is Azure Advanced Threat Protection? 

• Azure ATP architecture 

• Quickstart: Create your Azure ATP instance 

• ATP Capabilities 

• Set up Office 365 ATP Safe Links policies 

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE3VEHZ
https://courses.skylinesacademy.com/p/ms-101/
https://docs.microsoft.com/en-us/cloud-app-security/general-setup
https://docs.microsoft.com/en-us/cloud-app-security/
https://docs.microsoft.com/en-us/cloud-app-security/network-requirements
https://docs.microsoft.com/en-us/cloud-app-security/control-cloud-apps-with-policies
https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/en-us/cloud-app-security/enable-instant-visibility-protection-and-governance-actions-for-your-apps
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/editions-cloud-app-security-o365
https://docs.microsoft.com/en-us/cloud-app-security/editions-cloud-app-security-o365
https://docs.microsoft.com/en-us/cloud-app-security/managing-alerts
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/protect-against-threats
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/what-is-atp
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-architecture
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step1
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description#advanced-threat-protection-atp-capabilities
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description#advanced-threat-protection-atp-capabilities
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-atp-safe-links-policies
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• Set up Office 365 ATP Safe Attachments policies 

• Azure ATP SIEM log reference 

• Azure ATP prerequisites 

• What is Advanced Threat Analytics? 

• Advanced Threat Analytics suspicious activity guide 

• Working with Suspicious Activities 

• Set up Office 365 ATP anti-phishing and anti-phishing policies 

• Configure anti-spam policies in Office 365 

• Configure anti-malware policies in Office 365 

• Attack Simulator in Office 365 ATP 

 

Implement Windows Defender Advanced Threat Protection (ATP) 

• Microsoft Defender Advanced Threat Protection 

• What's new in Microsoft Defender ATP 

• Configure and manage Microsoft Defender ATP capabilities 

• Configure Conditional Access in Microsoft Defender ATP 

• Configure Microsoft Cloud App Security in Microsoft Defender ATP 

• Enforce compliance for Microsoft Defender ATP with Conditional Access in Intune 

• Configure attack surface reduction rules 

• Inside out: Get to know the advanced technologies at the core of Microsoft Defender ATP 

next generation protection 

• Windows Defender Antivirus 

• Configure Windows Defender Antivirus features 

 

Manage security reports and alerts 

• Service assurance in the Security & Compliance Center 

• Tutorial: Investigate risky users 

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-atp-safe-attachments-policies
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/cef-format-sa
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-prerequisites
https://docs.microsoft.com/en-us/advanced-threat-analytics/what-is-ata
https://docs.microsoft.com/en-us/advanced-threat-analytics/suspicious-activity-guide
https://docs.microsoft.com/en-us/advanced-threat-analytics/working-with-suspicious-activities
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-anti-phishing-policies?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-your-spam-filter-policies?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-anti-malware-policies?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulator?view=o365-worldwide
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/whats-new-in-microsoft-defender-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/onboard
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/configure-conditional-access
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-cloud-app-security-config
https://docs.microsoft.com/en-us/intune/protect/advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/configure-attack-surface-reduction
https://www.microsoft.com/security/blog/2019/06/24/inside-out-get-to-know-the-advanced-technologies-at-the-core-of-microsoft-defender-atp-next-generation-protection/
https://www.microsoft.com/security/blog/2019/06/24/inside-out-get-to-know-the-advanced-technologies-at-the-core-of-microsoft-defender-atp-next-generation-protection/
https://docs.microsoft.com/en-us/windows/security/threat-protection/overview-of-threat-mitigations-in-windows-10#windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-windows-defender-antivirus-features
https://docs.microsoft.com/en-us/microsoft-365/compliance/service-assurance
https://docs.microsoft.com/en-us/cloud-app-security/tutorial-ueba
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• What is Azure Active Directory Identity Protection? 

• Alerts in the Office 365 Security & Compliance Center 

• Azure Active Directory Identity Protection – Security overview 

• Remediate risks and unblock users 

• Before you begin 

 

 

 

 

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/alerts
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-security-overview
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock
https://docs.microsoft.com/en-us/windows/security/threat-protection/overview-of-threat-mitigations-in-windows-10#windows-defender-antivirus

