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1 Purposef
The purpose of this procedure is to understand various metrics collected within THE COMPANY IT Department and to analyze and use this information effective management of security. The metrics are related to an organization’s objectives, and not necessarily restricted to measuring performance of the security function being assessed.
2 Scope

The procedure is applicable to entire ISMS and THE COMPANY department. This document will be reviewed every two years and updated when required or as mandated by the ISMT.
3 ISMS Metrics Procedures 

3.1 Prepare for Data Collection
3.1.1. This involves identification of activities that are essential for establishing an ISMS metrics program after the metrics have been identified. Specific implementation steps needs to be described as how to collect, analyze and report the metrics. 

3.1.2. This procedure should be reviewed once in two years.

3.1.3. The method of collecting the data should be followed by all concerned personnel in collection of data

3.1.4. The methods should be made aware to all responsible personnel.
3.2 Collection of Data and Analysis
3.2.1. This data should be verified and validated by IS Security Team.
3.2.2. The data should be segregated properly before applying any analysis for further calculation. 

3.2.3. The data should be safeguarded from any modification as this may tamper the result.

3.2.4. In case a tool or specific methods are used to collect and analyze the data then the analysis methodology should be tested before implementing in the production environment.
3.2.5. The results should be documented and presented to the management depending on requirements

4 Current Metrics
4.1 Internal Audit Effectiveness

	Metric Definition
	To ensure organization closes Non conformities reported in the internal audit effectively

	Acceptable Level
	All internal audit findings should be closed as per the schedule

	Purpose
	To understand the effectiveness of corrective actions taken by IT team

	Metric Method
	Gather information from corrective action sheet maintained by IT as well as internal auditor

	Data Source
	1. Corrective action sheet

2. Corrective action forms filled and held by the team

3. Internal audit report

4. Emails

	Frequency data collection
	Once a year

	Formula
	100 X 1 – (Number of corrective actions taken / Number of Non Conformities reported by the internal auditor)

	Indicators
	1. Assurance of the effective functioning of security mechanisms and ISMS

2. Assurance of the effective handling of audit findings and objective is 75 %. 

	Prime Responsibility
	Internal Audit and IS Security Section

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section.

	Review Frequency
	As per the internal audit frequency


4.2 Antivirus Effectiveness

	Metric Definition
	To ensure organization’s Windows based Servers and Workstations are protected from Virus Attacks. (Definition of protection encompasses – ‘detection, prevention and control’)

	Acceptable Level
	Defined as below

	Purpose
	Testing the effectiveness of Virus defence

	Metric Method
	Cumulative data collected from all antivirus mechanism present in the company 

	Data Source
	1. Antivirus Consoles - Master / Slave / Server
2. Vendor web-sites for outbreaks

3. Events / reports from individual servers and workstations
4. Vendor web-site downloads/updates

5. Incident reports

6. E-Mails

7. Log Management

	Data Collection Frequency
	1. Each quarter reporting for KPI
2. Yearly reporting for KPI

3. Once in a month

4. Whenever reported or weekly or random

	Formula
	1. (No. of successfully updated Servers / Total No. of Servers) x 100

2. (No. of successfully updated Workstations / Total No. of Workstations connected to Network) x 100

3. 100 x [1 – (Total no. of virus affected systems / Total no. of systems)]

4. (No. of viruses that has been removed / Total no. of viruses detected and reported) × 100

	Indicators
	1. Assurance of the effective working – AV DAT updates on servers.  Expected Measure of performance is 95%
2. Assurance of the effective working – AV DAT updates on Workstations.  Expected Measure of performance is 90%
3. Assurance of the over-all AV protection – Expected Measure of performance is 90%
4. Assurance of Antivirus software effectiveness / protection is 97%

	Prime Responsibility
	· ANTIVIRUS TEAM (antivirusteam@The Company.gov.ae) 

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section

	Review Frequency
	Every Quarter


4.3 Backup process Effectiveness 

	Metric Definition
	To ensure organization handle the backup process effectively

	Acceptable Level
	All backups to be taken as per the schedule 95 % of restoration tests

	Purpose
	Testing the effectiveness of backup process 

	Metric Method
	Cumulative data collected from all security mechanism present in the company

	Data Source
	1. Backup Application

2. Incident register

3. Restoration Results

	Frequency data collection
	Quarterly – Backup process

Half yearly – Restoration process

	Formula
	1. 100 X 1 – (Number of failed backup instances / Number of total backup instances planned)

2. 100 X 1 – (Number of successful backup restorations / No. of backup restoration tests planned)

	Indicators
	1. Assurance of the effective functioning of backup process 

2. Assurance of the effective restoration of backups and objective is 95 %.  

	Prime Responsibility
	Backup Team

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section.

	Review Frequency
	Every quarter


4.4  Training Effectiveness

	Metric Definition
	To ensure that THE COMPANY personnel are provided with appropriate security awareness

	Acceptable Level
	75 % of invited personnel to attend the sessions



	Purpose
	Testing the effectiveness of security awareness process

	Metric Method
	Cumulative data collected from training records

	Data Source
	1. Training attendance register

2. List of invitees

	Frequency data collection
	Yearly

	Formula
	1. 100 X (Number of employees attending the training session / Number of employees invited for the training session)

	Indicators
	1. Assurance of the participation of employees in security campaigns 

	Prime Responsibility
	IS Security Section

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section.

	Review Frequency
	Once in a year


4.5 ISO 270001 Controls Effectiveness

	Metric Definition
	To ensure effectiveness of the ISMS controls implemented in the company 

	Acceptable Level
	90%



	Purpose
	To test the effectiveness of ISMS control

	Metric Method
	Data collection against ISMS controls to identifying whether they are not followed, inconsistently followed or consistently followed 

	Data Source
	ISMS controls effectiveness dashboard

	Frequency data collection
	Yearly

	Formula
	1. 100 X (Compliance Level/Max Effectiveness Score)

	Indicators
	2. Assurance of compliance to ISO 27001:2013 requirements-

	Prime Responsibility
	IS Security Section

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section.

	Review Frequency
	Once in a year


4.6 Employee awareness level in information security
	Metric Definition
	To ensure that THE COMPANY employees has acceptable awareness level in information security 

	Acceptable Level
	85% based on excellent department requirements  



	Purpose
	Testing the effectiveness of security awareness process

	Metric Method
	Cumulative data collected yearly survey

	Data Source
	Employee survey about information security 

	Frequency data collection
	Yearly 

	Formula
	NA                                

	Indicators
	Assurance of the effective THE COMPANY security awareness process



	Prime Responsibility
	Security section 

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section.

	Review Frequency
	Yearly 


5 Future (Proposed) Metrics
5.1 Service Availability Measurement

	Metric Definition
	Application and Network uptime and availability

	Acceptable Uptime
	98 %

	Purpose 
	To measure the application and network connectivity up time

	Metrics method
	Computation of downtime using system logs and manual checks

	Data Source 
	1. Incident Management report

2. Incident register

3. Emails from users/administrators

4. Monitoring tools

	Frequency of data collection
	Monthly

	Formula 
	(Total ideal uptime hours – Total Down time hours) X 100

            Total ideal uptime hours  

where Total ideal uptime per month=Total business hours X No. days in a month

total downtime per month = Sum of all downtime hours in a month (No. of working days X 7 hrs) 

	Indicators
	1. Assurance of effective server maintenance, effective day to day administration, effective information backup and recovery procedure during downtime due to crash or hard disk failure

2. Expected performance measure is 98 % uptime every quarter

	Prime responsibility
	Network and Server team

	Manager
	

	Review of metrics
	Every quarter

	Distribution of evidence and Responsibility
	All evidence must be filed and reviewed by the IS Security Section and reasons for downtime must be analyzed for root cause analysis and solved. This is subjected to be reviewed by the Head of IS Security Section.

	Final Results
	% uptime in each quarter


5.2 Firewall and IPS Effectiveness

	Metric Definition
	To ensure organization handle the external attacks effectively

	Acceptable Level
	All external attacks should be detected and prevented

	Purpose
	Testing the effectiveness of external security technologies

	Metric Method
	Cumulative data collected from firewalls and IPS present in the company

	Data Source
	1. Firewall Logs 

2. IPS Logs

3. Firewall and IPS alerts

	Frequency data collection
	Monthly

	Formula
	1. 100 X 1 – (Number of external attacks prevented and denied by the firewall and IPS /Total Number of external attacks reported on firewall and IPS)

	Indicators
	1. Assurance of the effective functioning of external security mechanisms 

2. Assurance of the effective handling of external attacks and objective is 95 %.  

	Prime Responsibility
	IS Security Section

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section

	Review Frequency
	Every month


5.3 User Management Process Effectiveness

	Metric Definition
	To ensure that THE COMPANY handles user management process effectively

	Acceptable Level
	New users created as per user management process – 98 %

Timely removal / disabling of dormant user IDs 98 %

	Purpose
	Testing of user management process

	Metric Method
	Cumulative data collected from Active directory and user ID request forms

	Data Source
	1. Active directory user list

2. User ID request form

3. User ID status review process

	Frequency data collection
	Monthly

	Formula
	1. 100 X (Number of user ID request forms available / Total number of new users created in AD in a month

2. 100 X 1- (Number of dormant user IDs / Total number of users in active directory)

3. 100 X (Number of Domain user IDs removed / number of users quit the organization)

	Indicators
	1. Assurance of the following of user management process 

2. Assurance of the effective cleaning of active directory of dormant / unused user IDs

	Prime Responsibility
	IT Infrastructure Section

	Distribution of Evidence
	All the metric reports should be filed and monitored by the IS Security Section are subject to check by Head of IS Security Section.

	Review Frequency
	Quarterly
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