A honeypot are decoy server(s) typically placed in a DMZ designed to entice malicious
users to attack them.

They look like live production servers and are poorly configured to make them easier to
exploit.

Provide a two-fold purpose:
— Lure hackers away from the real network.
— Allow IT security personnel to observe and learn how hackers are attacking their system(s).

Honeypot

Internal Network

Router

Firewall




