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Iranian Regime Influence Operation Misfire

Published Internally July 2021
A Brief

Social media influence operations gained significant attention after the 2016 United States Presidential
election. Since then, reports exposing operations of this type increased with frequency and depth.
Increasingly sophisticated Iranian cyber influence operations show the past success of such activities to
disrupt planned events, both kinetic and virtual. Learning from past operations and expecting adjustments
to regime tactics highly likely led to the diminishing success of online regime activities for now. Reports
from FireEye, ClearSky, Citizen Labs, Reuters, the Atlantic Council, Kaspersky, the US Government, the UK
government, and Treadstone 71 all shine light on the online influence operations and tactics of the Iranian
government. ' Social media platforms and online companies (Facebook, Twitter, Google, YouTube,
Instagram, LinkedIn, etc.) attention to influence operations led to the removal of thousands of pages and
accounts.

Several attempts to start social media campaigns failed to gain followers and retweets. Hashtags used in
2020 campaigns collapsed in their efforts to trend. Standard regime phishing targeting opposition
members did not work to infect recipients with trojan malware. Awareness and preparation surrounding
regime methods, tactics, techniques, and procedures helped stop the spread of malicious messaging.

Our earlier report on lIranian Influence Operations measured regime activity against dissidents. In
particular, the Free Iran World Summit 2020. This year, we examined regime activity against the same
event, the Free Iran World Summit 2021. Under 1600 tweets used hashtags this year taken from the 2020
regime efforts (over 110,000 or 1.45% of the 2020 effort). Several hypotheses or combinations could be
reasons for the regime’s failed efforts to overcome 2021 dissident messaging. Changes in social media,
public exposure of Iranian cyber and kinetic actions, direct challenges to their online footprint, and
maturation of their capabilities all contribute to perceived failures. Some of the activities:

1. Regular awareness campaigns on past and possible new regime methods.
Fear by users of suspension or removal from social media.

Fear by users of losing their hard-earned following and likes.

Not worth the risk, and ‘there is no money in it.’

Domain seizure by the US government.
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Open identification by Treadstone 71 and others of influence operation participants in publicly
distributed reports (see below).

7. Information exhaustion and apathy at the same old tactics.

8. Internal limitations to access social media.

9. Disdain for the new Raisi regime after a highly predictable election outcome.

10. Jaded views and opinions on economic and social improvements within Iran.

11. Infiltration of regime social media accounts using like-tactics to counter their influence
operations.
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Internal economic and health-related issues.

We recognize adjustments in regime activities from pure hacking to the adoption of Russian foreign
intelligence service methods and mirroring physical proxy use to the virtual world. The following list
demonstrates regime shifts in skills and capabilities. We only expect the following activities to improve
and become more complex in their use:
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A shift from cyberattacks to disinformation in multiple languages mirroring their physical
proxies.

Post disparaging propaganda to elicit reactions (us versus them)

Manipulate perceptions, polarize, disrupt, and sow discord amongst target groups.
Reduce the likelihood of target groups finding common ground.

Denigration of opposition political figures through tailored disinformation.

Undermine confidence in opposition leadership.

Attempts to align opposition groups with Israel.

Spread confusion, generate exhaustion, and create apathy.

Flood social media with false information making decision-making difficult.

. Create memes and symbols using easy-to-share data snippets that target emotions.

. Righteous indignation rooted in religious values and ethos.

. Repetition of negative words and phrases across multiple online platforms.

. Use of women as sock puppets to gain followers and likes while spreading false information and

gathering information on followers.
Post conspiracy theories and disinformation, amplifying narratives and rumors.
The use of bots and media engagement farms (the Basij) to generate information.
Use social media posts and blog articles to convey specially prepared information to incline
them to ‘voluntarily’ make the predetermined decision desired by the regime.
a. Focus on divisions in groups characterized by race, class, gender, sexual orientation,
political affiliation, geography, religion, and cults.
Online impersonation of academic figures and groups.
Front companies set up to execute a series of influence operations over time.
Use of state propaganda to foment lies to the Iranian people.
Use email phishing to disseminate disinformation to intimidate targets.
Use cross-platform (Facebook, Twitter, Instagram, LinkedIn, blogs, etc.).
The use of recycled content from western sources.
A shift to lesser-known social media communication methods with targeted invitations and
encryption.
A focus on issues important to Iran consistent in their messaging (pro-Assad, anti-Israel, anti-
us).
Filter negative information from global outlets from reaching Iranian citizens.
Push people to like pages, join events, visit their websites, and follow accounts driving perceived
credibility.
Forming libraries of digital material, images, mobile apps, items from Iranian state media,
videos, and stories from blogs and proxies support the Iranian regime.
Mixing actual content with misinformation to cover regime narratives.
Websites that use US service providers and privacy services.
Illegally obtain information and share data via various social media platforms.
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High level recommendations and opportunities exist:

1. Invest resources in organizations that track and show Iran’s digital influence networks without
over-editorializing their findings.

Enhance automated search and text-matching of Iranian state propaganda products.

Be as objective and transparent as possible when exposing regime propaganda.

Counter one-sided claims and attacks by Iran’s influence operations machine.

Establish a footprint in new social media platforms.

Do not publish information naming Iranian operations, i.e., leverage this knowledge to infiltrate
and counter until opportunities are exhausted.
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We do have other recommendations not intended for publication.

Success is not a result of luck. Repeated success in combating influence operations shows maturity and
skill. Skills that are perishable. Regardless of the counter-influence improvements, the Iranian regime will
not cease influence operations but seek new methods to spread their disinformation, misinformation, and
outright lies. Of course, counter activities include constant measurement and continued vigilance
combined with learning from past activities to estimate emerging threats.

T71

Copyright 2021 Treadstone 71 LLC July 17, 2021



@

Posts Related to Iranian Regime Cyber Actions

e Treadstone 71 “The Sayad Project”

e Treadstone 71 CYBERBAN Shahid Kaveh Unit

e Treadstone 71 We are exposing here our correspondence with one of the members of “Shahid
Kaveh” Mohammad Shamlou-Fard (Shambouli)

e Basij Cyber Battalions:

e #Basij Cyber Battalions — Latest From Treadstone 71 — The Cyber Shafarat — Treadstone
71

Cyber Battalion Empowerment Courses in Abali — Iranian Basij Cyber Battalions — The
Cyber Shafarat — Treadstone 71

Establishment of a cyberspace headquarters in Masoumiyah Theological Higher
Education Institute — Data Laundering — The Cyber Shafarat — Treadstone 71

The Basij Cyber Battalions are working to counter enemy attacks in cyberspace (Names
and cadre for some of the Basij Resistance areas around Tehran) — The Cyber Shafarat —
Treadstone 71

Forming #icyber battalions and service teams is one of the core plans of the #Basij — The
Cyber Shafarat — Treadstone 71

e Student Basij Initial Enrollment Form — The Cyber Shafarat — Treadstone 71

e Iranian Influence Operations

e Iranian Intelligence Services — ( Shahid Kaveh ) The Sayad Project and Sayad 2 —
Dissident & Foreign Support, Internal Targeting — Khalg Project 99

e Treadstone 71 Releases Intelligence Advisory on Iranian Influence Operations — The
Cyber Shafarat — Treadstone 71

e Iranian Influence Campaign — Rapid Persona Changes on Twitter — The Cyber
Shafarat — Treadstone 71

e Example of Iranian Efforts to Sway Public Opinion — The Cyber Shafarat — Treadstone 71

e #IRGC #MOIS PROPAGANDA videos and animation — Treadstone 71 — The Cyber Shafarat
— Treadstone 71

e Targeted Adversary Research and Analysis

e An explosive new report from Treadstone 71 Link Analysis of Various Iran Cyber
Operators and Academics — The Cyber Shafarat — Treadstone 71

e Day 2 and 3 #VAJA #MOIS data release from Parastoo as of 16:00 May 5 ETD — The
Cyber Shafarat — Treadstone 71

e The latest from #Parastoo on the RANA Institute hack of Sharif University — The Cyber
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https://cybershafarat.com/2021/07/22/dookhtegan-rides-again/
https://cybershafarat.com/2021/07/08/mohammad-ali-meysamy-from-the-cyberban-information-institute/
https://cybershafarat.com/2021/05/20/lab-dookhtegan-3/
https://cybershafarat.com/2021/05/20/lab-dookhtegan-3/
https://cybershafarat.com/2019/10/04/basij-cyber-battalions/
https://cybershafarat.com/2019/10/04/basij-cyber-battalions/
https://cybershafarat.com/2019/09/25/cyber-battalion/
https://cybershafarat.com/2019/09/25/cyber-battalion/
https://cybershafarat.com/2020/04/18/establishment-of-a-cyberspace-headquarters-in-masoumiyah-theological-higher-education-institute-data-laundering/
https://cybershafarat.com/2020/04/18/establishment-of-a-cyberspace-headquarters-in-masoumiyah-theological-higher-education-institute-data-laundering/
https://cybershafarat.com/2019/10/23/the-basij-cyber-%e2%80%8b%e2%80%8bbattalions-are-working-to-counter-enemy-attacks-in-cyberspace-names-and-cadre-for-some-of-the-basij-resistance-areas-around-tehran/
https://cybershafarat.com/2019/10/23/the-basij-cyber-%e2%80%8b%e2%80%8bbattalions-are-working-to-counter-enemy-attacks-in-cyberspace-names-and-cadre-for-some-of-the-basij-resistance-areas-around-tehran/
https://cybershafarat.com/2019/10/23/the-basij-cyber-%e2%80%8b%e2%80%8bbattalions-are-working-to-counter-enemy-attacks-in-cyberspace-names-and-cadre-for-some-of-the-basij-resistance-areas-around-tehran/
https://cybershafarat.com/2019/10/09/forming-cyber-battalions-and-service-teams-is-one-of-the-core-plans-of-the-basij/
https://cybershafarat.com/2019/10/09/forming-cyber-battalions-and-service-teams-is-one-of-the-core-plans-of-the-basij/
https://cybershafarat.com/2020/11/02/student-basij-initial-enrollment-form/
https://cybershafarat.com/2021/07/28/iranian-intelligence-services-the-sayad-project-and-sayad-2-dissident-foreign-support-internal-targeting/
https://cybershafarat.com/2021/07/28/iranian-intelligence-services-the-sayad-project-and-sayad-2-dissident-foreign-support-internal-targeting/
https://cybershafarat.com/2020/12/10/treadstone-71-releases-intelligence-advisory-on-iranian-influence-operations/
https://cybershafarat.com/2020/12/10/treadstone-71-releases-intelligence-advisory-on-iranian-influence-operations/
https://cybershafarat.com/2020/12/11/iranian-influence-campaign-rapid-persona-changes-on-twitter/
https://cybershafarat.com/2020/12/11/iranian-influence-campaign-rapid-persona-changes-on-twitter/
https://cybershafarat.com/2020/08/24/example-of-iranian-efforts-to-sway-public-opinion/
https://cybershafarat.com/2019/06/20/drone/
https://cybershafarat.com/2019/06/20/drone/
https://cybershafarat.com/2019/10/04/explosivenewreport/
https://cybershafarat.com/2019/10/04/explosivenewreport/
https://cybershafarat.com/2019/05/04/mois-iran-day2/
https://cybershafarat.com/2019/05/04/mois-iran-day2/
https://cybershafarat.com/2019/05/16/parastoo-latest/

Shafarat — Treadstone 71

e Day 4 Parastoo on hacked accounts at Sharif University — The Cyber Shafarat —
Treadstone 71

e Rana Institute continues to spy on Iranian Citizens for the MOIS #Parastoo — The Cyber
Shafarat — Treadstone 71

e Tapandegan Releases Trove on Iranian Stock Market Manipulation — The Cyber Shafarat
— Treadstone 71

e Dissident Tracking and Assassination

e lIranian MOIS — Vaja hacks Turkish Government Site Tracking dissidents — The Cyber
Shafarat — Treadstone 71

e Masoud Molavi CV — Assassinated Istanbul -Ordered through Iranian consulate — Video —
The Cyber Shafarat — Treadstone 71

e Inside The World of Cybersecurity Experts Who Hunt Criminals (VIDEQO) (newsy.com)

"https://iranprimer.usip.org/index.php/blog/2020/oct/23/part-1-iran-us-election
https://www.lawfareblog.com/how-understand-iranian-information-operations
https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/rpt-FireEye-lranian-10.pdf
https://www.reuters.com/article/us-cyber-iran-specialreport-idUSKCN1NZ1FT
https://securelist.com/ferocious-kitten-6-years-of-covert-surveillance-in-iran/102806/
https://henryjacksonsociety.org/wp-content/uploads/2021/06/HJS-Iranian-Influence-Networks-in-the-UK-Report-HR-web-1.pdf
https://thehill.com/policy/cybersecurity/450077-us-officials-tracking-influence-operations-on-social-media-from-russia
https://www.treadstone71.com/index.php/intel-briefs/irgcinfluenceops
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Screenshots and metrics
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https://cybershafarat.com/2019/05/16/parastoo-latest/
https://cybershafarat.com/2019/05/06/day-4-parastoo-on-hacked-accounts-at-sharif-university/
https://cybershafarat.com/2019/05/06/day-4-parastoo-on-hacked-accounts-at-sharif-university/
https://cybershafarat.com/2019/05/03/mois-iran/
https://cybershafarat.com/2019/05/03/mois-iran/
https://cybershafarat.com/2020/11/09/tapandegan-releases-trove-on-iranian-stock-market-manipulation/
https://cybershafarat.com/2020/11/09/tapandegan-releases-trove-on-iranian-stock-market-manipulation/
https://cybershafarat.com/2019/06/05/bbox/
https://cybershafarat.com/2019/06/05/bbox/
https://cybershafarat.com/2019/06/18/masoud/
https://cybershafarat.com/2019/06/18/masoud/
https://www.newsy.com/stories/inside-the-world-of-cybersecurity-experts-who-hunt-criminals/?jwsource=cl
https://iranprimer.usip.org/index.php/blog/2020/oct/23/part-1-iran-us-election
https://www.lawfareblog.com/how-understand-iranian-information-operations
https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/rpt-FireEye-Iranian-IO.pdf
https://www.reuters.com/article/us-cyber-iran-specialreport-idUSKCN1NZ1FT
https://securelist.com/ferocious-kitten-6-years-of-covert-surveillance-in-iran/102806/
https://henryjacksonsociety.org/wp-content/uploads/2021/06/HJS-Iranian-Influence-Networks-in-the-UK-Report-HR-web-1.pdf
https://thehill.com/policy/cybersecurity/450077-us-officials-tracking-influence-operations-on-social-media-from-russia
https://www.treadstone71.com/index.php/intel-briefs/irgcinfluenceops

Search analytics for "#.o4,0_s92 . naS 3,95"

tweets from Jul. 03, 7:14 AM to Jul. 11, 11:41 AM

] Mentions over the last few days

Suy =

& Most influential users

@mahshidtavakoli
mahshidtavakeli[]

@Asayeshl76
asa yesh (aSlal aizl}

ﬁ @phalange8l

| phoebe00000
) @ruuhollah
| il Ruuhellah

@sattarkhanl2l
00 ls=is= 00000000

-l @Ex_Muslimm
1 Serpico
@ @eliiioss
poils Gl
fol] ©@Abanl998Tehrani
Mity i
X @peymannarad
Leuil sl

@Officialfarhad5
FarhadM

* Most engaging users

@Sooresrafill
JLl
@NEDANNNeda
NEDA

@Victorious_20
00T

@tyam11235813
00 el

@Kaveh792

2]
.8
&

Copyright 2021 Treadstone 71 LLC

auny 12

Potential reach 1, 384, 488

Foellowers Mentions Engagement
1
1
2
1
1
1
2 14 retweets 65 favorites
1
1
1 12 retweets 17 favorites
Followers Mentions Engagement
6 61 retweets 239 favorites
3 50 retweets 214 favorites
qa 28 retweets
8 43 retweets
993 5 32 retweets 143 favorites

July 17, 2021



Wﬁ@

Search analytics for "#ai,0 297, 855 5,0%"

2 Most retweeted tweets

d NEDA @NEDANNNeda 5:11AM -6 2021 via Tw for Android - 48 retweets - 2 Qpen
3KtPEDrQP9/co tif:https 5,93 m}i 297 s n_un# Lo mly 9JL=JI b ¥E o aiyh glls 1) xalae (ol o (wliwgo cslas 00

T [0 pla@tyam11235813
G2 8 e 2l sleadsg gus Lz g |.).h|.7.aquJ3.).13 <A Lmlmb.nﬁumdﬂ&ybp.hoj)yQJ.ML Lol aizlis g 5 lnig=T siar aiw s
JJ}libs_{ilyJ.im_).n# cCugegaz o Gbler Gl S o)_v| a

43 retweets - avarites Open

LT @Scoresrafill M- 11 T 21 for A 35 retweets sorites Open
Geda 33 2,5 Oeuanjsl L J_i QJJLIa.ﬁ# .)JIJ PREPTP Jl.} |)_> 2w azgis agh i wswier ool oi LS o) slay Jis 55 (paalas a5 g el
3)95‘);,{9’)-,“}0#

rle @Aberwoman 24 PM 2021 g 33 retweets Qpen
oS 9i9iSal 2 aw i ales .5.)|J|)|,u3 Lo.sl).u).u)lm&‘_so)n.wﬂumm Jlis ar GBSy e 5 2080 soll s page YY s, i oS lalai
00 o> susmicad ab s 838 197 arpoft Hail | 5 aSuw pgd S9u peadlro 1alio asisl ¥ pl oo JL LU loulz S8 shss S50 2uS

Mo Victorious_20  2:32 PM - & Jul 2021 via te iPhone - 28 retweets Open
W 2 polen 09,8 90 ul Sead ilo m;u)lg., wip8 o \sl);)lS.uLon ol ortine S S2) ppo Slaesp 5 LS Slasals slbes sy alig a0 sp
D0cmiszs 5l sallasutais o ai 3y9n b8 19> s o o# 5500 035 slaials# (0 wiSs 55l 5y Usimts Shiss b o s o cuss ms g

DDDI]D[I_,S.-.DI ogl¥aveh 792 A 11 2021 viaT for Anc - 26 retweets f Open
20 005 07 4 s yott aif llail ais a..S_nJaJ uwlmbgn)l;_o)bun‘_slﬂ]l_o_,l T

L1 @Scoresrafill 1:2 ul 2021 via Twitter for Anc 26 retweets Gpen
395 238 so7 s an ot YU o lo I.}.}Jo 5 9id ‘_),I s oY aoS puaalas oS Ystwitter.com/Sooresrafill/s. .
¢ vl @bahaari_baraan 8:33 A 3 s for Andr - 17 retweets Open

@SiamackShojaicedwl s sgaz mlm_, uJS_)J fﬂ# 3 g h}i 197 4 my# WL _iSaw

pgils Ll @eliiissd / ftter fi
B Lo ar oS Glul poro casns s o esi u.n.gf Zad q“.w Y qS Ot G5 dawg ol o5 lie0 wsempisdl sw g 0ol 5 alls plar ST sl
wolisx ssrmnisl g ax# 253 255 us7 s arse# 02,8 Qs Jo buliso

14 retweets - © \ . Gpen

12 retweets - Qpen

/™ gl @Ubbelothbrok3 A 1 Jul 2021 via Twitter We
ﬂ calos b gigilylao o 5y J—‘L‘“ Dlﬁ dl»*“ @ luigh jsib .. 9 twse 9 LS shisw 5 ssler aiius sy [ siuar Silo s> a5 0992930
gl wlSlac# 5,9 255 197 s ara# 1 g ! 02, Goilojle sila s 5 oyl alai o aiSie culas (ilsjlw ar jl o e leple w8

* Most favorited tweets

! NEDA @NEDANNNeda 5 Jul 2021 via far Anc 48 retweets - 205 favorites Gpen
3KtPEDrQP9/co LIPS 545 m,_f. 5 mf,# 1 i mly ol el ¥E 1 am waiyl ol | aabns ool oS (uliwss crolas [0

DDU:_,S@VICKOTIOUS 20 M - 8 Jul 2( 3 Twitter for iPhone - 28 retweets - 169 favorites Open
S “IRVTIPNAIC V] 03;33 ol spuwan Gils M}\JJLU 0 e sl Baliz g ol Guie S Sl Py slhes b g ylies slaisls slaesp atig s o
O0eriizs slos ipallarsitas o vai 395 255 197 5 avso# 355 095 slawols # (0 wiss sushbl gy usirt Sliss b uis 1) o wusi ri o

0 alu®tyam11235813 1-11 ) a Twitter for Android - 43 retweets € Cpen
ua_,a.nf | i a0 ylas .s|couoSQ.|.hl>5 |.).h|.75n45415.).15 L auiuy bu'mb.o).aum\jz.l&ybp.huj)ya:mb Lol aizlui gz 5, |A.45:|5u.~a.ouJ
Usa)sf-gy),ﬂ-un# Gasea? 9 oblsr ol Sos osu.l a

LT @Socoresrafill A 1 71 via Twitter for Android - 35 retweets s Open
oo g3 2,5 e sl sl Jf. @.JUo.n# .»l.r 23 o .)|.: |): Sdir azgio awgn Ml Usbasr udzl 9i UaiS 5 shay Jis o5y (raalae oS g el
YPEN P AT P

0000 Sl ogb¥aven792  8:56 AM - % f | - 26 retwests - an Open
20 005 107 4 s yott aif gllail ais mS_nJaJ wlmanlﬂJbunﬁlJﬁijl AR PTY

af rle @Aberwoman 2:24 PM - 3 Jul 2021 viz " for iPhone - 33 retweets - G Gpen
- oS 99iSal 1 3o b calss JJIJIJ',BJ LojlyAuhﬁjoMJluW JLqu‘_,\LSJ_(-)_\‘-jAJJ_.LLsﬂjWWYYJSJJ}-&.JLR;M
oo uh.s’,j:ump.ha’,j:sia,f.iay)iuﬂ# Hal | 7.5 aSiw 93 59y (wadlaas : Pg.!.oa.a.ul.' oY ,u|a§.:JJ|J Lo Lol b shiso jon aus

b1 @Socoresrafill 1:2¢ ul 202 3 Twi Jaft 26 retweets - 82 fave 25 Open
d s 255 usms oo # YU ayly |JA.7.0 5 Sy ‘_).,I a0 ,u,y an § (aalbie con oS Ylotwitter.com/Scaresrafill/s. .

wl, L @bahaari_baraan 8:33 AM - 3 Jul 2021 - 17 retweets F Cpen

Copyright 2021 Treadstone 71 LLC July 17, 2021



Fﬁ@%éﬁ@ﬁ%@

|1/ S 5w \ | Q@ | Sl
@_ Ashk__

Conair 90 5| Giwigloz g sisou# Sye> 095 Hbl t0libged
! pg> |2 «So=)_pu,o#
39,5 @lSi ained Sy LSy Vldshb S L pudlysiswo
PaiS gy |y a2 o # (iann 97

oSl Siind b S g logh @

2,608 tweets i

#uss R o e

O|H|Q§9‘I4)ALFC.LL.»\\‘"»JTGW j=250
el e Soid S5 L olbghb ¢l oslbl
Cangin # 1,000
750
# Top hashtags @ Top languages
; 500
2153 2551575 aiyott 1,444 o Farsi 2,392
39 298 _laisl># 155 Other (und) 162
154 «#  Arabic 42 250
59 5 English 12
a8
#no2mek 42 9. Jul 10. Jul 11. Jul 12. Jul 13, Jul
ool sgax niales o nlS 0§ o# 41
25 258 197 5_aspott 33
woduwl_s sge>_a_ai#t 31
oblul# 3
2020 Results
Total Tweets 111,770
Average Tweets per day for the first three days (60.67 hours) 35,860
Average Tweets per minute during the 60.67 hours 29.55

Tweets

19,658 (17.59%)

14,800 with low followers)

Retweets 80,948 (72.42%)
Replies 11,164 (9.99%)
Total Contributors (tweeted, retweeted, replied) 24,631

Total under 100 followers 11,294
Accounts created in 1%t half of 2020 (out of 14,800! with low | 3,994
followers)

Accounts not existing after the campaign (out of 14,800 with | 3,453

low followers)

Accounts become inactive after the July 2020 event (out of | 1,168

Population of Iran

82,000,000 (82 Million)

Percent of People in Iran with Internet Access ~70% (57,400,000)
Tweets in Farsi 102,203

Tweets in English 2,999

Tweets in Arabic 2048

2021 Results
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