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About The Book

This book (600+ pages) is comprised of 25 Lab Scenarios (Step-by-Step) for various configuration
scenarios for the CheckPoint Firewall version R81. The Platform used for the Lab deployment is PNET
environment which is similar to EVENG platform. It is presumed that you may have a starter level
knowledge about PNET Labs as well.
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Download CheckPoint R81 ISO image

Search for checkpoint R81 iso image download on Google as shown — and Click the support center
link.

(=
0

GO g|e |checkpoint R81 iso image download | X

r

2L Al E)Images & News @ Maps [ Videos i More Tools

About 4,730 results (0.52 seconds)

https:/isupportcenter.checkpoint.com » portal » fileid=1_. =

R81 Gaia Fresh Install - Check Point Support Center

22-0ct-2020 — Download Details. RB1 Gaia Fresh Install. Download ... File Name
Check_Point_R81_T392.iso. Product, CloudGuard Controlier, Quantum Security ...

You will be redirected to the Download Page. The file name is Check_Point_R81 T392.iso. Click the
Download button.

Contact Us SupportCenter Blog P
P
gnngsgsbwfgelsrlg PRODUCTS SOLUTION SUPPORT & SERVICES PARTNERS RESOURCES

= > Download Details

Search Support er Q
R81 Gaia Fresh Install
Brief Description
Gaia Fresh Install Fer Security Gateway, Security Management and Standalone
Details
File | Sheck_Peint_Re1_T392is0 |
Name
Product Quantum Security Gateways, CloudGuard Controller, Mobile Access / SSL VPN, SmartReporter / Eventia Reporter, Multi-Domain Management,
SecureXL, VSX, Quantum Security Management, Endpoint Security Server, Quantum Smart-1, IPS, Data Loss Prevention, SmartEvent,
Application Centrol, Identity Awareness, Anti-Virus, Anti-Bot, Threat Prevention, Threat Emulation, Compliance, Threat Extraction, Anti-Spam,
ClusterkL
Model TE2000X, TE1000X, TE250X, TET00X, Smart-1 625, Smart-1 525, Smart-1 3130, Smart-1 5050, Smart-1 410, Smart-1 405, Smart-1 3150, Smart-
13050, Smart-1 225, 28600HS, 26000T, 26000, 23900, 23800, 23500, 16600HS, 16200, 16000T, 16000, 15600, 15400, 7000, 6900, 6800, 6700, 6400,
6500, 5400, 6200, 5900, 5800, 5600, 5400, 5200, 5100, 3800, 3600, 3200, 3100
Version R81

The Download begins as shown — Roughly 4GB file. Let the Download complete.

~=  Check_Point_R81_T....is
0.0/43 G8, 1 hour left

Check_Point_R81_T392.is0




Check_Point_R21
_T382

Type: Disc Image File
Size: 4.34 GB
Date modified: 24-10-2020 10:40

Install CheckPoint R81 on PNET

Through a Winscp client or any other File transfer client — connect to your PNET LAB server. We will
now upload the CheckPoint ISO file in the PNET server

Provide the IP / Port details and credentials of your PNET LAB server and click on Login.

"
Lacal Mark Files Commands Sestion Options Remote Help
% G Queue = - Transfer Settings Default -~
@ New Session
B Desktop - &M - - ERAL %
- =5 "8, Login — ®
(EAUsers\Autonet FW\Desktop,
| Mame 2 Size | | R vew site Sesson
File protocol:
25 SFTP ot
. ;.l::k_l:xt : zz Host name: YOur PNEI' Port number:
[s] Image 001.png 5859 KB m— Segver IP /| aE
|&! Image 002.png 360 KB Usar pame: here Passward:
| Image 003.png 818,048 KB root | aeesdl |
Meeting URL et 126 KB
¥ MEGAsync Ink 1KB swe v Advanced... [w
& wallpaper.png 194 KB
|s} Sedwan TopoloavPG 6435191,
=] Image 001.png 1,761 KB
#2 GNS3nk 2K8
e GN53-2.2.19-all-in-on.. 87,262 KB
&| Image 001.png 20 K8
|&] Image 002.png 44 KB
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Once connected to the PNET server, Create a New Folder named “cpsg-R81” in the path
/opt/unetlab/addons/gemu/ . You can use the New > Folder option as shown.



New Session

i B - BRORE % qemu 2~ e - @2 D FindFies |
X 5 New ~ ¥ i# Download -+~ £01 - & LI L Properties [T New~] ¥
B [ Foptunetiab/addons/aemus | = create New Tolder in this Path on
Size Type Changed A || Name Size Chamgd'mt' HECVED | Righite Owner
Parent directory 5/23/2021 8:30:01 PM E. 1/13/2021 3:14:47 PM PUHE-XT- % -
File folder 3/20/2021 12:15:52 PM asav-981 3/4/2021 1:112:26 AM YRR = X=X oot
1KB Text Document 3/15/2021 11:10:30 AM bigip-16.0.1 3/4/2021 1:15:00 AM PVNE=XT=% oot
1KB Text Document 1/1172021 74716 AM cpsg-RB0-10 5/15/2021 10:42:24 AM PAKT= X=X root
5859 KB Fouit Reader PDF .. 11/21/2020 53710 AM linux-tlue 342021 4:25:04 AM PANT-XT-% root
360 KB Fouit Reader PDF .. 12/20/2020 10:48:06 AM Sl linut-areen 342021 4:25:36 AM PWRT=KT=X oot
B18.048 KB QCOW?2 File 6/21/2020 7:24:30 pM Create folder = 021 5:08:44 PM PURT-XF=X root
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194 KB QCOW2 File 3/3/2021 10:41:31 AN 21 1:16:27 AM PWKE-XT-X root
6439191.. Compressed (zipp.. 3/4/2021 807:11 AM fan i T 11610 AM VK- XT-X root
1,761 KB PNG File 1/3/2021 9:17:05 PM [Jset permissions 211126107 AM  rwsir-xr-x root
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The Folder is created as shown

2T Gemu -~ @=-= - @EOE I FindFiles | T
15§  Download = | (i Edit » X EF New~ (8] | [¥]

1ged Mame Size Changed Rights Crayner
Y2021 6:3%21 PM £ 1/13/2021 3:14:47 PM PRI =X =X -,
2021 75010 PM asav-981 3472021 1:12:26 AM PRI root
2021 120217 PM | bigip-16.0.1 342021 1:15:00 AM PWRT=Xr=X root
fa021 11:4321 AM ¢p3g-RE0-10 5/15/2021 10:4224 AM  rwxr-xr-x  root

2021 11:4%21 AM

cpsg-RE1 I S/28/2021 6:46:13 PM PWXT= X=X root

2021 11:49:22 AM i linu-lue 3/4/2027 4:25:04 AM PWART-Xr- root
#2021 11:45:21 AM | linux-green 3412027 4:25:36 AM PWKE-Xr-X root
2021 64237 PM linwe-host 4142021 5:.08:44 PM PWHT=KT-X root
2021 64237 PM I linux-red 3/4/20271 42544 AM TWIET- %1% root
2021 1:32:56 AM paloalto-9.0.4 3152021 114832 AM PURE =KX root
w2021 63727 PM vios-adventerprisekd-_, 342021 1:16:27 AM YA - X=X root
T2019 49402 AM viosi2-adventerprisekd 342027 116810 AM PWIE-XT-X rooft
2021 T7:32:20 PM win-10 5/15/2021 11:26:17 AM PAIRT-KT-% root
2021 5:07:54 AM  winserver-2008R2w 5/15/2021 105544 AM IWKT=Xr-X root

W2021 B:59:28 AM .
On the Left side of the window, browse to the CheckPoint ISO file path, and drag Drop the
Check_Point_R81 _T392.iso file to the folder cpsg-R81 as shown.

LCloalDik ~FH -~ - - BmRAR % qemu By e @@ QR Fndiles | Ty
X 7 L Propenies | BS News %] ¢ Downloa ] -X 7 cperties | BF Newr [ = [¥]

‘ eptiinetiab/adaons/as
Mame Size Type Changed Name Size Changed Rights Owner
v E Parent directory 5/28/2021 6:3%:21PM 8. 1/13/2021 3:14:47 PM PWRT-XE=X www-d

SolarWinds-FT-Solar-—. File folder 3/13/2021 7:50:10 PM asav-081 3/4/2021 1:12:26 AM PWXT-XE-X rool
| _Exports_pnetlab_exg.. 10KB Compressed (zipp..  3/20/2021 12:0217 PM | bigip-16.0.1 3/4/2021 1:15:00 AM PWHT-XP=X root
B int RE - 1KB Remote Desktop C.. 5/15/2021 11:49:21 AM cpig-RE0-10 5/15/2021 10:42:24 AM PWRT=Xr=% raot

KB Remote Decidoo 2021 11:43:21 AM A cpsgren |Drnn_—Dr_up to copy 5/28/2021 6:46:13 PM PWHT-REX root

ot KB Remote DesktopC.. 5/15/2021 11:49:22 AM {[T Towcowe (e file in this 34202142504 AM ek ool
@ GNS3-2221-all-in-on.. 10 1KB Remote Desktop C..  5/15/2021 11:43:21 AM | linux-green 3/4/2021 4:25:36 AM WAT-T-X root
[WIMEGAsyncSetupGdexe 3 1KB Remote Desktop C.. 3/5/2021 64237 PM linux-host 4/14/2021 5:08:44 M PVAT-XT-X root
Y i 1¥R Bamnts Nacktan £ 20602021 /4727 DAL | Tirwra. A WALV AIGAL AM manmvrew et

The file transfer will begin as shown

Inlcamng

—iﬁ File: C:\...\Downleads\Check_Paink_REL_T392.is0

| Target {optfunetiab/addons/gemu/ cpsa-RELY
=
Time laft: 0:5:27  Time elapsed: 0:00:21
Bytes transferngd: 275 MB  Spood: 12.7 MB/s
=
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Once the File is uploaded, Login to the PNET server via Putty and browse to the Path

/opt/unetlab/addons/gemu/cpsg-R81 and type Is command to view the files and verify that the file
upload is successful.

B CpensSSH S5H client

We will now create a QCOW2 image from the iso image with the following 2 command

mv Check_Point_R81_T392.iso cdrom.iso
/opt/gemu/bin/qemu-img create -f gcow2 hda.qcow2 80G

otf refcount bits=1f

Now the CheckPoint R81 Node is ready to be added to the PNET Lab as shown below. You can create
a new Lab on the PNET Console and Add the CheckPoint R81 Node as shown below
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Add CheckPoint Node to PNET LAB

Once you get access to PNET Lab Right click on Lab Area and Select "Node"

.J';"\-.I:] I:' .ﬂ‘\-. r"-JEI'I.l“l.I'I |:| E:._'El:T

@) MNode
& Metwork
Gal Picture
A Text

L Line

3 Undo Position

& Pedo Position

Select " CheckPoint Security Gateway VE" option

ADD A NEW NODE

Template

[ ] Show all unsuppert

Mothing selected >

CheckPoint Security Gateway VE I

Cisco AShwy

Cisco wOS



Change the Name to "CP-standalone-R81"

Templats
CheckPoint Securty Gatewsy VE
Number of nodes to add Imiage
| R
Name T

CP-Standalone-RE1

Dasaription

Check the following settings on the CheckPoint Node

CPU Limit
cPU RAM (ME)
4 144

Primary Console Primary Map Port

Telnet v

Secondary Console

Empty v

Secondary Map Port

User Name Password

Ethernet

4

Qemu Arch Qemu NIC

HEE_64 ~ 1000 v

The CheckPoint Nodes gets added to the Lab area.

W CP-standalone-R81

Show all unsuppert

Qemu VYersion

2.4 0{Default) v
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