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Microsoft Password Complexity Requirements

In Windows 10 and Active Directory, we can enable

Microsoft’s Password must meet complexity requirements

policy, which ensures user passwords are complex. This is
enabled by default in the Default Domain Policy in AD.
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Password must meet complexty requirements

This security setting determines whether passwords must meet
complexity requirements.

If this policy is enabled, passwords must meet the following
minimum requirements:

Mot contain the user's account name or parts of the users full
name that exceed two consecutive characters

Be at least six characters in length

Contain characters from three of the following four categories:
English uppercase characters (A through Z)

English lowercase characters (3 through z)

Base 10 digits (0 through 3)

Mon-alphabetic characters for example, |, & &, %)
Complexity reguirements are enforced when passwords are
changed or created.

Defautlt:

Enabled on domain controllers.

For more information about security policy and related Windows
features, see the Microsoft website.
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Not contain the user's account name or parts of the user's full name that
exceed two consecutive characters

Be at least six characters in length

Contain characters from three of the following four categories:

English uppercase characters (A through Z)

English lowercase characters (a through z)

Base 10 digits (0 through 9)

Non-alphabetic characters (for example, !, S, #, %)

Complexity requirements are enforced when passwords are changed or created.



Microsoft Minimum Password Length

We can also enable Microsoft’s Minimum password
length policy to further make a password more secure,
which ensures user passwords are complex. This value is
set to 7 by default for the Default Domain Policy in AD.
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Minimum passwaord length

This security setting determines the least number of characters
that a password for a user accourt may contain. You can set a
value of between 1 and 20 characters, or you can establish that
Defautt:

7 on domain controllers.
0 on stand-alone servers.

Mote: By default, member computers follow the corfiguration of
their domain controllers.

no password is required by setting the number of characters to 0.
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Microsoft Enforce Password History
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Enforce password history Properties

We can also enable Microsoft’s Enforce Password Securty Policy Seting Ev0lan
History policy to further make a password more secure, ——
which ensures user’s don’t reset their password to Tris securtyseting detemines he number of rique new

passwords that have to be associated with a user account
before an old password can be reused. The value must be

previously used passwords. This value is set to 24 by between 0 and 24 pasawards.

Thig policy enables administrators to enhance security by

defaUIt fOr the DEfE\Ult DOmaln POlICV |n AD. ensuring that old passwords are not reused continually.
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Microsoft Maximum Password Age
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Maximurn password age Properties

We can also enable Microsoft’s Maximum Password Age Securty Polcy Seting  Explin
policy to further make a password more secure, which r—
ensures are changed after a certain amount of time. This et e

. . change t. You can set passwords to expire after 3 number of

value is set to 42 by default for the Default Domain days between 1 and 995, or you can specfy that passords
never expire by setting the number of days to 0. i the maximum

. . password age is between 1 and 399 days, the Minimum

PO I | Cy | n A D, password age must be less than the maximum password age. ff
the maximum password age is set to 0, the minimum password

age can be any value between 0 and 958 days.
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Microsoft Minimum Password Age

We can also enable Microsoft’s Minimum Password Age
policy to further make a password more secure, which
ensures users must wait a certain amount of time before
they can change a password. This value is set to 2 by

default for the Default Domain Policy in AD.
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Minimum password age

This security setting determines the period of time (n days) that a
password must be used before the user can change it. You can
set 3 value between 1 and 398 days, or you can allow changes
immediately by setting the number of days to 0.

The minimum password age must be less than the Maximum
password age, unless the maximum password age is setto 0,
indicating that passwords will never expire. If the maximum
password age is set to 0, the minimum password age can be set
to any value between 0 and 958

Configure the minimum password age to be more than 0 if you
want Enforce password history to be effective. Without a
minimum password age, users can cycle through passwords
repeatedly until they get to an old favorite. The default setting
does not follow this recommendation, so that an administrator
can specify a password for a user and then require the userto
change the administrator-defined password when the user logs
on. If the password history is set to 0, the user does not have to
choose a new password. For this reason, Enforce password
history is set to 1 by default.
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Microsoft Reversible Encryption

Store passwords using reversible encryption Properties ? X

We can also enable Microsoft’s Store Passwords using Securty Polcy Seting Eplain
Reversible Encryption policy if we want to be able to
decrypt passwords and view them in plain text. This is not

Store passwords using reversible encryption

This security setting determines whether the operating system

recommended and is disabled in the Default Domain Policy stores passwords using reversible encryption.
in AD. When disabled, passwords are stored as a hash that e o ey satowo o aoonmeston
cannot be decrypted. Eaeanialy he s o o plartest versons e

passwords. Far this reason, this policy should never be enabled

N unless application reguirements outweigh the need to protect
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