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Psychology of Social 
Engineering



What is Social Engineering?

The art of psychologically manipulating

people into making security mistakes,

divulging confidential/sensitive information

or taking harmful actions.



Let’s take a look at the facts

Nigeria’s Consumer Awareness and Financial Enlightenment Initiative had

projected a $6tn loss by 2030 to cybercrime within and outside Nigeria. These

crimes are committed mostly through phishing and identity theft.

Social Engineering is the #1 Cyber threat faced in Nigeria



Emotions

(Desire, Fear, Greed, urgency, Panic,  

Excitement, Trust , Curosity)



Why hack technology if it’s easier to hack 
a human?



What Do They 
Want

● Your identity

● Your money

● Sensitive information

● Online accounts
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Phishing & Spotting 
Phishing Emails



Social Engineering Tricks

• Gaining trust by providing some information- familiar nature (rapport

building)

• Helpfulness (presents a problem then becomes the saviour)

• Steer emotions

• Offering rewards

• Urgency

• Stirs fear

• Unrealistic threat or consequence

• Asks you to break protocol



Phishing

Phishing is deception through email which aims to get victims to reveal

sensitive information, click on harmful links or open attachments that

contain harmful software by disguising as a trustworthy entity in an email.



How to Spot Phishing Emails

• Generic greetings

• Spelling & grammatical errors

• They induce extreme emotions

• Dangerous file attachments

• Contains offers that are too good to be true

• Misspelt domain name

• Malicious links

• Inconsistencies in email address, links and domain names

• Requests for sensitive information.



Take This Quiz
https://phishingquiz.withgoogle.com/

Can you detect a phishing mail?
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Phishing Types



Spear Phishing



Vishing

Often referred to as voice phishing, vishing is a

deception method cybercriminals use savvy

deceptive tactics to convince victims to act, giving up

private information and access to bank accounts.





Vishing

Smishing is a social engineering attack carried out over

mobile text messaging, also known as SMS phishing.

Victims are deceived into giving sensitive information to

a disguised attacker. It occurs on many mobile text

messaging platforms, including non-SMS channels like

data-based mobile messaging apps like WhatsApp.
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Other Social 
Engineering Methods



Pretexting



Spoofing



Baiting
Baiting involves luring an unsuspecting victim with a

highly attractive offer playing on fear, greed and

temptation to make them part with their personal

sensitive data like log-in details. Through fraudulent,

fake methods, both attempt to capture confidential,

personal details such as a password or banking

information such as a PIN so they can access your

business networks and systems to instal malware

which executes ransomware.



Topic Activity

Spot the difference

www.netflix.com www.netfliix.com

http://www.netflix.com/
http://www.netfliix.com/


Topic Activity

Spot the difference

www.npower-fp-fund.gq www.npower.org

http://www.npower-fp-fund.gq/
http://www.npower.org/
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Impact of Social 
Engineering



Business Email Compromise
This a social engineering method that targets companies who conduct

wire transfers and have suppliers abroad. Corporate or publicly available

email accounts of executives or high-level employees related to finance

or involved with wire transfer payments are either spoofed or

compromised through keyloggers or phishing attacks to do fraudulent

transfers, resulting in massive losses.



Business Email Compromise

An impersonation attack typically involves an email that seems to come

from a trusted source. like the CEO, CFO or another high-level executive, a

trusted colleague, a third-party vendor or other well-known Internet

brands requesting you to perform certain financial transactions.



Preventing Business Email Compromise
• Process information and determine truth

• Be wary of tempting offers

• Trust but verify: Multi-channel request verification

• Manually type out web addresses. Make a habit not to click links in emails.

• Review sender’s email address

• Scan attachments for malware

• Keep your antivirus/antimalware software updated

• Use multi-factor authentication

• Build a culture of not circumventing due process

• Ensure vendor security



Social Engineering Trends
• Use of shortened URLs

• Combination of Smishing and Vishing

• Baiting with relevance e.g. using seasonal celebration, global events, trending

announcements, etc.

• Impersonation

• Targeted emails (Spear phishing)

• Lookalike domains and websites

• Adware/banking malware e.g. trojans

• Opportunity scams

• Investment Scams

• Sponsored social media ads



How To Stay Safe
• Stop and think

• Verify authenticity

• Assess – senders name

• Zero trust mindset

• Scan links in emails or attachment

• Turn on 2FA and have a strong password

• Download apps only from your app store

• Have an antivirus installed



Activity Break

https://virustotal.com/

Do this if that email contains a link 
or attachment  
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Cyber Fraud and Types



What is Cyber fraud?
Cyber fraud is the use of internet services and a computing device by

cybercriminals to defraud another individual, gain access to a victims’

personal identity, corrupt their personal and financial information stored online

or otherwise take advantage of them.

Cyber fraud is the most common type of fraud and the extensive and popular

use of internet banking and mobile banking means there are more

opportunities than ever for criminals to commit cyber fraud.



Types of Cyber Fraud
Frequent instances of cyber fraud include;

• Business Fraud

• Credit Card Fraud

• Internet Auction Fraud

• Investment Schemes

• Nigerian Letter Fraud

• Cryptojacking

• Identity Theft

• Software Piracy

• Cyberespionage

• Cyberextortion

• Exit Scam

• Non-delivery Of Merchandise



Types of Cyber Fraud
Business Fraud

Business fraud consists of dishonest and illegal activities perpetrated by individuals or

companies in order to provide an advantageous financial outcome to those persons

or establishments. Also known as corporate fraud, these schemes often appear under

the guise of legitimate business practices. An array of crimes fall under business

fraud, including the following:

• Charity fraud: Using deception to get money from individuals believing they are

making donations to legitimate charity organizations, especially charities

representing victims of natural disasters shortly after the incident occurs.

• Internet auction fraud: A fraudulent transaction or exchange that occurs in the

context of an online auction site.



Types of Cyber Fraud
• Non-delivery of merchandise: Fraud occurring when a payment is sent but the goods and

services ordered are never received.

• Non-payment of funds: Fraud occurring when goods and services are shipped or rendered but

payment for them is never received.

• Overpayment scheme: An individual is sent a payment significantly higher than an owed amount

and is instructed to deposit the money in their bank account and wire transfer the excess funds

back to the bank of the individual or company that sent it. The sender's bank is usually located

overseas, in Eastern Europe for example, and the initial payment is found to be fraudulent, often

after the wire transfer has occurred.

• Re-shipping scheme: An individual is recruited to receive merchandise at their place of residence

and subsequently repackage the items for shipment, usually abroad. Unbeknownst to them, the

merchandise was purchased with fraudulent credit cards, often opened in their name.
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Types of Cyber Fraud 
Part 2



Credit Card Fraud

Credit card fraud is the unauthorized use of a credit or debit card, or similar

payment tool (ACH, EFT, recurring charge, etc.), to fraudulently obtain money or

property. Credit and debit card numbers can be stolen from unsecured websites

or can be obtained in an identity theft scheme.

Types of Cyber Fraud



Types of Cyber Fraud
Internet Auction Fraud

Internet auction fraud involves schemes attributable to the misrepresentation of a

product advertised for sale through an Internet auction site or the non-delivery of

products purchased through an Internet auction site.

Non-delivery of Merchandise

Non-delivery of merchandise is a scheme most often linked to Internet auction

fraud, in which a seller on an Internet auction website accepts payment for an item

yet intentionally fails to ship it. Sellers like these sometimes will relist the item and

attempt to sell it again through a different username. Non-delivery of

merchandise can also be considered a form of business fraud in a number of

cases.



Types of Cyber Fraud
Investment Fraud

Investment fraud involves the illegal sale or purported sale of financial instruments. The

typical investment fraud schemes are characterized by offers of low- or no-risk

investments, guaranteed returns, overly-consistent returns, complex strategies, or

unregistered securities. Examples of investment fraud include advance fee fraud, Ponzi

schemes, pyramid schemes, and market manipulation fraud.

These schemes often seek to victimize affinity groups—such as groups with a common

religion or ethnicity—to utilize the common interests to build trust to effectively operate

the investment fraud against them. The perpetrators range from professional

investment advisers to persons trusted and interacted with daily, such as a neighbor or

sports coach.



Types of Cyber Fraud
Nigerian Letter Frauds

Nigerian letter frauds combine the threat of impersonation fraud with a variation of an

advance fee scheme in which a letter mailed, or e-mailed, from Nigeria offers the recipient

the “opportunity” to share in a percentage of millions of dollars that the author—a self-

proclaimed government official—is trying to transfer illegally out of Nigeria. The recipient is

encouraged to send information to the author, such as blank letterhead stationery, bank

name and account numbers, and other identifying information using a fax number given

in the letter or return e-mail address provided in the message. The scheme relies on

convincing a willing victim, who has demonstrated a “propensity for larceny” by

responding to the invitation, to send money to the author of the letter in Nigeria in several

instalments of increasing amounts for a variety of reasons.
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Types of Cyber Fraud 
Part 3



Types of Cyber Fraud

Cryptojacking

Cryptojacking is a type of cybercrime that involves the unauthorized use of people's

devices (computers, smartphones, tablets, or even servers) by cybercriminals to

mine for cryptocurrency. Like many forms of cybercrime, the motive is profit, but

unlike other threats, it is designed to stay completely hidden from the victim.

Identity Theft

Identity theft and identity fraud are terms used to refer to all types of crime in which

someone wrongfully obtains and uses another person's personal data in some way

that involves fraud or deception, typically for economic gain.



Types of Cyber Fraud
Cyber Extortion

Cyber extortion is the act of cyber-criminals demanding payment through the

use of or threat of some form of malicious activity against a victim, such as data

compromise or denial of service attack. Cyber extortion permeates actions such

as ransomware, email ransom campaigns, and distributed denial of service

(DDoS) attacks.



Types of Cyber Fraud



Types of Cyber Fraud
Software Piracy

Software piracy is the illegal copying, installation, use, distribution, or sale of

software in any way other than that is expressed in the license agreement. The

software industry is facing huge financial losses due to the piracy of software.

Piracy of software is performed by end-users as well as by the dealers.



Types of 
Cyber Fraud

Exit Scam

An exit scam is a confidence trick where an established business stops

shipping orders while receiving payment for new orders. If the entity had

a good reputation, it could take some time before it is widely recognized

that orders are not shipping, and the entity can then make off with the

money paid for unshipped orders.

Cyberespionage

Cyber espionage, or cyber spying, is a type of cyberattack in which an

unauthorized user attempts to access sensitive or classified data or

intellectual property (IP) for economic gain, competitive advantage or

political reasons.



Types of Cyber Fraud
Exit Scam

An exit scam is a confidence trick where an established business stops shipping

orders while receiving payment for new orders. If the entity had a good reputation,

it could take some time before it is widely recognized that orders are not shipping,

and the entity can then make off with the money paid for unshipped orders.

Cyberespionage

Cyber espionage, or cyber spying, is a type of cyberattack in which an

unauthorized user attempts to access sensitive or classified data or intellectual

property (IP) for economic gain, competitive advantage or political reasons.
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Cyber Fraud Preventive 
Measures



How to Prevent Cyber Fraud
• Continually update your computer and mobile devices.

• Use good password habits

• Restrict access to your computer and devices by using passwords and

multiple computer profiles

• Talk to your children and family about internet security.

• Know what to do if you become a victim.

• Activate your firewall – Firewalls are the first line of cyber defence; they

block connections to unknown or bogus sites and will keep out some

types of viruses and hackers.

• Use anti-virus/malware software - Prevent viruses from infecting your

computer by installing and regularly updating anti-virus software.



How to Prevent Cyber Fraud
• Prevent spyware from infiltrating your computer by installing and updating anti-

spyware software.

• Check your security settings and be careful what information you post online.

• Be aware that your mobile device is vulnerable to viruses and hackers.

• Be aware that your mobile device is vulnerable to viruses and hackers.

• Download applications from trusted sources. Install the latest operating system

updates Keep your applications and operating system (e.g. Windows, Mac, Linux)

current with the latest system updates.

• Turn on automatic updates to prevent potential attacks on older software.

• Make regular back-ups of all your important data, and store it in another location.



How to Prevent Cyber Fraud
• Secure your wireless network. Wi-Fi (wireless) networks are vulnerable to

intrusion if they are not properly secured

• Review and modify default settings.

• Public Wi-Fi, a.k.a. “Hot Spots”, are also vulnerable. Avoid conducting financial or

corporate transactions on these networks.

• Be cautious when giving out personal information such as your name, address,

phone number or financial information on the Internet.



How to Prevent Cyber Fraud
• Make sure that websites are secure (e.g. when making online purchases) or that

you’ve enabled privacy settings (e.g. when accessing/using social networking

sites).

• Always think before you click on a link or file of unknown origin.

• Don’t feel pressured by any emails. Check the source of the message. When in

doubt, verify the source.

• Never reply to emails that ask you to verify your information or confirm your user

ID or password.
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