Spam email is unsolicited emails,
commonly advertising emails, but
sometimes phishing and
scamming attempts.

Such email can clutter our inbox,
getting in the way of emails that
matter, as well as potentially
carry malware.

o James Smiley, CEO info@jamessmiley.org via sendgrid.net
tome ~

With your past purchases or optins with our products and services
over the years, you get some special perks as you know.

So...

We just got stock in of our free USB drives (the ones with over
$4988 of content on them) and I didn't want you 1o miss this one
again.

Go here now to claim your complimentary USB
Drive with over $4988 of content on it...




Spoofed Emails

Email spoofing is the forgery of
an email header so that the email
seems to have originated from
someone or somewhere other
than the actual source.

It’s used in phishing, pharming
and spam campaigns because
people are more likely to open an
email when they think it has been
sent by a legitimate source.
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Phishing is the practice of sending unwanted
email to users with the purpose of tricking
them into revealing personal information
(such as bank account information) or
clicking on a link.

It occurs when an attacker, masquerading as
a trusted entity, dupes a victim into opening
an email.

Their goal is to get you to share valuable
personal information — such as account
numbers, Social Security numbers, or your
login IDs and passwords.

They then use your information to steal your
money or your identity or both.

Martins Hoffman <martins@emplot.net> 1:30 PM (2 hours
io =

0 This message seems dangerous

Similar messages were used to steal people’s personal information. Avoid clicking links, downloading
attachments, or replying with personal information

| Looks safe

Dear Friend

| am a financial consultant in the UK | | am contacting you in respect of my late client fund valued 12 7Million

British Pounds deposited with a bank here in London which is

about to be confiscated by his bank after many years unclaimed. | decided to contact you because you bear the same last
name with him.

Kindly indicate your interest by sending me your
Full name, Age . Marital status, Postal address, Job, phone number
You will be entitled to 50 %; 40 % for me and 10 % to defray all cost.

Yours Sincerely
Martins Hoffman




Pharming attacks redirect users from
legitimate websites to fraudulent fake
websites.

This can be done server-side via DNS
spoofing and also client-side.

With email pharming, a user will open up an
email with malware, which then installs
malicious code on the user’s PC.

In one form of pharming attack, code sent in
an e-mail modifies local hosts file on a
personal computer.

This code then redirects URL clicks to a
fraudulent website without your knowledge
or consent.
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